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1 ]_le.]'ll/l H 3aJa4Y1 0CBOCHUA NUCHHUITJIMHbI

eanb (eH) OCBOCHHS TUCITATUIMHBI:

dbopMUpOBaHKE 3HAHUH COCTABISIOMUX MH(DOPMALIMOHHON 0€30MaCHOCTH TOCYapCTBa, OOIIECTBA H
JIUYHOCTH; OPTaHU3AIlMOHHBIX, IIPABOBBIX, HWH)KEHEPHO-TEXHUUYECKUX M arlapaTHO-IIPOTPaMMHBIX METOJIOB
Y CPEJICTB 3aIIUTHI HHPOPMALIUH.

3agaun:

— OCBOCHHE OCHOB T€OpUU WH(POPMAIMOHHOW OE30MaCHOCTH, MOJEISIMH M KOHIEHIUSMU 3aIHTHI
uH(pOpPMALUY U TOCTPOEHUS CUCTEM HH(POPMAIIMOHHOHN 0€3011acHOCTH;

— M3YYCHHE OCHOBHBIX BHJIOB OOCCIICUCHHS CHUCTEM HH(POPMAIIMOHHON OE30IacHOCTH, METOJIOB
OIICHKH YPOBHS 3alTUIIIECHHOCTH CHCTEM, METOJIOB U CPEJCTB KOMIUICKCHOM 3alIUThl 00BEKTOB WH(OpPMATH-
3aIluu;

— TpPUMEHEHWE  OpraHU3allMOHHBIX, IPABOBBIX, WHXCHEPHO-TEXHMUYECKMX H  allllapaTHO-
MPOTrpaMMHBIX METOJIOB U CPEJICTB MH(MOPMAITMOHHOW O€30IaCHOCTH B MPAKTHUUECKUX pa3paboTkax B oOia-

CTH 3aIIUThI 00bEKTOB WH(OPMATHU3AIINH.

2 MecTo JUCHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JluciyiuiiHa OTHOCUTCS K JUCHUIUIMHAM (MOIYJISM) TIO BBIOOPY BapHaTHBHOW dacTh OJioka |

«luctuumivHel (MOIYIIN)»

[TpepexBu3uThl qUCHUILTUHEL: b.1.5. 13 Hngopmayuonnoe obecneuerue cucmem ynpagienus

[TocTpeKkBU3UTHI AUCUUIUTHHBL: Omcymcemayiom

3 TpeGoBanus k pe3yjabTraraMm 00yYeHUs M0 TUCHUILINHE

[Tpornecc n3yyeHHs QUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUICHHUS

[Tnanupyemsble pe3yabTaThl 00yUeHHs [0 JUCHUIUIMHE, XapaKTepU3yIoIIne
sTansl GOPMUPOBAHUS KOMIIETEHIIUI

dopmupyeMble KOMIIETEHIINU

3HaTh:

- yrpo3bl HHGOPMAITMOHHOW 0€30MacHOCTH, KIacCH()UKAINI0 KAHAIOB HECaHKITU-
OHUPOBAHHOTO JIOCTYyTa K HHPOPMAIUK, COBPEMEHHbIe TpeOoBaHUsI HHPOPMAIIH-
OHHOI1 0€30IIaCHOCTH,

Ymersn:

- HCIIOJIb30BaTh HABBIKK PabOTHI ¢ KOMITBIOTEPOM JIst 0OecTieueHus Tpedo-
BaHMI M0 HH(POPMAITMOHHOM 0€30MMaCHOCTH;

Baaaers:

- METOJjaM1 WH(POPMAITMOHHBIX TEXHOJIOTUM JIJIs1 COOI0IEHUS TPEOOBaHMI
MH(GOpPMaLMOHHOM 6€30MacHOCTH;

OIIK-9 crioco6HOCTbIO
UCTIOJIb30BaTh HABBIKK pabOTHI
C KOMITBIOTEPOM, BJIaJIETh
METOAaMU MHPOPMAITNOHHBIX
TEXHOJIOTUH, COOMI01aTh
OCHOBHbIE TpeOOBaHUs
MH(POPMALMOHHOM
0e301acHOCTH

3HaTh:

- Meronabl o0pabotku uHpopmaruu ¢ garynkoB TCO i BBIIOIHEHUS
IKCIIEPUMEHTOB,

YMmerb:

- BBIITOJIHATH MMpEAIPOCKTHBIC HUCCJICJ0OBaHUA
uH(pOpMAaIIKH 10 33JaHHBIM METO/IUKAM,;

Baajgers:

-COBPEMEHHBIMH HH(OPMAIIMOHHBIMH TEXHOJOTHSIMH U TEXHUYECKHUMHU
CpEJCTBAaMH AaTTECTAllMM 0OBEKTOB M0 HH(POPMALIMOHHON O€30MMaCHOCTH;

o0BEKTa  3aIUTHI

IIK-1 cnocoOHOCTEIO
BBITIOJTHSATH DKCIIEPUMEHTHI Ha
JIEHCTBYIONNX O0BEKTAX IO
3aJJaHHBIM METOJIUKAM U
00pabaTbIBaTh pe3yJbTaThl C
MPUMEHEHUEM COBPEMEHHBIX
WH()OPMAIMOHHBIX TEXHOJIOTHI
U TEXHUYECKUX CPEJICTB




4 CTpyKTYypa U coJepKaHue JUCUUIIIHHbI
4.1 CTpyKTypa IMCHUATINHBI

OO0m1as TpyA0€MKOCTh JUCIUILUIMHBI COCTABIISIET 6 3aUeTHBIX enuHull (216 akageMUYecKrX 4acoB).

TpynoeMKoCTb,
Bun paboter aKaJIeMIYECKHX 9aCOB
4 cemectp BCETO
OO0masi Tpy10€MKOCTh 216 216
KonrakTHasi pa6ora: 86,25 86,25
Jlexuum (JI) 52 52
Jlaboparopusie paboTs (JIP) 34 34
[TpomexxyTounas arrectarus (3a4eT, SK3aMEH) 0,25 0,25
CamocrosiTesibHas padoTa: 129,75 129,75
- camono02omosKa (npopabomra u nOBMopeHuUe N1eKYuoHHO020 Mamepuana u
mamepuana y4eOHuKos u yuebuvix nocoouil);
- N0020MO6Ka K 1a00PAMOPHLIM 3AHAMUAM,
- N0020MOBKA K PYOEeHCHOMY KOHMPOIO.
Bua uToroBoro KOHTpoJIA (3aueT, IK3aMeH, T depeHIUPOBAHHBIH 3a4er
3a4er)

Pa3aem)1 AUCHUIUIMHBI, U3y4aCMbIC B 4 CCMECTPE

KosmuecTBo yacos
Ne HaunmeHoBaHue pa3enos AyAHTOpHad BHEayl.
pasnena BCETO pabota
T 113 | Jip pabora

1 BBenenue B AUCHUIUINHY 26 6 20

2 OOBeKTHI u YIPO3BI UH(POPMALMOHHOM 30 10 20
0€30MacCHOCTH

3 3aKOHOATEITHLCTBO P® B obnactu 30 10 20
UH(POPMALIMOHHOM 6€30M1aCHOCTH

4 Metoasl ¥ CpencTBa TEXHMYECKOW  3alUTHI 44 8 16 20
00BEKTOB

5 Kpunrorpaduueckue METOBI 3aIUTHI 34 8 6 20
uHpOopMaLuu

6 [TocTpoeHrne KOMIUIEKCHBIX CHCTEM  3alUTHI 52 10 12 30
uHpopMaLUn
HWroro: 216 52 34 130
Bcero: 216 52 34 130

4.2 ConepxxaHue pa3/iesioB AU CHUINIITHHBI

Ne 1. BeegeHue B AUCHUILIMHY.

[TonsiTrie HaroHambHOU Oe3omacHocTu PO. Buner 6e3omacHoct. MHbopMamonHas 6€30mMacHOCTb
B cucreMe HaunuoHanbHOM Oe3omacHoct P®. Ponb nHpopmanmoHHON Oe3omacHOCTH B oOecnedyeHuu
HaIMOHAJFHON 0€30I1aCHOCTH TOCYAapCTBa

Ne 2. O0beKThI 1 Yrpo3bl HH(POPMALMOHHOI 0€30IIACHOCTH.

[Tonstue yrpossl, kinaccuduxanus yrpo3. Ilonstue  ysa3Bumoctu. Ilonsthe pucka. 3anaua
crienanucTa no nHpopMannoHHoi OezonmacHocTu. Buabl yreuku mHpopmanuu. [loHsTHe KaHana yTeuku
uH(pOpMaln1, OCHOBHBIE KaHaJIbl yTeuku HH(popmarun. Kinaccudukaius 310yMbIILIEHHUKOB.

Ne 3. 3akononarenbcTBo P® B 006/1acTH HHPOPMALIMOHHOI 6€30MACHOCTH.



[Tonsitue u crpykrypa mHbopManmoHHoi Oe3onacHOCTH. CyObeKThl M OOBEKTHI MPABOOTHOIICHUHA B
obnactu mH(pOpMaMOHHON Oe3omacHOCTU. [IoHATHS W BHIBI 3amMInaeMoi MH(DOPMAIUK MO POCCHICKOMY
3aKOHOJATeNbCTBY. OTpaciy 3aKOHOAATEIBCTBA, PErTIAMEHTUPYIOIIUE IEATEIBHOCTD TI0 3aIIUTe HHPOPMALIUH.

Ne 4. MeToabl M CpeICTBA TEXHUYECKOH 3alIIUTHI 00bEKTOB.

Konnenmus WHXEHEPHO-TEXHUYECKOW 3ammThl uHpopMaimu. OCHOBHBIE 3aJauyd, peElIaeMble C
ucnionbzoBanueM UTC3U. Knaccuduxanus n xapakrepuctuka UTC3U no naznauenuro. Kiaccudukanus
OXpaHHBIX CpEICTB 3amuThl uHPopMmauuu. Kraccudukanus mnpPOTHBONOXKAPHBIX CPEICTB  3aAIIUTHI
uHpopmanud. MeToabl M CpelcTBa OXpaHbl TeppUTOpUil. MeToapl M cpeicTBa OXpaHbl MOMEUICHHI.
MeToabl U cpecTBa OpraHU3alUHU MPOMYCKHOTO PeXUMa. METObl M CPeCTBAa OpraHU3aliyi HAOII0ICHHS.
CpenctBa cucteM mnokapHOW curHanusauuu.CpencTtBa CHUCTEM NPEIOTBPALICHHS XUIICHUS HOCUTENeH
uHpopMauu

Ne 5. Kpunrorpaguyeckue MeTOAbI 3aIIIUTHI HH(POPMALIUN.

OcHOBHBIE TIOHATUS U ompeneneHus. HMcropust pasButus kpunrorpadpuu. Kiaccudukanms
kpunrorpadguueckux cucteM. biaounsie n nmorounsie mudpsel. [udpper DES, pexumsr padoter DES, AES,
I'OCT 28147-89. ITotounsie mmdprr: PCJIOC, RC4, mmdp Pona. LlenocTHOCTh NaHHBIX U ayTeHTU(UKALUSL
coobmenuii. Xom-¢pyukuuu (MD4, SHA). Anropurmer DIIT: RSA, Dap INamans, [noppa, Hub66epra-
Pynmens. XapakrepucTuka MpOTOKOJIOB MACHTU(UKAIUN M ayTeHTU(UKAMH, UISHTH(UKALUSA HA OCHOBE
naposis. B3aumHas mnpoBepka NOJJIMHHOCTH TMosib3oBareneil. WneHTudukamus ¢ HyJIeBOl mepenaueit
3HaHuil. Cxemsbl 00s3aTenbCTB. CUCTEMBI DJIEKTPOHHOTO TostocoBaHus. L{ndpoBsie cepTu(UKaTh: CUCTEMBI
nepepacnpeesieHus JOBepusl, HESIBHbIE CePTU(PUKATHI.

Ne 6. [IocTpoeHue KOMIJIEKCHBIX CHCTEM 3a1UThI HHGOPMALHH.

OcHoBHble 3Tanbl npoektupoBanusa KC3U. ITlowsarue xusHenHoro umkmna KC3U. OcHOBHbIE
MeTo bl npoektupoBanus KC3U. OcHoBHbIe criocoObr mpoektupoBanus KC3U. Kmaccudukanus u
XapaKTepUCTHKAa HHCTPYMEHTAIbHBIX cpeAcTB  mpoektupoBanuss KC3U. XapakrepucTuka OCHOBHBIX
PYKOBOJSIIMUX JOKYMEHTOB IO OpraHM3alluy NPOEKTHBIX padoT

4.3 JIabopaTopHbie padoThI

No JIP Ne HaumenoBanue nabopatopHbix paboT Koir-s0
paszznena 4acoB
1 4 MeTo/1bI U CpeICTBA KOHTPOJIA yueTa IOCTYIa U BUACOHAOII0IeHUS 8
2 4 TexHnuyeckue KaHaJlbl YTeUKH HHPOpPMAIIH 8
3 5 HccnenoBanue anropurMa mugposanust RSA 6
4 6 Onenka 3((eKTUBHOCTH CUCTEMBI 3alIUThl HH(OpMaluu 12
Hroro: 34

5 Y4yeOHO-MeTOANYECKOE 00ecnedyeHue TUCIUIIINH DI
5.1 OcHoBHas uTEpaTypa

1.TurtoB, A.A. Texun4eckue cpeacTBa 3alMThI HHpoOpManuu : yueOHoe nocodue / A.A. Turos. -
Tomck : ToMckuii roCy1apCTBEHHbBIN YHUBEPCUTET CUCTEM YIIpaBJICHUs U pannodnekTponuku, 2010. - 194 c.
; To e [Dnexrponnsiii pecype]. - URL: http://biblioclub.ru/index.php?page=book&id=208661

2.KpeonanoB, B.B. TexHuyeckue cpeacTBa M MeTOAbl 3alUTHI WHoOpMaIuM : y4eOHO-
npakTuyeckoe nocodoue / B.B. Kpeonanos. - Mocksa : EBpa3zuiickuit OTKpbIThIH HHCTUTYT, 2011. - 278 c. -
ISBN 978-5-374-00507-3 ; To xKe [D1eKTpOHHBII pecypc]. -
URL.: http://biblioclub.ru/index.php?page=book&id=90753

3.CkpunHuK, {.A. O6mme Bonpockl TexHnYecKoii 3ammThl nHGopmanuu / J[.A. Ckpunuuk. - 2-
e u3l., ucnp. - Mocksa : HaLII/IOHaJ'ILHLII/I OtkpeiTeiii YHuBepcurer «MHTYUT», 2016. - 425 c. : nn. -

bubnwuorp. B KH. To xKe [ DIIeKTpOHHBII pecypc]. -
URL.: http://biblioclub.ru/index. php’)paqe book&id=429070
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http://biblioclub.ru/index.php?page=book&id=429070

5.2 lonmosiHUTeIbHAS JIUTEPATYPa

1.T'oaukoB, A.M. 3ammra MHGOPMAIUM OT YTEYKH MO TEXHHUYECKHMM KaHajJaM : y4deOHoe
nocodoue / A.M. l'onmukoB ; MunucrepcTBo obOpa3oBaHuss W Hayku Poccuiickoit ®@enepaunu, Tomckwuii
I'ocynapcrBennsiii YauBepcuteT Cucrem Ynpasinenus u Paguosnexkrponuku (TYCVYP). - Tomck : Tomckuit
roCy/lapCTBEHHbIN YHUBEPCUTET CUCTEM YIIPABIICHUS U PAIUO3JIEKTPOHUKH, 2015. - 256 c. : cxem., Tabi1., Uil
- bubmuorp.: C. 213. ; To Ke [DneKTpOHHbIN pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=480636

2.Cepaok, B.A. OpraHu3anusi M TeXHOJOTHHM 3aMUTHI HH(MOPMAIUM: OOHApPY:KeHHE U
npeaoTBpaiieHne HWH(POPMANMUMOHHBIX ATAK B ABTOMATH3MPOBAHHBIX CHCTEMaxX MpeINpPUSITHH
yueoHoe nmocooue / B.A. Ceparok ; Bricmmas Illkona Oxonomuku Harmumonanbnbeiii McciaemoBarenbekuit
VYuusepcurer. - Mocksa : Uznarensckuii 1om Beicmieit mkoinsl skoHoMuky, 2015. - 574 c. : ui. - bubnuorp.
B KH. - ISBN 978-5-7598-0698-1 ; To Ke [DneKTpoHHBIT pecypc]. -
URL.: http://biblioclub.ru/index.php?page=book&id=440285

3.3arunaiino, KO.H. Teopus unpopmaumoHHoii 06e30MACHOCTH W METOMOJOTHS 3AIMUTHI
HH(])OpMaIII/II/I yueoHoe nocodue / FO.H. 3arunaitnos. - Mocksa ; bepnun : lupexr-Menua, 2015. - 253 c.

un. - bubmuorp. B kH. - ISBN 978-5-4475-3946-7 ; To xe [DnekTpoHHBIH pecypc]. -

URL http://biblioclub.ru/index.php?page=book&id=276557

4. BopoBckuii A.C. MeTo/ibl U CpelIcTBa 3alIUTh HHpopMaIuu [ DneKkTponHslil pecypce] /A.C.
Bopogckwuii, B.b. Jlynopos: anekTponHslii kypc B cucteme Moodle. — OpenOypr : OI'Y, 2018. — 8 c. -
https://ufer.osu.ru/index.php?option=com_uferdbsearch&view=uferdbsearch&action=details&ufer_id=1513

5.3 llepuoanueckue u3gaHusi

— IIporpammHBI€ IPOAYKTHI M CUCTEMBI : XKypHaIl. - M.: ArenrctBo "Pocneuars”, 2016;

— BecTHUK KOMNBIOTEPHBIX U HMH(DOPMALIMOHHBIX TEXHOJIOTUN: JKypHald. - M.: ATEHTCTBO
"Pocneuats", 2016;

— MndopMarimoHHbie TEXHOIOTUU: )KypHal. - M.: ArentctBo "Pocneuats", 2016.

5.4 UnTepHeT-pecypcsbl

- www.citforum.ru/ - mopran aHaIUTHYECKMX W HAy4YHBIX cTareil B 00yacTh MH()OPMAIHOHHBIX
TEXHOJIOTHH,

- Www.intuit.ru/ - HarmoHanbHbIH OTKPBITHIH yHEBEpcUuTeT «THTYUTY;

— http://window.edu.ru — Uudopmarronnas cucrema «EanHOe OKHO JA0CTyMa K 00pa30BaTeIbHBIM
pecypcam»;

— http://bigor.omstu.ru/— ba3a u T'enepatop OO6pa3zoBatenbHbIX PecypcoB, aBTOMaTH3HMpOBAaHHAS
oOyuatomias cucrema bul OP;

— http://CITForum.ru — on-line 6ubnMHMOTEKa CBOOOTHO JOCTYMHBIX MAaTEPUAIOB MO MH(OPMAIIMOH-
HBIM TEXHOJIOTUSIM Ha PYCCKOM SI3BIKE;

— http://www.online-academy.ru/demo/access/ — Ilentp naucTanmuoHHoro oOyueHus «OHIaNH-
aKaJIeMus».

5.5 IIporpammHoe obecmnedyeHue, NMpodecCHOHATbHBbIC 0a3bl JAHHBIX W HMHG(pOPMAIMOHHBIE
ClIpaBO4YHbLIC CHCTEMbBI COBPEMEHHBIX I/IH(l)OpMaIII/IOHHI)IX TEeXHOJIOT Uil

- Omnepanuonnas cucrema Microsoft Windows;
- Open Office/LibreOffice - cBoOoaHBIN 0(UCHBINH MAKET MPOrpaMM, BKJIFOUYAIONIUA B ce0s TEKCTO-
BBIi U TAOJNMYHBIA PEAAKTOPBI, PEIAKTOP MPE3CHTAINI U IpYyrue OQUCHBIC TPHI0KEHHS;


http://biblioclub.ru/index.php?page=book&id=480636
http://biblioclub.ru/index.php?page=book&id=440285
http://biblioclub.ru/index.php?page=book&id=276557
http://www.intuit.ru/
http://bigor.bmstu.ru/
http://citforum.ru/
http://www.online-academy.ru/demo/access/

— Koncynprant Ilmroc [DnexTpoHHBI pecypc]: cmpaBouHo-TipaBoBasi cuctema / Kommanus
Koncynerant [Taroc. — DmekTpoH. gaH. — Mocksa, [1992— 2017]. — Pexxum goctyna: B JokansHOU cetn OI'Y
\\fileserver1\! CONSULT\cons.exe;

— TI'apanT [DnexTpoHHBIN pecypc]: cipaBouHo-ipaBoBas cuctema / HIIII IMapant-CepBuc. — Dinek-
TpoH. 1aH. — MockBa, [1990-2017]. — Pexxum noctyna B sokanbHO# cetn OI'Y
\\fileserverl\GarantClient\garant.exe.

6 MaTepnaﬂbno-TexnnquRoe obecrneyeHue AUCHHUIIIMHBI

VY4eOHble ayIUTOpUU MJIs TPOBEACHMS 3aHATHH JEKIMOHHOTO  THUIIA, CEMHHApPCKOTO  THIIA,
KYpPCOBOT'O MPOEKTUPOBAHUS, ISl MPOBEACHUS TPYNIOBBIX U MHAUBUAYAJIbHBIX KOHCYJIBTAIMH, TEKYIIETO
KOHTPOJISI U TPOMEXKYTOUHOM aTTecTaliHy.

AyIUTOpUU OCHAIICHBI KOMIUICKTAMH YUYEHUYECKOU MeOenr, TEXHHISCKUMH CPEICTBAMHU 00ydIeHUs,
CIIy>KalllUMU /715l IPeCTaBlIeHUs yueOHoM nHpopMauu 60JIbII0N ayAUTOPHH.

Jlist mpoBeeHUs JIaOOPATOPHBIX 3aHATUN HCIIONIB3YETCSl ayIUTOPUs OCHAIICHHAS KOMITHIOTCPHOM
TEXHUKOU.

[Tomemenue Ui CaMOCTOSTENILHON PabOThl OOYYAIOIIUXCS OCHAIIEHBI KOMIBIOTEPHON TEXHHKOM
noAkKIoueHo Kk cetd "MHTepHeT" W oOecmedYeHHEeM JOCTyla B JJIEKTPOHHYH HH(POPMAIMOHHO-
obpazoBarensHyt0 cpeny OI'Y.

K paboueii npocpamme npunazaromcsn:

e @DOHI OIEHOYHBIX CPEACTB IS MPOBEACHUS MPOMEKYTOUYHOM aTTeCTallud OOYYalolIUXCs IO

JTUCIUTUTNHE;
e Meroanueckue ykazaHus AJisl 00y4aroLUXcsl 0 OCBOSHUIO AUCIUILTUHBIL.
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