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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (eu) OCBOCHHS TUCITATUINHBI:
Hucuummmna  «KommbroTepHast 0e€30MacHOCTh» MNpegHa3HauyeHa

AJIgd M3YUYCHHSA MCTOOOB U

CPEJICTB 3aIIUThI (ANMapaTHbIX U MPOrPaMMHBIX) KOMITBEOTEPHOM MH(MOPMAIIK B KOMITBEOTEPHBIX CUCTEMAX (CeTsIX).

3amaun:

I[J'IH JOCTHIXKCHUA IIOCTaBJICHHOM eIy IpeayCMaTpruBacTCs pCIICHUEC CICAYIOIUX OCHOBHBIX 3a1a4:

- aHAJIM3MPOBATh MH()OPMAIIMOHHYIO HHPPACTPYKTYDPY;

- OIIpEACIATE U aHAJIU3UPOBATH YI'PO3bI 0€e30I1acHOCTH I/IH(i)OpMaHI/II/I B 3aBUCUMOCTHU OT CPCIbI 3KC-

TUTyaTaIy MPOIYKTOB HHPOPMAIIMOHHBIX TEXHOJIOTU;

- BBI6I/IpaTB M aHAJIM3UPOBATH IMOKA3aTCIM Kadu€CTBAa CUCTEM U OTACJIBHBIX METOAOB U CPEACTB 3alllr-

ThI HH(POPMAIIHH;

- IPpUHUMATh aJCKBATHBLIC PCIICHUS IIPU BBI60pC CpE€ACTB 3alllUThL I/IH(l)OpMaI_II/II/I Ha OCHOBC aHa/Iu3a

yrpos;

- paBpa6aTBIBaTB N co3aaBaTh THUIIOBBIEC CXEMBI 3alllMThI I/IH(l)OpMaI_II/II/I Ha OCHOBC COBPEMCHHBIX

CpencTB obecrnedeHus HPOPMAIMOHHON OE30MMaCHOCTH;

- IIOJBb30BAaTbCA COBpeMeHHOfI HaquO-TeXHquCKOﬁ HHCI)OpMaHHCﬁ 10 UCCIICAYCEMbIM npo6neMaM u

3aga4daM.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JluctymuimHa OTHOCUTCS K JUCHUIUIMHAM (MOIYJISIM) TIO BBIOOPY BapHAaTHBHOW dYacTu Oyoka 1

«luctuumivHel (MOIYIIN)»

[TpepexBu3uThl qUCHUILTUHEL: b.1.5. 13 Hngopmayuonnoe obecneuerue cucmem ynpagienus

[TocTpeKkBU3UTHI AUCUUIUTHHBL: Omcymcemayiom

3 TpeGoBanus k pe3yjabTaTaMm 00y4YeHUs M0 TUCHUILINHE

[Tpouecc u3yueHus: AMCUUIIIMHBI HAlIpaBieH Ha (POPMHUpPOBAHUE CIEAYIOLIUX PE3yJIbTaTOB 00yUEHUS

[Inanupyemsle pe3yabTaThl 00y4eHHS MO AUCHUILINHE, XapaKTepU3YIOIIHe
sTanbl HOpPMUPOBAHMS KOMIETEHIUHI

®opmMupyemMble KOMIETEHIIUN

3HaTh:

- OCHOBHBIC TpeOOBaHUs MH(OPMAITMOHHON 0E€30MACHOCTH K KOMITBIOTEPHBIM CH-
cTeMaw;

Ymerb:

- HCIOJIB30BATh HABBIKKA PA0OTHI C KOMIIBIOTEPOM ISl COOJIIOIEHHUS] OCHOB-
HBIX TpeOOBaHM 1O NH(POPMALIMOHHOW O€30MacCHOCTH;

Baaaers:
- METOJ]aMU MH(DOPMAITMOHHBIX TEXHOJIOTUM JJIs1 o0ecredeHus: TpeOOBaHMI

nH(OPMaIMOHHON 6E30MaCHOCTH;

OIIK-9 cnocoOHOCTBIO
MCIOJIb30BaTh HABBIKU PaOOTHI
C KOMITBIOTEPOM, BJIAJICTh
MeTOJIaMU HH(POPMAITHOHHBIX
TEXHOJIOTHH, cOONI0IATh
OCHOBHBIE TpeOOBaHUs
MH(OPMaLIMOHHON
0€30IMacHOCTH

3HaTh:

-METOAbl TMOCTPOCHMSI Mojenel 0e30MacHOCTH ISl BBIMOJTHEHHUS
AKCIIEPUMEHTOB Ha 00BbEKTaX aTTeCTalllH;

YMeTh:

- BBITOJIHATH JKCIIEPUMEHTHI Ha OOBEKTaX aTTECTAllMd Ha COOTBETCBHE
TpeboBaHUsIM UH(POPMAITMOHHON 0€30MaCHOCTH;

Baajgers:

-METOJANKON MPUMEHEHHSI UH()OPMAIIMOHHBIX TEXHOJIOTUH M TEXHUYECKHUX
CpPEZCTB ISl BBITOITHEHHS YKCIIEPUMEHTOB Ha COOTBETCTBHE OOBEKTOB
MH(OPMAIMOHHOM 6€30MacHOCTH,

IIK-1 cnocoOHOCTEIO
BBITIOJTHATH KCTIEPUMEHTHI Ha
JIEHCTBYIONINX O0BEKTAX IO
3aJJaHHBIM METOJIUKAM U
00pabaTbIBaTh pe3ysbTaThl C
MPUMEHEHUEM COBPEMEHHBIX
WH(OPMAIMOHHBIX TEXHOJIOTHI
U TEXHUYECKUX CPEJICTB




4 CTpyKTYypa U coJepKaHue JUCUUIIIHHbI

4.1 CTpyKTypa IMCHUATINHBI

OO0miast TpyA0€MKOCTh AUCIUIUIMHBI COCTABISAET 6 3a4eTHBIX eauHHuIl (216 akaieMHUUeCKUX 4acoB).

TpynoeMKoCTb,
Bun paboter aKaJIeMIYECKHX 9aCOB
4 cemectp BCETO
OO0masi Tpy10€MKOCTh 216 216
KonrakTHasi pa6ora: 86,25 86,25
Jlexuum (JI) 52 52
Jlaboparopusie paboTs (JIP) 34 34
ITpomexxyTounas arrectarus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padoTa: 129,75 129,75
- CAMON0020mo6Ka (Mpopabomka u nO8MopeHue TeKYUOHHO20 MAMepuald u
mamepuana y4eOHuKos u yuebuvix nocoouil);
- H0020MOBKA K 1AO0PAMOPHBIM 3AHSMUIM,
- N0020MOBKA K PYOEeHCHOMY KOHMPOIO.
Bua uToroBoro KOHTpoJIf (3a4eT, IK3aMeH, 11 depeHIUPOBAHHBIH 3a4er
3a4er)
Pazensr quCHUIUTMHBL, U3ydaeMble B 4 ceMecTpe
KosmyecTBo yacoB
Ne HaumeHnoBanue pa3aenon AyAHTOpHad BHEayl.
pasnena BCETO pabota
T 113 | 7P pabora
1 BBeneuue 26 6 20
2 [Tonsatne  3amutel  uHpopMamuu.  ba3zoBbie 30 10 20
cBolicTBa 0€30MaCHOCTH MHPOPMAIIUU
3 Mepsl obecrieueHHs 0e3omacHoCTH 30 10 20
KOMIBIOTEPHBIX CHCTEM
4 [TonsiTvie MAEHTUPUKAUN U ayTEeHTU(DUKAITIH. 40 8 12 20
5 [TpoGnema oOecrieyeHus LIEJTOCTHOCTH 40 8 12 20
KOMIBIOTEpHON NHGOpMaUu
6 [TonsiTvie M BUIBI Pa3pyIIAOIIErO IPOrPaAMMHOTO 50 10 10 30
BO3JICUCTBUS
Wroro: 216 52 34 130
Bcero: 216 52 34 130

4.2 ConepxxaHue pa3iesioB JUCHUNIHHBI

Ne 1. Beenenne.

3HauMMOCTh MH(pOpPMAIM B COBPEMEHHOM MHpE. AKTYyaJlbHOCTh MpoOJieMbl MHGOPMAIMOHHOMN
6e3onacHoctu. Ilpeamer, 3amaun kypca «KommbroTepHass 0e30macHOCTB». MecCTo Kypca cpeau Apyrux
JTUCITUTIINH y4eOHOTO TUTaHa.

Ne 2. IlonsiTne 3amuTel HHpopmanun. ba3osbie cBoiicTBa Oe3onacHoCTH HH(pOpManuu.

[TonsTe poctynma Kk HHPOpMAIMHM, CyObeKTa W OO0BEKTa JOCTYyNa, CAHKIMOHUPOBAHHOTO U
HECaHKLMOHMPOBAHHOTO  JOCTyna, HapymuTensd. [IpuunMHBI HECAaHKIMOHMPOBAHHOIO JOCTyHa K
unpopmanuu. I[locnenacTBusi HECAaHKIIMOHUPOBAHHOTO JAocTyna K uH(opmauuu. IloHatue yrpossl,
knaccupukanus yrpo3. [ToHatue ysa3BUMOCTH, aTaku Ha KOMIbBIOTEpHYIO cucteMy. [loHsTue pucka. 3agaua
crienanucTa no mHpopMannoHHoi OezonmacHocTu. Buabl yreuku mHpopmanuu. [loHsTHe kKaHana yTeuku
uH(pOpMaln1, OCHOBHBIE KaHaJIbl yTeukd HHpopMaru. Kinaccupukaius 310yMbIIIIIEHHUKOB.



Ne 3. Mepbl o0ecnieueHusi 0€30I1aCHOCTH KOMIILIOTEPHBIX CHCTEM.

[IpuHIUIIBI CUCTEMHOCTH, KOMILIEKCHOCTH, HEMPEPBIBHOCTU 3allUThI, Pa3yMHON JOCTaTOYHOCTH,
rMOKOCTH YINpaBJIEHUS M NMPUMEHEHUS 3aIIUTHBIX MEXaHU3MOB, OTKPBITOCTH aJTOPUTMOB U MEXaHU3MOB
3alUThl, MPOCTOTHl MPUMEHEHHS 3allUTHBIX Mep U cpelacTB. CBs3p 3aTpaT Ha HHOOPMALUOHHYIO
0€30MacHOCTh M YPOBEHb JOCTHUTaeMOM 3alUIIEHHOCTH. I[IpaBoBble (3aKOHOAATENBHBIE), MOpPAJIHHO-
ATHUYECKHE, OpraHU3allMOHHO-aIMUHUCTPATUBHBIC, (U3NYECKUE,  allllapaTHO-IPOrpaMMHBIE  MEpbI
obecriedeHrsi 0O€30MACHOCTH  KOMIBIOTEPHBIX ~CUCTeM. HasHadeHue »dTama UIACHTUQUKAMH |
ayTeHTU(UKALUM, [OJCHUCTEMBbl  pa3rpaHHueHusi Joctyna K pecypcam. llenn  npumeHeHus
KpUNTOTpaQUUECKUX  MpeoOpazoBaHMid, d3JIEKTPOHHO-IM(POBOl  moxmucu. Ayaur Oe30macHOCTH,
pe3epBUPOBAHUE PECYPCOB U KOMIIOHEHTOB aBTOMAaTU3UPOBAHHON CUCTEMBI.

Ne 4, TlonsaiTre HACHTU(PUKAIUY U AYyTEeHTH(PUKANH.

[TonsTe wuaeHTHUPUKAUHU, UICHTHU(PHUKATOpPA, aBTOpHU3alUM, ayreHTudukanuu. OmnpeneneHue u
Ha3HAUYEHHUE IMOJCUCTEMBbl HWACHTHQHUKAIMKU M ayreHTHPuKanmuu. CTOHKOCTH KO B3JIOMY MOJICHCTEMBI
uaeHTugUKau U ayreHTuuKanuu. Knaccudukanus noacucreM UACHTU(DUKALMM U ayTeHTU(UKAIIH.
Oco6eHHOCTH TapOJIBHBIX CUCTEM, OCHOBHBIE TUIIBI YTPO3 O€30MaCHOCTH MapOIbHBIX cucTeM. TpeboBaHus K
BBIOOPY M HCIIOJIB30BAHUIO MAPOJICH.

Ne 5. [IpoGJiema obecrieyeHUs1 EJTOCTHOCTH KOMIIbIOTEPHOH HH(opManum.

DONEKTPOHHBIM JOKYMEHTOOOOPOT: MpPEeUMYIIEeCTBAa M HEIOCTaTKH, MPOOJIEMbI, CBSA3aHHbIE C
o0ecrie4eHneM MLEIOCTHOCTH MEepeaaBaeMoro JOKYMEHTa W ayTeHTH(HKAIMU TMOJJIMHHOCTH €ro aBTOpa,
BO3MOKHOCTH 3JIOYMBIIIJIEHHUKA NpPU pealn3alyy Yrpo3, HANpaBJICHHBIX HA HApyUIEHUE LIEITOCTHOCTH
nepeaaBaeMbIX COOOMICHWH M TOTMHHOCTh MX aBTOPCTBA, METOJl PEUICHHs NaHHBIX mpobisiem. [lonsTue
GYHKIIMM  XOUIMPOBAHUS, JalDKeCT  COOOINEHHUs, CBOMCTBAa HEOOpATUMOCTH, pacCeMBaHUsA U
YYBCTBUTEIHHOCTH K W3MECHEHUSM. 3HadeHHWE (YHKIHMA XOMIMPOBAaHUS B TEXHOJOTMH DSJIEKTPOHHO-
uupposort noanucu. [lonstue snexrponHo-unpposor moamucu (DLII), Ilponemypa ycranoBku OSILIIT
(monmuceiBaHUE TOKYMEHTa), mpoueaypa nposepku DI (ayrenTudukamms qokymenTa). Cxema yCTaHOBKHU
OIII, cxema mposepku D11

Ne 6. [lonsiTHe ¥ BH/IBI Pa3pYLIAIONIET0 NPOrPAMMHOIO BO3/1elCTBHS.

[lonsiTEe OMOCPENOBAHHOTO HECAHKIMOHHUPOBAHHOIO JOCTyIa, MPOrpaMMbl C HOTEHIHUAIbHO
OMACHBIMM MOCJIEACTBUAMHU. DYHKIMH, CBOMCTBEHHbIE TAaKMUM IpPOrpaMMaM, KJIACChl JaHHBIX IMPOrPaMM.
[TonsTre W BUABl AKTUBU3HMPYIOIIUX COOBITUH. Mojaenu B3auMOJEHCTBUS NPUKIATHOW MPOrpaMMbl U
pOTrpaMMbl C TIOTEHIIMATIBHO OMACHBIMU mociencTBusMHu. CBoicTBa BUPYCOB, ()a3bl HCIOTHEHHS BHpYCa,
OCHOBHBIE MOAXOMAbI K KJIacCU(UKAIIMA KOMITBIOTEPHBIX BUPYCOB. CpenctBa GOppOBI ¢ KOMIBIOTEPHBIMU
Bupycamu. [IpusHaku 3apaxeHus, BUIbl MPOSIBICHUN KOMIIBIOTEPHBIX BUpPYcoB. CriocoObl 0OHapyKeHus
3apakeHus. OOmMe MW CHeNMaIM3MpPOBAHHBIE METOJbl 3allUThl MPOTPAMMHOIO OOECTeyYeHHs OT
pa3pylIaloIMX MPOrpaMMHBIX BO3aeWcTBUHU. [IOHATHE WM30IMPOBAaHHOM IPOTPAMMHOM CpEIbl, YCIOBHS
CO3/1aHUS N30JIMPOBAaHHON IPOrpaMMHOM cpenbl. [IoTeHIIMaTbHO BO3MOXKHBIE 3JI0YMBIILUICHHBIE IEHCTBUS.

4.3 JlabopatopHbie padoThI

Ne JIP Ne HaumenoBaHue 1a60paTopHBIX paboT Kour-Bo
pasznena 9acoB
1 4 IIporpamMHoO-annapaTHbIE Cpe/ICTBA 3alUThl HH(POPMAIIUN — CpeicTBa 12
KOHTPOJIS y4eTa JIOCTYIa
2 5 [IporpaMMHo-anmapaTHble  CpeAcTBa  3alUThl  HMHpOpManuu  — 12
HCCIIEIOBAaHKNE AITOPUTMA 3JIEKTPOHHOHN IM(POBOI moAnucH
3 6 [IporpamMHO-anmapaTHbBIE  CpeICTBA  3aIIUTBI  WHPOpMAIMA — — 10
UCClieloBaHle oTedyecTBeHHOro anroputma mupposanus ['OCT
28147-89
Hroro: 34




5 Y4yeOHO-MeTOAMYECKOE 00ecTIeUeHHe TUCITHIIINHBI
5.1 OcHoBHas auTEpaTypa

1. lllanbrun, B.®. 3amura komnbTepHOii MHPopManun. IPpdeKTHBHBIC METOAbI H CPeACTBA
/ B.®. lllansrun. - Mocksa : JIMK Ilpecc, 2010. - 544 c. - ISBN 978-5-94074-518-1 ; To xe [D7aeKTpOHHBIN
pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=86475

2. ABepuenkon, B.M. Ayaut uHdopManuoHHO#i 0e30macHOCTH : yueOHOe mocodue 1Jisi By30B /
B.1. ABepueHKOB. - 3-¢ u3., crepeoTHil. - MockBa : U3natensctBo «PnunTay, 2016. - 269 c. - bubnuorp. B
KH. - ISBN 978-5-9765-1256-6 ; To Ke [DneKTpOHHBII pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=93245

5.2 lomosiHUTEIbHAS JIUTEPATYPaA

1 MenpaukoB, B. I1. Madopmanmonnas 6e3onmacHOCTh U 3amuTta uHGopmarmu [Tekcr] : yuyeObHoe
mocodue Ui CTYACHTOB BBICHINX y4eOHBIX 3aBeJeHH, o0ydaronmxcs no cnenuanbHocT "MHpopmaion-
Heie cuctembl u TexHonoruu" / B. I1. MenpaukoB, C. A. Kneiimenos, A. M. Ilerpakos; mox pea. C. A.
KieiimeHnoBa.- 6-¢ u3g., ctep. - Mocksa : Akagemus, 2012. - 332 c. : ui. - (Beiciiee npodeccuonanbHoe 00-
pasoBanue. MHpopmaTika ¥ BBYHCIMTENbHAS TEXHUKA). - bubmmorp.: c¢. 327-328. - ISBN 978-5-7695-
9222-5.

2. Knay0, JI. B. TeopeTuko-4uciaCHHBIE METOJIBI B KpunTorpaduu [DIeKTpoHHBIH pecypc] : Yueo.
nocob6ue / JI. B. Knay6, E. A. HoBukos, 0. A. lllutos. - Kpacuosipck : Cubupckuii ¢penepalibHbIil yHUBEP-
CHUTET, 2011. - 160 c. - ISBN 978-5-7638-2113-7. Pexxum JIOCTYyTIA:
http://biblioclub.ru/index.php?page=book_red&id=229582&sr=1

3. Slu, C.1. Kpunroanamus RSA Cryptanalitic Attacks on RSA [Tekcer] / C.M. STn. — M. : VxkeBck :
Wu-1 xomnbsiotep. uccaen., 2011. — 287 c. : un. — bubauorp.: ¢. 259-280. — IIpenm. ykas.: c. 281-285. —
ISBN 978-5-93972-873-7.

5.3 llepuoanueckue u3gaHusi

— IIporpammHBI€ TPOAYKTHI M CUCTEMBI : XKypHall. - M.: ArenrctBo "Pocnedars”, 2016;

— BecTHHK KOMIIBIOTEpHBIX M HMH(OPMAIMOHHBIX TEXHOJIOTUH: XKypHal. - M.: ATEHTCTBO
"Pocneuats", 2016;

— MHdopmMamonHble TEXHOIOTHHU: )KypHaI. - M.: ArentctBo "Pocneuats", 2016.

5.4 UnTepHeT-pecypchl

- www.citforum.ru/ - mopran aHaIUTHYECKMX W HAy4YHBIX cTaredl B 00yacTH WH()OPMAIHOHHBIX
TEXHOJIOTHH,

- Www.intuit.ru/ - HarmoHanbHbIH OTKpBITHIH yHEBEpcUuTeT «THTYUTY;

— http://window.edu.ru — Mudopmarronnas cucrema «EanHOE OKHO JA0CTyMa K 00pa30BaTeIbHBIM
pecypcam»;

— http://bigor.omstu.ru/— ba3a u T'enepatop OO6pa3zoBarenbHbIX PecypcoB, aBTOMaTH3HpOBAHHAS
oOyuatomas cucrema bul OP;

— http://CITForum.ru — on-line 6ubGMMOTEKa CBOOOTHO JTOCTYIMHBIX MAaTEPUAIOB MO UH(POPMAIINOH-
HBIM TEXHOJIOTUSM Ha PYCCKOM SI3BIKE;

— http://www.online-academy.ru/demo/access/ — Ilentp naucTanmuoHHoro oOyueHus «OHIaNH-
aKaJIeMUs».

5.5 TIporpammHoe obGecnedyeHue, npogeccuoHaIbHbIe 0a3bl JAHHBIX M HHGOPMAIMOHHbIE
CIPaBOYHbIE CHCTEMbI COBPEMEHHbIX MH(OPMAITMOHHBIX TEXHOJIOT Ui

- Omnepaunonnas cucrema Microsoft Windows;
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- Open Office/LibreOffice - cBoOoaHBIN OPHCHBIN MAKET MPOrpaMM, BKJIFOYAIOIINN B ¢eOS TEKCTO-
BbIl U TAaOIMYHBIN PEJAKTOPBI, PEIAKTOP MPE3EHTALUH U Ipyrue opUCHbIE TPUIIOKEHNUS;

— Koncynprant Ilmioc [DnekTpoHHBIM pecypc]: crnpaBoyHO-TipaBoBast cucrema / Kommanus
Koncynerant [Taroc. — DmexTpoH. aaH. — Mocksa, [1992— 2017]. — Pexxum goctyna: B TokansHOU cetn OI'Y
\\fileserver1\! CONSULT\cons.exe;

— TI'apanT [DnexTpoHHbIN pecypc]: cnpaBouHo-ipaBoBas cuctema / HIIII ["apant-CepBuc. — Diek-
TpoH. 1aH. — MockBa, [1990-2017]. — Pexxum noctyna B sokanbHO# cetn OI'Y
\\fileserverl\GarantClient\garant.exe.

6 MaTepnaﬂbno-TexnnquRoe obecrneyeHue AUCHHUIIIMHBI

VY4eOHble ayIUTOpUU [JIsl TPOBEACHMS 3aHATHH JEKUMOHHOTO  THUIA, CEMHHApPCKOTO  THIIA,
KYPCOBOTO MPOCKTUPOBAHUS, ISl MPOBEICHUS TPYMIIOBLIX M WHIUBUAYATbHBIX KOHCYIbTAIUH, TEKYIIErO
KOHTPOJISI U TPOMEXKYTOUHOI aTTecTaliy.

AynuTOpUN OCHAIICHBI KOMIUICKTAMH YYEHUYIECKOM MeOel, TEXHHYECKUMU CPEeJICTBAMU O0y4YeHHUS,
CITy>KalllUMU /17151 IPeICTaBlIeHUs yueOHoM nHpopMauu 60JIbIION ayAUTOPHH.

Jlist mpoBeeHUs JIaOOPATOPHBIX 3aHATUN HCIIONB3YETCSl ayIUTOPUs OCHAIICHHAS KOMITHIOTCPHOM
TEXHUKOU.

[Tomemenue Ui CaMOCTOSTEIIEHON PabOThl OOYYArOIIMXCSl OCHAIECHBI KOMITBIOTEPHOU TEXHUKOM
noakimoueHot k ceru "UHTepHer" u obecmeueHueM JOCTyma B ANEKTPOHHYIO HH(POPMAIMOHHO-
obpazoBarensHyt0 cpeny OI'Y.

K paboueii npocpamme npunazaromcsn:

e @DOHI OIEHOYHBIX CPEACTB IS MPOBEACHUS MPOMEKYTOUYHOM aTTECTallMd OOYYalOlIUXCS IO

JTUCIUTUTNHE;
e Meroanueckue ykazaHus AJisl 00y4arolUuXcs 10 OCBOSHUIO AUCIUILTUHBIL.
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