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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (eaH) OCBOCHMS JUCIATUIMHBI:

I/I3yquHe OCHOB MW OCBOCHUC OCHOBHBIX MCTOJOB IIOCTPOCHUA JIOKAJIBHBIX U ri100aJIbHBIX
TCIICKOMMYHHUKAIIMOHHBIX CUCTEM H ceTeﬁ, IIPpUHIIHUIIOB q)YHKI_[I/IOHI/IPOBaHI/IH CETEBOI'0 KOMMYHUKAITMOHHOI'O
O60pyZ[OBaHI/ISI, CTaHAAPTOB IIPOCKTUPOBAHHNA TCICKOMMYHUKAIIUOHHBIX CUCTCM U CETeH.

3agaun:

— MH3YUYCHHUC TEXHOJIOT Uit TCIICKOMMYHUKAIIMOHHBIX CUCTEM U ceTei:

KOMMYTallUA 1MMaKCTOB,

KOMMYTalusA KaHalloB,

— HU3YUYCHHUC IMPUHIOHUIIOB BSaHMOHGﬁCTBHH OTKPBITBIX CHCTEM Ha OCHOBC MOJICIIHN OSl u creka

npotokoJioB TCP;

— MH3YUYCHHUC yCTpOfICTBa U TMPHUHIUIIOB q)yHKLII/IOHI/IpOBaHI/ISI CCTCBOIo TCJICKOMMYHHUKAIIMOHHOTO

00opynoOBaHUs;
— W3y4YeHHE OCHOB aJIpecallii ¥ MapIIPYTU3AI[UK CETEBOrO Tpa(uKa;

— OCBOCHHC MCTOJA0B MMPOCKTUPOBAHUA TCIICKOMMYHHUKAIIMOHHBIX CUCTCM U CeTefI;

— OCBOGHHE METOIAUK MOJCIUPOBAHUS  B3aUMOJCHCTBUS
000pyIOBaHUS HA CUMYJISITOPE KOMITBIOTEPHOU CETH;

CETCBOI'0

TCJIICKOMMYHUKAIIMOHHOI'O

- an06peTeHHe HaBBIKOB HaCTpOfIKI/I OCHOBHOI'O CETECBOT'O TCICKOMMYHUKAITNOHHOI'O 060py,Z[OBaHI/I$I
- an06peTeHHe HaBBIKOB p33pa60TKI/I IMPOCKTOB TCICKOMMYHUKAIUOHHBIX CUCTEM U CeTeH.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JucuuriauHa OTHOCUTCS K OOsA3aTENbHBIM TUCHUILTHHAM (MOIYJIsIM) BapuHaTUBHON dacTtu Oioka 1

«luctuumivHel (MOIYIIN)»

[IpepexBusuthl nucuumimibl: b.1.5.14 IIporpammupoBanue, b.1.B.O/1.2 OcHOBBI 3JIEKTPOHUKHU

IToctpexBusutsl aucuuiuinsl: b.1.B.O/1.8 [IporpammupoBanne WEB-npunoxenuii, b.1.B./1B.4.1
CucremHoe mporpammupoBanue, b.1.B./IB.4.2 IlporpammupoBanue B cpeie ONEPAMOHHBIX CHCTEM,
b.1.B.1B.6.2 AnMuHuCTpupOBaHHE B MHPOPMALMOHHBIX U TEJIEKOMMYHHKAIIHOHHBIX CUCTEMaX

3 TpeOoBaHus K pe3yabTaTaM 00y4eHHS MO JUCHHUIINHE

[Tpouecc u3yueHus: AMCUUIIIMHBI HAlIpaBiieH Ha (OPMHUPOBAHUE CIAEAYIOLIUX PE3yIbTaTOB 00yUEHUS

[Inanupyemble pe3yabTaThl 00y4eHHS MO AUCHUIINHE, XapaKTepU3YIOIIHe
sTanbl HOpPMUPOBAHMS KOMIETEHIUH

dopmMupyeMble KOMIIETEHIIMU

3HaTh: TEOPETUUECKUE OCHOBBI M TPUHIUIIBI OPTaHU3ALUN
KOMIIBIOTEPHBIX CETEN

yMeTb: HpI/IMeHSITB METOAbI N aJ'Il"OpI/ITMI)I HOCTpOGHI/ISI KOMHBIOTepHBIX
ceTen

Bianers: HaBbIKaMu pabOThI C TUIIOBBIM MPOTPaMMHBIM 00€CIICYEHUEM B
KOMIIBIOTEPHOM CETH

OIIK-1 BnamenneM OCHOBHBIMU
KOHILIETIIMSIMU, IPUHILIUIIAMH,
TEOpUsIMHU U paKkTamuy,
CBSI3aHHBIMU C UH(POPMATUKON

3HATh: KOMIBIOTEPHBIE TEXHOJIOTUHU TIOMCKA M aHATTN3a HHPOPMALIUH JUIS
penIeHus NOCTaBICHHOM 3a4a4H.

YMeThb: HCNOIb30BaTh KOMIIBIOTEPHBIE TEXHOJIOTMH ITOMCKA U aHATIN3a
nH(pOpMaLuU AJis peleHus TOCTaBJICHHOMN 3aauu.

Baaners: mupokoii o0meit moaroToBkoii (6a30BbIMU 3HAHUSIMU) JIJIS
pelIeH sl MPaKTUYECKHUX 33/1a4 B 00J1aCTH MOMCKA M aHAIN3a HE00X0IMMOH
uHpopManun

OIIK-4 criocoGHOCTBIO
OCYIIECTBIISATH TIOUCK,
XpaHeHue, 00paboTKy M aHaIN3
WHPOPMALIAN U3 Pa3THIHBIX
UCTOYHUKOB M 0a3 TaHHBIX,
MIPEJICTaBIIATh €€ B TpeOyeMoM
dopmare ¢ UCHOIB30BAHUEM
MH(OPMALIOHHBIX,
KOMIIBIOTEPHBIX U CETEBBIX




[Tnanupyemsble pe3ynbTaThl 00y4eHHs 110 JUCHUIUIMHE, XapaKTepU3yIoIre
sTanbl GOPMUPOBAHUS KOMIIETEHITHA

DopmMupyeMbIE KOMIIETEHLIMU

TEXHOJIOTUN

3HaTh: TpeOoBaHUs 6A30BBIX cTaHAAPTOB MpoekTHUpoBaHusi IC; 0CHOBEI
MIPOCKTUPOBaHUS 00BEKTOB 0a3bl JAHHBIX, TPOTPAMMHBIX TTPHUIIOKEHUN 1
SKpaHHBIX POPM B HHCTPYMEHTAIBHOU cpefie pazpadorku [10; mpuHIHIIEI
pa3paboTku apxuTeKTyphl MIC 110 TEXHOIOTHHU «KJIMEHT - CEPBEP».
YMmeTh: pemats npoheCCHOHATBHBIC 33]]a4H 110 MPOSKTHPOBAHUIO
00BeKTOB 0a3bl JaHHBIX, TPOTPAMMHBIX MPUIIOKEHUN U SKPAHHBIX (GopM;
pa3paboTke apxuTekTypsl IC 10 TEXHOIOTHUHN «KIIUEHT - CEPBEPY.
Baajners:

HaBBIKAMU B PEIICHUH NMPO(ECCHOHAIBHBIX 33/1a4 MPOSKTUPOBAHHS
00BeKTOB 0a3bl JaHHBIX, TPOTPAMMHBIX MPUIIOKEHUN U SKPAaHHBIX PopM;
pa3paboTke apxuTekTypsl IC 10 TEXHOJIIOTHUU «KIIUEHT - CEPBEPY

IIK-2 BrageHneM HaBBIKAMU
UCIIOJIb30BAaHUS ONEPALIIOHHBIX
CHCTEM, CETEBBIX TEXHOJIOTHH,
CpEeICTB pa3paboTKu
porpaMMHOTr0 uHTep(eiica,
IPUMEHEHHUS SA3bIKOB U
METOA0B (hOpPMATBHBIX
cneundukanuii, cucreM
yIrpaBieHus: 6a3aMu TaHHBIX

4 CTpyKTYpa H coJepkaHue JUCUUIIIHHbI

4.1 CTpyKTypa THCHHILIMHBI

OO61mas TpyA0eMKOCTh AUCHHUILIMHBI COCTaBIsET 5 3aueTHhIX equHuIl (180 akageMUyecKux 4acos).

TpyrnoeMKoCTb,
Bun pabotst aKaJIEMUYECKHUX YaCOB
5 cemecTp BCETO
OO0mas Tpy10éMKOCTh 180 180
KonTakTHas padora: 13,5 13,5
Jlexmum (J1) 4 4
[IpakTuueckue 3anstus (I113) 4 4
Jlabopartopusie paboTsl (JIP) 4 4
Koncynbranun 1 1
ITpomerxyTouHas arrectanus (3a4eT, SK3aMeH ) 0,5 0,5
CamocrosiTesibHas padora: 166,5 166,5
- BBIIIOJIHEHUE KOHTPOJIbHOU padoTs! (KoHTpP); +
- CaMOIOJIrOTOBKa (MpOopaboTKa 1 MOBTOPEHUE JIEKIIMOHHOTO MaTepHrasa u
MaTepuasa y4eOHUKOB U Y4eOHBIX TOCOOUii;
- IOJITOTOBKA K J1a00paTOPHBIM 3aHATHUSM;
- IOJITOTOBKA K MPAKTUYECKUM 3aHSTHIM;
- IOJITOTOBKA K PYOEKHOMY KOHTPOJIIO U T.I1.)
Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3K3aMeH
3a4er)
Paznensl AMCHUIUIMHEBL, U3y4aeMble B 5 ceMecTpe
KonnyectBo yacoB
Ne ayJInTOpHAast
pasiena HanmenoBanue pa3nenos BCero aGoTa BHEay/I.
1113 | JIp pabota
1 OO011e cBeICHUSI 0 KOMIIBIOTEPHBIX CETSIX 10 10
2 TexHOoI0rMM KOMITbIOTEPHBIX ceTeld. KoMmmyTarus 10 9 8
nakeroB. Kommyranus kanaios. Ethernet
3 B3aumoneiicTBue oTKphIThIX cucteM. Moaens OSI. 14 9 12
Crex nipotokosioB TCP/IP
4 CereBoe obopynoBanue. Mepapxudeckoe 12 9 10
nocTpoeHne cerel. DyHKIMN KOHIEHTPATOPOB.




KommuectBo yacos
Ne HaumeHnoBanwue pa3eiion ayauTopHas BHeay/I.
paszena BCETO pabota
T 13 | 7P paborta
DYHKIIMK KOMMYTAaTOPOB
S) CereBoe obopynoBanue. OyHKITUN 10 10
MapIIpyTU3aTOPOB
6 TexHonoruu JIOKaJIbHBIX ceTeil. Kommyranus B
12 12
JIBC
7 Bupryansusie nokanshbie cetu (VLAN) 14 14
8 CereBas agpecanus 14 2 12
9 OcHoBBI MapuIpyTu3anuu. [IpoToKoIbI
MapLIpyTU3auuu. MapuipyTusupyemble 16 2 14
IIPOTOKOJIBI
10 [Tporokomnsl creka TCP/IP, ucnonszyemsie ais 16 16
paboThI CITy>k0 MOCTaBIIMKOB yciyr HTepHeTa
11 TexHoa0rnM ria00aNbHbBIX CETEeH 12 12
12 becrposousie Texnonoruu. Ceru Wi-Fi 12 12
13 OCHOBBI CETEBOI 0€30MacHOCTH 14 14
14 [TpoexkTrpoBaHNe KOMIIBIOTEPHBIX CETEN 14 2 12
Hroro: 180 4 4 4 168
Bcero: 180 4 4 4 168

4.2 Coaepxanme pa3iejioB IUCHUNIMHBI

1 O0mme cBefeHHs 0 KOMIIBIOTEPHBIX CeTAX

OcCHOBBI KOMIIBIOTEPHBIX ceTed. Tomonorust ceTw: JOTHYecKuid ¢ (U3UYECKUd YPOBHHU
npeAcCTaBieHUs Tononoruu. Jlunuu cBa3u. duzmdeckas cpena nepenadd AaHHBIX. AmNmaparypa nepenaqu
nanHbiX. CeteBbie kaOenmu. CraHmapThl Tpokianku kabeneit. I[lpokmanka kabens “Butas mapa’.
[Tonkmouenue kabenst “Butas mapa”. I[lpoBepka kabensa. becnpoBojHBIE TEXHOJOTMHM U YCTpPOMICTBA.
[IpenmyriecTBa U OrpaHUYeHUs] OECTIIPOBOTHOM TEXHOJOTHU. THUITBI OECTIPOBOMHBIX CeTed M WX TPaHMIIBI.
Knaccudukanmsi KoMmbplOTepHBIX ceTeil. TexHudyeckue KpuTepud kinaccupukamuu. OpraHu3alruoHHBIC
KpuTepun kinaccupukanuu. OTIuYus JIOKaldbHBIX ceTed OT rioOanbHbIX. JIOKambHBIE BBIUMCIUTENHHBIC
cetu. Ceru otrnenoB. Ceru 3maHuii u kammycoB. KopmopatuBnbie ceTu. CTaHAAapThl JIOKATBHBIX
BBIYHCIIUTEIIBHBIX CETEH.

2 TexHoJioTHH KOMIIBLIOTEPHBIX ceTeil. KommyTanusi nakeroB. Kommyranus kananos. Ethernet

OCHOBBI TEXHOJIOTHH JIOKAJbHBIX BhIYUCIHUTENbHBIX ceTerd. Ctanmapt 802.xx Ethernet. Meron mo-
cryna k cpene nepegaud CMSA/CD u nepenada nanubix. Crenuduxamuu ¢uszndyeckoit cpensl Ethernet.
Crangapt 10Base-5. Crannapt 10Base-2. Ethernet na BuToii nape. OntoBosnokonHbIi Ethernet.

CranpapTusanus B JOKalIbHBIX ceTsx. OOoOumieHHas 3agaya KoMMmyTauuu. KoMMyrainus KaHasoB.
OnemenTtapubii kaHai. CoctaBHol kaHai. HesddextuBHOCTH Npu mepenade MynbCUpPYIOMEro Tpaduka.
Kommyranus nakeroB. bydepuszamus naketos. [lelitarpammuas nepenada. [lepegaua ¢ ycTaHOBIEHUEM JIO-
rudeckoro coequHeHus. Kommyranust cooOnieHuii.

3 BzaumogeiictBue oTKpbIThIX cucteM. Mogeasb OSI. Crek nporoxoJioB TCP/IP

Ocob6ennoctu oTKpbITEIX cucteM. Cranmaptsl ISO. CemuypoBHeBast mojens OSI|. OyHkiuu cemu
ypoBHEH. XapaKTepUCTHKA CTEKOB KOMMYHHUKAITMOHHBIX TTPoTOK0I0B. CTek OSI. Ctex TCP/IP.

[Tpuniun paboThl apXUTEKTYphl “KineHT-cepBep”’. OCHOBBI MEXCETEBOI'O B3aMMOJEHCTBHS Ha
ocuoBe mpoTokosoB TCP/IP. CeteBoii yposenb creka TCP/IP. TIporokon IP. ®opmar 3aromoska IP-
nevitarpammbl. Ctek nunTepdeiica Ethernet. Untepuer coenunenns. COKeTsl.

OcHoBbl uHTep(eiica Winsock. Apxurekrypa WinSock. CsssbiBanue (binding) socket’os.
Coenunenue. [IpocnymmBanue. biokupoBaHue.



4 CerteBoe oOopynoBanue. Mepapxuueckoe mocrpoenve cereil. @yHKUMH KOHLEHTPATOPOB.
DOYyHKIUH KOMMYTATOPOB

Pacnpenenenue ycTpoiicTB 00beqMHEHUS ceTeil B cooTBeTcTBUU ¢ Moaenbio OSI. Crpykrypuzarus
KaKk CpEeACTBO TIOCTpOCHHUsS Oonbmux ceTedl. @Dusmueckas CTpPyKTypusamus cetu. Jlormueckas
CTpYKTypu3auus cetu. MocT. AIroput™M npo3payHoro Mocra

Tononornyeckre OrpaHUYEHUs] MPU NPUMEHEHUHM MOCTOB B JIOKAJIBHBIX ceTsaX. KommyraTop.
[MapannensHass kommyTtanus. [lymiaekcHbiid pexkum padboTel. HeOnokupyrommue kommyrtatophl. boprba ¢
neperpy3Kamu.

5 CeteBoe o0opynoBanue. DyHKIUN MAPIIPYTHU3aTOPOB

Mapmpytuzarop. OcoOeHHOCTH MapuipyTu3atopoB. @DYHKIUH MapLIpyTU3aTOPOB. Y POBEHb
uHTepdeiicoB. YpoBeHb CETEBOrO0 IMPOTOKOJA. YPOBEHb MPOTOKOJNA MapuipyTH3auuu. Tabmuisl
MapLIpyTU3aluu. AJIrOpUTMBI MapuIpyTu3zauuu. IIpoTokoasl MapIpyTU3aLnH.

Knaccudukanus MapuipyTu3aTopoB.

6 Texnosioruu JokajabHbIX ceTeil. Kommyranus B JIBC

KommyTanus u cermeHTanusi ceTd. MHOroypoBHeBasi KOMMYyTalusl. THITBI KOMMYTallUU: TIEPEChUIKA
¢ Oybpepusamueir (storeandforward) u kommyranms 6e3 Oydepusamum  (cut-throughswitching).
[IpenorBpamenne mneTens KOMMyTauuu. PesepBupoBanme B KoMMmyTupyemoi ceru. Ilporokom STP.
Kopnesbie mocthl. [IpoTrokon STP B uepapxuueckoii cetu. IIporokoa RSTP.

7 BupryasnbHhble JokaabHble ceTH (VLAN)

[IpuHIUIIBI OpraHu3auy BUPTyalnbHbIX JIOKabHBIX ceTeil (VLAN) B ctpykrype JIBC npennpusitus.
Pa3zuuna mexny gusudeckoir u BupTyansHoi (toruueckoit) certsimu. Oynkuuu VLAN. Hactpoiika VLAN.
WUnentudpukamust VLAN. Tpaskuar wu  wmapmpyrtusanuss Mexay VLAN. TpaHKoBbIE  TOPTHI.
Pacnpoctpanenne VLAN Ha Heckosibko kommyTatopoB. Mapuipytuszanusa mexay VLAN. Ilporokon VTP
(VLANTrunkingProtocol).

[Monnepkka VLAN nns IP-renedonnn u 6ecnpoBogHOTO TOCTYTA.

8 CeTteBas anpecanus

IP-agpecanust B8 JIBC. O630p IP-ampecoB. Kmnaccer IP-anpecoB. Pa3Ouenue cetu Ha TOACETH.
[Tonb3oBarensckue Macku noacetu. Macku nepemenHoi 1auHbl (VLSM). Macku VLSM u GecknaccoBast
mexxnomenHas mapuipytusanus (CIDR).

PacueT mojceteil ¢ ucnoib30BaHNEM JABOWYHOTO npenctasieHus. [Iponece 6a3oBoro pazdouenus Ha
noncern. Buenperane VLSM. KiaccoBas n OeckiaccoBas mapmpyruzainus. CyMMHpPOBaHHE MapIIpyTOB.
N3onupoBanHble noaceTH. OnTuManbHble MeTobl |P-aapecannu u pa3eneHye Ha MOJICeTH.

[IpeoOpazoBanue cereBbix aapecoB. Yactueie u myonuunbie |P-ampeca. Mcnons3oBanue NAT u
PAT. NAT mna crtopoHe mnpennpustus. Cratudyeckoe U JuUHaMudeckoe npeoOpasoBanue NAT.
UcnonszoBanne PAT. [Ipeobpa3oBanue Ha OCHOBE aJIpeCcOB MOPTOB.

9 OcuHoBbl MapmpyTu3anuu. [Iporokoess MapumpyTuzauuu. MapupyTu3upyeMsblie NPOTOKOJIbI

Tabmuua mapmpytuzanuu. CocTaBislOLIMEe KOMIIOHEHTHl MapipyTa. Ilpumenenue IP-ampeca u
MacKH TOJCETH sl pacdera mapuipyrta. lIpsveie mapmpyTsl. CtaTmueckue MapmpyThl. JmHaMuUeckue
(TmHAMHMYECKH OOHOBIIIEMBIE) MAPILIPYTHl. MapuIpyT 10 YMOIYAHHIO.

Hacrpoiika cTaTH4eCKUX MapIIpyToB.

[TpoTokounbl MapupyTu3anuu. [lonsTie anroputMa MapupyTH3anuy. AJTOPUTM MapUIpyTU3alUU HA
OCHOBE BEKTOpa PACCTOSHUS. AJNTOPUTM MapHIPYTHU3allM Ha OCHOBE COCTOSIHUS KaHajda. METpHKH |
KPUTEPUH MapILIPyTHU3alMK Ha OCHOBE aJIrOPUTMa BEKTOPA PACCTOSHHSL.

[Tporokonbsl BHyTpeHHeW MapuipyTtuzanuu. IIpotokonsl mapmpytuzauuu RIP, RIPV2. Tlpunnun
Mapuipytusanuu coodmienuit mo mporokonam RIP, RIPv2. JloctouHncTBa u HemocTaTku mpoTokonoB RIP,
RIPV2. VYcoBepiieHCTBOBaHHBI MPOTOKOJI BHYTPEHHEH Mapmpyru3anud Mexay nuro3amu — EIGRP.
OOmast cxema paboTel mpoTokoia. lloHsATHE aIMHUHHMCTPATUBHOTO paccTOSIHUA. TabmuIBl MPOTOKOJIA
EIGRP: tabnuma coceeii, Tabimma Tormonoruu, Tadmuma mMapmpyrusamun. Cocenn u cmexnoctn EIGRP.
Mertpuku u koHBepreHnuus nporokosna EIGRP.



MapmpyTu3zanus o IpoTOKOIY Ha 6a3e cOCTOSIHUS KaHana. [IpoTOKOI MpeanodTeHus KpaT4aiiiero
nyta — OSPF. Pabora nmpoTtokona mapmpyTtu3anuu Ha 0a3e COCTOSHHS KaHayia. METpUKH M O TIPOTOKOJIA
OSPF. Cocennue mapuipytuzaropbl OSPF 1 oTHOIIEHUE CMEKHOCTH.

Mapupytu3zanusi B KOpInopaTuBHOW ceTH. ABTOHOMHBIE CUCTEMbI. MapuipyTu3aius yepe3 HHTEPHET.
[IpoTokon MapupyTH3aluyi BHEIIHUX [UTFO30B.

10 IIporoxouasl creka TCP/IP, ucnosab3yemble s padoThl CJAYyxk0 NOCTABIIUKOB YCJIYT
HNuTepHera

0630p npotokosnoB TCP/IP. TCP u UDP. Cayx0b1 noctaBmukoB yciayr Wurtepuera (ISP). Crex
TCP/IP. TIpoToKoJbl TPAaHCIIOPTHOTO ypoBHs. DYHKIMK TpaHCHOPTHOrO ypoBHs. Mukancymsuus TCP/IP.
IIpouecc ycranoBku TCP-coeaunenus. Ilpouecc moarBepkaeHUs W IMOBTOPHOM Iepenadyu OIepanuu
TCP. Pabora mporokona UDP. Ilognepkka HeckoJlbKuX ceTeBbIX MpoTokosioB. Ilopter UDP u TCP.
ITponecc co3manus nap coketoB. Cinyx0a nomeHHbIX uMeH. Mms y3na TCP/IP. Anroputm paboTsl CUCTEMBI
pazpemieHuss AoMeHHbIX MMeH. DNS-kimentsl 1 DNS-cepBepnl. Mepapxus cuctembl JOMEHHBIX HMEH.
ITpeoOpazoBanue umen B DNS. Peammzauuss DNS-pemenuii. CepBucsl mposaiinepoB yciayr MHTepHera.
[Tpotokoner HTTP u HTTPS. Ilporokon FTP. Pa6ora mporokona FTP. SMTP, POP3, u IMAP4. Pa6ota
IIOYTOBBIX MPOTOKOJIOB.

11 TexHoJioruu riio0ajabHBIX ceTeil

Bzaumocsssp nocraBumka Mutepuera u cetu Unrepuer. Touka mpucyrctBus — POP. Bapuantsl
MOJKIIIOUEHUSI K MocTaBIMKy WHTepHeTra. YpoBHM 0OCIyXHBaHUS IOCTaBIIMKa yciayr HHrepHeTa.
AccumetpuyHas cBsizb. CummerpuyHasi cBsizb. OOpaboTka MakeTOB MOCTaBIIMKOM Yyciyr HHTepHeTa.
WuTepHer kak o6sako. YcrpolicTBa B UHTEpHET-00IaKe.

Cranpaptuzauus B cetu Mutepuer. [IpenocraBnenue yciyru 10ocTyna K cetd IHTEpHET KOHEUHbIM
MOJIB30BATEIISIM: KOMMYTUpPYeMbIi goctyr, DSL, kabenpHbIl MomeM, ciryTHUKOBas cBsizb. Coenunenus T1.
Coemunenus T3. 'opoackas cetb Ethernet (MetroEthernet).

Nepapxusa cern HTepHeT. THCTpYMEHTHI U1 cO31aHus KapThl ceTh MHTepHeT.

TpeboBanusi, npeabsaBiseMble K ISP.

YerporictBa tnobanpHON cetn (WAN). VYcrpoiictBo o0pabotkm kanama (CSU) u ycTpoHCTBO
obpabotku nauubix (DSU). «[locnenuss muns». O6opynoBanue nepenaun aaHHeix (DCE). OxoneuHoe
ob0opynoBanue aanHbix (DTE). Tunsl u xapakrepuctuku kaHaioB Mutepuet. [Ipotokonst cetn WAN ains
ypoBHa 2. loctyn k cetu WAN. MynstumiekcupoBanue. KomMmyraius kaHajaoB, KOMMYTallUsl MaKeTOB.
Bupryansnsle kanansl. KoMMyTHpyeMblli BUPTyaJIbHBIA KaHaAL. [10CTOSIHHBIN BUPTYaJIbHBIA KaHAI.

Cunxponnas onrtoBosiokoHHast ceTb (SONET) wu cunxponnas uudpoBas wuepapxus (SDH).
Wukancymsimus Ethernet 1 WAN. Cranpaptet HDLC u PPP. Ilporokon ynpaenenus kaHamoM. [IpoTokosn
ynpasieHus cetbro. Ceancsl PPP.

0630p nportokosa FrameRelay.

12 BecnpoBoaubie TexHosioruu. Ceru Wi-Fi

CriekTp dSJeKTpPOMAarHUTHBIX BojH. OOmMe MNpUHLUIBI OEeCpOBOAHBIX MOCTPOCHHUS CETeH.
[IpeumymectBa OecnpoBonHbIX ceTeil. Tumbl OecnpoBOAHBIX ceTell M uX rpaHunsl. CraHgapThl
0ecrpoBOJIHBIX JIOKAJNbHBIX ceTe. KoMMOHEeHThl OecrpoBOAHOM JOKaJdbHOM CETH: TOYKa JOCTYyIHa,
0ecrpoBOJHONM MOCT, C€TeBOM ananTtep, OecripoBOAHON MapuipyTu3zarop. Mnentudpukanns B 6€CpoBOIHBIX
cerax. Pexxum ad-hoc u nndpactpykrypHsiii pexum. bazoBelii Habop ycinyr. PacimmpenHsiit Habop yciyr.
becnipoBogHbIE KaHABI.

0O630p Tomonoruit  WLAN. HeszaBucumble, 0a30Bble U pacIIUpEHHBIE 30HBI OOCITY>KUBaHHUS.
Texnonoruu ¢usznueckoro yposHs cranaapra 802.11.

13 OcHoOBBI ceTeBOM 0€30aCHOCTH

Hopmarunas 6a3a cuctembl HHQOpMAITMOHHONW O€30MaCHOCTH MPEAIPUATHS. ABTOMAaTU3UPOBAHHbIE
MH(OPMAaLIMOHHBIE CUCTEMBI 3AIIMILEHHOTO UCIIOJIHEHUS. PUCKU U BTOP)KEHUS B CETh.

O6ume Mepsl obecnieueHus O6ezonacHoctu cetu. [lonuTHka ceTeBoit 6€30MaCHOCTH.

Hcnonp3oBaHHEe MEXKCETEBBIX JKpaHOB. MHTpaner. JlemMunurapuzoBaHHas 30HA. AHanW3
YSI3BUMOCTEM.



OunpTpanus Tpaduka C HUCMOIB30BAHUEM CHUCKOB KOHTpois goctymna. ACL-cnucku. Ilens,
ctpykrypa u mabmonsl Mmacku ACL-cniucka. Ctangaptasie u pacimuperasie ACL-crimcku. Anamms3 ACL-
CIHMCKOB U UX pa3Merenue. Pekomennanuu no cozganuio ACL-crinckos.

Bupryanbasie yactabie cetn — VPN.

14 IIpoexTHpOBaHHEe KOMIILIOTEPHBIX ceTel

TpeboBanust k ceru. Cozganue ontuManbHOW cetd. OCHOBHBIC IIETM  MPOEKTUPOBAHMSL.
Hepapxuueckass apxuTekTypa ceTH. LleHTpanbHbIil ypoBeHb KOMIUIEKca 3HaHMH. ['paHuua mpeanpusTus.
CepepHas epma.

Metoauku mnpoektupoBaHus ceTd. I[IpoektupoBanue tomosnoruu cetu. OnpeneneHue oObema
npoekra. [IpoekTupoBanue neHTpaibHOTrO ypoBHs ceTH. CeTeBas Maructpaisb. Llenn neHTpaibHOro ypoBHS.
TexHon0rUM LEHTPaIbHOTO ypoBHA. Pe3epBHble KaHalbl. BeIOOp TOmoOsOrMM: sYencTast, OJIHOCBSI3aHHAs,
Maructpaib. Konseprenmus. Beibop mporokosia mapuipytu3anuu. Tomosiorus ypoBHsI paclpeneiieHus.
PesepBupoBaHue Ha ypoBHe pacnpeneneHus. PunbTpauus cereBoro Tpaguka. I[IpoektupoBaHue
Mapuipytusanuu. Tomonorust ypoBHsa Aoctyna. @usndeckue (Gpakropsl ypoBHA AocTyna. KoMMyTannoHHbIe
OTCeKH. YIpaBjieHue ypoBHeM jocryna. IIpoekTupoBaHue Bo3MokHOCTEH ympasieHus. Mcnosnb3oBanue
VLAN nnst paznenenus tpapuka. ObecrieueHre KauecTBa OOCIY)KUBAHUS CETEBBIX MPHUIOKEHHNA. YTPO3bI
6e3omacHoCTH Ha ypoBHe Joctyna. CepBepHble (hepmbl. 3amuTa cepBepHbIX (pepm oT aTak. ObecrnieueHue
BbICOKOH aoctynHocTH. Co3nanue pesepsupoBanus. Bupryanuzanus. [lonnmanne norpeOHOCTEN KIIMEHTA.
ITpoextupoBanue Qusnueckoil ceru. [IpoekTupoBanue noruyeckoi cetd. OTKPHITBIA TOCTEBOW JOCTYII.
3amuIeHHbIA JOCTY IS NepcoHaia. 3aTpaThl Ha o0ecreyeHue MPOIMYCKHON CIIOCOOHOCTH.

TexHuueckoe U pabouee MPOEKTUPOBAHUE CETU. DTAHOCTb MPH NMpoeKTupoBaHuu cetd. CosznaHue
npoekTa ceTH. [IpoexktupoBanue IP-anpecamnuu B cetu. Co3nanue nporoTuna cet. McnpiTanus ceTu.

PacueT mapameTpoB ceTu: HaleXKHOCTb.

4.3 JlabopatopHbie padoThI

Ne JIP Ne HaumenoBanue nabopatopHbix padboT Koz-s0
paszzuena 4acoB
1 3. AHanm3 B3aMMOJICHCTBHE CETEBBIX YCTPOCTB Ha ocHOBE Mozenu OSI. 2
Crek npotokosioB TCP/IP.
2 14 [IpoekTupoBaHye KOMIIBIOTEPHBIX CETEN 2
Hroro: 4

4.4 IlpakTuyeckue 3aHATHA (CEMUHAPDI)

No Kon-Bo
No 3aHATHS Tema
pasnena 4acoB
1. 2. HccnenoBaHue MakeTHON KOMMYTAIIMH HA OCHOBE CUMYISITUOHHON 2
MOJEIN
2. 8. Pa3paboTka 1 BHEJpeHnEe CXeMbl CETEBOI aapecanus 2
Hroro: 4

4.5 KonTpoJubHasi padora (5 cemecTp)

Heab padoThi: pa3padboTaTh, CMOACIUPOBATH M PEATH30BaTh IPUHIUITHAIBHYIO CXEMY CETH KOMITAHUH
3agayu:
e BHIOpaTh CETEBYIO TOIOJIOTHIO;
BBIOpATh NPUHIINI TIOCTPOCHUS CETH;
BBIOpATh CETEBYIO CPEy Mepeaadyn JaHHbIX;
cocTaBUTh cxeMy IP-anpecarumy;
BBIOpaTh YCTPOWCTBA CETH;
paspaborars mojenb cetu B CiscoPacketTracer;



e C037aTh IPOTOTHII CETH C MOMOIIBIO 000pymoBanus CisCO;
® COCTaBUTH ClieU(PUKAINIO 000PYAOBaAHUSI.
[TocraHoBKa 3a7a4u IPOEKTA

[Tpennpusitie: komnanus «AnyCompany».

Llenp pa3paboTKH: OpraHu3alys €IUHOr0 HH(MOPMALMOHHOTO MPOCTPAHCTBA KOMIIAHUM ITyTEM
OOBEIUHEHUS T0JIb30BATEIBCKUX pabounx MECT B KOMIBIOTEPHYIO CE€Th W peaju3alliil CTpPaTeruu
LEHTPATU30BAaHHOTO aIMUHUCTPUPOBAHUS.

OO0m1as xapakTepucTUKa KOMIaHUU

Kopnopauust «AnyCompany» BelneT IesTelbHOCTh B COOTBETCTBYIOIIEM CETMEHTE Ou3Heca
(cormacHo 3amaHui0). B KOMIaHMM HCHONB3YeTCS OJHOPAHIOBash CETh, IMOCTPOEHHAs MO TOMOJOTHH
«IaccMBHas 3Be3/a», Ha ocHoBe BuTOM mapel 3 CAT, Ethernet 10BASE-T. Umeercs tpu ITK koMmbroTepax
P4-1300 MI'u ¢ 1024 Mb O3V wu xectkum auckom Ha 300 I'b. Ha Bcex kommbroTepax ycTaHOBJIEHA
oneparronHas cuctemMa WindowsXP u k KakI0My KOMITBIOTEPY MOJCOSINHEH MAIOMOIIHBIH YepHO-OebIii
JIa3€pHBIN IIPUHTED.

B koMmanuu raHupyeTrcs pacllupeHHe IITaTa U BBEJIEHHWE HOBBIX COTPYAHHKOB: aJMUHUCTPATOpPA
(B KaXXIOM 3a/laHUM), COTPYIHUKOB IO YHCIy pabounx mecT. Kpome Toro, HeoOX0qMMO MPEayCMOTPETh
BO3MOIKHOCTh MOIKIII0UeHHs 6-10 mosp3oBareneii mo mporokoiay 802.11 b/n/g (Wi-Fi).

TpeGoBanwus K 000PYTOBAHUIO U TEXHOJIOTHSIM

PaGoyee MecTO aIMUHHUCTpPAaTOpa [OJDKHO OOECleYUBaTh pEIICHHWE CIEIYIOIMMX 3a/ad:
TUTAHUPOBaHKE PabOTHI CETH, MOHUTOPUHT CETEBBIX PECYPCOB, IIEHTPAIM30BAHHOE YIIPABICHUE TTOJIUTUKAMHU
0€30MacCHOCTH U AIMHUHUCTPUPOBAHUEM.

PaGouee MecTO MosIb30BaTe/Isl: OJHOKPATHASI PETUCTPAIUS TPU BXOJE B CETh, IICHTPAIU30BAHHOE
ynpasienue pecypcamu [1K mons3oBatens.

B cunty koH(UIEHIIMATBHOCTH HEKOTOPBIX IOKYMEHTOB U 3alIMCel, HEOOXOUMBIX JUIs OyXrajaTepa, B
ero odrice HeOOXOIMMO YCTAaHOBHUTH OTACIbHBIN MPOU3BOAUTENBHBIN JIa3epHbIi puHTEp. I COTPYIHUKOB
MPEIyCMOTPETh YCTAHOBKY CETEBOTO MPUHTEPa ¢ QYHKIMEH KOMMPOBAHUS IPOU3BOIUTEILHOCTHIO HE MEHEE
40 ctp./MUH.

LlenTpanu3anusi ympaBJIeHUS CETEBBIMH pecypcaMu O00ecreunBacTCs BBIICICHHEM CepBepa
yIpaBJeHUs] KaK OTIEIBHOTO CETeBOro ycrpoicTBa. HeoOXxoaumo mpeaycMOTpeTh BO3MOXKHOCTD
(GyHKIMOHMPOBAaHUS B CEeTH KoMIaHuu cepBepa bJl Oyxranrepckoil mporpammel, (aidioBOro XpaHWIWIIA
MOJIb30BaTeseH U 3aIUIIEHHOTO apXUB KOMUH IOKYMEHTOB.

Breixon B cetp Internet ocymecTsisiercss U3 OJHONH TOYKH — TOYKH BBOJIA, KOTOPAs COSNUHSETCS C
CeThI0 MpOBaiijiepa BbIACICHHBIM KaHanoM 1o TexHojoruu 100BASE-FX. Mapmipyruzanus BHyTpH CeTH
KOMITAaHUU HE OCYIIECTBIISIETCS.

Jnis meneit COBMECTHMMOCTH Ha BCEX KOMIBIOTEPAX MO BO3MOXHOCTH JOJKHA OBITH yCTaHOBJIEHA
OJTHA OTIepAIIOHHASI CUCTEMA.

Cxema oduica IpUBEAECHO B 33JJaHUU COTJIACHO BapUaHTY.



5 Y4yeOHO-MeTOAMYECKOE 00ecTIeUeHHe TUCITHIIINHBI
5.1 OcHoBHas auTEpaTypa

1. BBenenue B MHPOKOMMYHHKAITMOHHBIE TEXHOJIOTHH : yd4eOHOe mocoOue sl CTYIEHTOB BBICIIUX
y4eOHBIX 3aBEJICHUM, 00yJaromuxcs 1Mo HampasiaeHuto noarotoBku 210700 — MadokoMmyHHKaIN-
OHHBIE TEXHOJIOTHH M CUCTEMBI CBsI3U KBanMukarmu (crernenu) "6akanasp" u "maructp" / moxa pen.
JI. I'. 'arapunoii. - Mocksa : @opym : UHOPA-M, 2015. — 336 c.

2. Omudep, B. I'. Kommnbrorepusie cetu. [IpyHIUTIBI, TEXHOJIOTHH, IPOTOKOJBI : ydyeOHOE mocodue s
CTYJICHTOB BbICIINX Yy4ueOHBIX 3aBegenuii / B. I'. Omudep, H. A. Omudep. — 4-e uza. — CII6. : [Turep,
2013. - 944 c.

5.2 lomosiHUTEIbHAS JIUTEPATYPaA

1. IImunar, J. C. IlporpammupoBanue ceteBbiX npuiiokenuit Ha C++ / T. 2: Cucremarudeckoe mo-
BropHOe ucnoibs3oBanue: ACE u kapkacsl. // 1. C. HImunar, C. 1. XptocToH . — M.: : bunowm, 2012.

2. Crusenc, Y. P. UNIX: pa3pabotka ceteBbix npunoxennii = UNIXNetworkProgramming. Volume 1.
ThirdEdition : mactep-knacc / Y. P. Ctusenc, b. ®ennep, 3. M. Pynodd.- 3-e uzn. — CII6. : [Tutep,
2007.-1039 c.

3. Pyukun, B. H. ApxutekTypa KOMIbIOTEpHBIX ceTeil : [yueb.mocobue] / B. H. Pyukun, B. A. Oynun.
— M. : Iuanor-MU®DU, 2008. — 238 c.

4. Haceiikuna, JI. @. OCHOBBI IPOEKTUPOBAHMS KOMIBIOTEPHBIX CETEH : METOJUYECKHE yKa3aHUs K Jia-
ooparoproii padore / JI. ®@. Hacelikuna, B. K. Tarupos; M-Bo oOpa3zoBanus u Hayku Poc. Denepa-
uuu, Gexpep. roc. Or0IKET.00pa3oBaT. yupekaeHue BhicIl. nmpod. odpazoBanus "OpeHnOypr. roc. yH-
1", Kad. mporp. obecrieueHus: BEIYUCII. TEXHUKU U aBTOMaTH3up. cucteM. — Opendypr : OI'Y, 2014. -
84 c

5. Makcumos, H. B. Komnbrotepnsie cetn : yued.mocodue / H. B. Makcumos, U. U. Tlonos.- 3-e u3m.,
nepepab. u gom. — M. : ®opym, 2008. — 447 c.

5.3 llepuoauueckue U3IaHUA

KypHuanst:

«CeTH U CUCTEMBI CBSI3NY;
«Kypnan cereBbix pemennii LANy;
«WindowsITProy;

«Cetny;

«OTtkpeiThie cucteMbl. CYBJI»;
«IIporpammHast UHKEHEPUS;
«I[IporpamMmmupoBaHue.

5.4 UuTepHeT-pecypcesbl

1. https://www.intuit.ru/studies/courses/9/9/info - DnexTpoHHBIH Kypc. AJITOPUTMBI U TPOTOKOJIBI
KaHaJIOB U ceTell nepenaun nanHbX.ABTop: FOpuit CeMeHoB.

2. http://book.itep.ru/l/introl.htm - DOnekrponssiii kypc. Telecommunicationtechnologies -
TEJIEKOMMYHHKAIIMOHHBIE TexHonoruu. Cemenos H0.A.

3. http://citforum.ru/nets/ - CereBble TEXHOIOTHH

5.5 IIporpammHoe obecmedyeHue, NMpodecCHOHAIbHBbIC 0a3bl JAaHHBIX W HMHG(pOPMAIMOHHBIE
ClIpaBO4YHbLIC CHCTEMbBI COBPEMEHHBIX I/IH(l)OpMaIII/IOHHI)IX TEeXHOJIOT Uil

1) baza JaHHBIX CTaHapTOB MMPOCKTUPOBAHUA: «IIO0JJHOTEKCTOBAsA Oasa JAaHHBIX rocT»,
http://www.standards.ru/collection.aspx?control=40&id=5302914&catalogid=OKS-sbor-edu
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2) Odunmanpubiii mopran UT-aupektopos. baza manusix UT-pemenwust: http://www.globalcio.ru

3) UudopMaiimoHHO-KOMMYHHUKAIIHOHHBIE TEXHOJIOTHH B 00pa3oBaHuu. baza qaHHBIX W HHGOPMAIIHOH-
HO-TIOMCKOBAs CUCTEMa JIIEKTPOHHBIX 00pa3oBarelibHbIX pecypcos: http://www.ict.edu.ru/

4) WudpopmannoHHO-CIIpaBOYHas 0a3a JaHHBIX 110 HACTPOMKE CETEBOro 000pyI0BaHUsA: WWW.XQU.ru

5) baza nanubix «[Ipomykrtsl u pemenusy»: http://www.dlink.ru/

1) TIporpammHOe oOecrieYyeHUE ISl YTCHUS JICKIIHSL:

— Ilporpamma ans conpoBokaeHus jgekuuii — AcrobatReader. becriatHblii HHCTPYMEHT MEXIyHAPOI-
HOTO  CTaHjapra Uil  [OpOoCcMOTpa, Iedyatd  AokyMeHtoB  PDF.  Pexum  pocryma:
https://acrobat.adobe.com/ru/ru/acrobat/pdf-reader.html?promoid=C4SZ2XDR&mv=other

2) TlporpammHoe obecrieueHHe JUTsl BBIOTHEHUS Ja00paTOPHBIX padoT:

—  Cpena pa3paboTku mporpaMMHbIX mpuioxenuii MicrosoftVisualStudio 2014/15/17. JloctymHo
B pamkax noanucku MicrosoftDreamSparkPremium;

—  Ilpunoxenue MicrosoftVisio. loctymnHo B pamkax nmoanucku MicrosoftDreamSparkPremium;

—  IlporpammMHuoe obecrieueHue AJisi MPAKTUUYECKUX 3aHATUH U 1a00paTOPHBIX paboT:

—  CBoboaHbIit HakeT ouCHBIX MIPUIIOKEHU I OpenOffice. Pa3paborumk:
ApacheSoftwareFoundation. Pacnpoctpansercs mo cBo6oanoi iuuen3zuu ApacheLicense 2.0.
Pexum noctyna: http://www.openoffice.org/ru/;

-  CVYBUI:

Microsoft SQL Server locrynnoBpamkaxmoanucku Microsoft DreamSpark Premium;
MySQL (cepsep + WorkbenchMySQL). JToctynua 6ecriatHo. Pazpadoruuk OracleCorporation. Pe-
*uM octyna https://www.mysqgl.com.

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCUUIINHBI

Y4eOHble ayIUTOPUU U TPOBEICHUS 3aHSATHHA JIGKIMOHHOTO THIA, KYpCOBOTO TMPOEKTHPOBAHUS,
JUIsl TIPOBEJICHUS TPYNIIOBBIX U MHAMBUIYAIBHBIX KOHCYJIbTAIMH, TEKYILEro KOHTPOJS U IMPOMEKYTOUHON
aTTecTaluu.

AyIuTOpUM OCHAILEHBI KOMIUIEKTaMH YYEHHUYECKOW MeOesu, TEXHUYECKUMH CPEICTBaMU 00y4deHus,
CIIy>KalllUMU JJIsl IPECTaBIeHNs yueOHOW nH(pOopMaluu O0JIbIION ayAUTOPHH.

s mpoBeeHHs NPAaKTUYECKUX U JTAOOpaTOPHBIX 3aHATHH HCHOJIb3YeTCsl KOMIBIOTEPHBIN Kilacc,
OCHAIICHHBI KOMITBIOTEPHON TEXHMKOMW, YIOBJIETBOPSIOUIEH TpeOoBaHUSIM K KOH(UTypaluy anmapaTHOro
obecriedeHuss ucnoib3yeMbix mporpamm. CereBoe obOopynoBanue: Kommyrtartop — ymnpaBiseMblid
SNMPTRENDNET, Mapmpyruzarop Cisco 2901 VoiceBundle PVDM3-16 UCLicencePAK,
Mapuipyruzatop Cisco 2811, MexcereBoii skpan CiscoASA 5505 SecPlusAppliahcewithSWULUSser,
CereBoe obopynosanue D-LINK FAST E-NET SWITCH 16-PORT.

[ToMemienue A caMOCTOSITENbHON PabOThl OOYYaOUIMXCS OCHAIIEHbI KOMIBIOTEPHON TEXHUKON
noakioueHHo k cetn "VHTepHer" u oOecriedeHHEM JOCTyNa B 3JIEKTPOHHYIO HH(POPMAIMOHHO-
oOpazoBarensHyto cpeny OI'Y.

K pa0oueii nporpamMmme npujiaraiorcs:

e DOoHJA OLEHOYHBIX CPEICTB Ul MPOBEACHUS IMPOMEKYTOUHOM aTTECTAllMd OOYYaIOIIUXCS IO
JUCHHUIIIINHE,

e Meroanueckue ykazaHus Juig 00y4JaroIuXcst 10 OCBOSHHUIO TUCIUIITUHBIL.
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