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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (eaH) OCBOCHMS JUCIATUIMHBI:

@opMHUpPOBaHUE TEOPETUYECKHX 3HAHMN IO METOJaM M CPEICTBaM 3allUThl HWH(OPMAIIMOHHBIX
IIPOLIECCOB B KOMIIBIOTEPHBIX CHCTEMaX M MPAKTUYECKMX YMEHMH U HAaBBIKOB MX IMPUMEHEHUS JUISl 3aLUThI
MH(OPMAIMOHHBIX TPOIIECCOB B KOMIBIOTEPHBIX CUCTEMAX

3agaun:

N3yuuTh: OCHOBHBIC TOHSTHS W ONPEACICHUS; WCTOYHHMKH, YTPO3bl M PUCKUA OE30MacHOCTH
uHboOpMallUd B  KOMIIBIOTEPHBIX CHCTEMax; CTaHJapThl 0€30IIaCHOCTH; METOJIbl U  CpeAcTBa
Kpunrorpaguueckod 3ammrTbl uHGOpManuM;, Moaenan Oe3omacHOCTH OCHOBHBIX OC; anropuTMel
ayTeHTU(UKALMU; TNPUHUMIB  (YHKIMOHUPOBAHUS OCHOBHBIX IPOrPaMMHO-AIIAPAaTHBIX  CPEICTB
obecriedeHus: 6€30MaCHOCTH HH(POPMAIIHH.

Hayuutbcs pa3pabareiBaTh U NPUMEHATh IPOrPaMMHBIE CPEICTBA 3aIUTHl MH(OPMAIK B IpoLiecce
ee cOopa, XxpaHeHus1, 00paboOTKH, epeadu U paclpoCTPAaHEHHS B KOMITbIOTEPHBIX CHCTEMaX.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JucuuriuHa OTHOCUTCA K 00s3aTEeNIbHBIM JUCHUIIMHAM (MOJYJISIM) BapHaTHBHOM 4dacTu OJioka 1
«luctuumivHel (MOIYIIN)»

[TpepexBu3uThl AUCHUILTUHBL: b. 1. 5. 14 OcHosbl unghopmamuxu u 8b14ucIiumenbHOU mexHuKu

[ToctpexBusuthl mucturuiunel: b.1.B.O/.15 Ilpoexmuposanue npocpammuo-uH@opmayuoHHvIx
cucmem

3 TpeGoBanus K pe3yjabTaTaMm 00yYeHUs MO TUCHUIINHE

Hpouecc HU3YYCHUA JUCHUIIIIMHBI HAIIPABJICH HA (l)OpMI/IpOBaHI/Ie CJICAYIOMIUX PE3YJIbTAaTOB O6y‘IeHI/I${

HJ'IaHI/IpyeMBIe PE3YIbTAaThI 06yquI/15{ MO0 JUCHHUIINIMHE, XapaKTCPHU3YIOIHEC

. dopmMupyeMble KOMIIETEHIIUN
sTansl GOPMUPOBAHNS KOMIIETEHITUH

3HaTth: [1K-4 Bnagenuem
KOHULENIUIO U aTpuOyThl 0€30MacHOCTH MH(OPMALMOHHBIX MPOIIECCOB B|KOHIENUUAMU U aTpuOyTaMu
KOMIIBIOTEPHBIX ~ CHUCTEMAaX; OCHOBBI COBPEMEHHBIX KPHUIITOCHUCTEM; |KauyecTBa IPOrPaMMHOTO
TEXHOJIOTHIO  ayTeHTH(HKAIWW; MOJENH pasrpaHHueHHsl JIOCTYIIa; |obecnieueHus (HaJIeKHOCTH,
KJ1acCU(UKALMIO IPOTrPaMMHO-AMNNapaTHBIX CPEACTB 3aIUTHI 0e3omacHOCTH, ya00CTBa
Ymersn: UCIIOJIb30BaHUs), B TOM UHUCIIE
OPUMEHSATh  METOJbl, MHCTPYMEHTBl U TEXHOJOTMH OOECIEeUYEeHHUs | pOJH JIO/IEH, TPOLECCOB,
6e3onmacHOCTH MH(OPMAIK B KOMITBIOTEPHBIX CHCTEMax; pa3padaThIBaTh | METOI0B, HHCTPYMEHTOB U
KOMIIOHEHTBI MTPOrpaMMHO-aINapaTHBIX CPEACTB 3aIIUTHl MH(MOPMAIMHM B |TEXHOJOTHI oOecreueHus
rporiecce ee coopa, XpaHeHusI, 00pabOTKH, TIEpelayu U paclpoCTPaHCHUs | KauyeCcTBa

B KOMITBIOTEPHBIX CUCTEMaX

Baajgers:

MHCTPYMEHTAaMHU pa3paboTKH MPOrpaMMHOI0 00ecTiedeHus s
peanu3anuu Mep obecreueHrst 0€30MacHOCTH

4 CTpyKTYypa U colepKaHHue TUCHUIINHBI
4.1 CTpyKTypa THCHHIJIMHBI

OO61mas TpyA0€MKOCTh AUCIHUTUIINHBI COCTaBIsAeT 4 3a4eTHRIX equHuI (144 akaeMUYecKUX 4acoB).



TpynoeMKoCTb,
Bun paGoter aKaJIeMIYECKHUX 9acOB
8 cemecTp BCETO
OO0uasi Tpy10€MKOCTh 144 144
KonrakTHasi pabora: 15,5 15,5
Jlexuum (JI) 4 4
[Tpaxtrueckue 3ansatus (I113) 4 4
Jlabopartopusie paboTsl (JIP) 6 6
Koncynbranun 1 1
[TpomexxyTounas arrectarus (3a4eT, SK3aMEH) 0,5 0,5
CamocrosiTesibHas padoTa: 128,5 128,5
- 8bINOJIHEHUe KOHMPOAbHOU pabomwi (KonmpP); +
- camocmosimenvHoe uzyuenue pasoenos (pazoen 3);
- camono02omoeka (npopabomxa u nogmopenue 1eKYyuoOHHO20 Mamepuand u
Mamepuana y4eOHUKo8 u yuebHvIX nocooutl,
- N10020MO6Ka K 1a00PAMOPHLIM 3AHAMUAM,
- N0020MOBKA K NPAKMUYECKUM 3AHAMUAM,
- 10020MOBKA K pYOEIHCHOMY KOHMPOTIO U M.N.)
Bua uToroBoro KOHTpoJIA (3a4er, Ik3aMeH, 1M depeHIUPOBAHHBIH 3K3aMeH
3ayer)
Paznensl AMCUUIIINHBL, H3y4aeMble B § ceMecTpe
KomnnuecTBo yacos
Ne HaumenoBanue pasnenos ayAutopHas BHEay/I.
pasnena BCETO pabota 6
a1 | m3[ap | PO
1. Beenenue. [IpoGnembr 0e30macHOCTH 24 1 1 2 20
uHpopmanuu.
2. MeTtobl U cpeacTBa KpUNTOrpadUuecKoil 3aiuThl 31 1 1 3 26
uHpopMaLUn
3. TexHoNorHsI ayTeHTHPHUKAINN 32 0 0 0 32
4, Mogenu 6€30MacHOCTH KOMITbIOTEPHBIX CUCTEM 29 1 1 1 26
S. [IporpaMMHoO-anmapaTHble  CpPEACTBA  3aLIUTHI 28 1 1 0 26
nH(OpPMAIINY B KOMIIBIOTEPHBIX CHCTEMaX
Wroro: 144 4 4 6 130
Bcero: 144 4 4 6 130

4.2 ConepxxaHue pas3/iesioB IUCHUINIIHHBI

Ne HanmenoBanue
Coneprxanue pasjiena
pazzena pazneina

1 Beenenue.  Ilpo- | OcHOBHbBIE MOHATHUS 3alIMTHI UHDOpPMaMKU U UHPOPMAIIMOHHON 6e3-
OsemMbl 0€30MacHO- | OMACHOCTH. YTPO3bl U PUCKH Oe3omacHOCTH MH(popmarun. CoBpeMeH-
CTH UH(QOpMAIMK. | Hble TEHJIEHIUU B 00JIaCTH oOecreueHust 1 HapyleHus: 6€30MacHOCTH

uHpopmanuu. CraHmapTel M NMpaBoBoe obecredeHne HH(POpMaIMOH-
HOM 0€30IaCHOCTH.

2 Metoaelt u cpen- | OCHOBHBIE MOHATHS KpunTorpaduu, Kiaccuukanus Kpunrorpapude-
CTBa  KPHUNTOTpa- | CKUX aaropuTMoB. CUMMeETpHUHbIe IIH(PBI. ACCUMETPUYHbIE IIU(PHI.
¢uyeckoii 3amutel | Xom-pyukuus. [ludposas noanuce. [Iporokonsl oOMeHa u pacnpese-
uHpopMauu nenus kimove. [llndposanue cereBoro Tpagduka.

3 TexHonorus AyreHTH(]uKalMsi, aBTOPU3ALMs, aJIMHUHHCTPUpPOBaHUE. MeToIbl

ayTeHTH(UKAITIT

ayreHTHGUKauy, ucnoib3yomme mnapoidd u PIN-xompl. Crporas




Ne HanmeHnoBanue
Copepxanue pazaena
paszzuena paszzuena
ayreHTuukanus. buomerpuueckas ayreHTuukanus. I[IpoTokoss
ayreHTuukanuu. BAN —noruka.
4 Mopnenu ©6e3omnac- | [loHaTHe MONUTUKKM U MOJENIM 0€30aCHOCTH, MOHUTOP 0€30IaCHOCTH.
HOCTH  KOMIbIO- | Mojenu 6e30nacHOCTH Ha OCHOBE JMCKPELMOHHOM MOMMTHKU. Moje-
TEPHBIX CUCTEM 11 0€30MacHOCTH Ha OCHOBE MaHAATHOM MmoyiuTuku. Mozenu Gezomnac-
HOCTH Ha OCHOBE POJIEBOM MOJIUTHKH.
5 [Tporpammuo-

anmaparHble Cpea-
CTBa 3aIUTHl HH-
dopmanuu B KOM-
NBIOTEPHBIX  CH-
cTemMax

Knaccudukanus nu 0630p mporpaMMHO-aNMmapaTHbIX CPEJICTB 3aIUTHI
nHpOpMaLMY B KOMIIBIOTEPHBIX CHCTEMaX: aHTUBUPYCHI, MEKCETEBbIE
skpanbl, VPN, cucreMbl 00HapyKeHUsI BTOPKEHU.

4.3 JlabopaTopHble padoThbI

No JIP Ne HaumenoBanue nabopatopHbix paboT Koz-s0
pazneina 4acoB
1. 1 Ananu3 yrpo3 6e30macHOCTH HH)OpMALHH 2
2. 2 [Touck necaTu3HaYHBIX TPOCTHIX YUCET 1
3. 2 [IporpamMMHas peanuzanus CHMMETPUYHBIX U ACCUMETPUYHBIX 2
mQppoB
4, 4 [IporpaMMHas peanuzanus MOJUTUKU pa3rpaHUYEHUs JOCTYIa 1
Hroro: 6
4.4 llpakTUyeckue 3aHATHA (CEMUHAPDI)
Ne 3ansTHS Ne Tema Kon-Bo
paznena 4acoB
1. 1 CoBpeMeHHbIE TEXHOJIOTUH 3aIIUThl HHPOPMALIUU (CEMHHAP) 1
2. 2 CHUMMETpHUYHbIE U ACUMMETPUYHBIE AJITOPUTMBI HTU(PPOBAHUS 1
3. 4 Monenu 6€30macHOCTH KOMITbIOTEPHBIX CUCTEM 1
4. 5 Cpenctsa 3amuTthl HHOOpPMAIUHU (CeMUHAp) 1
Uroro: 4

4.5 KontpoJabHas padora (8 cemectp)

Ilpumepnvie 3a0anusi KOHMPOILHOU pAOOMb:

3ananue 1. [lporpammuas peanuzanus anropurma RSA

3amanue 2. [Iporpammuas peanu3anus TEXHOJIOTHH [UPPOBBIX MOAMUCEH
3ananue 3. [IporpaMMHas peanuzaiusi CTpOroi ayTeHTU(UKAIIH.
3ananue 4. [IporpaMMHas peam3aiius MOJTUTHKY pa3rpaHUueHsI TOCTYTIA.

5 YyeOHO-MeTOAMYECKOE 00ecTIeYeHHe TUCIUTIIMHBI

5.1 OcHoBHas auTEpaTypa

1

Hlansrun B. @. KommnekcHas 3ammra MH(GOpMaMu B KOPHOPATUBHBIX CUCTeMax: YueOHoe
nocobue [Dnextponnsiii pecypc] / B.®. Illanbrun. - M.: U1 ®OPYM: HUI] UHDOPA-M, 2013. - 592 c.:
wi.; 70x100 1/16. - (Breicmiee oOpa3zoBanue). (meperuier) ISBN 978-5-8199-0411-4. — Pexxum mocryna:

http://znanium.com/bookread2.php?book=402686



http://znanium.com/bookread2.php?book=402686

2 Cwmapr, H. Kpunrorpadus / H. Cmapt; niep. ¢ anrin. C. A. Kynemoga; nox pea. C. K. Jlanno. -
Mocksa: Texnocdepa, 2006. - 528 c.

5.2 lonosHUTEIbHAA JIUTEPATYpa

3 bepuer, C.. Kpunrorpapus. OdunmanpHoe pykoBoactBo RSA  Security = RSA
Security'sOfficial GuidetoCryptography / C. bepnet, C. IIaiin ; iep. ¢ anri. nox pen. A. Y. Tuxonosa. - M. :
bunom, 2009. - 382 ¢. (pu6-8; pHO u3-2)

4  MenbsuukoB, B. 1. 3ammura uadopmarnuu [TekcT] : ydeOHUK Ui TOATOTOBKU OaKallaBpOB IO
HarnpasieHuto 230100 "Undopmaruka u BerauciutenbHas Texauka" / B. I1. Menbaukos, A. U. KynpusHos,
A. I'. Cxuptnanze; nox pen. B. II. MenbHukoBa. - MockBa : Axanemus, 2014. - 297 c. - (Bsicuiee
obpasoBanwue. bakanaBpuar). - bubmuorp.: ¢. 291-293. - ISBN 978-5-4468-0332-3. (10)

5 IHanprun, B. @. 3amura xomnbeiorepHoil nHdopmarmu. JddeKTuBHBIE METOABI M CPEACTBA!
yue0. mocobue miIa CTYIAEHTOB BY30B, oOydarommxcs 1o HampasieHuto 230100 "Wudopmaruka u
BbruucnuTensHas texuuka” / B. @. Hlansrun. - M. : JIMK Ilpecc, 2008. - 544 c. (12)

6 Cemenenko, B. A. IIporpammHuo-anmaparHast 3amuTa vHGopManuu: yded. mocooue st By30B /
B. A. Cemenenxko, H. B. ®enopos. - M. : MT'I1Y, 2007. - 340 c.(15)

7  Topcretincon, I1.. Kpunrorpadus u 6e3onacaocts B TexHosnoruu . NET/ I1. Topcreitacon, I'. A.
lNaneur; mep. ¢ anrin. B. JI. Xopesa ; moxa pea. C. M. Monsiko. - M. : bunom, 2007. - 480 c. (11)

5.3 llepuoanueckue u3gaHusi

Kypnausr:
— «be3onacHocTh HHPOPMALUNY;
— «lIporpaMMHBIE IPOYKTBI U CUCTEMBIY;
— «/HpopManmoHHBIE TEXHOJIOTHIY;
— «be3onacHocTh MHPOPMALIMOHHBIX TEXHOJIOTUIY;

5.4 UnTepHeT-pecypcsbl

- OCTOK Poccun. denepanbHas ciayxk0a MO TEXHHMYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO
http:/fstec.ru/

Nudopmanus 00 YSI3BUMOCTSIX http://www.is027000.ru/katalog-ssylok/informaciya-ob-
uyazvimostyah

- Uupopmanmonnsiii nopran nmo UT 6e3omacHoctu http://www.securitylab.ru/

- Uudopmanmonnsiii caiiT: besomacuuxhttp://bezopasnik.org/article

- BuptyanbHble yueOHbIE Kypchbl M CAalThl IUCTAHIIMOHHOTO 00pa30BaHMs:

. WuTepner YHUBEPCUTET MH(POPMAIIMOHHBIX TEXHOJIOTHIA:
https://www.intuit.ru/studies/courses?service=0&option_id=9&service_path=1

- DHIUKJIONIEINU ¥ CIIPABOYHBIC CANTHI:

* CBobOoanast sHIMKIoneus https://ru.wikipedia.org/wiki/MudbopmanronHas_0e300acHOCTh

https://www.lektorium.tv/course/22929 - «Jlexropuym», Kypc nekiuit: ClOKHOCTh BBIYUCICHHNA U
OCHOBBI KPHITTOTpapuu

5.5 TIporpammHoe oGecneuyeHue, npodeccuoHAIbHbIe 0a3bl JAHHBIX M HHGOPMAIUOHHbIE
CIPaBOYHbIE CHCTEMbI COBPEMEHHbIX MH(OPMAIIMOHHBIX TEXHOJIOT Uil

- Bank ganubIx yrpos 6e3onacuoctu napopmarmu @CTIK POCCHUMU https://bdu.fstec.ru/threat

- baza mannbIx yrpo3 6e3omacnoctu mHpopmanuu Common Vulnerabilities and Exposures (CVE)
http://cve.mitre.org/data/downloads/index.html

- T'APAHT Ilnatdopma F1 [DnexTpoHHBIH pecypc]: cripaBoyHO-TIpaBoBas cuctema. / Pazpaborunk
OOO HIIIT «I"”APAHT-Cepsuc», 119992, Mocksa, BopooseBbl ropsi, MI'Y, [1990-2016]. — Pexum mocty-
na B cetr OI'Y mns ycranoBku cuctemsr: \\fileserverl\GarantClient\garant.exe



http://fstec.ru/
http://www.iso27000.ru/katalog-ssylok/informaciya-ob-uyazvimostyah
http://www.iso27000.ru/katalog-ssylok/informaciya-ob-uyazvimostyah
http://bezopasnik.org/article
https://ru.wikipedia.org/wiki/Информационная_безопасность
https://www.lektorium.tv/course/22929
https://bdu.fstec.ru/threat
http://www.iso27000.ru/katalog-ssylok/informaciya-ob-uyazvimostyah/common-vulnerabilities-and-exposures-cve
http://cve.mitre.org/data/downloads/index.html

- Kouncynprantllntoc [DnekTpoHHBINA pecypc]: 3JEKTPOHHOE MEPUOIUYECKOE U3IAHUE CIpaBOYHAs
npaBoBas cucrema. / Paspaborunk 3AO «Koncynprant ITmocy, [1992-2016]. — Pexxum mocTyma K cucremMe
B cetu OI'Y st ycranoBku cuctemsl: \\fileserverI\\CONSUL T\cons.exe

- Onepanuonnas cucrema Microsoft Windows

- OpenOffice/LibreOffice - cBoGoaHBIN OGHUCHBIN MaKET MPOrpaMM, BKIKOYAIONIUI B ce0s  TeK-
CTOBBIA M TAaONUYHBIA PEAAKTOPBI, PEIAKTOP MPE3CHTALUN U APYyrre OPUCHBIC TPUITOKEHHS.

- Cpencta s pa3spaboTku u npoektupoBanus: Microsoft Visual Studio.

6 MaTepnaﬂbno-TexnnquRoe obecrneyeHue AUCHHUIIIMHBI

VYyeOHble ayAUTOPUHU JJsl TPOBEICHHS 3aHATUH JIGKIMOHHOTO THIIA, CEMHHAPCKOTO THUIIA, JUIS
MPOBEJICHUSI TPYIIOBBIX M HMHIUBHUIYaJIbHBIX KOHCYJIBTAIMH, TEKYIIET0 KOHTPOJS M IMPOMEKYTOYHOU
aTTeCTAllUU.

AyIUTOpHH OCHAICHBI KOMIUIEKTAMH YYCHHYECKOW MeOen, TEXHUIECKUMU CPEICTBaMU 00ydeHUS,
CITy>KaIllUMU JUTsl TIpeJICTaBIeHHs yueOHO nHpopMay O0NbIION ayAUTOPUH.

Jnis mpoBeneHHs JIA0OOPATOPHBIX 3aHATHH HCIOJB3YeTCS KOMITBIOTEPHBIN KJAcC, OCHAIICHHBIN
KOMIIBIOTEPHON TEXHUKOW, yJOBIETBOPSIOMIEH TPeOOBAaHUAM K KOH(HUTypaIlH armapaTHoro odecredeHs
UCTIOJIB3YEMBIX IIPOTPaAMM.

[Tomemenue it CaMOCTOSITEIIBHON Pa0OTHl 00yYarONIMXCS OCHAIIECHBI KOMITBIOTEPHON TEXHUKOM,
NoJKIrOYeHHOW K cetn "HMHTepHer" W obOecneyeHHWEM JOCTyla B O3JICKTPOHHYIO HH(GOPMAIIMOHHO-
obpazoBarensHyt0 cpeny OI'Y.

K paboueii npocpamme npunazaiomes:

e DoHJA OLEHOYHBIX CPEICTB VIS MPOBEACHUS MPOMEKYTOUHOM aTTECTallUd OOYYAIOIIUXCS IO
JIUACIUTUINHE;

L4 MGTOIH/I‘-IGCKI/IG YKa3aHug 0J1sd o6yqa}01u1/1xc;1 10 OCBOCHHIO AU CHUIIIIUHEI.


file://///fileserver1/!CONSULT/cons.exe

