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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (eaH) OCBOCHMS JUCIATUIMHBI:

@opMHUpPOBaHUE TEOPETUYECKHX 3HAHMN IO METOJaM M CPEICTBaM 3allUThl HWH(OPMAIIMOHHBIX
IIPOLIECCOB B KOMIIBIOTEPHBIX CHCTEMaX M MPAKTUYECKMX YMEHMH M HaBBIKOB MX MPUMEHEHMs IS 3aILUThI
MH(OPMALMOHHBIX TPOLIECCOB B KOMIBIOTEPHBIX CUCTEMaX

3agaun:

N3yuuTh: OCHOBHBIC TOHSTHS W ONPEACICHUS; WCTOYHHMKH, YTPO3bl M PUCKUA OE30MacHOCTH
uHboOpMallUd B  KOMIIBIOTEPHBIX CHCTEMax; CTaHJapThl 0€30IIaCHOCTH; METOJIbl U  CpeAcTBa
Kpunrorpaguueckord 3ammrTbl uHGOpManuu;, Moxaenan Oe3zomacHOCTH OCHOBHBIX OC; anropuTMsl
ayTeHTU(UKALMU; TNPUHUMIB  (YHKIMOHUPOBAHUS OCHOBHBIX IPOrPaMMHO-AIIAPAaTHBIX  CPEICTB
obecriedeHus: 6€30MaCHOCTH HH(POPMAIIHH.

Hayuutbcs pa3pabareiBaTh U MPUMEHATh IPOrPAMMHBIE CPEJCTBA 3alUThl MHPOPMALUU B IIpoLecce
ee cOopa, XxpaHeHus1, 00paboOTKH, epeadu U paclpoCTPAaHEHHS B KOMITbIOTEPHBIX CHCTEMaX.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JucuuriauHa OTHOCUTCS K OOs3aTeNIbHBIM JUCHUILIMHAM (MOJIYJISIM) BapHaTHUBHON 4dacTtu Oioka 1
«luctuumivHel (MOIYIIN)»

[TpepexBu3uThl AUCHUILTUHBL: b. 1. 5. 14 Ochosbl unghopmamuxu u 8b14ucIumenbHOU MmexHUuKu

[ToctpexBusuthl nucturuiunel:  b.1.B.O/. 14 Ilpoexmuposanue npocpammHo-uH@popmMayuoHHvIX
cucmem

3 TpeGoBanus K pe3yjabTaTaMm 00yYeHUs MO TUCHUIINHE

Hpouecc HU3YUYCHUS NJUCHUIIJIMHBI HAITPABJICH HaA (bOpMI/IpOBaHI/Ie CJICAYIOMIUX PE3YJIbTAaTOB 06y‘leHI/I}I

HJ'IaHI/IpyeMBIe PE3YIbTAaThI 06yquI/15{ MO0 JUCHHUIINIMHE, XapaKTCPHU3YIOIHEC

. dopmMupyeMble KOMIIETEHIIUN
sTansl GOPMUPOBAHNS KOMIIETEHITUH

3HaTth: [1K-4 Bnagenuem

KOHLICTIIIMIO ¥ aTpuOyThl 0€30MacHOCTH HMH()OPMAIIMOHHBIX MPOIECCOB B|KOHIENUHUIMU U aTpuOyTaMu
KOMIIBIOTEPHBIX ~ CHCTEMax; OCHOBBI ~ COBPEMEHHBIX  KPHUIITOCHCTEM;|KayecTBa IPOrPpaMMHOTO
TEXHOJIOTHIO  ayTeHTH(HKAIWW; MOJAETH pasrpaHUYEHHUs JOCTYIa;|obecnieueHus (HaJIeKHOCTH,
KJ1acCU(UKALMIO IPOrPaMMHO-ANNapaTHBIX CPEACTB 3aIUTHI 0e3omacHOCTH, ya00CTBa
Ymersn: UCIIOJIb30BaHUs), B TOM UHUCIIE
OPUMEHSATh METOJbl, MHCTPYMEHTBl U TEXHOJOTMH 0OecreueHus | poju JroIeH, MPOoLEecCoB,
6e3onmacHOCTH MH(OPMAIMH B KOMITBIOTEPHBIX CHCTEMax; pa3padaThIBaTh |METOI0B, HHCTPYMEHTOB U
KOMIIOHEHTBI MTPOrpaMMHO-aINapaTHBIX CPEACTB 3aIIUTHl MH(MOPMALMU B |TEXHOJIOTHI oOecrieueHus
rporiecce ee coopa, XpaHeHusI, 00pabOTKH, TIEpelayu U pacIpOCTPaHECHUS | KaueCTBa

B KOMITBIOTEPHBIX CUCTEMaX

Baajgers:

MHCTPYMEHTAaMHU pa3pabOTKH MPOrpaMMHOI0 00eCTIeUeHus AT
peanu3anuu Mep odecreueHust 0€30MacHOCTH

4 CTpyKTYypa U colepKaHHue TUCHUILINHbI
4.1 CTpyKTypa THCHHIJIMHBI

OO61mas TpyA0€MKOCTh AUCIHUTUIINHBI COCTaBIsAeT 4 3a4eTHRIX equHuI (144 akaeMUYecKUX 4acoB).



TpynoeMKoCTb,

Bun paGoter aKaJIeMIYECKHUX 9acOB
6 cemecTp BCETO
OO0uasi Tpy10€MKOCTh 144 144
KonrakTHasi pabora: 51,25 51,25
Jlexuum (JI) 18 18
[Tpaxtrueckue 3ansatus (I113) 16 16
Jlabopartopusie paboTsl (JIP) 16 16
Koncynbranun 1 1
[TpomexxyTounas arrectarus (3a4eT, SK3aMEH) 0,25 0,25
CamocrosiTesibHas padoTa: 92,75 92,75
- CAMON0020Mo8Ka (Mpopabomka u nO8MopeHue TeKYUOHHO20 MAmepuala u
Mamepuana y4eOHUK08 u y4eOHbIX nocooull;
- H0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM,
- N0020MOBKA K NPAKMUYECKUM 3AHANUIM,
- N0020MOBKA K PYOEI’CHOM)Y KOHMPOJIIO U M.N.)
Buj nToroBoro KOHTpoJIs (3a4eT, IK3aMeH, Tu( depeHIITPOBAHHBIT IK3aMeH
3a4er)
Paznernsl qUCIUIUIMHBL, H3y4aeMbIe B 6 cemecTpe
KonmyectBo yacos
Ne HaumenoBanue pasnenos ayAutopHas BHEay/I.
pasnena BCETO pabota 6
1| m3[ap | PO
1. Beenenue. [TpoGnembr 0e30macHOCTH 26 4 4 2 16
uHpopmanuu.
2. MeTtoibl U cpeacTBa KpUITOrpapuueckoil 3aInThl 44 8 6 8 22
nHpopmanuu
3. TexHonorust ayTeHTHPUKAITNN 24 2 2 2 18
4, Mogenu 6e30MacHOCTH KOMITBIOTEPHBIX CUCTEM 24 2 2 2 18
S. [IporpaMMHoO-anmapaTHble  CpPEACTBA  3aLIUTHI 26 2 2 2 20
WH(OPMAIIUU B KOMITBIOTEPHBIX CHCTEMaX
Uroro: 144 18 | 16 | 16 94
Bcero: 144 18 | 16 | 16 94

4.2 ConepxxaHue pa3iesioB JUCHUNIHHBI

Ne HanmMeHnoBaHue
Conepxanue pasaena
pasnena pasnena

1 Beenenne.  IlIpo- | OcHOBHBIE MOHATHS 3alIUTHl HHPOpPMAMK U UHPOPMAIIMOHHON 0e3-
OyieMbl 06€30TaCHO- | OMTACHOCTH. Yrpo3sl u pucku OesomacHoctn uHpopmaimu. COBpeMEHHBIE
cTH uHQOpPMAIMK. | TCHICHIIMU B 0OJACTH OOecreueHusl U HapylIeHus 0e30MacHOCTH WH-
dbopmaruu. CtaHmapTsl U MpaBoBoe obecrieueHrne WHQPOPMaIMOHHON

0€30IMacHOCTH.
2 Meronsr u cpencrsa | OCHOBHBIC MOHSATHS KpUNTOrpaduu, KiaccuGuKaus Kpunrorpadude-

KpHNTOrpaduIecKon
3aIIUTH HHpOpMAUN

CKUX aJITOpUTMOB. CUMMETpUYHbIE IUPPBI. ACCUMETPUYHBIE IUPHI.
Xomr-pynknus. Hudposas nmoanuck. [IpoTokosasl oOMeHa u pacrmpee-
nenus kroden. [llndpoanue cereBoro Tpaduka.




Ne HanmeHnoBanue
Copepxanue pazaena
paznena paznena
3 TexHonorus AytenTudukanus, aBTOpHU3aIUsi, aAMUHUCTPHpPOBaHHE. MeTOoabl
ayreHTHU(UKanuu | ayreHTU(UKanuu, wucnonb3yomue mapoan u PIN-xoxgsl. Crporas
ayrentuukanus. buomerpuyeckas ayreHtudukanus. I[IpoTokosb
ayrentupukanuu. BAN —noruka.

4 Mopnenu 6e3omnac- | [loHsaTHe MONUTHUKHU U MOJENIM 0€30aCHOCTH, MOHUTOP 0€30IaCHOCTH.
HOCTU  KOMIbIO- | Mojenu 6e30nacHOCTH Ha OCHOBE JUCKPELMOHHON monuTuku. Moge-
TEPHBIX CUCTEM 11 0e30MacHOCTH Ha OCHOBE MaHAATHOM MmoyiuTuku. Mozenu Gezomnac-

HOCTH Ha OCHOBE POJIEBOM MOJIUTHKH.

5 [Tporpammuo-
anmapatsbele cpea- | Knaccugukanus u 00630p mporpaMMHO-aNnmapaTHbIX CPEICTB 3aIIUTHI
CTBa 3allUThl HH- | ”HGOPMAIIUU B KOMIIBIOTEPHBIX CUCTEMaX: aHTUBUPYCHI, MEKCETEBbIE
¢dopmanuu B KoM- | 3kpanbl, VPN, cucremsr 0OHapy:KeHUS] BTOPKEHHIA.

NBIOTEPHBIX  CHU-
cTemMax

4.3 JlabopaTopHble padoThI

Ne JIP Ne HaumenoBanue nabopatopHbix padboT Kozr-s0
pazneina 4acoB
1. 1 Ananu3 yrpo3 6e30macHoCTH HHpOpMaLHH 2
2. 2 [Touck necaTn3HaYHBIX TPOCTHIX YUCET 2
3. 2 [IporpammHas peanu3anusi CAMMETPHYHBIX MHU(PPOB 2
4. 2 [IporpaMMHas peanuzanys aCCUMETPUYHBIX IU(POB 4
5. 2,3 [TporpammHas peaau3anusi MPOTOKOJIOB 3aIUTHl HH(GOPMAITUU 2
6. 4 [IporpaMMHas peanuzanus MOJUTUKU pa3rpaHUYEHUs JOCTYIa 2
7. 5 MoHHUTOPUHT 06€3011aCHOCTH B KOMITBIOTEPHBIX CHCTEMAX 2
Uroro: 16
4.4 IlpakTuyeckue 3aHATHA (CEMUHAPDI)
No Kon-Bo
No 3ansTHs Tema
paznena 4acoB
1 2 3 4
1. 1 CoBpeMeHHbBIE TEXHOJIOTUH 3alUThl HH(MOpMAITUH (CeMUHap) 4
2. 2 ApudmeTrka 1o MOAyJ0 MPOCTOTo YuciIa 2
3. 2 CHUMMeTpUYHBIE U ACHMMETPUYHBIE AJITOPUTMbI IU(PPOBAHUS 2
4. 2,3 [IpoBepka MOATMHHOCTH TOKYMEHTOB, CYOBEKTOB (CEMUHAP) 2
5. 4 Monenu 6e30MmacHOCTH KOMIIBIOTEPHBIX CUCTEM 2
6. 5 CpeactBa 3amuThl HHpOpManuu (CeMHHAp) 2
Uroro: 18

5 YyeOHO-MeTOAMYECKOE 00ecTIeYeHH e TUCIHUTIIMHBI

5.1 OcHoBHas auTEpaTypa

1 [asbrun B. ®. KowmrmiekcHas 3amuTa WH(pOpMAUU B KOPIIOPATUBHBIX CHCTeMax: YueOHOe
nocobue [Dnextponnsiii pecype] / B.®. Illanbrun. - M.: U1 ®OPYM: HUI] UHDOPA-M, 2013. - 592 c.:
wi.; 70x100 1/16. - (Beicmiee oOpa3zoBanue). (meperuier) ISBN 978-5-8199-0411-4. — Pexxum moctyna:
http://znanium.com/bookread2.php?book=402686



http://znanium.com/bookread2.php?book=402686

2 Cwmapr, H. Kpunrorpadus / H. Cmapt; niep. ¢ anrn. C. A. Kynemosa; mox pea. C. K. Jlanmo. -
Mocksa: Texnocdepa, 2006. - 528 c.

5.2 lonosHUTEIbHAA JIUTEPATYpa

3 bepuer, C.. Kpunrorpapus. OdunmanpHoe pykoBoactBo RSA  Security = RSA
Security'sOfficial GuidetoCryptography / C. bepnet, C. IIaiin ; iep. ¢ anri. nox pen. A. Y. Tuxonosa. - M. :
bunom, 2009. - 382 ¢. (pu6-8; pHO u3-2)

4  MenbsuukoB, B. 1. 3ammura uadopmarnuu [TekcT] : ydeOHUK Ui TOATOTOBKU OaKallaBpOB IO
HarnpasieHuto 230100 "Undopmarnka u BerauciautenbHas Texauka" / B. I1. Menpaukos, A. U. KynpusHos,
A. I'. Cxuptnanze; nox pen. B. II. MenbHukoBa. - MockBa : Axanemus, 2014. - 297 c. - (Bsicuiee
obpasoBanwue. bakanaBpuar). - bubmuorp.: ¢. 291-293. - ISBN 978-5-4468-0332-3. (10)

5 IHanbrun, B. ®@. 3ammra xomnbioTepHoil nHpOopMaru. DPPeKTUBHbIE METOJBl U CPEACTBA:
y4e0. mocobue miIg CTYIAEHTOB BY30B, oOydaromuxcs 1o Hampasieruto 230100 "Hudopmatuka u
BbruucnuTensHas texuuka” / B. @. Hlansrun. - M. : JIMK Ilpecc, 2008. - 544 c. (12)

6 Cemenenko, B. A. IIporpammHuo-anmaparHast 3amuTa nHGopManuu: yaed. mocooue s By30B /
B. A. Cemenenko, H. B. ®enopos. - M. : MI'TI1Y, 2007. - 340 c.(15)

7  Topcretincon, I1.. Kpunrorpadus u 6e3onacaocts B TexHosnoruu . NET/ I1. Topcreitacon, I'. A.
lNaneur; mep. ¢ anrin. B. JI. Xopesa ; moxa pea. C. M. Monsiko. - M. : bunom, 2007. - 480 c. (11)

5.3 llepuoanueckue u3gaHusi

Kypnausr:
— «be3onacHocTh HHPOPMALUNY;
— «lIporpaMMHBIE IPOYKTBI U CUCTEMBIY;
— «/HpopManmoHHBIE TEXHOJIOTHIY;
— «be3onacHocTh MHPOPMALIMOHHBIX TEXHOJIOTUIY;

5.4 UnTepHeT-pecypcsbl

- OCTOK Poccun. denepanbHas chayxk0a N0 TEXHUUYECKOMY U SKCIOPTHOMY KOHTPOIIIO
http:/fstec.ru/

Nudopmanus 00 YSI3BUMOCTSIX http://www.is027000.ru/katalog-ssylok/informaciya-ob-
uyazvimostyah

- Uupopmanmonnsiii nopran nmo UT 6e3omacHoctu http://www.securitylab.ru/

- Undopmanmonnsiii caiit: bezomacuukhttp://bezopasnik.org/article

- BuptyanbHble yueOHbIe Kypchbl M CAalThl IUCTAHIIMOHHOTO 00pa30BaHMS:

. WuTepner YHUBEPCUTET MH(POPMAIIMOHHBIX TEXHOJIOTHIA:
https://www.intuit.ru/studies/courses?service=0&option_id=9&service_path=1

- DHIUKJIONIEINU ¥ CIIPABOYHBIC CANTHI:

* CBobOoanast sHIMKIoneus https://ru.wikipedia.org/wiki/MudbopmanronHas_0e300acHOCTh

https://www.lektorium.tv/course/22929 - «Jlexropuym», Kypc nekiuit: ClOKHOCTh BBIYUCICHHNA U
OCHOBBI KPHITTOTpapuu

5.5 IIporpammHoe olecmedyeHue, NpoecCHOHAIbHBbIC 0a3bl JaHHBIX W HMHGOPMALHOHHBIE
ClIpaBO4YHbLIC CHCTEMbI COBPEMEHHBIX I/IH(l)OpMaIII/IOHHLIX TEeXHOJIOT Uil

- Bank ganubIX yrpo3 6e3onacnoct napopmarmu @CTIK POCCHUMU https://bdu.fstec.ru/threat
- baza manusix yrpos 6e3omacuoctu uadopmarmn Common Vulnerabilities and Exposures (CVE)
http://cve.mitre.org/data/downloads/index.html



http://fstec.ru/
http://www.iso27000.ru/katalog-ssylok/informaciya-ob-uyazvimostyah
http://www.iso27000.ru/katalog-ssylok/informaciya-ob-uyazvimostyah
http://bezopasnik.org/article
https://ru.wikipedia.org/wiki/Информационная_безопасность
https://www.lektorium.tv/course/22929
https://bdu.fstec.ru/threat
http://www.iso27000.ru/katalog-ssylok/informaciya-ob-uyazvimostyah/common-vulnerabilities-and-exposures-cve
http://cve.mitre.org/data/downloads/index.html

- TAPAHT IInardopma F1 [DnekTpoHHBII pecypc]: cipaBoyHO-TIpaBoBas cuctema. / PazpaboTumk
OOO HIIIT «I'APAHT-Cepaucy», 119992, Mocksa, BopooseBsl ropsr, MI'Y, [1990-2016]. — Pesxum gocTy-
na B cetu OI'Y mst ycranoBku cuctemsl: \\fileserverl\GarantClient\garant.exe

- Koucynprantllntoc [DnekTpoHHBINA pecypc]: 3JIEKTPOHHOE MEPUOIUYECKOE U3IAHUE CIpaBOYHAs
npaBoBas cucrema. / Pazpaborunk 3A0O «Koucynbrant [Inrocy, [1992-2016]. — Pexxum octyna K cucreme
B cetu OI'Y st ycranoBku cuctemsl: \\fileserverI\'CONSUL T\cons.exe

- Omepannonnas cucrema Microsoft Windows

- OpenOffice/LibreOffice - cBoOomHbBIII O(QUCHBIN MakeT MPOrpamMM, BKIIOYAIOIINN B ce0S  TEK-
CTOBBII U TaOJMYHBIA PEIAKTOPbI, PEIAKTOP MPE3CHTAIMN U APYrHe OQUCHBIC TPUITIOKEHHS.

- CpenctBa s pa3spadboTku u npoextupoBanus: Microsoft Visual Studio.

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCHMIINHBI

VYuebHble ayAUTOPUM UL NPOBENECHMS 3aHATUI JIEKLMOHHOIO THIA, CEMHHAPCKOrOo TUMA, VI
IIPOBEJICHUS] TPYIIOBBIX M HWHAMBUAYAJIbHBIX KOHCYJIbTAllMi, TEKYIIEr0 KOHTPOJS U IPOMEXKYTOUHOU
aTTeCcTaluu.

AyIUTOpHH OCHAIICHBI KOMIUIEKTAMH YYCHHYECKONH MeOeIH, TEXHHUECKUMH CPEICTBAMH O0yUYCHHS,
CITy’KalllUMU JUIs TIpeJIcTaBlIeHus yueOHO nHdopMauy 60IbIIONH ayAUTOPUH.

s mpoBeneHuss 1a0OPATOPHBIX 3aHATUN MCHOJIb3YETCS KOMIBIOTEPHBIM Kiacc, OCHAIllEHHBIN
KOMIIBIOTEPHON TEXHUKOW, yIOBIETBOPSIOIIEH TpeOOBaHUAM K KOH(UIypaluy armnapaTHOro oOecreyeHus
HCIOJIb3YEMBIX IPOTpamMM.

[Tomemienue 111 caMOCTOSTENbHOM pabOThl 00yYarOIMXCs OCHALIEHbI KOMIIBIOTEPHOW TEXHUKOM,
noJKIfoueHHOW K cetn "HMHTepHer" m obOecredeHWeM JO0CTyna B DJIEKTPOHHYIO HH(OPMAIIMOHHO-
obpazoBatenbHyto cpeny OI'Y.

K paboueii npocpamme npunazaromcsn:

e @DOHI OIEHOYHBIX CPEACTB IS MPOBEACHUS MPOMEKYTOUHOM aTTeCTalud OOYYalolIUXCs IO
JTUCITUTUTNHE;
e Meronuyeckue yKa3aHus sl O0y4aronIuXcs MO OCBOCHHIO TUCIUTIIHHBI.


file://///fileserver1/!CONSULT/cons.exe

