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1 ]_le.]'ll/l H 3aJa4Y1 0CBOCHUA NUCHHUITJIMHbI

eanb (eH) OCBOCHHS TUCITATUIMHBI:

dbopMUpOBaHKE 3HAHUH COCTABISIOMUX MH(DOPMALIMOHHON 0€30MaCHOCTH TOCYapCTBa, OOIIECTBA H
JIUYHOCTH; OPTaHU3AIlMOHHBIX, IIPABOBBIX, HWH)KEHEPHO-TEXHUUYECKUX M arlapaTHO-IIPOTPaMMHBIX METOJIOB
Y CPEJICTB 3aIIUTHI HHPOPMALIUH.

3agaun:

— OCBOCHHE OCHOB T€OpUU WH(POPMAIMOHHOW OE30MaCHOCTH, MOJEISIMH M KOHIEHIUSMU 3aIHTHI
uH(pOpPMALUY U TOCTPOEHUS CUCTEM HH(POPMAIIMOHHOHN 0€3011acHOCTH;

— M3YYCHHE OCHOBHBIX BHJIOB OOCCIICUCHHS CHUCTEM HH(POPMAIIMOHHON OE30IacHOCTH, METOJIOB

OLCHKH YyPOBHS 3alUIICHHOCTH CUCTEM, METOJOB U CPEICTB KOMIUICKCHOM 3aIlUTBl OOBEKTOB
nH(pOpMaTHU3aALNY;
— NpPUMCHEHHE OpraHM3alMOHHBIX, MPABOBBIX, HHXCHEPHO-TEXHHYECKUX M  alapaTHo-

MPOrPaMMHBIX METOJOB U CPEICTB HH(POPMAIIMOHHON O€30MacHOCTH B MPAKTUYECKUX pa3padoTKax B

00JIaCTH 3aIUTH 00bEKTOB NH(OPMATH3ALINY.

2 MecTo JUCHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JluciyiuiiHa OTHOCUTCS K JUCHUIUIMHAM (MOIYJISM) TIO BBIOOPY BapHaTHBHOW dacTh OJioka |

«luctuumivHel (MOIYIIN)»

[TpepexBu3uThl qUCHUILTUHEL: b.1.5. 13 Hngopmayuonnoe obecneuerue cucmem ynpagienus

[TocTpeKkBU3UTHI AUCUUIUTHHBL: Omcymcemayiom

3 TpeGoBanus k pe3yjabTraraMm 00yYeHUs M0 TUCHUILINHE

[Tpornecc n3yyeHHs QUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUICHHUS

[Tnanupyemsble pe3yabTaThl 00yUeHHs [0 JUCHUIUIMHE, XapaKTepU3yIoIIne
sTansl GOPMUPOBAHUS KOMIIETEHIIUI

dopmupyeMble KOMIIETEHIINU

3HATDL:

- yrpo3el HWHMOPMAIMOHHOW  0E30MacCHOCTH, KIACCHU(HUKAIIMIO  KaHAJOB
HECaHKIIMOHUPOBAHHOTO JOCTyNa K WH(pOPMAaIUK, COBPEMEHHBIE TPeOOBaHMUsI
nH(OPMAITMOHHON 0€30TaCHOCTH;

Ymersn:

- HCIIOJIb30BaTh HABBIKU Pa0OTHI C KOMITBIOTEPOM JIJIsl 0OecTieueHus
TpeboBaHu# 10 UHPOPMAITMOHHOHN 0€30MacHOCTH;

Baaaers:

- METOJjaM1 WH(POPMAITMOHHBIX TEXHOJIOTUM JIJIs1 COOI0IEHUS TPEOOBaHMI

MH(GOpPMaLMOHHOM 6€30MacHOCTH;

OIIK-9 crioco6HOCTbIO
UCTIOJIb30BaTh HABBIKK pabOTHI
C KOMITBIOTEPOM, BJIaJIETh
METOAaMU MHPOPMAITNOHHBIX
TEXHOJIOTUH, COOMI01aTh
OCHOBHbIE TpeOOBaHUs
MH(POPMALMOHHOM
0e301acHOCTH

3HaTh:

- Meroabl o0pabotku uHpopmaruu ¢ garuyukoB TCO A BBINOJIHEHUS
IKCTIEPUMEHTOB;

YMmerb:

- BBIITOJIHATH MMpEAIPOCKTHBIC HUCCJICJ0OBaHUA
MH(pOPMAIINY TI0 33JaHHBIM METO/IUKAM;

Baajgers:

-COBPEMEHHBIMHU UH()OPMAIIMOHHBIMU TEXHOJIOTUSMHU U TEXHUYECKUMHU
CpEJCTBAaMH aTTeCTallMM 00BEKTOB N0 HH(OPMALIMOHHON O€30MaCHOCTH;

o0BEKTa  3aIUTHI

IIK-1 cnocoOHOCTEIO
BBITIOJTHSATH DKCIIEPUMEHTHI Ha
JIEHCTBYIONNX O0BEKTAX IO
3aJJaHHBIM METOJIUKAM U
00pabaTbIBaTh pe3yJbTaThl C
MPUMEHEHUEM COBPEMEHHBIX
WH()OPMAIMOHHBIX TEXHOJIOTHI
U TEXHUYECKUX CPEJICTB




4 CTpyKTYypa U coJepKaHue JUCUUIIIHHbI
4.1 CTpyKTypa IMCHUATINHBI

OO0m1as TpyA0€MKOCTh JUCIUILUIMHBI COCTABIISIET 6 3aUeTHBIX enuHull (216 akageMUYecKrX 4acoB).

TpynoeMKoCTb,
Bun paboter aKaJIeMIYECKHX 9aCOB
4 cemectp BCETO
OO0masi Tpy10€MKOCTh 216 216
KonrakTHasi pa6ora: 86,25 86,25
Jlexuum (JI) 52 52
Jlaboparopusie paboTs (JIP) 34 34
[TpomexxyTounas arrectarus (3a4eT, SK3aMEH) 0,25 0,25
CamocrosiTesibHas padoTa: 129,75 129,75
- UHOUBUOYATbHOE 3A0aAHUE,
- CAMON0020Mo8Ka (Mpopabomka u nO8mMopeHue TeKYUOHHO20 MAmepuald u
mMamepuana y4eb6HUKo8 U yueOHbix nocooutl);
- N0020MO6Ka K 1a00PAMOPHLIM 3AHAMUIM,
- 10020MOBKA K PYOEI’CHOMY KOHMPOJIIO.
Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3ayer
3ayer)

Paznensl AUCHUIUINHBI, U3y4aCMBbIC B 4 CEMECTPC

KomnnuectBo yacos
Ne HanmenoBanue paszaeinos ayuropHad BHEAy/.
paznena BCETO pabota
T 113 | JIp paboTta

1 BBeneHne B qUCIUILTUHY 26 6 20

2 OOBbeKTHI u YIpO3bl nH(OPMALIMOHHON 30 10 20
0e30MacHOCTH

3 3aKOHO/IATENbCTBO PD B obnactu 30 10 20
MH(OpPMaIlMOHHON 06€30MacCHOCTH

4 MeTtoael M cpencTBa  TEXHMYECKOM  3allUTHI 44 8 16 20
00BEKTOB

5 Kpunrorpaduueckue METO/IbI 3aILUTHI 34 8 6 20
uH(popMalun

6 [locTpoeHne KOMIUIEKCHBIX CHCTEM  3alIUThI 52 10 12 30
uH(popMaluu
Wroro: 216 52 34 130
Bcero: 216 52 34 130

4.2 ConepxxaHue pa3iesioB IUCHUINIHHBI

Ne 1. BBeieHue B TMCHUILIMHY.

[Tonsitne HarmoHanbHOU Oe3omacHoCcTH P®. Buner 6e3omacHoctu. MHpopManmonHas 6€30macHOCTh
B CHCTeME HaluuoOHaJIbHOH Oe3zomacHocTH P®. Ponp mHpOpManmoHHOW 0€30MacHOCTH B oOecneueHUH
HaAIlMOHAJIbHOW 0€30MacHOCTH rocyAapcTBa

Ne 2. O0beKThI M YTpo3bl HHPOPMALHMOHHOI 0€3011aCHOCTH.

[Tonsitue yrpossl, kinaccupukauus yrpo3. llonsarue — ysa3Bumoctu. [lonstue pucka. 3amaua
crienuanucra no uHpopmaronHoi OezomacHocTd. Buasl yreukn nndopmanuu. I[loHsTHe KaHama yTedku
nH(pOpMaluK, OCHOBHBIE KaHaibl yTeuku nHpopMaruu. Kinaccudukanus 3710yMbIIITIECHHUKOB.

Ne 3. 3akononaresabcTBo P@ B 001acTH MHGOPMALIMOHHOI 0€30MIACHOCTH.



[Tonsitue u crpykrypa mHbopManmoHHoi Oe3onacHOCTH. CyObeKThl M OOBEKTHI MPABOOTHOIICHUHA B
obnactu mH(pOpMaMOHHON Oe3omacHOCTU. [ToHATHS M BHIBI 3amuImaeMoi MH(GOPMAIUK MO POCCHICKOMY
3aKOHOJATeNbCTBY. OTpaciy 3aKOHOAATEIBCTBA, PErTIAMEHTUPYIOIIUE IEATEIBHOCTD TI0 3aIIUTe HHPOPMALIUH.

Ne 4. MeToabl M CpeICTBA TEXHUYECKOH 3alIIUTHI 00bEKTOB.

Konnenmus WHXEHEPHO-TEXHUYECKOW 3ammThl uHpopManuu. OCHOBHBIE 3aJaud, pellaeMble C
ucnionbzoBanueM UTC3U. Knaccuduxanus n xapakrepuctuka UTC3U no naznauenuro. Kiaccudukanus
OXpaHHBIX CpEICTB 3amuThl uHPopMmauuu. Kraccudukanus mnpPOTHBONOXKAPHBIX CPEICTB  3aAIIUTHI
uHpopmanud. MeToabl M CpelcTBa OXpaHbl TeppUTOpUl. MeToibsl M CpeAcTBa OXpaHbl MOMELIECHUH.
MeToabl U cpecTBa OpraHU3alUHU MPOMYCKHOTO PeXUMa. METObl M CPeCTBAa OpraHU3aliyi HAOII0ICHHS.
CpenctBa cucteM mnokapHOW curHanusauuu.CpencTtBa CHUCTEM NPEIOTBPALICHHS XUIICHUS HOCUTENeH
uHpopMauu

Ne 5. Kpunrorpaguyeckue MeTOAbI 3aIIIUTHI HH(POPMALIUN.

OcHOBHBIE TIOHATUS U ompeneneHus. HMcropust pasButus kpunrorpadpuu. Kiaccudukanms
kpunrorpadguueckux cucteM. biaounsie n nmorounsie mudpsel. [udpper DES, pexumsr padoter DES, AES,
I'OCT 28147-89. ITotounsie mmdper: PCJIOC, RC4, mmdp Pona. LlenocTHOCTh NaHHBIX U ayTeHTU(UKALUSL
coobmenuii. Xom-¢pyukuuu (MD4, SHA). Anropurmer DIIT: RSA, Dap INamans, [noppa, Hub66epra-
Pynmens. XapakrepucTuka MpOTOKOJIOB MACHTU(UKAIUN M ayTeHTU(UKAMH, UISHTH(UKALUSA HA OCHOBE
naposis. B3aumHas mnpoBepka NOJJIMHHOCTH Mojib3oBaTened. MaeHTHduUKanus c HyJIeBOl mepenayeit
3HaHuil. Cxemsbl 00s3aTenbCTB. CUCTEMBI DJIEKTPOHHOTO TostocoBaHus. L{ndpoBsie cepTu(UKaTh: CUCTEMBI
nepepacnpeesieHus JOBepusl, HESIBHbIE CePTU(PUKATHI.

Ne 6. [IocTpoeHue KOMIJIEKCHBIX CHCTEM 3a1UThI HHGOPMALHH.

OcHoBHble 3Tanbl npoektupoBanusd KC3U. ITlowsarue xusHenHoro nukia KC3U. OcHOBHbIE
MeTo bl npoektupoBanus KC3U. OcHoBHbIe criocoObr mpoektupoBanus KC3U. Kmaccudukanus u
XapaKTepUCTHKAa HHCTPYMEHTAIbHBIX cpeAcTB  mpoektupoBanuss KC3U. XapakrepucTuka OCHOBHBIX
PYKOBOJISIIMX TOKYMEHTOB TI0 OPTaHU3AIMH MPOSKTHBIX PadoOT

4.3 JlabopaTtopHble padoThI

No JIP Ne HaumenoBanue nabopatopHbix paboT Koir-s0
paszznena 4acoB
1 4 MeTo/1bI U CpeICTBA KOHTPOJISA yueTa IOCTYIa ¥ BUACOHAOIIOICHUS 8
2 4 TexHuuyeckue KaHabl yTeUKH HHPOpMAIIU 8
3 5 HccnenoBanue anroputma mugposanusi RSA 6
4 6 Onenka 3(p(eKTHBHOCTH CUCTEMBI 3alllUThl HH(OpMaLIUK 12
Hroro: 34

4.4 UupuBuayaibLHOE 3aJaHue

Beinonssercs uHAMBHUTyadbHOE 3a/1aHUe Ha TeMy: Peanusanys pa3inyHbIX METOI0B IU(BPOBAHMS.
5 YueOHo-MeToaUYeCcKOe 0OecTieueHue AU CUMIIIMHBI

5.1 OcHoBHas IuTEpPaTypa

1.TurtoB, A.A. Texun4eckue cpeacTBa 3alMTHI HHpopMaLuM : yueOHoe nocodue / A.A. Turos. -
Tomck : TomMckHi1 rOCyTapCTBEHHBIN YHUBEPCUTET CUCTEM YIIpaBIEHUs U paanodnekTponuku, 2010. - 194 c.
; To e [Dnexrponnsiit pecype]. - URL: http://biblioclub.ru/index.php?page=book&id=208661

2.KpeonanoB, B.B. TexHuyeckue cpeacTBa M MeTOAbl 3alIUTHI HH(POPMANMU : Y4eOHO-
npakTudeckoe nocodoue / B.B. Kpeomanos. - Mocksa : EBpasuiickuii OTKpbITEII HHCTUTYT, 2011. - 278 c.
ISBN 978-5-374-00507-3 ; To xKe [DmeKTpOHHBIH pecypc]. -
URL.: http://biblioclub.ru/index.php?page=book&id=90753



http://biblioclub.ru/index.php?page=book&id=208661
http://biblioclub.ru/index.php?page=book&id=90753

3.Cxkpunnuk, /[.A. O6mme Bonpochl TeXHUYecKo# 3amuThl nHpopmamnu / JI.A. CkpunHuk. - 2-
e u3l., ucnp. - Mocksa : HauHOHaHLHLH/I OtkpoiTeiii YHuBepcurer «MHTYUWUT», 2016. - 425 c. : nn. -
bubnwmorp. B KH. To xKe [DN1eKTpOHHBII pecypc]. -
URL.: http://biblioclub.ru/index. php’7paqe book&id=429070

5.2 lonmosiHUTeILHAS JIUTEPATYPaA

1.T'oaukoB, A.M. 3ammra MHGPOPMAIMM OT YTEYKH MO TEXHHUYECKHMM KaHAJIaM : y4deOHoe
nocooue / A.M. l'onmukoB ; MuHuctepcTBo oOpa3oBaHusi U Hayku Poccuiickoni ®deneparuu, Tomckuii
INocynapcrBennsiit Yauepcutetr Cucrem Ynpasinenus u Paguosnekrponuku (TYCVYP). - Tomck : Tomckuit
roCyJAapCTBEHHBIM YHUBEPCUTET CUCTEM YIPABJICHUS U PaIMOICKTPOHUKH, 2015. - 256 c. : cxem., Tabi1., WL
- bubnmorp.: c. 213. ; To xKe [D51eKTpOHHBIN pecypcl]. -
URL: http://biblioclub.ru/index.php?page=book&id=480636

2.Cepawk, B.A. Opranuszanusi ¥ TEeXHOJOTHH 3aIlUTHI HHPOPMAUMHU: OOHAPY:KEHHE U
npeaoTBpallleHne HH(OPMANMOHHBIX aTaK B ABTOMATH3MPOBAHHBIX CHCTEMAaxX MpeINpUSTHI
yuednoe mocodue / B.A. Cepmiok ; Breictmas Illkonma Dxonomuku HanwmonaneHblil McciaenoBaTenbeKuii
VYHuepcuret. - Mocksa : M3natensckuii 1om Beiciieit mkobl skoHomukn, 2015. - 574 c. : wi. - bubauorp.
B KH. - ISBN 978-5-7598-0698-1 ; To xKe [DmexkTpoHHBII pecypc]. -
URL.: http://biblioclub.ru/index.php?page=book&id=440285

3.3arunaiinos, FKO.H. Teopus undopMannoHHO! 0e30MACHOCTH W METOA0JOTHS 3ALIUTHI
uHpopMmanuu : ydednoe nmocodue / FO.H. 3arunaiinos. - Mocksa ; bepnun : Iupexkr-Meaua, 2015. - 253 c.
: wi - bubmmorp. B kH. - ISBN 978-5-4475-3946-7 ; To e [DnekrpoHHbIi pecypc]. -
URL.: http://biblioclub.ru/index.php?page=book&id=276557

4. BopoBckuii A.C. MeTo/bl 1 CpeICTBa 3alIUTh HHGopMaIuu [ DiekTporHbii pecypce] /A.C.
Bboposckuii, B.b. [lynopos: anekrponnslit kypc B cucreme Moodle. — Opendypr : OI'Y, 2018. — 8 c. -
https://ufer.osu.ru/index.php?option=com_uferdbsearch&view=uferdbsearch&action=details&ufer_id=1513

5.3 llepuoanueckue u3gaHusi

— BecTHHK KOMIIBIOTEPHBIX M HMH()OPMAIIMOHHBIX TEXHOJIOTHH: KypHal. - M.: ATEHTCTBO
"Pocmeuars", 2018;
— MHdopManmonHble TEXHOIOTUU: )KypHal. - M.: ArentctBo "Pocneuats", 2018.

5.4 UuTepHeT-pecypcesbl

- www.citforum.ru/ - mopray aHaIUTHYECKHX W HAyYHBIX cTaTeil B 00JIaCTH WH(OPMAIMOHHBIX
TEeXHOJIOTHH,

- WWw.intuit.ru/ - HanmoHankHBIN OTKPBITEIN YHEBEpcUTEeT «MHTYUTY;

— http://window.edu.ru — Uadopmarmonnas cucrema «EnumHoe okHO JOCTymna K 00pa3oBaTelbHBIM
pecypcam»;

— http://bigor.omstu.ru/~ baza u I'eneparop OOpazoBarensHBIX PecypcoB, aBTOMaTu3mpoBaHHas
oOyuaromast cuctema bul' OP;

— http://CITForum.ru — on-line 6uGnMOTEKa CBOOOIHO JOCTYITHBIX MAaTEPUAIOB 1O WH()OPMAIUOH-
HBIM TEXHOJIOTHSM Ha PYCCKOM SI3BIKE;

— http://www.online-academy.ru/demo/access/ — IlenTp nucranuuoHHoro oOy4yeHus «OHIANH-
aKaJIeMHUs).

5.5 IIporpammHoe obecmnedyeHue, NMpodecCHOHATbHBbIC 0a3bl JAHHBIX W HMHG(pOPMAIMOHHBIE
ClIpaBOYHbLIC CHCTEMbBI COBPEMEHHBIX l/lH(l)OpMaIIHOHHI)IX TEXHOJIOTHH

- Omnepaunonnas cucrema Microsoft Windows;


http://biblioclub.ru/index.php?page=book&id=429070
http://biblioclub.ru/index.php?page=book&id=480636
http://biblioclub.ru/index.php?page=book&id=440285
http://biblioclub.ru/index.php?page=book&id=276557
http://www.intuit.ru/
http://bigor.bmstu.ru/
http://citforum.ru/
http://www.online-academy.ru/demo/access/

- — IO nns pemieHus Hay4yHBIX W MPUKIAAHBIX 3a7ad — JOCTYIHBIM JJ CTYAEHTOB OECIUIaTHO
WHTETPUPOBAaHHBIN TTakeT o(UCHBIX npuioxkennit Microsoft Office mo0oii Bepcuu;

— Koncynprant Ilmioc [DnekTpoHHBIM pecypc]: cmpaBouyHO-TipaBoBasi cucrema / Kommanus
Koncynerant [Taroc. — DmekTpoH. gaH. — Mocksa, [1992— 2017]. — Pexxum goctyna: B jokansHOU cetn OI'Y
\\fileserverl\! CONSUL T\cons.exe;

— TI'apanT [DnexTpoHHBIN pecypc]: cnpaBouHo-ipaBoBas cuctema / HIIII Mapant-CepBuc. —
DnekTpoH. aaH. — Mockaa, [1990-2017]. — Pexxum noctyna B okansHOU cetu OI'Y
\\fileserverl\GarantClient\garant.exe.

6 MaTepnaﬂbno-TexnnquRoe obecrneyeHue AUCHHUIIIMHBI

Y4eOHble ayIUTOpUU MJsl TPOBEACHMS 3aHITHNA JIEKIMOHHOTO  THUIA, CEMHUHApPCKOro  THIIA,
KYPCOBOTO MPOCKTUPOBAHUS, ISl MPOBEICHUS TPYMIIOBLIX M WHIUBUAYATbHBIX KOHCYIbTAIUH, TEKYIIErO
KOHTPOJISI U TPOMEXKYTOUHOI aTTecTaliy.

AyIuTOpUN OCHAIICHBI KOMIUICKTAMH YUYEHUYECKOW MeOeH, TEXHHISCKUMH CPEIICTBAMU O0YyUYCHUS,
CITy>KalllUMU /17151 IPeICTaBlIeHUs yueOHoM nHpopMauu 60JIbIION ayAUTOPHH.

Jlist mpoBeeHUs JIaOOPATOPHBIX 3aHATUN HCIIONB3YETCSl ayIUTOPUs OCHAIICHHAS KOMITHIOTCPHOM
TEXHUKOU.

[Tomemenue UIsE CaMOCTOSTEIIEHON PabOThl OOYYAIOIIUXCS OCHAIIECHBI KOMIBIOTEPHON TEXHHKOM
noakioueHot k ceru "MHTepHer" U oOecrmeueHHWEM JOCTyNa B AJIEKTPOHHYIO HH(POPMAIIMOHHO-
obpazoBarensHyt0 cpeny OI'Y.

K paboueii npocpamme npunazaromcsn:

e @DOHI OIEHOYHBIX CPEACTB JJII MPOBEICHUS MPOMEKYTOYHON aTTECTallMd OOYYaIOIIUXCS IO

JTUCIUTUTNHE;
e Meroanueckue ykazaHus AJisl 00y4arolUXcs 10 OCBOSHHUIO AUCIIUILIINHBIL.
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