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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (eaH) OCBOCHMS JUCIATUIMHBI:

(dopMHpOBaHUE Y CTYIEHTOB TECOPETUYECKUX 3HAHUN M MPAKTHUYECKHX HABBIKOB IO 00ECHEUCHUIO
nH(OPMALIMOHHON 6€30MacHOCTH B 00JIACTH SKOHOMHKH U YIPaBIICHUSI.

3amaun:
MOJIYYUTh IPEIOCTABICHUE O POJIH 3aIUTHI HH()OpMaLUK U HHPOPMAIIMOHHOM 0€30acHOCTH;
3HATH OMpeelieHne NHPOPMAIIMOHHOW 0€301TaCHOCTH;
MMETh MPEJICTaBIEHNE O BPEAOHOCHBIX NMPOrpaMMax M CIoco0ax WX pacpoCTPaHEHUS;
3HATh KJIACCU(PHUKAIMIO YTPO3 MO PA3IMYHBIM IIPH3HAKAM;
HMMETh MPEJCTaBICHUE O KPUNITOrpauu U KpUNTorpa@uyecKux METOoAax 3aluThl HHPOpPMAIIHH;
BJIaJIeTh HH(pOpMAIHel 00 HCTOPUH Pa3BUTHS KPUITOTpauu;
YMETh HCIOJIb30BaTh TEPMUHOJIOTHUIO B O0JIACTH 3alluThl MHGOpManuu U WHGOPMALMOHHON
0E30I1aCHOCTH;

8. MOJIy4YuTh 3HAHUSL O COBPEMEHHBIX aHTUBUPYCHBIX MPOrpamMmax;

9. 3HaTh TPOrPaMMHO-TEXHHYECKHE METOJbI OOHAPYKEHUS BUPYCOB H aIMUHUCTPATHUBHO-
TEXHOJIOTUYECKHIE METO/IbI 3aIIUTHI;

10. 3HaTh OCOOEHHOCTH 3aIIUTHI MHPOPMALIUU B IEPCOHATBHBIX KOMIIBIOTEPAX;

11. umeTh TipecTaBiIeHHE 0 PabOTE C IEKTPOHHOU HUGPOBOM MOIHUCHIO;

12. BnageTh HaBBIKAMHU UCIIOJIB30BaAHUS IPOrpaMM MIH(PPOBAHUS M AHTUBUPYCHBIX TPOTPaMM;

13. npuoOpecTy HaBBIKU CPAaBHUTEIHHOI'O aHAIN3a AHTUBUPYCHBIX MTPOTpaMM;

14. ymets onpenensTh kiiacc 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM.

Noook~owhE

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JluciymuiiHa OTHOCHUTCS K JUCHUIUIMHAM (MOIYJISIM) TIO BBIOOPY BapHaTHBHOW dacTh Oyioka |
«luctuumivHel (MOIYIIN)»

[IpepexBusutsl nucuuiiunbl: C.1.5.17 Muposas sxonomuxa, C.1.B.0/.4 Tamoocennasn nocucmuxa
[TocTpekBU3UTHI TUCUUILIUHBL: Omcymcmeyiom

3 TpeOoBaHus K pe3yabTaTaM 00y4eHHs MO JUCHHUIINHE

[Tpouecc u3yueHus: AMCUUILIMHBI HANpaBJieH Ha (pOpMHUpPOBAHHE CIAEAYIOUINX PE3YIbTATOB 00YUEHHUS

[Inanupyemsle pe3yabTaThl 00y4eHHS MO AUCHUILINHE, XapaKTepU3YIOIIHe

o (DOpMI/IpyeMBIe KOMIICTCHIIMU
OTallbl (l)OpMI/IpOBaHI/ISI KOMIICTCHIIUN

3HaTh: OIIK-1 criocoGHOCThIO pemaTh
OCHOBBI MH()OPMAITMOHHON KYJIbTYPHI M TpeOOBaHUS HH(DOPMAITMOHHON CTaHIapTHBIE 3a/1a41
0€301MacHOCTH npodeccuoHanbHOM

Ymersn: NEeATEIIbBHOCTH Ha OCHOBE
pelath 3a1a4u npodeccruoHalbHOM 1eATeTbHOCTH C IPUMEHEHUEM MH(OPMAaLIMOHHON U
MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUN o6ubnuorpaduyeckoit
Buaners: KYJIBTYPHI C IPIMEHEHHEM
HaBBIKAMHU PUMEHEHHUSI HHPOPMALMOHHO-KOMMYHUKAITUOHHBIX UH(POPMAIMOHHO-

TEXHOJIOTHH JIJIs1 pelIeHHs 3a7a9 MPoGeCCUOHATBHON IEATeTLHOCTH KOMMYHUKAIIMOHHBIX

TEXHOJIOTUI U C Y4ETOM
OCHOBHBIX TpeOOBaHM

MH(OPMALMOHHOM
0e30macHOCTH
3HaTh: OIIK-3 cnocoOHOCTBIO BIIAIETh
OCHOBHBIC METOJIbI M CPEJICTBA MOJyUCHUS, XPAHCHHS 1 00paObOTKH METOJIAMH ¥ CPEJICTBAMH




[Tnanupyemsble pe3ynbTaThl 00y4eHHs 110 JUCHUIUIMHE, XapaKTepU3yIoIre
sTanbl GOPMUPOBAHUS KOMITETEHITUI

DopmMuUpyeEMbIE KOMIIETEHLIMU

nHpopmarun

Ymersn:

NPUMEHSATh KOMITBIOTEPHYIO TEXHUKY ISl peIIeHHUs po(ecCHOHaIbHBIX
3aja4 ¢ yu€éTtoM TpeboBaHUI HH(POPMAIIMOHHON 06€30IacHOCTH
Baajgers:

HaBbIKaAMH HCITIOJIB30BaHUA KOMHBIOTepHOﬁ TCXHUKH, [TPOrpaMMHO-
MH(QOPMAIIMOHHBIX CUCTEM, KOMITBIOTEPHBIX CETEH

MIOJIyYEHUsI, XpaHEHHUS,
00paboTku HPOpPMALIUH,
HaBBIKaMU MCIIOIb30BaHU
KOMITBIOTEPHOU TEXHUKH,
IIPOrPaMMHO-
MH(POPMALIMOHHBIX CHCTEM,
KOMIIBIOTEPHBIX CETeN

3HaTh:

OCHOBHBIC OTIPEICTICHUS SKOHOMUYECKON U HH(GOPMAIIMOHHON
0€30MMacCHOCTH U X KJIACCU(PUKALIUIO

YMmerh:

MPOBOJIUTH aHAIN3 YTPO3 UHPOPMALMOHHON U SIKOHOMUYIECKOM
0C30ITaCHOCTH

Baanersb:

HaBBIKAMH BBISBJICHUS yTpo3 HHPOPMAIMOHHOMN 0€301MacHOCTH TTPH
penieHnu 3aaa4 npodhecCuoHaAIBLHON 1eITeTbHOCTH

I1K-17 ymeHueM BbIABIATH U
aHAJIN3UPOBATh YIPO3bI
HKOHOMHYECKOW OE€30M1aCHOCTH
CTpaHBbI IIPU OCYILLECTBICHUH
npodeccuoHaATBLHOMI
JESTEIIbHOCTH

4 CTpyKTypa H collepKaHHue TMCHHUIINHBI
4.1 CTpyKTypa IHCUMILINHBI

OO61mas TpyA0eMKOCTh AUCHHUIIIMHBI COCTABIISET 3 3a4ETHBIX €UHHUII

(108 akageMUYECKUX 4acoB).

TpyrnoeMKoCTb,
Bun pabotst aKaJIeMUYECKHUX YaCOB
3 cemectp BCETO

OO0mas Tpy10éMKOCTh 108 108
KonTakTHas padora: 52,25 52,25
Jlexumu (JI) 18 18
ITpaktnyeckue 3anstus (I13) 34 34
ITpomesxyTouHas arrectanus (3a4eT, SK3aMeH ) 0,25 0,25
CamocrosiTesibHas padoTa: 55,75 55,75
- 8bINOIHEHUEe UHOUBUOYATbHO20 MEopuecko2o 3a0anus (UT3);

- camono02omoeka (npopabomka u nOBMopeHue 1eKYUoHH020 Mamepuania u
Mamepuana y4eOHUK08 U y4eOHbIX Nocooull;

- N0020MOBKA K NPAKMUYECKUM 3AHAMUIM,

- H0020MOBKA K PYOEHCHOMY KOHMPOIIIO)

Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3ayer

3a4er)

Paznensr AUCHUIUINHBI, U3y4aCMBbIC B 3 CCMECTPC

KoanuaectBo wacos
Ne HanmeHnoBanue pasnenon ayAutopras BHEay/l.
paznena BCET0 pabota
T 13 | 1P pabora
1 HNudpopmannonHasi 6e30MacHOCTh: OHSTUS U OTI- 14 2 4 8
penesieHust
2 YTrpo3sl nHpOpMaIMOHHON 0€30MaCHOCTH 16 2 6 8
3 BpenoHocHbIE porpamMmel 14 2 4 8
4 MeTto1bl U CpeICTBA 3aLIUTHl KOMIIBIOTEPHON HH- 14 2 4 8
dbopmarm




KonuyecTBo yacoB
Ne HawnmenoBaHue pa3aenos ayAuTopHad BHEayl.
paszena BCETO pabota
T 13 | P pabota
5 Kpunrorpadudeckue MmeToapl 3auThl HHGOpMa- 18 4 6 8
UK
6 JluniensupoBanue u cepTudUKaIus B 00J1acTH 3a- 18 4 6 8
HIATH HTHPOPMAITUU
7 Kpurtepun 6€301macHOCTH KOMIIBIOTEPHBIX CUCTEM 14 2 4 8
Utoro: 108 18 | 34 56
Bcero: 108 18 | 34 56

4.2 Cogepxanme pa3/iejioB IUCHUININHBI

1 WndopmanmonHasi 0e30MaCHOCTh: MNOHATUS W onpeaedeHusl. Ponv  ungopmayuonnoi
bezonachocmu u ee Mecmo 8 cucmeme HAYUOHAILHOU Oe30NaACHOCMU, UHDOPMAYUOHHAA OE30NACHOCMb, €€
OCHOBHbIEe COCMAGNAIOWUE U ACNEKMbL.

2 Yrpo3sl uHpopManuoHHoI 0e30nacHOCTH. [IoHAmuUe Yepo3bl UHGOPMAYUOHHOU be30nacHoCmu,
Kaaccugpuxayus y2pos no pasiuyHvlM NPUSHAKAM.

3 BpenonocHble nporpammbl. [louamue 8pe0oOHOCHbIX NPOSPAMM, UX Kldccugukayus, cnocoovl
pacnpocmpanenusi Bpe0OHOCHbIX NPOSPAMM.

4 MeTtoapl M CpeacTBa 3alIUTHI KOMNbIOTEPHOIl uH@opMaumu. [IpoepammHo-mexHuueckue
Memoobl 0OHAPYIHCEHUs 8UPYCO8, AOMUHUCMPAMUBHO-NEXHOIO02UYECKUEe MemOoobl 3auumyl, 0COOEHHOCmU
3auumol UHGoOpMayUU 8 NePCOHANbHBIX KOMNbIOMEPAX.

5 Kpuntorpapuyeckue MeToAbl 3amuThl uHpopmamuum. Hayxa  kpunmoepagus,
Kpunmozpaghuueckue Memoovl 3aujumel UHGOpMAyuU, KPUNMoOCUcmemsl, YnpagieHue KIouamu,
NEKMPOHHAS YUDPOBAs NOONUCH.

6 JluunensupoBanue u cepruduxkanmus B odjgacTu 3ammThl uUHGopmamum. [lonamus
JUYEH3UPOBAHUs U cepmudukayuu 8 00aACmu 3auumvl UHGOPpMAYUU, HOPMAMUBHAA Npasosas 6asza
cucmemvl cepmugurkayuy cpeocma 3auumsl UHGoOpmayul, NOPAOOK NPOEeOeHUsl TUYEHIUPOBAHUS.

7 Kpurtepumn 06e30macHOCTH KOMIBIOTEPHBIX cHcTeM. Kiaccul Oe3zonacnocmu KOMHbIOMEPHLIX
cucmem, kamez2opuu mpeoo8aruti 6e30nacHOCMU KOMNbIOMEPHBIX CUCTNEM.

4.3 [lpakTuyeckue 3aHATHA (CEMHUHAPBI)

Ne Kon-Bo
Ne 3anaTHs Tema
paszgena 4acoB

1 1 HMudopmannonHas 6€300aCHOCTb: NOHATHUS M OTPE/IeTICHUs 4

2 2 Yrpo3bl HHPOpMaIIMOHHONM 6€30MaCHOCTH 6

3 3 BpenoHocHbIE TporpamMMel 4

4 4 MeTtozpl ¥ CpeicTBa 3alTUTHl KOMIIBIOTEPHOUN HHGOpMAITIU 4

5 5 Kpunrorpaduueckrue MeTo 1! 3auThl HHGOPMALIUN 6

6 6 JIuueH3upoBaHue U cepTH(HUKAIMS B 001aCTH 3alUTh HHpopMa- 6
ITUH

7 7 Kpureprun 6€301acHOCTH KOMIBIOTEPHBIX CUCTEM 4
Hroro: 34




5 Y4yeOHO-MeTOAMYECKOE 00ecTIeUeHHe TUCITHIIINHBI
5.1 OcHoBHas auTEpaTypa

1. MenbuaukoB, B. II. Madopmanmonnas Oe3omacHocTh W 3ammra uHpopmarmu [Tekct] : yueo.
nocobue ans By3oB / B. 1. Mensuukos, C. A. Kieiimenos, A. M. Ilerpakos; nmox pen. C. A. KielimeHoBa. -
4-e¢ m3n., crep. - M. : Axamemus, 2009, 2012. - 332 c. - (Boicmee mpodeccuonambHoe oOpa3zoBaHUE.
NudopmaTrka u BEIUMCIUTENBHAS TEXHUKA). - bubmuorp.: c. 327-328. - ISBN 978-5-7695-6150-4.

2. adopmanronHast 6€30MaCHOCTh MPEANPUATHS: [ DIEKTPOHHBIN pecypc] YueOHoe nocodue / H.B.
I'pummna. - 2-e usn., pom. - M.: ®opym: HULL UHD®PA-M, 2015. - 240 c.: un.; 60x90 1/16. - (Beicmee
obOpasoBanme:  bakanmaBpmar). (oOmoxkka) ISBN  978-5-00091-007-8. -  Pexum  gocryma:
http://znanium.com/catalog.php?bookinfo=491597. - 5BC «Znanium.comy.

5.2 JlonosiHuTE/IbHAS JINTEPATYpa

1. WudopmammonHas Oe3omacHOCTh W 3ammTa WHGOpMAIUU [DIIEKTPOHHBIN pecypc|: YueOHOe
nocobue/bapanosa E. K., badam A. B., 3-e u3a. - M.: L] PUOP, HUL] UH®PA-M, 2016. - 322 c.: 60x90
1/16. - (Beicmice o6paszoBanue) (Ileperiér) ISBN  978-5-369-01450-9. - Pexum jgocryma:
http://znanium.com/catalog.php?bookinfo=495249. - 55C «Znanium.comy.

2. Jlamonmna, O. P. OcHOBBI ceTeBOil 0€30MaCHOCTH: KPUOTOrpaQUUYECKUE aITOPUTMBI H
MPOTOKOJIBI B3amMoieiicTBusl [Tekcr]| : yueO. mocobue mns By3oB / O. P. Jlamonmna; mox pem. B. A.
Cyxommuna. - M. : HUnrepuer-YH-T Undopm. Texnomorumii, 2005. - 608 c. : wun. - (OcHOBHI
MH(POPMAIIMOHHBIX TEXHOJOTHI). - bubmuorp.: c. 604-605. - ISBN 5-9556-0020-5.

3.  bamuel, [1. H. Uadopmanmonnas 6e30nacHOCTh U 3auiuTa uHGopManuu [ DIeKTPOHHBIH pecypc]
: YueOnuk / I1. H. banuter, A. B. ba6am, E. K. bapanosa. - M.: PUOP, 2013. - 222 c. - ISBN 978-5-369-
01178-2. - Pexum nocryna: http://znanium.com/catalog.php?bookinfo=405000. - 3bC «Znanium.comy.

4. Ponuues, 0. A. UnpopmarimonHasi 6€30MacHOCTb: HOPMaTUBHO-TIpaBoBble acnekThl [Tekcr] :
yue6. nocobue / FO. A. Ponnues. - CII6. : ITurep, 2008. - 272 c. : uin. - Ipun.: c. 251-268. - bubnuorp.: c.
269-271. - ISBN 978-5-388-00069-9.

5. Jessnun, I1. H. Monenu 6e30macHOCTH KOMIbIOTEPHBIX cucTeM [Tekct] : y4ed. mocobue s
By30B / II. H. [eBsaun . - M. : Akagemusi, 2005. - 144 c. - (Beicmiee npodeccuonanbHoe 00pa3oBaHue :
nHpopMalMoHHas 6e30nacHOCTh). - bubmuorp.: c. 139-140. - ISBN 5-7695-2053-1.

5.3 llepuoauyeckue U3IaHUA

Kypnan «apopmannonHas 6€300aCHOCTHY.
Kypnan «IHpopManimoHHbIE TEXHOIOTUN
Kypnan «Mup IIK».

Kypnan «Komnberoteppar.

Kypuan «Komneroteprpeccy.

agbrwbhE

5.4 UnTepHeT-pecypcsl

1. HUurepHer noprain no 3aunmre uHpopmarun http://iso27000.ru/
2. HWudopmannoHHO-aHATUTHYSCKHUI MTOPTa M0 MHPOPMAIMOHHOM O0e3omacHocTr http://www.anti-
malware.ru/
Wurtepuet-nopran no nadGopmannonHoi 6ezomnacuoctu http://www.securitylab.ru/
Hayunas snexrponnas oudmamoreka http://www.elibrary.ru/
OBbC «YuuBepcuTerckas 6nbnuoreka onnaita» http://biblioclub.ru/
OnekTpoHHas Bepcus xypHaia «Kommbroreppay http://www.computerra.ru/
DnexktponHas Bepcus xypHana «Kommprorep npece»http://www.compress.ru/
Onexrponnas Bepcus u3nanus PC Week/RE («KommbrotepHas Henensi») http://www.pcweek.ru/
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9. Dnekrponnas Bepcus uznanus PC Magazine/Russian Edition http://www.pcmag.ru/
10. DaexTponHoe nepuoandeckoe u3nanue Ferra.Ru («®eppa.Py») http://www.ferra.ru/

5.5 IIporpammHoe obecmnedyeHHe, NMpogecCHOHATbHBbIC 0a3bl JAaHHBIX W HMHG(OPMAIHMOHHBIE
CIIPABOYHbIE CHCTEMBbI

[TporpaMMHOe 0OecTieueHNE TUCUUIUIMHBI BKIHOYAET:

1. TAPAHT Ilnardopma F1 [DnexkTpoHHBIN pecypc]: cipaBoyHO-TIpaBoBasi cuctema. / PazpaboTunk
OOO HIIIT «I'’APAHT-Cepsucy», 119992, Mocksa, Bopoosesst roper, MI'Y, 2018. — Pexxum noctyna B ceTu
OI'Y mns ycranoBku cuctemsl: \\fileserverl\GarantClient\garant.exe.

2. Koncynprantllntoc [DnekTpoHHBIH pecypc]: 3JIeKTPOHHOE NMEePHOANYECKOE M3JaHUE CIPAaBOYHAsS
npaBoBas cuctema. / Pazpaborunk 3A0 «KoncymnbsranT [lmrocy, 2018. — Pexxum ocTyma K cucreMe B CETH
OI'Y mnst ycranoBku cuctemsl: \\fileserverI\ICONSULT\cons.exe.

3. Uurepuer-6paysep Internet Explorer or Microsoft.

4. AntuBupycHas nporpamma Kaspersky Endpoint Security mis 6usneca - CranmaptHbiii Russian
Edition.

5. ITaker nacronpHbIx mpuitoxkenuit Microsoft Office (Word, Excel, PowerPoint, Outlook, Access).

6 MaTepuajibHO-TEXHHYECKO€E o0ecnevyeHne JUCHUIINHBI

VY4eOHble ayIUTOPHH JJsl MPOBEACHUS 3aHATUH JICKIMOHHOTO THIIA, CEMHHAPCKOTO THMA, IS
IIPOBEJCHUS TPYINIOBBIX M HWHAMBHUAYAIBHBIX KOHCYJbTALMM, TEKYILIEr0 KOHTPOJS M INPOMEXKYTOYHOU
aTTecTaluu.

AyIuTOpUH OCHAILEHBI KOMIUIEKTaMH YYEeHHUYECKON MeOe, TEXHUUECKUMH CPEeICTBaMHU O0yUEeHHUS,
CITy’KaIlUMU JUTSI TIPEJICTaBIIeHHs yaeOHOH nHpopMay OONBIION ayAUTOPUH.

[Tomemienue 111 caMOCTOSTENbHOM pabOThl 00yYarOIMXCsS OCHALIEHbI KOMIIBIOTEPHOW TEXHUKOM,
NoJKIIoYeHHOW K cetu "HMHTepHer", u oOecmeyeHneM AOCTyna B AIIEKTPOHHYIO HH(OPMAIIMOHHO-
obpazoBatenbHyto cpeny OI'Y.



