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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (eaH) OCBOCHMS JUCIATUIMHBI:

(dopMHpOBaHUE Y CTYAICHTOB TEOPETUYECKHX 3HAHMW M NMPAKTHUYECKUX HABBIKOB IO OOECIICYCHHIO
nH(OPMAaLIMOHHON 6€30MacCHOCTH B 00JIACTH SKOHOMHKH U YIPABICHUS.

3amaun:
MOJIYYUTh IPEIOCTABICHUE O POJIH 3aIUTHI HH()OpMaLUK U HHPOPMAIIMOHHOM 0€30acHOCTH;
3HATH OMpeelieHne NHPOPMAIIMOHHOW 0€301TaCHOCTH;
MMETh MPEJICTaBIEHNE O BPEIOHOCHBIX NMPOrpaMMax M croco0ax UX pacrnpoCTpaHEHUs;
3HATh KJIACCU(PHUKAIMIO YTPO3 MO PA3IMYHBIM IIPH3HAKAM;
HMMETh MPEJCTaBICHUE O KPUNITOrpauu U KpUNTorpa@uyecKux METOoAax 3aluThl HHPOpPMAIIHH;
BJIaJIeTh HH(pOpMAIHel 00 HCTOPUH Pa3BUTHS KPUITOTpauu;
YMETh HCIOJIb30BaTh TEPMUHOJIOTHIO B O0JIACTH 3alIMThl MHGOpMauud U UHGOPMAIMOHHOMN
0E30I1aCHOCTH;

8. MOJIy4YuTh 3HAHUSL O COBPEMEHHBIX aHTUBUPYCHBIX MPOrpamMmax;

9. 3HaTh TPOrPaMMHO-TEXHHYECKHE METOJbI OOHAPYKEHUS BUPYCOB H aIMUHUCTPATHUBHO-
TEXHOJIOTUYECKHIE METO/IbI 3aIIUTHI;

10. 3HaTh OCOOEHHOCTH 3aIIUTHI HH(POPMALIUU B IIEPCOHAIBHBIX KOMITBIOTEPAX;

11. umeTh TipecTaBiIeHHE 0 PabOTE C IEKTPOHHOU HUGPOBOM MOIHUCHIO;

12. BnageTh HaBBIKAMHU UCIIOJIB30BaAHUS IPOrpaMM MIH(PPOBAHUS M AHTUBUPYCHBIX TPOTPaMM;

13. npuoOpecTy HaBBIKU CPAaBHUTEIHHOI'O aHAIN3a AHTUBUPYCHBIX MTPOTpaMM;

14. ymets onpenensTh kiacc 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM.

Noook~owhE

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JluciymuiiHa OTHOCHUTCS K JUCHUIUIMHAM (MOIYJISIM) TIO BBIOOPY BapHaTHBHOW dacTh Oyioka |
«luctuumivHel (MOIYIIN)»

[IpepexBusutsl nucuuiiubbl: C.1.5.17 Muposas sxonomuxa, C.1.B.0/.5 Tamooscennasn nocucmuxa
[TocTpekBU3UTHI TUCUUILIUHBL: Omcymcmeyiom

3 TpeOoBaHus K pe3yabTaTaM 00y4eHHs MO JUCHHUIINHE

[Tpouecc u3yueHus: AMCUUILIMHBI HANpaBJieH Ha (pOpMHUpPOBAHHE CIAEAYIOUINX PE3YIbTATOB 00YUEHHUS

[Inanupyemsle pe3yabTaThl 00y4eHHS MO AUCHUILINHE, XapaKTepU3YIOIIHe

o (DOpMI/IpyeMBIe KOMIICTCHIIMU
OTallbl (I)OpMI/IpOBaHI/I}I KOMIICTCHIIUU

3HaTh: OIIK-1 criocoGHOCThIO pemaTh
OCHOBBI MH()OPMAITMOHHON KYJIbTYPHI M TpeOOBaHUS HH(DOPMAITMOHHON CTaHIapTHBIE 3a/1a41
0€301MacHOCTH npodeccuoHanbHOM

Ymersn: NEeATEIIbBHOCTH Ha OCHOBE
pelath 3a1a4u npodeccruoHalbHOM 1eATeTbHOCTH C IPUMEHEHUEM MH(OPMAaLIMOHHON U
MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUN o6ubnuorpaduyeckoit
Buaners: KYJIBTYPHI C IPIMEHEHHEM
HaBBIKAMHU NPUMEHEHUs HHPOPMALMOHHO-KOMMYHUKAIIUOHHBIX UH(POPMAIMOHHO-

TEXHOJIOTHH JIJIs1 pelIeHHs 3a7a9 MPoGeCCUOHATBHON IEATeTLHOCTH KOMMYHUKAIIMOHHBIX

TEXHOJIOTUI U C Y4ETOM
OCHOBHBIX TpeOOBaHM

MH(OPMALMOHHOM
0e30macHOCTH
3HaTh: OIIK-3 cnocoOHOCTBIO BIIAIETh
OCHOBHBIC METOJIbI M CPEJICTBA MOJyUCHUS, XPAHCHHS 1 00paObOTKH METOJIAMH ¥ CPEJICTBAMH




[Tnanupyemsble pe3ynbTaThl 00y4eHHs 110 JUCHUIUIMHE, XapaKTepU3yIoIre
sTanbl GOPMUPOBAHUS KOMITETEHITHIA

DopmMuUpyeEMbIE KOMIIETEHLIMU

nHpopmarun

Ymersn:

NPUMEHSATh KOMITBIOTEPHYIO TEXHUKY ISl peIIeHHUs po(ecCHOHaIbHBIX
3a7a4 ¢ yu€TtoM TpeboBaHUI HH(POPMAIIMOHHOHN 0€301MacHOCTH
Baajgers:

HaBbIKaAMH HCITIOJIB30BaHUA KOMHBIOTepHOﬁ TCXHUKH, [TPOrpaMMHO-
MH(QOPMAIIMOHHBIX CUCTEM, KOMITBIOTEPHBIX CETEH

MIOJIyYEHUsI, XpaHEHHUS,
00paboTku HPOpPMALIUH,
HaBBIKaMU MCIIOIb30BaHU
KOMITBIOTEPHOM TEXHUKH,
IIPOrPaMMHO-
MH(POPMALIMOHHBIX CHCTEM,
KOMIIBIOTEPHBIX CETeN

3HaTh:

OCHOBHBIC OTIPEICTICHUS SKOHOMUYECKON U HH(GOPMAIIMOHHON
0€30MMacCHOCTH U X KJIACCU(PUKALIUIO

YMmerh:

MPOBOJIUTH aHAIN3 YTPO3 UHPOPMALMOHHON U SIKOHOMUYIECKOM
0C30ITaCHOCTH

Baanersb:

HaBBIKAMH BBISBJICHUS YTpo3 HH(DOPMAITMOHHON 0€301MacHOCTH TIPH
penieHnu 3aaa4 npodhecCuoHaAIBLHON 1eITeTbHOCTH

I1K-17 ymeHueM BbIABIATH U
aHAJIN3UPOBATh YIPO3bI
HKOHOMHYECKOW OE€30M1aCHOCTH
CTpaHBbI IIPU OCYILLECTBICHUH
npodeccuoHaATBLHOMI
JIeSATEIBHOCTH

4 CTpyKTypa U colepKaHHe TMCHHUIINHbI
4.1 CTpyKTypa THCHUILIMHBI

OO61mas TpyA0eMKOCTh AUCHHUIIIMHBI COCTABIISET 3 3a4ETHBIX €UHHUII

(108 akageMUYECKUX 4acoB).

TpyrnoeMKoCTb,
Bun pabotst aKaJIeMUYECKHUX YaCOB
3 cemectp BCETO

OO0mas Tpy10éMKOCTh 108 108
KonTakTHas padora: 52,25 52,25
Jlexumu (JI) 18 18
ITpaktryeckue 3anstus (I13) 34 34
ITpomesxyTouHas arrectanus (3a4eT, SK3aMeH ) 0,25 0,25
CamocrosiTesibHas padoTa: 55,75 55,75
- 8bINOIHEHUEe UHOUBUOYATbHO20 MEopuecko2o 3a0anus (UT3);

- CAMON0020Mo8Ka (Mpopabomka u nO8MopeHue I1eKYUOHHO20 MAmepuala u
Mamepuana y4eOHUK08 u y4eOHbIX nocooull;

- N0020MOBKA K NPAKMUYECKUM 3AHAMUIM,

- 10020MOBKA K pYOEHCHOMY KOHMPO.IO)

Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3ayer

3a4er)

Paznensr AUCHUIUINHBI, U3y4aCMBbIC B 3 CCMECTPC

KoanuaectBo wacos
Ne HanmeHnoBanue pasnenos ayAutopras BHEay/l.
pasnena BCETO pabota 6
7 [m3 ] p | PO
1 WndopmanmonHas 6e30MacHOCTh: IOHSITHS U ONpeie- 14 2 4 8
JICHUS
2 Yrpo3sl nHHOPMAIIMOHHOM 0€30MacHOCTH 16 2 6 8
3 BpenoHocHbIe porpaMmel 14 2 4 8
4 MeTo/1pI ¥ CpeACTBAa 3aLUTH KOMITBIOTEPHON HH(OP- 14 2 4 8
Maluu
5 Kpunrorpadudeckrue MeTop! 3ainTsl HHGOpMALUU 18 4 6 8




KonnuecTBo yacos
Ne HanmeHnoBanue pa3nenos ayAutopras BHEay/l.
paszena BCETO pabota
T 13 | P pabota
6 JluuensupoBanue u cepTuduKanus B 0071aCTH 3aLIUTHI 18 4 6 8
uHQOpMaIH
7 Kpurepun 6€30acHOCTH KOMITBIOTEPHBIX CHCTEM 14 2 4 8
Utoro: 108 18 | 34 56
Bcero: 108 18 | 34 56

4.2 ConepxxaHue pa3/iesioB IUCHUINIHHBI

1 HudopmanuoHHasi 0e30MaCHOCTb: NOHATHA U onpexeaeHus. Ponv ungopmayuonHot
bezonacHocmu u ee Mecmo 6 cucmeme HAYUOHAILHOU OE30NACHOCIU, UHPOPMAYUOHHASL DE30NACHOCY, €€
OCHOBHbIEe COCMABTIAIOWUE U ACNEKMbL.

2 Yrpo3bl HH(pOpPMALHOHHOH Ge30nacHoCTH. [lonamue yepo3bl UHDOPMAYUOHHOU Oe30NaACHOCIU,
Ka1accughuxayus yepos no pasiuyHviM NPUSHAKAM.

3 BpenoHocHble nMporpamMmsl. [louamue 8pe0OHOCHbIX NPOSPAMM, UX KIACCUDUKAYUA, CHOCOObL
PpAcnpocmpanetusi Bpe0OHOCHbIX NPOSPAMM.

4 Metoabl U cpeAcTBa 3alUThl KOMNbIOTEPHOH uHGOpMaumu. [Ipoecpammuo-mexHuueckue
MemoObl 0OHAPYICEHUs 8UPYCO8, AOMUHUCMPAMUBHO-NEXHOIO02UYECKUEe MemOoobl 3auumyl, 0COOEHHOCmU
3auumol UHGoOpMayUU 8 NePCOHANIbHBIX KOMNbIOMEPAX.

5 Kpunrorpapuueckne wmetroabl 3ammTbl  uHpopmamuum. Hayka  kpunmoepagus,
Kpunmozpaghuueckue Memoovl 3aujumel UHGOpMAayuu, KPUNMoOCUcmemysl, YnpagieHue KIouamu,
INEKMPOHHAS YUDPOB8As NOONUCH.

6 JluunensupoBanue u cepruduxkanmus B odjgacTu 3ammMThl uUHGopmamuM. [lonamus
JUYEH3UPoBanus U cepmugukayuu 6 obaacmu 3auwumvl UHGOPMAYUY, HOPMAMUEHA Npasoeas 6asza
cucmemvl cepmudurkayuy cpeocma 3auumsl UHopmayul, NOPAOOK NPOEeOeHUs. TUYEHIUPOBAHUS.

7 Kputepuu 0e30MaCHOCTH KOMNBIOTEPHBIX cHCTeM. Kiaccei 6ezonacHocmu KOMNbIOMEPHLIX
cucmem, kamezopuu mpeoo8aruti 6e30nacHOCMU KOMNbIOMEPHBIX CUCTNEM.

4.3 [lpakTuyeckne 3aHATHS (CEMHHAPBI)

No 3ansTHs Ne Tema Koxr-s0
paszziena 4acoB

1 1 WNudopmanmonHas 6€300acHOCTh: OHIATHS U ONPEIEICHUS 4

2 2 VYrpo3sl HHPOPMAIIMOHHON 6€30I1aCHOCTH 6

3 3 BpenoHocHbIe TporpaMMeI 4

4 4 MeToibI U cpelicTBa 3alIUTHl KOMITBIOTEPHON HH(OpMAaIIU 4

5 5 Kpunrorpaduueckue MeToAb! 3alUThl HHGOPMALIUH 6

6 6 JlunieH3upoBaHue U cepTUHUKAIUSI B 00JIACTH 3aIIUTHI HHPOPMAIH 6

7 7 KpuTeprn 6€30macHOCTH KOMITBIOTEPHBIX CHCTEM 4
Hroro: 34

5 YueOHO-MeTOANYECKOE 00ecIIeueHrne TUCIHILTHHDI
5.1 OcHoBHas auTEpaTypa

1. MenbaukoB, B. II. Uudopmanmonnas 6e3omacHocTh W 3amurta uHpopmanuu [Tekct] : yueo.
nocobue mis By3oB / B. I1. Mensuukos, C. A. Kneiimenos, A. M. Ilerpakos; mox pen. C. A. Kneitmenona.-
4-e u3n., crep. - M. : Axazemus, 2009, 2012. - 332 c. - (Beicuiee mpodeccuoHambHoe 0Opa3zoBaHUE.
WNudopmarrka u BeIYMCIAUTENbHAS TEXHUKA). - bubnuorp.: ¢. 327-328. - ISBN 978-5-7695-6150-4.



2. UndpopmannonHas 6e30MacHOCTb NPEANPHUITUS: [ DIEKTPOHHBIN pecype] Yuebnoe nocobue / H.B.
'pummna. - 2-e u3a., gom. - M.: ®opym: HUL] UHOPA-M, 2015. - 240 c.: ui.; 60x90 1/16. - (Beicuee
oOpazoBanme:  bakanmaBpmar). (oOmoxkka) ISBN  978-5-00091-007-8. -  Pexum  gocryma:
http://znanium.com/catalog.php?bookinfo=491597. - 5BC «Znanium.comy.

5.2 JlonosiHuTE/IbHAS JINTEPATYpa

1. Wudopmammonnas Oe3omacHOCTh W 3ammTa WHPOpMANUU [DIEKTPOHHBINH pecypc]: YueOHOe
nocobue/bapanosa E. K., badam A. B., 3-e u3a. - M.: L[ PUOP, HUL] UH®PA-M, 2016. - 322 c.: 60x90
1/16. - (Beicmree o6pazoBanue) (Ileperuiér) ISBN  978-5-369-01450-9. - Pexum jgocryma:
http://znanium.com/catalog.php?bookinfo=495249. - 55C «Znanium.comy.

2. Jlamonmna, O. P. OcHOBBI ceTeBOM 0€30MacHOCTH: KpHUINTOrpauueckue aaropuTMbl |
MPOTOKOIIBI B3ammoieiicTBust [Tekcr]| : yueO. mocobue ans By3oB / O. P. Jlamonmna; mox pem. B. A.
Cyxommuua. - M. : HuartepHer-YH-T HHbpopM. Texnomormii, 2005. - 608 c¢. : wmn. - (OcHOBBI
MH(OPMAIMOHHBIX TEXHOJIOrHi). - bubmuorp.: c. 604-605. - ISBN 5-9556-0020-5.

3.  bamue, [1. H. Uadopmarnmonnas 6e30nacHOCTh U 3auiuTa nHGopManuu [ DIeKTPOHHBIH pecypc]
: YueOnuk / I1. H. banuter, A. B. ba6am, E. K. bapanosa. - M.: PUOP, 2013. - 222 c. - ISBN 978-5-369-
01178-2. - Pexum nocryna: http://znanium.com/catalog.php?bookinfo=405000. - 3bC «Znanium.comy.

4. Ponuues, 0. A. Unpopmarnmonnasi 6€30MacHOCTb: HOPMaTUBHO-TIpaBoBble acnekThl [Tekcr] :
yueb. mocobue / FO. A. Poguues. - CII6. : ITurep, 2008. - 272 c. : un. - [pun.: c¢. 251-268. - bubnuorp.: c.
269-271. - ISBN 978-5-388-00069-9.

5. Jessnun, II. H. Monenu 6e3omacHocTH KOMIbIOTEpHBIX cucTeM [Tekct] : y4ed. mocobue s
By30B / I1. H. lleBsaun . - M. : Akagemus, 2005. - 144 c. - (Beiciiee nmpodeccrnoHanbHOe 00pa3oBaHUE :
nHpopManoHHas 6€301acHOCTh). - bubauorp.: c. 139-140. - ISBN 5-7695-2053-1.

5.3 llepuoauueckue U3IaHUA

Kypnan «apopmannonHas 6€300aCHOCTbY.
Kypnan «IHpopMaimoOHHbIE TEXHOIOTUN
Kypnan «Mup IIK».

Kypnan «Komneroteppar.

Kypnan «KomneroTteprpeccy.

agrwdE

5.4 UnTepHeT-pecypchl

1. Wurepner noptai no 3ammre uadopmarmu http://iso27000.ru/

2. HWudopmannoHHO-aHATUTHYSCKHUI MOPTa Mo HHPOPMAIMOHHOI Oe3omacHocTr http://www.anti-
malware.ru/

3. Hurepuer-nopran no uHbOpMAIMOHHO#I Oe3onacHocTH http://www.securitylab.ru/

4. Hayunas snexTpoHHas 6ubnuoreka http://www.elibrary.ru/

5. OBC «YuuBepcuTerckas oubnmmnoreka onnaita» http://biblioclub.ru/

6. DnektponHas Bepcus xypHaia «Kommberoreppax http://www.computerra.ru/

7. DnekrponHHas Bepcus xxypHana «Kommberorep npece»http://www.compress.ru/

8. Dnexrtponnas Bepcus usnanus PC Week/RE («KomnbroTepHas mHenens») http://www.pcweek.ru/

9. Dnektponnas Bepcus uzganus PC Magazine/Russian Edition http://www.pcmag.ru/

10. DnexTponHoe nepuoandeckoe uznanue Ferra.Ru («®eppa.Py») http://www.ferra.ru/

5.5 TIporpammHoe obGecneuyeHue, npodeccuoHAIbHbIE 0a3bl JAHHBIX W MH(OPMALMOHHBIE
CIPaBO4YHbIE CHCTEMBI

[TporpamMmmHoOe obecrieyeHre TUCIUIUIMHBI BKIIOYAET:



1. TAPAHT Ilnardopma F1 [DnexkTpoHHBIN pecypc]: cipaBoyHO-TIpaBoBasi cuctema. / PazpaboTunk
OOO HIIII «I'APAHT-Cepgucy, 119992, Mockpa, Bopoosessl ropsr, MI'Y, 2015. — Pexxum noctyna B ceTi
OI'Y mnst ycranoBku cuctemsl: \\fileserverl\GarantClient\garant.exe.

2. Koncynprantllntoc [DneKTpoHHBIA pecypc]: 2JIEKTPOHHOE MEPUOINYECKOe M3JaHUE CIIPAaBOYHAS
npaBoBas cuctema. / Pazpaborunk 3A0 «Koncynbrant [lmoc», 2015. — Pexum goctyna K cucreme B CeTH
OI'Y mnst ycranoBku cuctemsl: \\fileserverI\\CONSULT\cons.exe.

3. UnrepHer-Opaysep Internet Explorer ot Microsoft.

4. AntuBupycuHas nporpamma Kaspersky Endpoint Security mis 6usueca - Cranmaptaeiii Russian
Edition.

5. ITaker nacronpubix npruitokenuit Microsoft Office (Word, Excel, PowerPoint, Outlook, Access).

6 MaTepnaﬂbno-TexnnquRoe obecrneyeHue AUCHHUIIIMHBI

VY4eOHble ayTUTOPUU JUIsl MPOBENCHUS 3aHATHH JEKIMOHHOIO THIA, CEMHUHAPCKOrO THIA, IS
IIPOBEACHUS TPYNIOBBIX M WHIAMBUAYAIbHBIX KOHCYJIbTAaLMM, TEKYIIETO KOHTPOJA M IPOMEKYTOYHOU
aTTecTaluu.

AyIuTOpHH OCHAIIEHBI KOMIUIEKTAMH YYCHHYECKONH MeOeIH, TEXHHUYECKUMH CPEICTBAMH O0yUYCHHS,
CITy>KalllUMU JJIsl IPeICTaBIeHUs yueOHoM nHpopMauu 60JIbIION ayAUTOPHH.

[Tomemenue il CaMOCTOSITEIIBHON Pa0OTHl 00yYarONIMXCS OCHAIICHBI KOMITBIOTEPHON TEXHUKOM,
noakioueHHo K cetu "MHTepHer", M obOecrmeueHUEM JOCTyNa B JJIEKTPOHHYIO HH(POPMAIMOHHO-
obpazoBarensHyt0 cpeny OI'Y.



