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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

N3ydyeHne TEOpEeTUYECKUX OCHOB
AITOPUTMUYECKUX PEIICHUH.

3amaun:

- U3y4EeHUE OCHOB 00PAaTHOTO MHXUHUPHHTA IPOTPaAMM;
- U3y4eHHe METOI0B 00(yCcKaluy IporpaMM;

- U3y4CHUE METO/I0B MPOPIIUPOBKH IPOTPaMM;

- U3y4EHUE METO/I0B CTATHYECKOr0 aHaIN3a KOJa.

2 MecTo JUCUMILIMHBI B CTPYKTYpPe 00pa30BaTe/ibHO NPOrpaMMbl

U TEXHOJOTHM aHalu3a nporpaMm Hu pCain30BaHHBIX

Hucuurnnuna oTHOCUTCA K 0a30Boit yactu 6s10ka [] «/{ucuumnuuer (MOTyn)»

[IpepekBU3UTHI
npPOSPaAMMUPOBAHUSL

IUCHUILINHEL:

b1.J].b.16 A3wiku

npOSPaAMMUPOBAHUS,

b1.JI.b.17 Memooul

[TocTpexBu3uThl auctuiuiunbl: b1./].5.44.3 Vazeumocme npoepammuozo obecneuenus, b1.J71.5.44.7
llapannenvnoe npoepammuposanue

3 TpeGoBanus Kk pe3yjabTaTaMm 00yYeHUs MO TUCIUILINHE

Hpouecc HU3YYCHUS JUCHUIIIIMHBI HAIIPABJICH HA (I)OpMI/IPOBaHI/Ie CIICAYIOIIUX PE3YJIIbTATOB 06yquI/151

Ko u HaumeHnoBaunue

dbopMUpyEeMBIX KOMIETSHIIHIA

KOI[ 1 HAUMCHOBAHUC MHUKATOpA
JOCTHIXKCHHUA KOMIICTCHIIUHN

HJ'IaHI/IpyeMBIC PE3YyIbTAaThI
06yqu1/1$1 10 JUCHMIIJIINHE,
XaPAKTCPUIYIOMIUC DTAIIbL

cepTudUKaIy CPeiCTB 3aALTUTHI
uH(popManun

OIIK-3.1-B-4 Brnageet HaBBIKAMU
MCIIOJIb30BaHUST HHCTPYMEHTAIBHBIX CPEICTB
OTJIIAJKHU U TN3aCCEMOIUPOBAHHUS
MIPOTPaMMHOTO KOJ1a

dbopmupoBaHus
KOMIIETCHLIUM
OIIK-3.1 Croco6en npooauts | OI1K-3.1-B-1 3HaeT 0oCHOBHBIE TUTIOBEIE 3HaTh:
aHaJIM3 MPOrpaMMHOI0 KoJia ¢ |Kiaccu(uKauu yrpo3 6€30MacHOCTH, -KJIacChl yrpo3
L[eJIbI0 TIONMCKA MOTEHIUAIbHBIX | ySI3BUMBIX MECT B IPOTPaMMHOM 0€30MMacHOCTH;
YS3BUMOCTEN U o0ecreyeHnH, aTak, CHCTEM OLICHUBAHUS -OCHOBHBIE YSI3BUMOCTH
HEZOKYMEHTHPOBAaHHBIX CTENIEHH PUCKA; OCHOBHBIE YTPO3HbI, MIPOrpPaMMHOT0
BO3MOXKHOCTEN ysI3BUMBIE MecTa U cpeJcTBa 3auuThl Web- | obecnieuenus;
MPUIOKEHU N -CHCTEMbI OLICHUBaHUS
OIIK-3.1-B-2 YMeerT BBIABIATH Pa3IMYHOIO | PHCKOB;
poJia yA3BUMOCTHU B pa3padaThiBAEMOM cpencta 3amuTh Web-
IporpaMMHOM OOecrieueHHH, BKIH0Yast PUIOKEHUH.
BO3MOKHOCTH 1id SQL-uabekiuu, XSS-u | YMeTh:
CSRF-arax - BBISIBIIAITD YSA3BUMOCTH B
OIIK-3.1-B-3 Bnaneer nepBHYHBIMU pa3pabaTsiBaeMOM
HaBBIKAMU TMPOBEJICHHS SKCIIEPUMEHTAIBHO- |[IPOTPAaMMHOM
HCCIJIEIOBATENbCKUX pabOT MIPH MPOBEIEHUU |00eCIeUeHNN;

- BBISIBJISITH BOBMOYKHOCTH
st SQL-uabeKImiA;
-OIICHMBATh BO3MOYKHOCTH
it XSS-u CSRF- artak.
Baajaersb:

HaBBIKaMH TIPOBEICHHSI 110
MIPOBEJICHUIO
cepTudUKaIK CPE/ICTB




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

3aIIUTHl HH(OPMAIINY;

- HaBbIKaMH
IH3acceMOIMpPOBaHHs
MPOrPaMMHOTO KOJIa;

- HaBBIKAMH UCITIOJIb30BAHUS
MHCTPYMEHTAIbHBIX
CpPEICTB TECTUPOBAHHS U
JIM3aCCeMOIMPOBAHMSL.

4 CTpyKTYpa M coJepKaHue TUCUUIINHBI

4.1 CTpykTypa 1M CUHIIIHHBI

OO61mas TpyA0eMKOCTh AUCHHUIIIMHBI COCTaBIsET 4 3aueTHbIE eNUHULBI (144 akageMUYecKux yaca).

TpynoeMkocTs,
Bun pabotst aKaICMUYECKHX YaCOB
6 cemecTp BCETO
Oo01asi Tpy10€MKOCTh 144 144
KonrakTHasi pabora: 61,25 61,25
Jlexrum (JI) 30 30
Jlaboparopusie pabots (JIP) 30 30
Koncynpranuu 1 1
[TpomesxyTouHas arrectanus (3a4eT, SK3aMeH ) 0,25 0,25
CamocTrosiTesbHasi padora: 82,75 82,75
- CAMON0020Mo8Ka (Mpopabomka u nO8MopeHue TeKYUOHHO20 MAmepuala u
Mamepuana y4eOHUK08 u y4eOHbIX nocooull;
- N10020MOBKA K 1aO0PAMOPpHbIM pabomam;
- H0020MOBKA K KOJLLOKSUYMAM,
- 10020MOBKA K PYOEHCHOMY KOHMPOIO U M.N.)
Bua nToroBoro KOHTpoOJIs (3a4eT, IK3aMeH, 1H( ¢ epeHINPOBAHHBIN JK3aMeH
3a4eT)

Paznensl guctuminHbl, n3ydaembie B 6 ceMmectpe

KonuyectBo yacoB
Ne HaumenoBanue pasnenon ayatopHa BHEay/l.
paszzena BCETo abota 6
n o3[ qp | PO
1 BBenenue, 1eKOMIUIIAIMS U TU3aCCEMOTMPOBAHNE 32 6 8 18
porpamMm
2 O06¢yckanus nporpamm 34 4 8 22
3 MOHUTOPHHT aKTUBHOCTH TPOTPAMM, ITEPEXBAT 36 8 6 22
CEeTEBbIX MAKETOB
4 Cratudeckuil 1 JMHAMHYECKUH aHAJIM3 IPOTrpamMm 42 12 8 22
HWroro: 144 30 30 84
Bceero: 144 30 30 84




4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

1. BBeneHue, JeKOMNMJISUHUA M JU3acCeMOJIMPOBAHUE NPOrpamMM. AHAIU3 NPOSPAMMHBIX
peanuszayui. Ilonamue obpamHo20 UHIMCUHUPUHRA NPOSPAMM, €20 HazHauyeHue. Memoouku obpamuoco
UHIICUHUPUH2A: OU3ACCEMONUPOBAHUE MAUUHHO20 KOOAd, OeKOMAUIAYUs O0aimogo2o Kood U 00pammublii
UHIICUHUPUHZ NOMOKO08 OaHubiX. [Ipunyunsl pabomvl ¢ dekomnunamopamu u ouszaccemonrepamu. Tunuynvle
Oelicmeust 310y MblULIEHHUKA, 3aHUMAIOWe20Cs 8310MOM 3AUUMbL.

2. Oopyckanusa nporpamm. [lonamue oogyckayuu npoepamm. Tunogvie memoosvt obghyckayuu
npocpamm: obgyckayus nepemeHHulx, 06@yckayus NOMoKd YNPAGLeHUsl, UCNOAb308AHUE OUHAMUYECKUX
npoKcu 01l Memo0o8, cocamue U wupposarue pecypcos, wugposarue cmpok, omcedenue Kood, ClusHue
coopos. [punyunvl pabomul ¢ cywecmeyrouuMy UHCMpymMeHmamu 0 06@hyckayuu npocpamm.

3. MOHMTOPHUHI AKTHBHOCTH NPOrpamMM, NepexBaT CeTeBbIX MAKETOB. AHANU3 NPOSPAMM HA
ocHoge MOHUmMOpuHea ux pabomul. Hcnonvzosanue uncmpymenmog naxema Sysinternals Suit Ons
MOHUmMOpUHea 0bpaujenus K gatiiam, peecmpy, cemesvlx NOMoK08 OAHHBIX U NPONUCBIBAHUSL NPOSPAMM OJifl
aeémosanycka 6 Windows. OcHosHble NOHAMUSA AHATU3AMOPO8 cemegoz2o mpagura (cHugpgepos), ux
HAa3HayeHue, NPUHYUNbL pabomvl, Mecma YCmMamoeKku 8 cemu. Mcnonv3osanue aHaiu3amopos cemesoio
mpaguka 0ns nepexeama KOHGUOEHYUANbHBIX OAHHBIX, NOOMEHbl UHGOPMAYUY, 0OPAMHO20 UHICUHUPUHSA
cemesgvlx npomoxonos. Ilpumepwvt ucnonvzoseanus npoecpamm WireShark u RawCap. [lpumenenue
uncmpymenma Fiddler ona ananuza HTTP-mpaguka npunoscenuii. Ilpunyunst pabomoel, 0CHOBHbIE €20
gozmoochocmu  no nepexsamy HTTP 3anpocos u omeemos, ux omobpadceHuro, 0eKoouposamuo,
Gurempayuu, moouguxayuu, cemepayuu 3anpocos u omeemos. Ilpumepwvi ucnonvzosanus. Hanucanue
cemeevix npunodicenuti o npomokonoe TCP/INP u HTTP cpeocmeamu 6ubnuomexu  sa3vika
NPOSPAMMUPOBAHUSL.

4. CraTnyeckuii U AMHAMHYecKkHii aHaau3 mporpamm. Cmamuueckuti anaius xooa. OcHosHbvle
NOHAMUSA, NPUHYUNBL pabomul, obracmu UcnoIb308anus. MHcmpymenmuvl Oisi CMAMUYECK020 AHAIU3A.
Tunosvie owubdKU, 0OHapyHCUBAeMble C NOMOWBLIO CINAMUYECKO20 AHAIU3A. Junamuyeckuii aHanus
npoepamm. Omanvl aHAIU3A, CHOCOOLL B3AUMOOCUCMBUSL C NPOBEPAEMOl NPOSPAMMOU, pe3ylbmamol
amanuza, obnacmu npumeHeHus, oOocmouHcmea u Hedocmamxku. Ilpoguiruposanue npocpamm, Kax
uHcmpymenm Ounamudeckoz2o avanuza. Coemecmnoe UCNONb308AHUE CMAMUYECKO20 U OUHAMUYECKO20
AHANU3A NPOSPAMM.

4.3 JlabopatopHbie padoThI

Ne JIP Ne HaunmenoBaHue 1a60paTopHBIX paboT Kour-Bo
pasznena 9acoB

1 1 OOpaTHBIf HHKUHUPUHT NPUIIOKEHUH 8
2 2 O06¢dyckanus mpuIOKESHUN 4
3 3 MOHMTOPUHT aKTUBHOCTH ITPOrpaMM 6
4 4 Crartnueckue aHaJIM3aTopbl KoAa 6
5 4 [TpoduimpoBanue mporpaMm 6

Hroro: 30




5 YueOHO-MeTOANYECKOE 00ecIIeueHrne TUCIHILTHHDI
5.1 OcHoBHas 1uTEpaTypa

1. Kyuepenko, B. AccemOinep [TekcT] : TOHKOCTH, XUTPOCTH M CEKPEThl IMporpamMmmupoBaHus / B.
Kyuepenko. - M. : Maiiop, 2001. - 160 c. - (Moii komnsiotep). - bubnuorp.: ¢. 156. - ISBN 5-901321-06-5.

5.2 lonmosiHuTEIbHAS JIUTEPATYPaA

1. Kacnepcku, K. HckyccrBo nuzaccemOnmpoBanus [Kommiekr] / K. Kacnepcku, E. Pokko. - CII6. :
BBX-Iletepoypr, 2008. - 896 c. : uin. + 1 sanekrpon. ont. guck (CD-ROM). - IIpeam. ykas.: c. 875. - ISBN
978-5-9775-0082-1.

5.3 llepuoanueckue u3aHust

1. Mudopmarmonnas 6€30macHOCTS : KypHai. - M. : ArentctBo "Pocrnieuars'.
2. Undopmanus u 6€30macHOCTb : KypHal. - M. : ArentcTBo "Pocneuats".
3. BectHuk nH(opMamoHHO# O0e30macHOCTH : KypHal. - M. : AreHctBo "Pocmieyars".

5.4 UnTepHeT-pecypcsl

1. Yepno A.B. AnHanu3 3amyThIBAaIOIIMX IMpeoOpa3oBaHuMi mporpamm. — Pexum mocryma:
http://citforum.ru/security/articles/analysis/

2. Wireshark — npuUpy4YeHue aKyJIbL. — Pexum JOCTyTIa:
https://habrahabr.ru/company/pentestit/blog/204274/

3. Sysinternals Learning Resources. — Pexum moctynma:  https://docs.microsoft.com/en-

us/sysinternals/learn/
4. Tamarenxo, B. OcnoBbl wuH(pOpMammoHHOW Oe3omacHocTH // HalnMOHAIBHBINA OTKPBITHINA
yuuBepcuteT «uTYynT», 2012, — Peskum moctyna: http://wwwe.intuit.ru/studies/courses/10/10/info

5.5 TlporpammHoe obGecneyeHue, npodeccuoHaIbHbIe 0a3bl JAHHBIX M HHGOPMAIUOHHbIE
CIPaBO4YHbIE CHCTEMBI

1. Onepanmonnas cucremMa Microsoft Windows tekymeit Bepcuu. JlocTynmHa B paMKax MOJIUCKU
Microsoft  DreamSpark  Premium. Pa3paGotumk: kommanus  Microsoft. Pexum  goctyna:
https://e5.onthehub.com /WebStore/ ProductsByMajorVersionList. aspx?cmi_ mnuMain = bdba23cf-e05e-
e011-971f-0030487d8897&ws =58727022-4bac-e211-88b7-f04da23e67f4&vsro=8

2. Open Office/LibreOffice - cBoOOaHBIH OGUCHBINA MakeT MPOrpamMM, BKIIOYAIONIMNA B ceOs
TEKCTOBBIHM U TaOMMYHBINA PeNaKTOPhI, PEAAKTOP MPE3eHTALMN U Ipyrue opUCHbIE TPUIOKEHHUS.

3. Cpena paspadotku Microsoft Visual Studio.

6 MaTepuajibHO-TeXHUYECKOe o0ecnedeHne JUCHUNINHBI

VY4eOHble ayTUTOPUH I IPOBEICHUS 3aHATHH JIEKIIMOHHOTO THIAa, CEMUHAPCKOT0 THIIA, KYpPCOBOTO
IIPOEKTUPOBAHMSI, UIsl IPOBENECHNUS IPYNIOBBIX U MHIUBUAYAIbHBIX KOHCYJIbTAIMM, TEKYIIET0 KOHTPOJISA U
MIPOMEKYTOUYHOM aTTECTAlUU.

AyIUTOpUM OCHAILEHBI KOMIUIEKTaMH YYEeHUYECKON MeOeH, TEXHUUECKUMH CPEeICTBaMHU O0yUeHHUS,
CITy>KalllUMU JJIs1 IpeICTaBIeHNs yueOHOU nH(popMaluu 60JIbIION ayAUTOPHH.

Jns mpoBeneHus 1a0OpaTOPHBIX 3aHATHHA MCIONB3YETCS KOMIIBIOTEPHBIM KJIAacC, OCHAIEHHBIN
MEPCOHANBHBIMU KOMIBIOTEPAMU C YCTAHOBIIEHHBIM ITPOTrPAMMHBIM 00€CIIeUEHUEM.


https://docs.microsoft.com/en-us/sysinternals/learn/
https://docs.microsoft.com/en-us/sysinternals/learn/
https://e5.onthehub.com/

[Tomerenue 111 cCaMOCTOATENLHONH PabOThl 00YYarOIIMXCSI OCHAIIEHBI KOMITBIOTEPHOW TEXHUKOU,
noakioueHHo K cetu "MHTepHeT", W obOecrmeueHHWEM JOCTyNna B JJIEKTPOHHYIO HH(POPMAIUOHHO-
oOpazoBarenbHyto cpeny OI'Y.

K paboueii npocpamme npunazaromcsn:

e DoHJA OUEHOYHBIX CPEICTB JIA MPOBEICHUS IMPOMEKYTOUHOM aTTeCTallud OOYYaIOIIUXCS IO
JTUCIUILINHE;

e Meroauueckue ykazaHus AJs1 00y4aroUUXcs 10 OCBOCHUIO JUCIUILINHBL.



