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1 ]_le.]'ll/l H 3aJa4Y1 0CBOCHUA NUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:
PazBuTne y Oyaymmx CHENHUATNCTOB HABBIKOB 3aIUTHl MPOTPaMM M JAHHBIX C TIOMOIIBIO
CHEIUATU3UPOBAHHBIX HHCTPYMEHTOB, @ TAK)KE ITyTeM Pa3paOd0TKH MPOrPAMMHBIX PEIICHUM.

3amaun:

- [IOJIy4€HHE HAaBBIKOB aBTOMAaTHU3allMU yIIPaBJICHUSI IPOrpaMMaMHU Yepe3 UxX UHTepdeiic;

- [IOJIY4YCHHC HaBBIKOB

UCTOJB30BAHUS U Pa3pabOTKH

IIPOrpaMMHBIX U

anmnapaTHbIX

KpunTorpaguueckux CpeiacTB ayTreHTudukanuu, obdecriedeHUs KOH(QUACHIIMAILHOCTH U LEJIOCTHOCTU

uH(pOpMaINH;

- [IOJIY4CHHUE HaBbIKOB HUCIIOJIB30BaHUA CPEACTB paﬂHOqaCTOTHOﬁ I/I,Z[CHTI/I(i)I/IKaHI/II/I.

2 MecTo AUCHUILUINHBI B CTPYKTYype 00pa3oBaTe/IbHOM MPOrpaMMbl

JucnurmuHa oTHOCUTCS K 6a30Boit yactu 0s1oka J1 «/[ucturmmnabl (MOTyIn )»

[IpepexBU3NTHI

NUCHUILUIAHEL:

b1JIh.16 A3vixu

npoepammuposanust, b1.J1.5.22 Ochosbl unghopmayuonnoi bezonacnocmu

npOCPaAMMUPOBAHUSL,

b1.JIb.17 Memooul

[ToctpexBuzutel guctuiuiuael: b1./[.5.44.3 Vazeumocme npocpammnozo obecnevenus, b1.J1.B.2
Texnonoeusi nNOCMpoeHUs 3aUUUIEHHBIX ABMOMAMU3UPOBAHHBIX CUCTEM

3 TpeGoBanus k pe3yjabTraTaMm 00y4YeHHUs M0 TUCHUILINHE

[Tponecc n3yyeHHs QUCUUIUIMHBI HANIPaBJIeH Ha (OPMUPOBAHHE CIEAYIONINX PE3YIIbTATOB O0yUSHHS

Kon n HaumeHnoBanue
bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ W HAMMCHOBAHHC MHIHWKATOpa
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yybTaThl

00y4eHUs 1Mo JUCIUILIHHE,

XapaKTEPU3YIOLIHE ITAITbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-1 CnocoOeH OLleHUBAThH
poJib uHpOopMauy,
MH(OPMAIIMOHHBIX TEXHOJIOTUI
1 “THPOPMAITMOHHOMN
0€30MacCHOCTH B COBPEMEHHOM
00I1IeCTBE, UX 3HAUECHHUE IJIT
obOecneueHNs 00BEKTUBHBIX
MoTpeOHOCTEN JIMUYHOCTH,
o0IecTBa U TOCy1apcTBa

OIIK-1-B-2 3HaeT OCHOBHBIE Cpe/ICTBA U
crocoObl obecnieueHrs HHHOPMaMOHHON
0€301acHOCTH, MPUHIIMUIIBI TOCTPOSHHUS
CHUCTEM 3alllUThl UHPOpPMALIUH
OIIK-1-B-3 YMeer kinaccupuuupoBaTh
3aIUIaeMyro HHQOPMAIIUIO 0 BUIaM
TallHbI ¥ CTENEeHAM KOH(PUIECHINATbHOCTH
OIIK-1-B-4 Ymeer kiaccuuunpoBathb u
OLIEHUBATh YTPO3bl HH(HOPMAILIMOHHOMN
0€e30macHOCTH U1 00OBEKTA
uHpOpMaTU3aLUU

3HaTh:

- OCHOBHBIE CPEJICTBA H
crocoObI o0ecreyeHus
nH(}OpPMaLIOHHON
0e30IMacHOCTH;

- IPUHITUTIBI TOCTPOCHHUS
CHCTEM 3allUTHI
nHpopmManuu.

YMmerb:

- OIPEJIENIATh KJIACC
3amuiaeMon nHpopMauu
MOBHIaM TallHEI U
CTEIICHSIM
KOH(PHUACHITMATBHOCTH;

- OIIEHUBATh YIPO3BI
nH(}OpMaLIOHHON
0e30MMacHOCTH JUIS JJIst
o0BbeKTa HHPOpMaTH3ALUY;
KJIacCU(UIIUPOBATHYTPO3BI
UH(pOPMAIIMOHHOMN
0e30ImacHOCTH U1l 00bEKTa

3




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

UH(GOpPMAaTH3ALINH.
Baaners:

-HaBBIKAMHM ITOCTPOCHHS
CHUCTEM 3allUThI
uHdopmaIuu 111 00bEKTOB
nH(pOpMATHU3ALINH.

4 CTpyKTYypa U coliepKaHue TUCUUILIUHBI

4.1 CTpykTypa 1M CUHIIIHHBI

OO0miast TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISIET S 3aueTHBIX eanHHuI] (180 akameMuueckux 4acos).

TpynoemkocTs,
Bun pabotbt aKaJICMUYECKHX YaCOB
8 cemectp BCETO
O01masi Tpy10éMKOCTh 180 180
KonTakTHas padora: 91,25 91,25
Jlextmu (JI) 30 30
[Tpaktuueckue 3ansatus (I113) 30 30
Jlaboparopusie pabots (JIP) 30 30
Koncynpranuu 1 1
[TpomesxyTouHas arrectanus (3a4eT, SK3aMeH ) 0,25 0,25
CamocTrosiTesbHasi padora: 88,75 88,75
- CAMON0020Mo8Ka (MPopabomka u nO8MopeHue 1eKYUOHH020 Mamepuald u
Mamepuana y4eOHUK08 U y4eOHbIX Nocooull;
- N0020MOBKA K NPAKMUYECKUM 3AHAMUIM,
- H0020MOBKA K KOJLLOKSUYMAM,
- 10020MOBKA K PYOEHCHOMY KOHMPOIO U M.N.)
Bua nToroBoro KOHTpoOJIs (3a4eT, IK3aMeH, TH( ¢ epeHIPOBAHHBIN JK3aMeH
3a4er)

Pazgensl AUCHUIUIUHBIL, U3y4aCMBIC B 8 CEMECTPEC

KonuyectBo yacoB
Ne HaumenoBanue pasnienon ayamtopHa BHEay/l.
paszzena BCETo abota
71 m3 | P pabota
1 ABTOMAaTH3a1Ms YIIPaBIECHNUS] CTOPOHHUMHU 36 4 | 10 | 10 16
MPHUIIOKCHUSIMHI
2 Hcnonb3oBanue CylieCTBYIONINX CPEACTB 42 10 | 8 6 16
Kpunrorpaguueckoi u creranorpaduueckoit
3alIUThI UH(OPMAIIHH.
3 Peanuzanus cpeactB Kpunrorpaduyeckoi 3amuTbl 48 6 8 8 26
uHpopMauU
4 be3onacHOCTh ONEpallMOHHBIX CUCTEM 54 10 | 4 6 22
HWroro: 180 30 | 30 | 30 90
Bcero: 180 30 | 30 | 30 90




4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

1 ABTomMaTH3anusi ynpaBJ/ieHHsI CTOPOHHUMH NPHJIOKEHUAMH. Ynpaenenue oOKHAMU Opy2Ux
npunoxcenui. Momusayus, cnocodvl ynpasnenus. Ilpocmomp cmpyKmypsl  OKOH — NPUTONCEHUIL.
HUcnonvzosanue Windows API, Autolt, Ul Automation 05 ynpaeieHus oKHAMU.

2 Hcnoab3oBaHue CYHIeCTBYIOIIMX CPeICTB KpuNTorpadguyeckoii m creranorpadguyeckoi
3ammThl MHpopMaumu. [lpoecpamma TrueCrypt. Hasnauenue, 0ocmouncmea, HeOOCMAmKU, UCMOPUSL
co30aHus. OcHogHble ~ 803MOJCHOCMU — NPOSPAMMEYIL. Yempoiicmeo  moma.  Hcnonvsyemas
Kpunmozpaghuueckas cxemd, UCNOIb3VeMble aNcOpUMMbL WU@Pposanus u xewuposanus, pexcum X1,
aneopumm PBKDF?2.

Ilpoepamma KeePass Password Safe. Hasnauenue, oocmouncmea, nedocmamiu. OcHo@Hbie
B03MONCHOCMU NPOCPAMMDBL, BKIOUASL CO30aHue U ucnoavzosanue naponeti TAN, a maxoice Hacmpouxy
cneyuanvbhslx napamempos besonacnocmu. Mcnonvsyemasn Kpunmozpaghuueckas cxema, npUHYuUnsl pabomul
2eHepamopa ncegooCIy4atiHblX Yucel, cpeocmea 3awumol npoyecca (3awuma namamu npoyecca DP API,
Secure Desktop, 0gyxxananvhas odgyckayus agmoseooa).

Ilonamue amaku nonnozo nepebopa u nepebopa no ciosapro. JlemoHcmpayus UCHONIb308AHUS
OaHHBIX amak Ha npumepe nooboopa naponvhwvlx ¢pasz ons moma TrueCrypt u 3auWuueHHo20 XPaAHUIUWA
KeePass.

Ocnoguvie xapakmepucmuku u npuHyunvl padoomsi. OCHOSHbIE NOHAMUA: CUMMempuuHble U
acummempuunvle kpunmocucmemsl, PKI, cepmuguxam (OpenPGP u X.509), yoocmosepsaowuti yenmp,
npoeepka cepmugpuxama, CRUCKU OmM3bI608 cepmuguramos, cemv 0oeepus, MITM-amaka. Cnocodul
uzoexcamv MITM-amaxu npu ucnonvzogarnuu OpenPGP u X.509. [Ipoepammsr GnuPG u Gpg4 Win.

Cospemennvie annapammuvie U anNApAMHO-NPOSPAMMHbIE Kpunmocpaguueckue peuleHus O
uoenmughuxayuu, aymenmuguxkayuy, odecneyeHus KoHguoenyuaroHocmu u yeirocmuocmu. Ilonsamue
udenmugpuxayuu u aymenmugpuxayuu. Cnocobwvr aymenmugpuxayuu. Cmapm-kapmel. buomempuueckue
cucmemul. Annapammvie MmoKeHbl.

Cmezeanoepaghus. Hanpasnenus cmeeanoepaghuu. Komnviomepnas cmezanocpagus u eé memoobwi.
Cmeeanoananuz u memoosl cmezarnoananuza usoopaxcenuti. OpenPuff. L{ugpposvie 6ooanvie 3naku (L{B3).
Memoo LSB. Ocobennocmu aiinos, cocamvix ¢ nomepeu oauuvix (JPEG). Amaxu na cucmemvl
scmpausanus [[B3. Coxpvimue 0anHblx 8 81U0e0noc1ed08amebHOCHIAX.

Texnonoeuu paououacmomnou udenmugpurayuu RFID. Ocnoeuvie nousimusi: RFID-memka,
cuumswigamenv, RFID-cucmema. Yempoiicmeéo RFID-memxu. Knaccugpuxayua RFID-cucmem, RFID-yemox
(no uacmome, UCMOYHUKY NUMAHUA, MUNY UCNOJb3YeMOU namamu), cuumoigameneu. OcHogHble
docmouncmaa u neoocmamxu RFID. [Ipumepvl u cghepovl ucnonvzosanus.

3 Peanu3anus cpeacTs kpunrorpaduyeckoid 3amutbl uHpopMmaunuu. Kpunmoepaguueckue
cpeocmea  .NET.  Iloooepoicusaemvie  kpunmoepaguueckue — npumumugvl.  Cummempuuuvie U
acuMMempuuHvle AncOpUMMbl U UX UCHONb308AHUSL C NoMoublo coomeemcmeyiowux kiaccog .NET.
T'enepayus ncesoocnyuauinvix uucen 6 .NET, xnaccel 00bI4HbIX XeWUPYIOWUX AN2OPUMMO8 U XEeULUPYIOWUX
aneopummos c¢ kaouom. [lonamue HMAC.

4 Be3onacHOCTh ONEPalMOHHBIX cucTeM. bezonacnocme OC Linux. Ilonvzoeamenu, epynnwi u
npasa oocmyna. Cpeocmea paspanudenuss npaeé noavzosameneii u npozpamm. Cemesas 6e30nacHOCmb,
medrccemesoti okpan netfilter. Lllughposanue ¢aiinos u scécmroeo oucka. dm-crypt u TrueCrypt.

bezonacnocme OC Windows. Ilonvszoeamenu, epynnol nonv3oeameneti u noaumuxu epynn. Konmpons
yuemuwix 3anucetl nonvsoeameneii UAC. Aymenmugpuxayus, npomokon Kerberos. [llugpposanue oannwvix
EFS, BitLocker u ux omauyus. I[Ipomoxon IPSec. Cpedcmeo ynpaenenus npunodicenusmu AppLocker.
Ilpumepni.

bezonacnocmo mobunvnvix OC. Becmpoennvie cpedcmea 3awumvl. CmopouHUue Npuiodxcerus OJis
sawumsl moounvuwvix OC.



4.3 JlabopatopHblie padoThI

Ne JIP Ne HanmenoBanue 1a00paTopHBIX paboT Kosr-so
paznena 9acoB
1 1 Yrpasienue npuwioxeHussMu ¢ nomombio WinAPI u Autolt 4
2 1 VYnpasaenue npuinoxenusiMu ¢ nomonrsio Ul Automation 6
3 2 Cranmaptel X.509 u OpenPGP. GnuPG 4
4 2 Hcnonb3oBanue nporpamm TrueCrypt u KeePass Password Safe 2
5 2 Peanuzanus aTak mosHoOro rnepedopa u nepedopa 1mno caoBapro 2
6 3 Kpunrorpadus 8 NET 8
7 4 KoukypeHTHas pa3Benka B cetu HTepHET 4
Utoro: 30
4.4 IlpakTuyeckne 3aHATHA (CEMUHAPDI)
Ne 3ansaTus Ne Tema Kou-Bo
paszzeina 4acoB
1 1 Ynpasnenue npusiokeHusiMu ¢ nomomnisio WinAPI u Autolt 4
2 1 Ynpasnenue npunoxkeHusiMu ¢ nomoiunsio Ul Automation 6
3 2 Cranpaptel X.509 u OpenPGP. GnuPG 4
4 2 Hcnonws3zoBanue nporpamm TrueCrypt u KeePass Password Safe 2
5 2 Peanm3anus aTak nojgHoro nepedopa u nepedopa 1mo CIoBapro 2
6 3 Kpunrorpadus 8 NET 8
7 4 KoHkypeHTHas pa3Benka B cetu MHTepHET 4
Htoro: 30

5 YyeOHO-MeTOAMYECKOE 00ecIeueHHue TUCHUIIINHbBI
5.1 OcHoBHas IuTepaTypa

1. Topcreitncon, I1. Kpunrorpagus u 6ezonacuocts B TexHosoruu. NET [Tekcr] / II. Topcreiin-
cod, I'. A. I'anemr; niep. ¢ anri. B. JI. Xopesa ; mox pea. C. M. MonsiBko. - M. : bunowm, 2007. - 480 c. : wi. -
ITpenm. ykas.: c. 448-472. - ISBN 978-5-94774-312-8.

5.2 lonoinuTebHAas1 JIMTEPaTypa

1. ConosbeB, H.A. Cuctembl aBTOMaTHU3aluu pa3pabOTKH mporpammHoro obecnedenus [Tekcer] :
yue6. mocodue / H. A. Conosses, E. H. Uepnonpynosa; M-Bo oOpazoBanus u Hayku Poc. denepanuu, De-
7ep. roc. O10JKeT. 00pazoBar. yupexaeHue BoIcIl. Ipod. oOpa3oBanus "OpenOypr. roc. yH-1". - OpeHoypr :
Yuusepcurer, 2012. - 192 c. : un. - bubauorp.: ¢. 182-183. - Ilpwui.: c. 184-191. - ISBN 978-5-4417-0086-3.

2. ®aynep, M. UML B kpatkom u3noxeHud [TekcT] : mpuMeHeHHe CTaHJIapTHOTO f3. 0OBEKTHOIO
MozenupoBanus: nep. ¢ anri. / M. ®@aynep, K. Ckort; nox pen. JI. A. Kanuanuenko. - M. : Mup, 1999. -
191 c. : . - bBubmumorp.: c. 186-188. - ISBN 5-03-003331-9.

3. Mamok, A. A. UnpopmanroHHast 0€30MacHOCTb: KOHLENTYalbHbIE U METOJOJIOTMUECKHUE OCHOBBI
3amuThl nHGopManuu [Tekct] : yued. mocobue s By3oB / A. A. Mamiok. - M. : 'opsiuas nunus-Tenexkom,
2004. - 280 c. : un. - bubmuorp.: c. 276-278. - ISBN 5-93517-197-X.



5.3 llepuoauyeckue U3IaHUA

1. BectHuk uH(pOPMALMOHHON 0€30MacHOCTH : KypHal. - M. : ArenctBo "Pocreuats".
2. Cuctembl 0€30MMacHOCTH : KypHal. - M. : AredaTcTBo "Pocreuats".
3. IIpobaemsr nudopmaronHoi O6ezonacunoctu. KomnbioTepHbie cucTeMsl : xypHai. - M. : AIIP.

5.4 UnTepHeT-pecypchl

1. B3 uznytpu: RFID u npyrue metku. — Pexxum gocrymna: https://habrahabr.ru/post/161401/

2. NET Framework Cryptography Model. — Pexum mocryma: https://docs.microsoft.com/en-
us/dotnet/standard/security/cryptography-model
3. ABTomarm3anus TectupoBaHuss Windows-TipiiiokeHUH ¢ ucnoib3oBaHueMm .Net. — Pexum

noctyna: https://habrahabr.ru/post/100749/

5.5 IlporpammHoe obOecnedeHue, npodeccuoHaJbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIPaBOYHbIE CHCTEMbI COBPEMEHHbIX MH(OPMAIMOHHBIX TEXHOJIOTHIi

1. Onepamnmonnas cuctema Microsoft Windows.

2. Open Office/LibreOffice - cBoOGoaHBIi OQGHUCHBIA MaKeT MPOrpaMM, BKIIOYAIOMIUA B ceds
TEKCTOBBIN U TAOJIMYHBIA PEJAKTOPHI, PEIAKTOP MPE3CHTALMUH U Ipyrue OPpHUCHBIC TPUIIOKEHHUSL.

3. Cpena paspaborku Microsoft Visual Studio.

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCHUIINHBI

Y4eOHble ayJUTOPUN JUIs IPOBEACHUS 3aHATUH JEKIIMOHHOTO THIIa, CEMHHAPCKOTO TUIIA, KypCOBOTO
IIPOEKTUPOBAHMSI, [UIsl IPOBEICHUS I'PYNIOBBIX U MHAUBUAYAJIBHBIX KOHCYJIBTALUMM, TEKYIETO KOHTPOJI U
IIPOMEKYTOUYHOM aTTECTALUU.

AyIuTOpHUH OCHAILEHBI KOMIUIEKTaMH YYEHUUYECKON MeOe, TEXHUUECKUMH CpeICTBaMU O0yUYeHHUS,
CITy’KAIlMMU JIJTs1 TIPEJICTaBIIeHHs yaeOHOH nH(OopMaIiy OOIBIION ay TUTOPHH.

Jlng mpoBelneHUs NPAKTUYECKUX 3aHATHM HCHOJB3YETCS KOMIBIOTEPHBIM KJIACC, OCHAIEHHBIN
MIEPCOHANBHBIMU KOMIBIOTEPAMU C YCTAHOBJIEHHBIM ITPOTrPAMMHBIM 00€CIIEUEHUEM.

[ToMemienue 111 caMOCTOSTENBHOM pabOThl 00YYarOIMXCS OCHAIIEHbI KOMIIBIOTEPHOW TEXHUKOM,
noakioueHHo Kk cetu "MHTepHer", M obOecrneueHueM JOCTyna B 3JIEKTPOHHYIO HH(POPMAIMOHHO-
oOpazoBarensHyto cpeny OI'Y.

K paboueii npozpamme npunazaromes:

e DOoHJA OIEHOYHBIX CPEJCTB JI MPOBENCHUS MPOMEKYTOUHON aTTeCTallud OOYYAIOIIUXCS O
JYCIUILINHE;

e Meroanueckue yKa3zaHus Il 00yJarONIUXCs 110 OCBOSHUIO JTUCIIATLITNHBI.



