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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Heapb (umeam) OCBOCHUS TUCIHUIUIMHBL: SBISETCS W3Y4YEHHUE MPUHIUIIOB MOCTPOCHUS U AJTOPUTMOB
pealiM3anii  TPOTOKOJIOB, OOECIEUUBAIONUX KOH(PUACHIIUATBLHOCTh, IIEIOCTHOCTh W ayTeHTUYHOCTh

nHpopMaIuu.
3amaun:

- OCBOCHHC (bYH,Z[aMeHTaJ'IBHBIX MaTeMaTHUECKUX IMOHITHHN KPHUIITOJIOTHHU,

- 0CBOEHHE 0a30BBIX HOHSITHI>JI, I/II[CI\/JI " aJIrTOPUTMOB, CBA3aHHBIX C MMPOTOKOJIaMH, IIPUMCHACMBIMU B

Kpunrorpaduu;

- IpUOOpETEeHNE HABBIKOB PEANM3ALNU KPUNITOTrPahUIECKUX MPOTOKOJIOB C HCIONb30BaHneM DBM;
- (hopmupoBanue npeacTaBieHUi 00 aTakax Ha MPOTOKOJBI U METOZAaX MPOTHUBOACHCTBUS.

2 MecTo JTUCUMILIMHBI B CTPYKTYpPe 00pa30BaTe/ibHO NPOrpaMMbl

JucnumimHa otHocuTes K 6a3oBoit yactu 6moka [l «ucuuniaasl (MO )»

[TpepexBu3uthl auctuiummbbl: b1./[.5.32 Memoowvt u cpedcmsa Kpunmozpaghuueckou 3auumol

ungopmayuu

HOCTpCKBI/ISI/ITBI
asmomamu3upoeannblx Cucmem

JUCHUITIIIMHBI:

b1.]1B.2 Texnonoeus

3 TpeGoBanus Kk pe3yjabTaTaMm 00yUeHUs MO TUCHUIINHE

nocmpoeHus

3AUWUUYEHHBIX

Hpouecc HU3YyYCHU JUCHUIIIIMHBI HAIIPABJICH HA (I)OpMI/IpOBaHI/Ie CIICAYIOIIUX PE3YJIbTATOB 06y‘~ICHI/I$I

Ko n HaumeHnoBaunue
dbopMUpYyEMBIX KOMIETSHIIHIA

KOI[ 1 HAUMCHOBAHUC MHUKATOpA
JOCTHIXKCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yiabTaThl
00y4eHUs IO TUCLIUIUINHE,
XapaKTEPU3YIOLIUE ITAIbI
(dbopMupoBaHus
KOMIETEHLINI

OIIK-10 Cnocoben
aHaAIIM3UPOBATh TCHICHIIUU
Pa3BHUTHS METOJIOB U CPEJICTB
KpunTorpaduueckoi 3anmThl
nH(pOpMaIuu, UCIOIH30BATh
CpeacTBa KpUNTOTrpadhudecKoit
3amuUThl THYOPMAITUHU TIPU
pelIeHny 3a1au
npo¢ecCuOHAIBHON
NesITeNIbHOCTH

OIIK-10-B-4 3HaeT OCHOBHBIC THIIBI
KPUTNITOIIPOTOKOJIOB ¥ MPUHITUTIOB UX
MIOCTPOCHHUS C UCTIOIB30BAaHUEM MU (DPCUCTEM
OIIK-10-B-5 Ymeer npoBOIUTh aHAIN3
KpUNTOrpauuecKux MPOTOKOJIOB, B TOM
YHCIIe C UCTIOIb30BAaHHEM
ABTOMATH3UPOBAHHBIX CPE/ICTB

OIIK-10-B-6 Bimageer noaxomamMu
pa3paboTKe U aHAIM3y 0€30MaCHOCTH
KpUnTOrpaguuecKkux mpoTOKOIOB

3HaTh:

OCHOBHBIE TUIIBI
KPUITOIPOTOKOJIOB U
HPUHIUIIOB UX TOCTPOCHHUS
C MCIOJIb30BaHHEM
mudpcucTemMm

Ymersn:

IPOBOJUTH aHAIIU3
KpUIITOrpapUUeCcKUx
IPOTOKOJIOB, B TOM YHCJIE C
WCTIOJIh30BAHUEM
aBTOMAaTH3UPOBAHHBIX
CpeICTB

Baajgern:

MOAX0JaMH K pa3padoTKe 1
aHann3y 0e30MacHOCTH
KpUNTOrpapuuecKux
IPOTOKOJIOB




4 CTpyKTYypa U coiepKaHHue TUCHUIINHBI

4.1 CTpykTypa IMCIHIIIHHBI

OO0mas TpyA0eMKOCTh JUCIUIUIMHBI COCTABISIET S 3aueTHBIX eauHMI] (180 akageMudecKux 4acoB).

TpynoemMKocCTs,
Bun pabotsr aKaJIeMUYECKHUX YacoB
8 cemectp BCETO
O011asi TPYI0EMKOCTH 180 180
KonTakTHas padora: 90,25 90,25
Jlexmum (JI) 46 46
Jlaboparopusie paboTs (JIP) 44 44
[TpoMexyTouHas aTTecTanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTe/ibHas padoTa: 89,75 89,75
- CAMON0020Mo8Ka (Mpopabomka u no8mMopeHue 1eKYUOHH020 Mamepuala u
mamepuana y4eOHUKo8 u y4eoHvix nocoout;
- N0020MO6Ka K 1a00PaAMOPHLIM 3AHAMUIM,
- N0020MOBKA K PYOENCHOMY KOHMPONIO,
- N0020MOBKA K 3a4emy.
Bua uToroBoro KOHTpoJIA (3a4eT, IK3aMeH, T depeHITUPOBAHHBIH 3aver
3a4er)
Paznenbl mucHMIUIMHEL, U3ydaeMble B 8§ ceMecTpe
KosmyecTBo 4yacoB
Ne HaumenoBanue pasnenon AyATOpHa BHEay/I.
pasnena BCETO aborta
113 | Jip pabota
1 Beenenue B npenmer 6 2 0 0 4
2 [Iporokosnbl mogdpacsiBaHus MOHETHI. [IpOTOKOIIBI 18 4 0 4 10
TIPUBSI3KU K OUTY.
3 Paznenenune cexpera. [loporoBsie cxemsl, paszzie-
JIEHUE CEKpeTa /ISl IPOU3BOJIBHOM CTPYKTYPBI J0- 18 4 0 4 10
CTyTIA.
4 CucteMsbl 1oKa3aTeIbCTBA C HYJIEBBIM pasrJalie- 14 4 0 0 10
HUEM.
5 Ayrentuduxanus u uaeHtudukanus. [laponbHsie
CXEMBbI pa3rpaHUUYEHUs J0CTYIA. 3allpOC-0TBETHHIE 18 4 0 4 10
cxeMbl. [IpOTOKOIIBI «PYKOMOKATHS.
6 [IpoTokosibl HIEHTUPUKAUY U ayTEeHTU(PUKAITIH 18 4 0 4 10
Ha OCHOBE CXE€M C HYJIEBBIM pa3IJIAIICHUEM.
7 [IpoToKoJibl yCTaHOBIEHUS MOJUIMHHOCTH. CXEMBI 16 4 0 4 8
111 (POBOY TOJIITUCH.
8 CkpsIThIil KaHan. Crienast HOANKUCh. 3aTEMHEHHas 18 4 0 5 8
TIOJTITHCh.
9 DNEeKTpOHHAsi MOHETA. 18 4 0 6 8
10 [TpOTOKOJ UTPHI B TIOKEP «II0 TeTePOHY» 18 4 0 6 8
11 VYnpasienue kinouamu. [IpoTokosbl BEIpaOOTKU U 29 8 0 6 8
pacrpeeneHus: CeKpPEeTHOTO KITF0Ya.
Hroro: 180 46 44 90
Bcero: 180 46 44 90




4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

Pa3nea Nel. Beenenue B npeamer
Kpunrorpadudeckne mpoTokossl 1 OCHOBHBIE TpeboBaHus kK HUM. Kitaccudukammst mpotokosios. [Tpumu-
TUBHBIC U NPUKJIAAHBIC IIPOTOKOJIBI. Tp€6OBaHI/I$I IMMOJIHOTBI 1 KOPPECKTHOCTHU.

Paznen Ne2. IIporokoJibl nogdopacsiBanusi MOHeThI. [IpOTOK0JIbI NPUBA3ZKHU K OUTY

[IpoTokoibl moxOpackBaHUs MOHETHI (JIEKTPOHHAS kepeObeBKa). [ IpuBsizka Kk OUTY, pa3TUvYHBIC ITPOTOKOJIBI
MIPUBSI3KY K OUTY.

Paznenenue cexpera.

Pasnen Ne3. Paznenenue cekpera. IloporoBble cxeMbl, pa3jejieHHe ceKpeTa Jisi NPOU3BOJIbHOMI
CTPYKTYPBI A0CTyNA

I'pynna gocryna. CtpykTypa nocryna. [IpoTokonsl pa3ieneHus CeKpeToB.

[TpoBepsiemoe pasznenenue cekpera.llpoTokonbl KOH(UACHIIMAIBHBIX BBIYUCICHUH.

Pa3nesn Ne4. UHTepakTHBHBIE CHCTEMBI 10KA3aTEJbCTBA

JlokazarenbcTBa JUIs SI3BIKOB KBAJIPATUYHBIX HEBBIUETOB, /Ui Hen3oMopdusma rpadoB. CUCTEMBbI JT0Ka3a-
TEJNbCTBA C HYJEBBIM pasriamenueM. [lomHOTa, KOPPEKTHOCTh, HyJIeBOE pasriamieHue. JloKa3aTenbCcTBO
n3omopdusma rpagos.

Paszpnen NeS. AyrenTudukanusi 1 uaeHTHPUKATAS [Iporokonbl uaeHTHUPUKAIMK U ayTeHTU(UKa-
uuu. [TaposibHbIE CXeMBbI pa3rpaHUYCHHS JOCTYIA. 3apOC-0TBETHHIE CXeMbL. [IpOTOKOIBI «pYKOIMIOXKATHUS.

Pa3nea Ne6. Ilporokoibl naeHTH(PHUKANNT U AyTEeHTH(PUKALMH HA OCHOBE CXeM C HYJIeBbIM pa3rJia-
HIeHUeM

Cxema ®uara-Illamupa, cxema Qaiire-Ouara-lllamupa, cxema lnoppa, cxema bpukemna u MakKapiu,
poTokos1 OxkaMoTo. J[0Ka3aTeapCTBO MOJIHOTHI M KOPPEKTHOCTH I 9TUX cXeM. Bonpoc o HyneBom pas-
IJIAIEHHUH.

Paznes Ne7. IlpoTokoJibl ycTaHoBJIeHUsI NOAIMHHOCTH. Cxembl nugpoBoii moanucu
[Tonnmucs RSA, Pabuna, @uara-lllamupa, Onra-lIHnoppa-Illamupa. Dnp-I"'amans, DSS. Heorpunaemas noa-
nuck [[layma-Ban AHTBepneHa.

Paznen Ne§. CkpoiThiii kanaj. Cienasi noanuchk. 3aTeMHeHHas1 NOANUCH

CoBeplieHHO cienast NOANKCh. 3aTEMHEHHas NOANUCH. [[puMeHenune cinensix NoaIUCeH.

[Tonnucu co ckprIThIM KaHasIOM. CKpBITHIN KaHal Ha ocHoBe noAnucu Onra-llInoppa-lamupa. [loaxon k
MOCTPOSHMIO CKPBITOro KaHana. [Toanucu, cBOOOAHbBIE OT CKPBHITOIO KaHaJIa.

Pasznen Ne9. DnexkTponHass MmoHeTa
bankoBckue kpuntorpaduueckue MpoTOKOJIbI. JIEKTPOHHBIE JEHBIH. TpeOOBaHMs K CXeMaM AJIEKTPOHHBIX
neHer. [I[puMeHeHue cnenoi NoANrUCH B CXeMax 3JIEKTPOHHBIX JICHET.

Pa3nes Ne 10. IIpoTokoJ Mrpbl B MOKeP «110 TeJedoHY»
Tpebosanus k npotokoiy «Ilokep no Tenedony». IIpoTokomns! «urpsl B mokepy». [Iporokosn yectHOi pazna-
yn KkapT. [Ipumenenne nporokona «Ilokep no renedony».

Pa3nea Nell. Ynpasaenue kinwogamu. IIporokosibl BBIpa00TKH M pacnpee/ieHHsl CEKPETHOI0 KJIKYa
[IpoTokomel renepanuu kirouei. [Ipotokomnsl pacnpenenenns kinrodeil. beckimoueBoi nmporokon Hlamupa.
[Mporokon Auddu-Xsmimana. [Iporokon Hunxeiima-IIpenepa. [Iporoxon Kerberos. Mudpacrpykrypa oT-
KpoIThIX Kimtoueit. PKI. Pexomenmanun X.509



4.3 JlabopatopHblie padoThI

No JIP Ne HaumenoBanue 1a060paTopHbBIX padboT Kosr-so
pazzena 4acoB

KomneloTepHast peauzanus cXem 3JeKTPOHHOM KepeObeBKU U

TIPUBSI3KHU K OUTY
Peanu3zanus moporosbix cxeM paznenenus cekpera 1 CPC nns
IIPOM3BOJILHON CTPYKTYPBHI 10CTyIIA
[TaposnbHble cXeMbl HICHTU(HUKALIUK U CXEMbI PYKOIIOKATHUS
NMuTanimoHHOe MOJEIIMPOBAHKUE TPOTOKOJIOB UICHTU(UKAIINY HA
ocHoBe MIC/] ¢ HyleBbIM pa3riiallieHUEM.
Crangaptsl nudpoBoOi MOAMUCH
KommnbrorepHas peansanus CXeM CIIENON MOAIUCH U CKPBITOTO
KaHaja
NMuTanmoHHoe MOJEINPOBAHUE CXEMBI DJIEKTPOHHBIX JIEHET C
MOHETaMHU OJINHAKOBOI'O IOCTOMHCTBA
KomnbrotepHas peanusanus npotokona «llokep no tenedony» mms 3-
X UTPOKOB
KomMmnbrotepHas peanusanusi cXeMbl 3IEKTPOHHOTO FOJI0COBAaHUS IS
5-TH YYaCTHHKOB
KomnprotepHas peanusaius NpoToKoja nepeiadl CEKpEeTHOro Kioda
(paboTa B rpynmax).

Hroro: 44
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5 YyeOHO-MeTOAMYECKOE 00ecTIeYeHHe TUCIUIIIMHBI

5.1 OcHoBHas IuTepaTypa

1. Cwmaprt, H. Kpunrorpadus. — M.: Texnocdepa, 2006. — 528 c.

5.2 lonoinuTeNbHAas JIMTEPaTypa

2. babam, A. B. Kpuntorpagus. — M.: Conon-Ilpecc, 2007. — 512 c.
5.3 llepuoauueckue U3IaHUA

1 MadopmaTtuka 1 CUCTEMBI yIpaBieHus: )KypHall. - M. : ArentctBo "Pocneuars”, 2021
2 BecTHUK KOMTIBIOTEPHBIX M HH()OPMAITMOHHBIX TEXHOJIOTHH: XKypHal1. - M. : ArenrctBo "Pocrie-
yare", 2021

3 NH(popmanmoHHbIe TEXHOIOTHH: XXypHAIL - M. : ArerrcTBo "Pocnedars”, 2021
5.4 UuTepHeT-pecypcesbl

1 https://www.coursera.org/learn/metody-i-sredstva-zashity-informacii — «Coursera», MOOK:
MeTobl U CpecTBa 3alIUTHl HHPOPMALUU

2 Texuopma / JIokyMeHT [DJIeKTpOHHBIH pecypc] : [cHcTeMa MporpaMMHBIX TpoaykTor] / OO0
I'mocuc-Cepsuc, ®bY KB® Untepcranmapr. — Bepcus 1.11.36. - DnekrpoH. gaH. u mporp. - [Mocksa;
Cankr-IlerepOypr], [1999-2013]. — 3aru. ¢ sxpaHa.

3 ProQuest Dissertations & Theses A&l [DnexTpoHHsIil pecypc] : 0a3a IaHHBIX JUCCEpTAlMd. —
Pexxum moctymna : https://search.proquest.com/.

4 Web of Science [DnextponHblii pecypc]: pedepatuBHas 6a3a nmanneix / kommanus Clarivate
Analytics. — Pexxum noctyna : hitp://apps.webofknowledge.com/. — 3aru. ¢ sxpaHa.



https://www.coursera.org/learn/metody-i-sredstva-zashity-informacii
https://search.proquest.com/
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5.5 IIporpammHoe o0OecnedeHue, npodeccuoHajbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIPaBOYHbIE CUCTEMBI

1. Onepannonnas cucrema Microsoft Windows

2. Open Office/LibreOffice — CB0OOIHBI O(QHCHBIA TMAaKET NPOrpamMM, BKJIOYAIOIIUN B ceOs
TEKCTOBBIA U TaOJUUYHBIN PEAAKTOPHI, PEIAKTOP MPE3CHTAINI U Ipyrie O(QUCHBIC TPUITOKEHHS.

3. MicrosoftVisualStudio — cpena pa3paboTKu MPUITOKEHUIA.

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCHMIINHBI

3aHATUS 10 JUCHUIUIMHE TPOBOAATCS B ayJUTOPUSX, OCHAIICHHBIX KOMIBIOTCPHBIMH U
MYJIbTHMEIMHHBIMA CpEICTBAMH. PaOouue CTaHIMU CTYJACHTOB U TMIperojaBaTeliss OOBEJAWHEHBI B
JIOKAJIbHYIO KOMIIBIOTEPHYIO CETh C BO3MOXHOCTBIO BBIXO/a B IHTEpHET.

JIeKIIMOHHBIE 3aHSTHUS TIPOBOISTCS B AyJUTOPHUSIX, OCHAIICHHBIX MYJIbTUMEIUHHBIM 000PY/I0BAaHHEM.

JlaboparopHble 3aHATHS MPOXOIAT B KOMIIBIOTEPHBIX KJacCaX, B KOTOPBIX YCTAaHOBJICHO
obopynoBaHue:

- cucreMHuble 0noku monenu Intel Celeron;

- cucreMHuble 0noku monenu Intel Pentium Core 2 Duo;

- MOHHUTOPBI Moze Samsung 793 DF.



