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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Heap (menm) OCBOCHMS JUCHUIUIMHBI: COBEPIICHCTBOBAaHWE 3HAHUM, YMEHUMH M HaBBIKOB
00yJaromuxcsi, a TaKKe IMOJIYICHUE WUMH JIOTIOTHUTEIbHBIX 3HAHUH, YMEHHA W HABBIKOB IO BOIIPOCAM
OpraHU3AIMOHHOIO U MPaBOBOTO obOecreueHuss HHPOPMAIIMOHHON 0€30IaCHOCTH.

3amaun:

1) TeopeTnuecKrii KOMIIOHEHT:

— 3HATh OCHOBBI OPraHW3AIMOHHOW W TIPABOBOM 3alTUTHI HHGOPMAIIMH, €€ COBPEMEHHBIE TTPOOIEMBI
Y TEPMHUHOJIOTHIO;

— M3YYUTHh PYKOBOJISIINE JTOKYMEHTHI IO 00CCIICUCHUIO PEKUMA CEKPETHOCTH M KOH(PUICHIIUATBHO-
CTH Ha 00BEKTE;

— MONY4YHUTh 0a30BBIC MPEICTABICHUS O THUIIOBOW CTPYKTYpPE CIY>KObI 0€30MaCHOCTH, €€ OCHOBHBIC
3a/1a4d U QYHKIHUH TOJDKHOCTHBIX JIHII;

— 3HATh OCHOBHBIE JOKYMEHTBI, PETJIAMCHTUPYIOIIYI0 OpraHU3aIlMOHHYI0 0€30MacHOCTh Ha O0BEK-

T€;

2) Mo3HaBaTEbHBIM KOMIIOHEHT:

— OILICHUBATh COCTOSTHUE OPTaHU3aIMOHHON 3alUThl HPOPMAITUU Ha 0OBEKTE;

— OINpEAeNsATh palMOHAIBHBIE MEPbl N0 00ECIEYeHUI0 OPTraHU3allMOHHOW M MPaBOBOM 3alllUTHI Ha
00BEKTE;

— OpraHu3oBaTh paboTy nepcoHalia ¢ KOHPHUASHInATbHON HHPOpMaIueii.

3) mpakTUYECKUil KOMIIOHEHT:

— UMETh HaBBIKU BBISIBJICHHS YTPO3 HHPOPMAIIMOHHOMN 0€301acHOCTH 00BEKTa;
— obecrieueHust peKUMa CEKPETHOCTH B KOH(DHUICHITNAILHOCTH Ha OOBEKTE.

2 MecTo AUCHMILIMHBI B CTPYKTYpe 00pa30BaTeIbHON IPOrpaMMbl

JucnumnimHa otTHocUTes K 6a3oBoit yactu 6noka [l «lucuuniaasl (MO )»

[TpepexBusutel quctumuiuasl: b1./[.b.13 Ungopmamuxa, b1.J[.5.22 Ocnosvl unghopmayuonnotl
bezonacnocmu, b1.J1.5.39 IIpaso

[ToctpexkBusutsl aucuumiaussl: b1./[.6.36 Cmanoapmer ungopmayuonnou 6ezonacnocmu, b1.J].B.6
Obecneuenue 6ezonacHocmu 00beKmMog Kpumudeckou ungopmayuornHou ungpacmpykmypwol, b2.11.B.11.2

IIpeoounnomunasn npaxmuka

3 TpeOoBaHus K pe3y1bTaTaM 00y4eHHs MO JUCHHUIINHE

[Tpouecc u3yueHus: AUCUUILIMHBI HaNpaBiieH Ha (pOpMHUpPOBaHUE CIEAYIOLUIUX PE3YIbTATOB 00YUECHUS

[Inanupyemslie pe3ysbTaTsl
00y4eHHs M0 JUCLUIUINHE,

Ko n HaumeHnoBaunue
XapaKTEPU3YIOIIHNE FTAIbI

dbopMUpYyEMBIX KOMIETSHIIHIA

KOI[ 1 HAUMCHOBAHUC MHUKATOpA
JOCTHIXKCHHA KOMIICTCHIIMH

dopmupoBaHus

KOMTICTEHITHI
OIIK-5 Cnocoben npumensats | OIIK-5-B-1 3HaeT HCTOYHUKY U 3HaTh:
HOpPMATHBHEIC MTPABOBBIC aKTHI, |KIACCH(PHUKAINIO YTPO3 HHPOPMAIIMOHHON  |HOPMAaTHUBHO-

HOPMATUBHBIC 1 MECTOAUYCCKUC 0€30IMacCHOCTH MCTOAUYCCKYIO 633}7 B

MH(OPMaLMOHHON TOJUTHKH, CTPATETUIO
pa3BUTHsI HHOPMAIIMOHHOTO O0IIECTBA B

JOKYMEHTBHI, OIIK-5-B-2 3naer mecTo u poJib o0JacTi HalMOHAJILHOM
perIaMeHTHpYIOIINE MHPOPMALIMOHHOM 6e30MacHOCTH B cucteMe  |Oe3omacHocTH PO;
NEATEIbHOCTB 110 3allHTe HaIlMOHaJbHOU Oe3omacHocTH Poccuiickoil | CTpyKTypy

uHpopMauu denepaniv, OCHOBBI TOCY1apCTBEHHOM roCy1apCTBEHHOW CUCTEMBI

3alUThl HH(OPMALINN;
uH(pOpPMALMOHHOE




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

Poccun

OIIK-5-B-3 3HaeT 0OCHOBBI 3aKOHOJATEIbCTBA
Poccuiickoit denepaiuu, HOpMaTUBHBIE
MIPABOBBIE AKThI, HOPMATHUBHBIC U
METOJIMYECKUE IOKYMEHTHI B 00J1aCTH
WH(OPMAIIMOHHON OE€30MACHOCTH U 3alUTHI
nH(pOpMalH, TPAaBOBbIE OCHOBHI
OpraHu3aIy 3alUThl TOCYJaPCTBEHHOMN
TaliHbl ¥ KOHGUACHIIMATHLHONU HH(pOpMaIUH,
MIPABOBYIO XapaKTEPUCTHKY MPECTYIUICHUN B
cdepe KOMIbIOTepHOM HH(OPMALIUU U MEPbI
IIPaBOBOM Y IUCLMILUIMHAPHON
OTBETCTBEHHOCTH 3a pasrialieHue
3anMIaeMoi nHpopMauu

OIIK-5-B-4 3naet npaBoBbIE OCHOBBI
OpTaHMU3aINH 3aIIUTHI IEPCOHATBHBIX
JAHHBIX U OXPaHbl PE3yIbTaTOB
WHTEJUICKTYaTbHOU e TSIIbHOCTH
OIIK-5-B-5 Ymeet popmynupoBaTh
OCHOBHBIC TPEOOBAHUS TIPH JTUIICH3UPOBAHUU
JESTEIIbHOCTH B 00JIACTH 3aIIUTHI
uH(popMau, cCepTUPUKALNN U aTTSCTAITTN
1o TpeGoBaHUsAM 0€30MMacHOCTH HH(pOpMAaIUU
OIIK-5-B-6 Ymeer popmynupoBaTh
OCHOBHBIE TpeOOBaHUS 110 3aIUTE
KOH(HICHIIMATHHOI HH(OpMAIHH,
MEePCOHANBHBIX JaHHBIX U OXpaHe
pPE3YyJIbTATOB UHTEIJIEKTYATbHOM
JESITEIbHOCTH B OpraHU3aIlluu

3aKOHOJATENHCTBO,
IOPUINYECKHE MEXaHU3MBI
obecrnieueHus
UH(POPMAIIMOHHOH
0€30MMacHOCTH CBEJICHUH,
COCTaBJISIOLTUX
roCy/1apCTBEHHYIO TaliHy U
KOH(HICHIHATHHYIO
uHdopmaIuto.

Ymernb:

OCYILIECTBIISITH aHAIU3
0€30MMacHOCTH
KOMIIBIOTEPHBIX CUCTEM Ha
COOTBETCTBUE
OTE€YECTBEHHBIM U
3apyOeKHBIM HOPMATHBHO-
IPABOBHIM IOKYMEHTaM B
00JacTl KOMITbIOTEPHOU
0€30I1aCHOCTH;

IIPOBOJIUTH AaHAIH3 U
y4acTBOBaTh B pa3paboOTKe
MaTeMaTUYECKUX MOJEIICH
0e301acCHOCTH
KOMIIBIOTEPHBIX CHCTEM Ha
OCHOBE HOPMATHUBHO-
IpaBOBOM 0a3bl
PErynsaToOpoB;

Baajaersb:

PaBOBBIMU HOPMaMH
peanuzainuu
npodecCuoHaANTbHON
JESTEIbHOCTH B 00JIaCTH
obecrieueHus
UH(POPMALIMOHHOM
0€30MacHOCTH | 3aIUTHI
UHTEPECOB INYHOCTH,
00111eCcTBa U rocyapcTBa

OIIK-6 CniocobeH mpu
peteHny npogpeccuoHaTbHBIX
3aJla4 OpraHU30BbIBATh 3aILUTY
uHpOpMAaIUU OTPaHUYEHHOTO
JI0CTYTIa B KOMITBIOTEPHBIX
CHUCTEMaXx M CETAX B
COOTBETCTBHH C
HOPMAaTUBHBIMH ITPaBOBBIMU
aKTaMU 1 HOPMAaTHBHBIMU
METOJIMYECKUMH TOKYMEHTaAMH
denepanbHO CiTyXObI
6e3onacHoctu Poccuiickoi
Oenepannu, PenepanbHON
CIIy>KOBI 110 TEXHUYECKOMY U

OIIK-6-B-1 3HaeT cucreMy HOpMaTHBHBIX
IIPABOBBIX AKTOB U CTaHAAPTOB 110
JTUIEH3UPOBAHMIO B 00J1aCTH 00€ecTIeueHUs
3aIUTBI TOCYIaPCTBEHHOM TalHBbI,
TEXHUYECKOH 3aIUThl KOHPUIECHITHATHEHON
WNudopmanuu, o arrectaiiui 00bEeKTOB
uH(pOpMaTU3aluU U cepTUUKALIUU CPEICTB
3alUThl HH(pOpMALUU

OIIK-6-B-2 3naet cucremy
OpraHU3aIl[MOHHBIX MEp, HAIPaBJIEHHBIX HA
3alUTy HH(GOPMAIIMKU OTPAHUYEHHOTO
JocTyna

OIIK-6-B-3 3naeT HopMaTHBHBIE,
PYKOBOJISIIIIME U METOJUYECKHE TOKYMEHTBI

3HaTh:

OCHOBBI 3KOHOMHUYECKHX
3HaHUH IIPU pacyeTe
yiep6a nahopManoHHON
0€30MacHOCTH
KOMIIBIOTEPHBIM CHCTEMaM
Ha OCHOBE HOPMATHUBHO-
IpaBoOBOM 0a3bl,
OTIPENIENATh PaIlMOHAIBHBIC
Mepbl 10 00eCTIeYeHHIO
OpraHU3aIIOHHON U
MPaBOBOM 3AILNTHI,
OpraHU3aIlMOHHBIE,
TEXHUYECKHE U




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

AKCIIOPTHOMY KOHTPOJIIO YIIOJTHOMOYEHHBIX (heiepaabHBIX OPraHOB
WCIIOJIHUTEIIBHOM BJIACTH I10 3AILHUTE
nH(pOpMalLUU OTPAHUYEHHOTO JOCTYyIa
OIIK-6-B-6 YMeet pa3zpaOaTbiBaTh MPOEKTHI
MHCTPYKIUH, pEriaMeHTOB, MOJIOXKEHUN U
IIPUKA30B, PErVIAMEHTUPYIOLIUX 3aLUTY
nH(pOpMallK OTPAHUYEHHOTO JOCTYIIA B
OpraHu3aluu

OIIK-6-B-7 YMmeer onpeneauTh MOJIUTUKY
KOHTPOJIS 1OCTYyIa paOOTHUKOB K
nH(pOpMalLIUK OTPAHUYEHHOTO JOCTYyIa
OIIK-6-B-8 Ymeer ¢popmynupoBaTh
OCHOBHbIE TpeOOBaHUs, PEIbSIBISIEMbIE K
(bu3ndecKoit 3anmuTe 00BHEKTa U
MPOIMYCKHOMY PEXUMY B OpraHU3alluu
OIIK-6-B-9 Ymeer npumeHsTH
OTEUYECTBEHHBIC U 3apPYOEIKHbBIE CTaHAPTHI B
00J1aCTH KOMITBIOTEPHOM 0€301MaCHOCTH IS
MPOEKTUPOBAHUS, PA3pPA0OOTKHU U OI[CHUBAHUS
3aIUIIEHHOCTH KOMITBIOTEPHON CUCTEMBI

IPOrpaMMHO-aITIapaTHBIC
METO/IbI 3aIlUThI
uHdopmauy,;

YMeTh:

pa3palarbIBaTh
(hopMann30BaHHBIC MOJICIH,
METOJIbI U AJITOPUTMBI
pENICHUS TUTIOBBIX 33724
0e30macHOCTH
KOMITBIOTEPHBIX CHCTEM B
COOTBETCTBHUU C
OTCYECTBEHHBIMH U
3apyOeKHBIMU
CTaH/IapTAMH,

OILICHMBATh PUCKHU
UH(POPMALIMOHHOM
0€30I1aCHOCTH;

Baanersb:

3HAHHUSAMU I10
JOKYMEHTaTbHOMY
o0ecreyeHnro
JESATSIILHOCTH OIIepaTopa;
HaBBIKAMHM aHaIK3a U
pa3paboTKu Mojenen
0€e301acHOCTH
KOMIBIOTEPHBIX CHCTEM.

4 CTpyKTYypa U colepKaHHue TUCHUIINHBI

4.1 CTpyKTypa THCHUIJIMHBI

OO61mas TpyA0eMKOCTh AUCHHUIUINHBI COCTaBIseT 3 3aueTHbIe enuHuIlbl (108 akajeMuyecKkux 4acos).

TpynoemMKocCTs,
Bun paboTst aKaJICMUYECKHUX YacOB
5 ceMecTp BCETO
OO6mas Tpy10éMKOCTh 108 108
KonrakTHasi pabora: 53,25 53,25
Jlexmum (JI) 18 18
[Tpaktryeckue 3austus (I13) 34 34
Koncynpranuu 1 1
[TpomesxyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padora: 54,75 54,75

- 8bINOJIHEHUE UHOUBUOYATILHO20 MBopuecko2o 3adanus (UT3);

- 8bINONIHEHUe pacuemHo-epaghuyeckozo 3a0anus (PI73);

- Hanucanue pegpepama (P);

- CAMON0020mosKa (npopabomka u nosmopeHue 1eKYUOHHO20 Mamepuand u
mamepuana y4eOHuKo8 u y4eoHvix nocoout;

- N0020MOBKA K NPAKMUYECKUM 3AHAMUAM,

- 10020MO6KA K pYyOEHCHOMY KOHMPOTIO.




TpynoemkocTs,

Bun pabotsr aKaJIEeMHUYECKHX YacOB
5 cemecTp BCETO
Bua uToroBoro KOHTpoJIA (3aueT, Ik3aMeH, 1M depeHIIUPOBAHHBIH IK3aMeH
3a4er)

Paznienbl qucuuIUIvHbL, U3yd4aeMble B 5 cCEMECTpE

KosmmuecTBo yacoB
No ayIuTOpHAs
paszena HaumenoBanue pa3zaenon Beero aGoTa BHEay/I.
113 | JIp pabota
1 Pons u MecTto mHDOpMaAITMOHHON GE30MaCHOCTH B 10 2 2 6
cucTeMme HAI[MOHAIILHOM 0e30rmacHOCTH
Poccuiickoit deneparuu
2 I'ocynapcrBenHas cucrema IIPaBOBOIO 12 2 4 6
obecrieuenus 3anuThl nHGOpMaruu B Poccuiickoit
Denepauun
3 Pexxum 3ammThl rocyJapCTBEHHOM TaHbBI 10 2 2 6
4 3amuTa NepCOHAIBHBIX JaHHbIX 14 2 6 6
5 Pexum 3aLUTHI rOCy/1apCTBEHHBIX 12 2 4 6
WH()OPMAIIMOHHBIX CUCTEM
6 3aimTa MHTEJUIEKTYaJIbHON COOCTBEHHOCTH 12 2 4 6
7 Atrecrtaniuss OOBEKTOB  HMHGOPMATH3aLUU  II0 12 2 4 6
TpeOoBaHUsAM 0€30aCHOCTH HHPOPMALIUH.
8 JluneH3upoBaHUe MW CUCTEMa CepTU(UKAINH 12 2 4 6
CpPEACTB 3alIMThl HH(GOPMALIUU
9 OTBETCTBEHHOCTh 32 MPAaBOHAPYIICHHs B 00JIaCTU 14 2 4 8
MHGOPMAIIMOHHOHN 0€30MaCHOCTH
Hroro: 108 18 | 34 56
Bcero: 108 18 | 34 56

4.2 ConepxxaHue pas3/iesioB AU CHUIIITHHBI

Nel Poab m MecTo HH(OpPMAIIHOHHOM 0€30IaCHOCTH B CHCTeMe HAIMOHAJIbLHOW 0e30MacHOCTH
Poccuiickon ®enepauuu

llonamue, cmpykmypa ungopmayuonnozo npasoomuoutenus. Cmpameausi HAYUOHATLHOU
bezonacnocmu  Poccutickoii  @edepayuu. Obecneuenue HayuoHanvHou 6esonachocmu Poccutickoi
Deoepayuu. Konyenyus nayuonanvuou oOeszonacnocmu Poccutickou Deodepayuu. Cmpameeuu pazeumus
ungopmayuonrozo obwecmsa 6 Poccuiickoii @edepayuu na 2017 - 2030 200bi.

Ne2 T'ocynapcTBeHHasi CHCTeMa NMPaBOBOro odecneyeHus: 3ammThbl uHGopmanuu B Poccuiickoii
Denepanuu

Obwas  xapakmepucmuka UHGOPMAYUOHHO-NPABOBLIX HOpM. OpeaHvl  3aKOHOOAMENbCMEA,
peanameHmupyrouue 0esimelbHOCmb no UHpopmayuoHuou besonachocmu. Cmpykmypa op2anog enacmu no
sawyume unpopmayuu 6 Poccuiickoti Dedepayuu. Cosem beszonacnocmu Poccutickoi. ®Dedepayuu.
Meswceedomemeennvie u  2ocyoapcmeenuvie Komuccuu, cosoasaemvie Ilpezudoenmom  Poccuiickoii
@Qeoepayuu  u  Ilpasumenvcmeom  Poccuiickoii  @edepayuu, pewarom 8  COOMBEMCMEUU  C
npeoocmasieHHbIMU UM NOTHOMOYUAMU 3a0a4u obecnedenus ungopmayuonnou bezonachocmu Poccutickou
Deoepayuu. Pedepanvras cuyxcoa bezonacnocmu Poccutickou @edepayuu (DCB). Deoepanvran Cuyaxcoa
no  MexHuweckomy u dKcnopmuomy Kowmpomo P® (OCTOK P®). Komumem no eonpocam
ungopmayuonHnou 6ezonachocmu. Illonamue u 6udvl 3awuwjaemol uHGopmayuu no pPoCccUtCKOMY
3axonodamenscmay. Hnghopmayus kax ob6vexm 2pancoanckux npas.

Ne3 Pesxkum 3a1IMThI TOCYAAPCTBEHHON TAaHbI

Cmenenu cexkpemnocmu ceedeHull u 2pugvl cexkpemuocmu Hocumeneu smux ceeoenuti. OpeaHvl
sawumul  2ocyoapcmeennoti  maunsl. Oz2panuyenuss npas OOJHCHOCMHO20 JIuUYa UIU 2PAd*COAHUHA,
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O0ONYWeHHbIX UIU panee OONYCKABUWIUXCA K 20CYy0apCmeeHHou matine. Medcee0oMCmeeHHAs KOMUCCUSL NO
3awume 2ocyoapcmeennot matinsl. Ilonnomouus. Obecnevenue oeamenvrocmu. CoyuanvHvie capaHmuu
epasicoanam, OONYWeHHbIM K 20CYOApCMBEeHHOlU matine HA HNOCMOSIHHOU OCHO8e, U COMPYOHUKAM
CMPYKMYPHBIX NOOPA30eIeHUll No 3awume 20cyoapcmeennol matinul. 11opadok nposedenuss cneyuanibHulx
9KCnepmu3 no OONYCKy NPeOnpusmull, YupexrcoeHull U Opeanu3ayuli K npoeeoeHur0 padbom, CEi3aHHLIX C
UCNONIb308AHUEM CBEOEHULL, COCMABTIAIOUUX 20CYOAPCMEEHHYIO0 MAlHY.

Ne4 3amura nepcoHaNbHBIX JTaHHBIX

Pezynamopul 6 oonacmu 3awumut I/[1. Tpebosanus k MmamepuaibHbiM HOCUMENAM OUOMEMPUYECKUX
NEPCOHANILHLIX OAHHLIX U MEXHONIO2UAM XPAHEeHUs MAaKux OAHHLIX 6He UHQOPMAYUOHHBIX CUCTEM
nepconanvHulx O0anuwix. OcobeHnocmu 06pabOOMKU NEPCOHANbHBIX OAHHBIX, OCYWeCmensemol 0Oe3
ucnonv3osanusi cpeocms asmomamusayuu. ITpebosanus K 3awume HEPCOHATbHBIX OAHHBIX NPU  UX
obpabomke 6 UHPOPMAYUOHHLIX —cucmemax nepconanrvhvlx Ooaunvix. Cocmas u  codepacanue
OpP2aHU3AYUOHHBIX U MEXHUYeCKUx mep no obecneueHuro 6e30NACHOCMU NePCOHANbHbIX OAHHbIX NPU UX
obpabomxke 8 UHDOPMAYUOHHBIX CUCEMAX NEPCOHATbHBIX OaHHbIX. bazosas modenv yepos bezonacnocmu
NEPCOHANbHBIX OAHHLIX NPU UX 00pabomke 6 UHDOPMAYUOHHBIX CUCMEMAX NEPCOHANbHLIX OAHHBIX.
Memoouxa onpedeneHuss akmyanibHuIX y2po3 0€30NACHOCMU NEePCOHANbHBIX OAHHLIX NpU Ux obpabomke 6
UHDOPMAYUOHHBIX CUCEMAX NepPCOHANbHbIX OaHHblX. Memoouyeckue pexomeHOayuu no obecnedeHuro ¢
NOMOWBIO KPUNMOCPEOCME 6€30NACHOCMU NePCOHANbHBIX OAHHbIX NPU UX 00pabomke 8 UHDOPMAYUOHHBIX
cucmemax nepcoHaNbHbIX OAHHBIX C UCNONIb308AHUEM CPEOCHE ABMOMAMU3AYUU.

Ne§ Pe:xum 3a1MTHI TOCYIAPCTBEHHBIX HHGOPMALMOHHBIX CHCTEM

Ilopsiook paspabomiu, co2naco8auus U YMEepHCOeHUus NIAHO8 NPOBeOeHUs MePONPUImuULl no
3awume 20cy0apcmeeHHbIX uHGopmayuonuvix cucmem. Cozoanue u YyHKYUOHUPOBAHUE CUCTNEMbL 3AUUMbL
uHgopmayuu, KaKk cocmasHvle yacmu pabom no co30aHul0 U IKCHIYamayuu 00beKkmos uHgopmamuzayuu
yupexcoenutl u npeonpuamuti. Cmaouu u 3mManvl CO30AHUS CUCHEMbL 3AWUMbBL  20CYOAPCMBEHHbIX
UHGOpMayUOHHBLIX cucmem (hopmuposanue mpebosanull Kk cucmeme 3awumol UHGopmayuu, pazpabomxa
(npoekmupoganue) cucmemvl 3aAWUMsbl UHDOPMAYUY, BHEOPeHUe CUCeMbl 3aWumvl UHGOpMayUuL,;
ammecmayus 006vekma uHpopmamusayuu Ha coomeemcmaue mpedosanusm be3onacHocmu uHgopmayuu u
8600 €20 6 Oelicmaue, CONPOBONHCOeHUe CUCEMbl 3auumsbl UHGOpMAYyUU 6 xo0e IKCHIyamayuu oovekma
ungopmamuzayuu). Pazpabomka sxcniyamayuoHHoU OOKYMEeHMayuy Ha CUcmemy 3auumaol UHGopmayuu.

Ne6 3amuTa HHTEIEKTYAJIbHOH COOCTBEHHOCTH

Humennexmyanvnas cobcmeeHHOCMb U uUcmopus ee npagosoli oxpausl 6 Poccuu. Ilpasosoe
pezyiuposanue asmopcKux npas u npas, cMexchuvix ¢ asmopckumu. Ilamenmuoe npaso. MedwcoynapooHuvie
coznauienusi 8 0b1acmu 0XpaHvl UHMeJLIeKmyaibHou coocmeennocmu. IIpaso na ucnonv3osanue 00bekmos
UHMENIeKMYANIbHOU COOCMBEHHOCMU, COCMABTAIOWUX eOUuHylo mexHonoeur. Dedepanvhas cayxcba no
UHMELIeKMYaNbHOU COOCMBEHHOCMU, NAMEHMAM U MO8aApHbIM 3Hakam (Pocnamenm): npaeosas ochosa
OdesimenvHocmu, cmpykmypa, @yukyuu. Ilpasa na npoepammwvl onsi IBM u 6azvl oamnvix. [lonamue u
npaeoeoul pedxcum npozpamm oaa IBM u 6a3z oannvix. Cyowvexmul npae na npocpammol 011 IBM u b6aszw
odannwix. Coolepoicanue npaeé Ha npoepammel 0nsi IBM u 6a3zwi 0aumnvix. HcknouumenvHoe npago Ha
npocpammy 011 IBM unu 6a3y oannvix, cO30aHHYI0 NO 002080pY 3aKA3d IUOO NpuU BbINOIHEHUU pabom no
002080p)y NOOPAOHO20 MUNA

Ne7 Arrecranusi 00beKTOB HH(POPMATH3ALMH 110 TPeOOBAHUAM 0€30MACHOCTH HH(OPMAaLIHH.

OpeaHu3ayuoHHO-Npagosvie OCHOBbI CUCmeMbl ammecmayuu 00vbeKmos uHgopmamuzayuu no
mpeboganuam 6ezonacHocmu uHgopmayuy. OpeaHU3ayUoOHHAs CMPYKMYpa CUCmeMvl ammecmayuu
00vekmo6 ungopmamuzayuu no mpebosaHusm OezonacHocmu un@opmayuu (daree — cucmema
ammecmayuu), KaKk COCMAGHOU Yacmu eOUHol cucmemuvl cepmuurayuu cpedcma 3auumol UHGopmayuu u
ammecmayuyu 00beKmo8 uxn@opmamuzayuu no mpebosanusim Oezonachocmu  ungopmayuu. ILlenu
ammecmayuu  00vekmos ungopmamuzayuu. Budwi ammecmayuu 00veKmos uHgopmamuzayuu no
mpebosanusm bezonacHocmu ungopmayuu (0006po6oabHAsL, 00s3amenvHas). Yuacmuuku ammecmayuu u ux
noaHomouuss (komnemenyuu). 3aoauu, QyHkyuu npasa u 00A3AHHOCMU OP2AHO8 NO AMMeECMAYUU.
Heamenvnocms ammecmayuoOHHbIX KOMUCCULL.

Ne8 JIunieH3npoBaHue U CHCTEMA CePTHHUKALUM CPEeACTB 3allMThl HH(pOPpManuu

OpeaHu3ayuoHHO-Npagosvie OCHOBbL JIUYEHIUPOBAHUS OeamelbHOCmU No 3awjume UHGOpMayuu.
Jluyenzuposanue oeamenbHOCMU MeXHUYECKOU U Kpunmozpaguueckou zawjume ungopmayuu. Ilopsadox u
MemoObl NPoGedeHUs: CepMUPUKAYUOHHBIX UCNLIMAHUL CPEOCME 3auumsl UHPOPMayUUu OCHOBHBIX KILACCO8:
MEeXHUYECKUX Cpeocme 3auumsl UHGOpMAYUL, 3AUWUWEHHbIX MEXHUYECKUX cpeocms oOpabomKu;
uHgopmayuu, MexHu4eckux cpeocme KOHMpOAs 3AUUUWEHHOCMU  UHpOpMayul, NPOSPAMMHUBIX,
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annapamuelx; Cpeocme 3aujumvl UHQGOPMAYUY, NPOSPAMMHBIX CPEeOCmE KOHMPOIs 3AUUUIeHHOCTU
ungopmayuu. Ocobennocmu cepmuurkayuu cpeocms 3awumol UHGoOpMayuy om ymeuxku no mexHuiecKum
kananam. Ocobennocmu cepmuguxayuu cpedcma 3awumst ungopmayuu om HC/J.

Ne9 OTBeTCTBEHHOCTDH 32 IPABOHAPYLICHHUS B 00/1aCTH MH(POPMAILIHOHHOMH 0€3011ACHOCTH

Tonsamue u 6udbl WOPUOUUECKOU OMBEMCMBEHHOCMU 34 HAPYUleHUe NPABOSbIX HOPM NO 3aujume
ungopmayuu. Mepbi OucyuniuHapHou omeemcmeeHHoCmu. AOMUHUCMPAMUBHASL OMEEMCIMEEHHOCb 3d
NPAGOHApYWeHUs: 8 001aACmu  3auumsl  UHMELLIEKMYAIbHOU COOCMEEHHOCMU U  UHDOPMAYUOHHOLUL
bezonacnocmu. Y20108HaAs O0MEEMCMBEHHOCMb 34 NPABOHAPYUleHUS 6 00nacmu KOH@OUOEeHYUATbHOU
ungopmayuu.

4.3 IIpakTHyeckue 3aHATHS (CEMUHAPBI)

Ne 3anaTHs Ne Tema Kou-Bo
paszaena 4acoB

1 1 Pors w mecro wuHpOpPMAnMOHHON OE30MAaCHOCTH B CHCTEME 2
HalMoHaIbHOU 6e3onacHoctu Poccuiickoit deneparyu

2 2 Oprasbl 3aKOHOAATENbCTBA, PErIIAMEHTHPYIOLIUE 1EATEIBHOCTh 110 2
MH(OpMaLlMOHHON 06€30I1aCHOCTU

2 3 Byl nH(OpMaIuu orpaHUYeHHOTO JIOCTYIIA 2

3 4 PesxuM 3a1mMThl rOCYAApPCTBEHHOM TaMHbI 2

4 5 OcoOenHoct 00pabOTKU MEPCOHATBHBIX JaHHBIX. HopmaTuBHO- 2
npaBoBas 0a3a B o0iactu 3amuTel [1/1H.

4 6 [Toctpoenue yactHOI Mogenu yrpo3 6ezonacuoctu UCIIn 2

4 7 [IpoexktupoBanue cuctembl 3amuThl MCIIJIH B cooTBETCTBUU C 2
TpeOOBaHUSIMU HOPMATUBHO-METOIMYECKON Oa3bl

5 8 HopmaTtuBHo-nipaBoBas 6a3a B 00JacTH 3alIUTHI TOCYAAPCTBEHHBIX 2
MH(GOPMALMOHHBIX CHCTEM

5 9 [TpoexTupoBanue CHCTEMBI 3aLUThI roCyJapCTBEHHbIX 2
MH(GOPMALMOHHBIX CHCTEM

6 10 3aKOHOJIAaTEIbCTBO 00 OXpaHe MHTEJUIEKTYaJIbHONH COOCTBEHHOCTH 2

6 11 [TpaBa Ha nmporpammel Juisit OBM u 6a3bl JaHHBIX. 2

7 12 Attecranst  00BEKTOB  HMH(OpPMATH3alMK IO  TpeOOBaHUIM 2
0e30macHOCTH MHpOpMALUH

7 13 [Topsox aTTecTaluu 00BEKTOB nH(popmMaTU3au 2
(aBTOMAaTU3MPOBAaHHBIX CHUCTEM) Ha COOTBETCTBUE TpeOOBaHUAM
0e30I1acHOCTH

8 14 OpranuzannoHHO-IIPABOBbIE OCHOBBI JULECH3UPOBaHUS 2
JeSITETIbHOCTH 110 3alIUTE HHPOPMAITHH.

8 15 OcoOeHHOCTH cepTH(HKALUU CPEACTB 3alIUTHl HHPOPMALUU 2

9 16,17 |OTBETCTBEHHOCTh 3a IIpaBOHAPYILIECHUS B obnactu 4
UH(POPMALIMOHHOM 0€30M1aCHOCTH
HToro: 34




5 Y4yeOHO-MeTOAMYECKOE 00ecIeYeHH e TUCIHUTIINHBI

5.1 OcHoBHas 1uTEpaTypa

1. Opranu3amoHHO-TIpaBOBOE oOecreueHne MHPOPMAIMOHHON 0€30MacHOCTH: yueOHOe Tocolue.
A.A. Crpensiios, B.C. I'opbaros, T.A. [Tonskosa u ap. / [Tox pen. A.A. CrpenbiioBa. — M.: M3narensckuit
HeHTp «Akagemusi», 2008. — 256 c.

5.2 lonmosiHuTEIbHAS JIUTEPATYPaA

1. TIpaBoBoe obecnieuenue nHpopmaoHHo# Oe3omacHocTH [ Teket] : yueO. mocobue 1ist By30B /
nox pen. C. . Kazanuesa.- 2-e uza., ucnp. u noim. - M. : Akagemust, 2007. - 240 c. : wi. - (Beicuiee npodec-
croHaJIbHOE 00pa3oBanue). - bubmuorp.: c. 234. - ISBN 978-5-7695-3635-9.

5.3 llepuoanueckue u3TaHusl

Kypnasr:

- «MIHpopManoHHas 0€30MacCHOCThY;

- «BecTHUK MHPOPMALIMOHHON OE30MTaCHOCTH;

- «[IpoGnemsl nHGOpMaLOHHOH Oe30omacHOCTH. KoMIbIOTEpHBIE CUCTEMBIY.

5.4 UnTepHeT-pecypcsl
http://lwww.fsb.ru — caiit ®Cb P®
http://www.fstec.ru — ceppep ®CTOK PD
http://www.gov.ru — cepBep opraHoB TocyaapCTBeHHO# BiacTu PO
http://www.minsvyaz.ru — cailT MEHHCTEPCTBA HH(POPMAIIMOHHBIX TEXHOJOIHIA U CBSI3U PD
http://lwww.scrf.gov.ru — caiit Cosera besonacuoctu P®
www.consultant.ru — KoucynsTanT miroc
https://gost.ru — Poccranmapr
http://docs.cntd.ru — DnekTpoHHbIi GOH/ TPABOBOM M HOPMATHBHO-TEXHHUYCCKOM TOKYMEHTAIIUH
http://www.securrity.ru — Caiit UadopmanronHas 6€30MacHOCTb

10. https://www.securitylab.ru — MadopmarmonHblit mopran mo HHGOPMALMOHHOH 0€30MaCHOCTH

11. https://securelist.ru/ - CereBas mtad-kBapTrpa sKcreptoB «Jlaboparopuun Kacrmepckoro»

12. https://moodle.osu.ru - Daexkrponnsie kypebt OI'Y B cucteme 00yuenust moodle

13. https://openedu.ru/course/hse/DATPRO/ - «OtkpbiToe 0OpazoBanue». Kypcsl, MOOK: 3amrura
nH(pOpMaLINH.

14. https://ru.coursera.org/learn/metody-i-sredstva-zashity-informacii - «Coursera». Kypcesr, MO-
OK: MeTtojibl ¥ cpelicTBa 3alIUThl HHPOPMALIUU

15. https://ru.coursera.org/learn/management-informacionnoi-bezopasnosti - «Coursera». Kypcsl,
MOOK: MenemxmeHT HHGOPMAITMOHHONW 0€301TaCHOCTH

16. https://wwwe.intuit.ru/studies/courses/3648/890/info  — «MuTynt. HaumoHanmbHBIA OTKPBITHIH
yauBepcurer» Kypeb, MOOK: Atrecranusi 00bekTOB HH(pOpMaTH3aMKU MO TPeOOBaHUSAM 0€30MacCHOCTH
uHpOpMalnu.

17. https://www.intuit.ru/studies/courses/3601/843/info - «MuTynT. HanmoHaIbHBINA OTKPBITHIA YHH-
BepcuteT» Kypesl, MOOK: Undopmanmonnoe npaso: Mudopmarus.

18. https://openedu.ru/course/ITMOUniversity/INTPRO/- «OtkpsiToe obpazoBanue» Kypcbl, MO-
OK: IIpaBoBbIE OCHOBBI 3aLUTHI HHTEILICKTYaJIbHOH COOCTBEHHOCTH.
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https://ru.coursera.org/learn/metody-i-sredstva-zashity-informacii
https://ru.coursera.org/learn/management-informacionnoi-bezopasnosti
https://www.intuit.ru/studies/courses/3601/843/info

5.5 IIporpammHoe o0OecnedeHue, npodeccuoHajbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIPaBOYHbIE CHCTEMbI COBPEMEHHBIX MH(OPMAIIMOHHBIX TEXHOJIOTHIi

a) MpOrpaMMHO- anmapaTHOE 0OECIICUCHHE:

1. Onepanmonnas cucrema Microsoft Windows

2. Open Office/LibreOffice - cBoO6oaHbIi 0GHUCHBII MaKeT MPOrpamMM, BKIIOYAIOIINI B ce0sS  TEKCTO-
BbI U TAOJIMYHBIA PEJAKTOPHI, PEIAKTOP MPE3EHTALUN U Jpyrue O(pUCHBIC TPHIOKEHHS.

0) 6a3bl JaHHBIX, UHPOPMALIMOHHO-CIIPABOYHBIE U TTIOUCKOBBIE CUCTEMBI:

— Komncynberant I[lnroc [DnekTpoHHBIN pecypc] : cipaBouHO-TipaBoBas cuctema / Kommnanus Kon-
cyapTadT [Lmoc. — DimekTpoH. gaH. — Mocksa, [1992-2016]. — Pexwum goctyma : B okanbHoM cet OI'Y
\\fileserver1\!CONSULT\cons.exe

— Tapant [DnexTpoHHBIH pecypc] : cnpaBouno-mipaBoBas cuctema / HIIII Napant-Cepuc. — Dnek-
TpoH. aaH. - Mocksa, [1990-2016]. — Pexxum nocryma \\fileserverl\GarantClient\garant.exe. B mokansHo#
cetu OI'Y.

— 3akononatenscTBO Poccum [DnexTpoHHbI pecype] : mHpOpManmoHHO-TIpaBoBas cucrtema. — Pe-
KM gocTyna : http://pravo.fso.gov.ru/ips/, B nokansHoii cetn OI'Y.

6 MaTepI/laﬂbHO'TeXHI/I‘leCKOC o0ecnmeueHue AUCHHUIIIIMHBI

Y4eOHble ayTUTOPUU JUIsl MPOBEICHUS 3aHATHI JEKIMOHHOTO THIA, CEMHUHAPCKOTO THUIIA, IS
IMPOBCACHUA TI'PYHIIOBBIX W HWHAWMBUAYAJIBHBIX KOHCYJIBTaIII/Iﬁ, TCKYHICTO KOHTPOJIA H HpOMe)I(YTOIIHOfI
aTTecTaluu.

AynuTOpUN OCHAIIEHbI KOMIUIEKTAMH YYEHUYECKOW MeOenH, TEXHUUECKUMHU CPEICTBAMU O0yUYeHUS,
CITy>KalllUMU 715l IpeCTaBIeHUs yueOHo nHpopMaluu 60JIbIION ayAUTOPHH.

[Tomemenue il CaMOCTOSITEIBHON PaOOTHl 00YYarONIMXCS OCHAIIECHBI KOMITBIOTEPHON TEXHUKOM,
noakiIoueHHo K cetu "MHTepHeT", W obecrneueHHWEM JOCTyNa B JJIEKTPOHHYIO HH(POPMAIMOHHO-
obpazoBarensHyt0 cpeny OI'Y.

K paoboueii npocpamme npunazaromcesn:

e @DOHI OIEHOYHBIX CPEACTB AJIA MPOBEICHUS MPOMEKYTOUYHOM aTTECTalMd OOYYaIOUIUXCS IO
JTUCLUIUINHE;

e Meroauueckue ykazaHus A5l 00y4arouXcs 0 OCBOSHUIO UCIIUTIITHHBIL.
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