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1 Ilesin m 3a7a4MU 0CBOEH

U JUCIHUITJINHBI

ean (en) OCBOCHUS TUCIUTUIMHBI:

npuoOpecTd HeoOXOoAMMBbIC 3HAHUS,
anMuHuCcTpupoBanus B nHGpopmanuu (MC), npuMeHsieMbIX B HACTOSIIIEE BpEMSI.

3agaun:

YMEHUA W HAaBBIKU B obnacTu Cp€acTB U METOJ0B

1) oBiazeHUe TEOPSTUICCKUMH 3HAHUSAMH B 00JIACTH yIpaBlieHUs UHPOPMAIMOHHBIMUA PECypcaMu

CHCTEM U CETEH;

2) npuoOpeTeHUe MPUKIAJAHBIX 3HAHUN 00 00BEKTaX M METO/aX aJIMUHUCTPUPOBaHHS B MH(OpMa-

OUOHHBIX CUCTEMAX,

3) oBnazeHUE HABBIKAMU CAMOCTOSTEIBHOI'O MCIIOIb30BAaHUSI MHCTPYMEHTAJIBHBIX IMPOTrPAMMHBIX
CHCTEM, CETEeBBIX CIIY:K0 1 00opyaoBanus Ji1s anMuHuctpuposanus B UC.

2 MecTto AUCIHHUIIINHBI B

CTPYKTYpe 06pa3oBaTeibHOil POrpaMMbl

Jucnunnuna oTHOcUTes K 6a30Boii yactu 6soka [l «{ucuurinabl (MOIYIIH )»

[TpepexBusuthl aucuutumnbl: b1./[.5.13 HUnpopmamuxa, Bb1.J[.5.19 Onepayuonnvie cucmemul,

b1.]]1.5.20 Komnvromepnule cemu

[MoctpexkBusutsl muctuiuinHbl: 51./].5.23 Moodenu 6ezonacHocmu KOMNbIOMEPHbIX CUCTEM

3 TpeGoBanus Kk pe3yjabTaTaMm 00yYeHUs MO TUCHUILINHE

Hpouecc HU3YyUYCHUS NUCHUIIJIMHBI HAITPABJICH HA (bOpMI/IpOBaHI/Ie CJICAYIOIIUX PE3YJIbTAaTOB 06y‘leHI/I}I

Ko u HaumMeHnoBauue
dbopMUpYyEMBIX KOMIETSHIIHIA

KOI[ 1 HAUMCHOBAHUC MHIUKATOpA
JOCTHIXKCHHA KOMIICTCHIIMHN

[Tnanupyemble pe3yabTaThbl
o0OyudeHus Mo TUCIUILINHE,
XapaKTEPU3YIOIIHE ATAIlbI

KOMITBIOTEPHBIX CETAX U
CUCTEMax yIpaBJeHus 0azaMu
JTAaHHBIX, & TAKXKE METOJOB U
CPEICTB 3alIUThl HHPOpMAIUU
OT YTEUKHU MO TEXHUYECKUM
KaHallaM, CETeH U CHCTEM
nepenayn uHGopmauu

JIOKQJIbHBIX KOMIIBIOTEPHBIX CETEH,
MOCTPOEHHBIX HA UX OCHOBE, U CUCTEM
ylnpaBieHus 06a3 JaHHbBIX

(dbopMupoBaHus
KOMIIETCHIIUH
OIIK-9 CnocobeH pemath OIIK-9-B-1 3HaeT opraHu3aIuio 3aIuThl 3HaTh:
3aJjauu Mpo(ecCHOHATBHOM UH(POPMALIUU OT YTEUKHU MO TEXHUUECKUM OCHOBHBIE MOJIENN
NESITEIbHOCTH C yYETOM KaHajiaM B OIIEPAIIMOHHBIX CUCTEMAX, CETAX U | 0€30MacHOCTH;
TEKYILEro COCTOSHUA U cucTeMax yrpaslieHUs 0a3aMu JJaHHBIX YmMmern:
TeHaeHImi pazsutus MeTozoB | OIIK-9-B-2 YMmeer popmynuposars u IIPOEKTUPOBATh
3alIUThl HH(OPMAIUU B HacTpauBaTh MOJUTUKY O€30MTaCHOCTH apXUTEKTYpY, CIYKOBI
OTIEpAI[MOHHBIX CUCTEMAX, OCHOBHBIX OIEPAI[MOHHBIX CUCTEM, 0€301MacHOCTH,

OpraHM3alM 10CTyIa,
MMEHOBaHUS U aJipecalun
MH(POPMAIIMOHHBIX CHCTEM,
KOH(UTYpUpPOBaTh U
KOHTPOJUPOBATh paboTy
CTaH/IapTHBIX CEPBUCOB
CETEBBIX ONEPALIMOHHBIX
CUCTEM, aHAIU3UPOBATh
COCTOSIHUS U
(YHKIIMOHUPOBAHUS
CUCTEM U
MH(OPMALIMOHHBIX TOTOKOB
Baajgern:

HNucTpymenTamMu aHainmza
0€301acCHOCTH




Kon n HaumeHoBanue
bopMUPYEMBIX KOMIIETCHITHIA

Kon n HaumeHnoBaHre WHIUKATOpa
MOCTHIKEHUS KOMIIETEHIINU

[Tmanupyemble pe3yabTaThl
o0ydeHus 1O TUCIUTLINHE,
XapaKTEPU3YIOIINE ITaITbI
dbopmupoBanus
KOMIIETEHIINH

KOMITIBIOTCPHBIX CUCTCM

4 CTpyKTYypa U collepKaHue TUCUUILINHBI

4.1 CTpyKTypa IMCHUATIAHBI

OO0mias TpyA0€MKOCTh JUCIHUIUIMHBI COCTABIISIET 4 3aueTHbIe eAMHUIBI (144 akaieMUuecKuX yaca).

TpynoemMKocCTs,
Bun pabotbt aKaJICMUYECKHUX YaCOB
6 cemecTp BCETO
O0mas Tpy10éMKOCTh 144 144
KonrakrHasi pabora: 61,25 61,25
Jlextmu (JI) 30 30
Jlaboparopusie padoTsl (JIP) 30 30
Koncynbranun 1 1
ITpomexyTouHas aTTectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTelibHas padoTa: 82,75 82,75
- CAMON0020MosKa (NPopabomka u NOSMopPeHUe IeKYUOHHO20 MAMepuand u
mMamepuana y4eOHuUK08 u y4eOHblx nocooull;
- H0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM
- 10020MOBKA K PYOEHCHOMY KOHMPOTIO.
Bua ntoroBoro KoHTposs (3a4eT, IK3aMeH, Tu(epeHINPOBAHHBIN JK3aMeH
3a4er)

Pazgensl AUCHUIUINHBI, U3y4aCMBIC B 6 CCMECTPE

KomnuecTBo yacoB
Ne HaunmenoBanue pa3zzienoB AyTOopHas BHEayjl.
paszzena BCETo abora
7113 | 1P pabota

1 OOu1ue cBeieHus 00 ONepaloHHBIX CUCTEMAX, 16 3 8
WH(POPMAIIMOHHBIX CHCTEMAX, HCTOPHUS Pa3BUTHSL.

2 OCHOBBI CEpBEPHBIX U KIIMEHTCKUX ONEPALMOHHBIX 16 3 2 8
cucrem Microsoft, cepBucsl, cirykObI

3 Cucrema Active Directory,AD DS, AD RMS, 16 3 4 10
GPO

4 Obecneunsaromue ciryx6osr Windows Server, AD 16 3 4 10
CS, AD FS, AD RMS

5 Wudopanronnsie cuctemsl Ha Windows Server, 16 3 4 10
BeO-cepBep, MS SQL, MySQL, RDS

6 CewmeiicTBo LINUX, OCHOBBI, SIpa, UCTOPUS U 16 3 4 10
B3aWMOOTHONICHUS TUCTPHUOYTHBOB

7 YcranoBKa v HacTpoiika cepsucos Linux, AD, 16 4 4 10
Samba, Apache, Nginx, PHP, Python

8 be3onacHocTh HHGOPMAIIMOHHBIX CHCTEM, 16 4 4 10
Opanamayap, IPS, obHOBNICHUS

9 Bupryamu3zarus, Docker, KVM, O6autbie 16 4 4 8




KonmuecTBo yacoB
Ne HaumenoBanue pa3aenon ayAuTopHas BHEaY/I.
paszena BCETO pabora
|3 | e | Padora
cepsucel, OpenStack, Amazon, Azure
Hroro: 144 30 30 84
Bcero: 144 30 30 84

4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

1 OO0mue cBeaeHusi 00 ONMEPANMOHHBLIX cHCTeMaX, MH(OPMALMOHHBLIX CHCTEMaX, MCTOPUS
pa3BuTu. Yrpasienue konpurypanuer C, BbISIBICHHE U KOHTPOJIh COOMHBIX M OMIMOOYHBIX CUTYAIUH,
yIlpaBJIeHUE CHCTeMOW O0€30MacHOCTH, YIpaBlieHHe oO0muM jgoctynoM. HeoOxoaumocTs mnpouenyp
anmuauctpupoBanuss B MC. Hcropuss pa3BuUTHS. W B3aMMOOTHOIICHHE OIEPAIMOHHBIX CHCTEM, HUX
COBMECTHMOCTb.

2 OCcHOBBI CepBEPHBIX W KJIHEHTCKHX ONMEpPalHOHHBbIX cucreM Microsoft, cepBucel, ciy:Kobl.
Benenne craructuku ucnosnb3oBaHus pecypcoB WC. BeblgBieHne U ycTpaHeHME Y3KMX —MeECT
MH(POPMAIIMOHHON cUCTeMBI. Yrpasienue nonb3oBatensimu VC. [lnanupoBanne MHCTAUISIIMOHHBIX padoT.
Bei0op anmapaTHo-IporpaMMHBIX CpeAcTB. MHcTamisuus WHPOPMALMOHHOM CHUCTEMBl Ha IpUMEpe
Windows. Hacrpoiika nHGOpMAIIHOHHONH CHCTEMBI.

3 Cucrema Active Directory,AD DS, AD RMS, GPO. CpencrBa agMHUHUCTPUPOBAHHS CIYXKO
WWW, FTP, SMTP, NNTP B rio6ansHbix cersax Ha mpumepe Microsoft 1IS.  Cpencrsa agMuHucTpupoBa-
HUSI CITY)KO MapIIpyTU3aliy ¥ yaajieHHoro noctyna Ha npumepe Microsoft RRAS Windows. TIporpammu-
pOBaHUE B cUCTEMaX aIMHUHHUCTpUpoBaHUs. ClieHapUM PEerucTpali U CKPUIITHI aAMUHUCTpUpoBanus. [Ipu-
MepbI CHCTEM aJIMUHUCTpUPOBaHus ¢ ucnoib3oBanreM Windows Script Host. Cuenapuu ADSI miist cuctem-
HOTO aAMUHUCTpUpoBaHus Windows.

4 ObecneunBarwmue cayxob1 Windows Server, AD CS, AD FS, AD RMS Cuyx0bl deneparmu,
TOKEHBI, Kpocc-ayTeHTu(uKams, ceprudukarel SSL u Kerberos, ynocroBepsitorumii eHTp, ciucteMa KOH-
TPOJIS TIpaB, yJaleHHas padoTa.

5 Undpopmaunonnnie cucrembr Ha Windows Server, Be6-cepep, MS SQL, MySQL, RDS.
Cayx0bl ynpaBnenus koHpurypauue. Ciyk0bl KOHTPOJISL XapaKTEPUCTUK, OIIMO0UHbIX cuTyarui. Ciayx-
Obl ynpaBiieHus 6e3omnacHocThi0. CiyxObl yrpaBiieHUs o011ero nonb3oBaHus. MHpopManmoHHsle ciyxObl.
Nutennexryanbnabie cmyx0bl. Ciry>kObl peructpanuu, coopa u o6padotku napopmaruu. Ciyx0bl MIIaHUPO-
BaHUS M pa3BUTHUSA. AJIMUHHMCTpUpOBaHUE 0a3 JaHHBIX. AJIMUHHCTPUPOBAHUE OINEPALMOHHBIX CUCTEM. AJl-
MuHucTpuposanue JIBC. AqMuHrCcTpupOBaHue NOYTOBLIX U Internet cepBepos.

6 CemeiicTBo LinUX, 0CHOBBI, si/Ipa, HCTOPHS W B3aHMOOTHOIEHNsT ANCTPUOYTHBOB S1po Linux,
uHTepdeiic, yTHinThl, (aiioBble CUCTEMbI, KOHLENUUSA, rpaQUuecKuil pexxuM, yaaJeHHbIH TOCTyH, ycTa-
HOBKa nporpamm, ycranoBka Linux, LVM, iSCSI, SSH, NFS, mc.

7 YcTraHoBKa U HacTpoiika cepucos Linux, AD, Samba, Apache, Nginx, PHP, Python Cepsucsr
SAMBA, Kerberos, RADIUS, Apache, Nginx, PHP, npyrue si3biku mporpaMMHpPOBaHUs, KOMITAJISIIIHS, TIPO-
Bepka, otnanka. ®peiimBopku Wordpress, Jumla, django.

8 be3onacHocTh HHGOPMALIMOHHBIX cHcTeM, OpaHaAMay3p, |PS, o6HoBIeHnss MeTo/ bl BBIBICHUS
HETOoJa0K B pabore nHpOpMAMOHHON cucTeMbl. OnepaTUBHOE YIPaBJICHUE W yCTpaHEHHE HETOJIAJ0K B
cucreme. TexHHUUECKUE CpeacTBa B MH(POPMALMOHHBIX CHCTeMaX. MeToJbl TECTUPOBaHMUS TEXHHUYECKUX
cpenct. O6cnyxuBanue Texundeckux cpeacts. IPTables, IPFW.

9 Bupryammsamms, Docker, KVM, O6aaunsie cepBucbi, OpenStack, Amazon, Azure
Konmnenmust KOHTEHHepH3auK, TOHKAsI W TOJICTasl BHPTYAJIM3allUsl, CHCTEMbI YIIPABJICHUS BUPTYaIbHBIMU
CerMeHTaMH, 00JauHbI IPUHIHUI paboThl, padoTta ¢ 001auyHBIMU NpoBaiiaepamu 1aaS, PaaS, SaaS.



4.3 JlaGopaTopHble padoThI

Ne JIP Ne Haumenosanue nabopaTopHbIX paboT Kon-s0
paznena 4acoB

1 2 VYupasieaue Windows Server . CiiyO0bl y1aIeHHOW YCTaHOBKH. 2
[lepBuuHas HacTpoiika ceTH, 0OOHOBJICHMIA, TapaMETPOB CepBepa

2 3 AJIMUHUCTPUPOBAHHE CUCTEM, CPEJICTB M YUACTHUKOB OE€30MIaCHOCTH 4
uH(popMalnoHHbIX cucTeM. Ciyx0a katanoros. ['pynmnoBeie
TIOJIUTUKHY.

3 4 VYupasnenune Windows Server. YcranoBka ciyx0 cepTuuKaii, 4
HACTPOWKA yJJOCTOBEPSIONIETO IIEHTPA.

4 5 TepmuHanbHBIEC CITYKOBI, ycTaHOBKA BeO-cepBepa, PHP, 4
(bpeliMBOPKOB.

5 6 YcranoBka u agMuHucTpupoBanue LinuxX. CriocoObl opraHu3aiim 4
JIMICKOB, YCTAHOBKA IPOTrpaMM

6 7 YcranoBka cepucoB Ha Linux. Hactpoiika daiiioBoro u 4
BeOcepBepoB. YcraHoBka (peiiMBopkoB. Hactpoiika jomena Ha Linux.

7 8 Hacrpoiika 6panamayspa va Windows u Linux. IPables. Snort IPS, 4
Suricata IDS.

8 9 Pabora ¢ o0maunbiMu cepBUCamMu. Y CTAaHOBKA, HACTPOUKA. 4
Wtoro: 30

5 Y4yeOHO-MeTOANYECKOE 00ecTedyeHue TUCIUIIINHDI
5.1 OcHoBHas IuTEpaTypa

1 Kneiimenos, C. A. AamuHHCcTpupoBaHuE B MH(OpMaLMOHHBIX cucteMax [Tekcr] : yueb. mocobOue
/ C. A. Knetimenos, B. I1. MensuukoB, A. M. Ilerpakos. - M. : Akagemus, 2008. - 272 c. - bubnuorp.: c.
267-268. - ISBN 978-5-7696-4708-9.

5.2 JlonosiHATEIbHAS JINTEPATypa

1 MopxkoBuna, O. ®. VYcraHoBka u HacTpoiika omnepanuoHHoil cuctembl GNU/Linux B cpene
Buptyanu3anuu Microsoft Virtual PC [Tekct] : MeToaudeckue ykazaHHs K JTa0OpaTopHbIM paboTam o
aucHUIInHe " A IMUHUCTpUpOBaHre nHpopMannoHHbIx cucteM" / 3. @. MopkosuHa, JI. b. MunoxuHs, A. C.
Kupunno; M-Bo obpazoBanuss u Hayku Poc. @enepanuu, denep. areHtctBo mo obpasoBanuto, ['oc.
oOpa3zoBar. yupexaeHue Bbicul. mpod. obpasoanust "OpenOypr. roc. yH-T", Kad. anMuHucTprpoBaHus
uHpopMm. cucreM. - Opendypr : [OY OI'Y, 2009. - 55 c. - bubnuorp.: c. 55.

2 Tlonsx-bparunackuii, A. B. AaMuHUCTpUpOBaHKe ceT Ha mpuMepax [Tekcr] : [ HadrmHAIOmIX
cucreM. agmuHuctpatopos] / A. B. Tlonsak-bparunckuit; [rin. pen. E. Konaykosal.- 2-e uzn., nepepa6. u gom.
- Cankr [lerepOypr : BBX-IlerepoOypr, 2008. - 432 c. : un. - [Ipeam. ykas.: ¢. 413. - ISBN 978-5-9775-0121-
7.

3 Conomenuyk, B. Linux. Kparkwit xkypc [Tekct] : mocobue st yckopeH. oOyuenus / B.
Conomenuyk. - CII6. : [Tutep, 2001. - 288 c. : nin. - ISBN 5-318-00237-4.

5.3 Ilepuoanueckue u3gaHust
He ucnons3yrores
5.4 UnTepHET-peCcypcChl

https://mva.microsoft.com/ - Caiit Microsoft Virtual Academy;



www.citforum.ru/ - mopran aHaIMTHYECKHX M HAYYHBIX CTaTe B 007acTH HMH(DOPMAIIHOHHBIX
TEXHOJIOTHIL;

https://technet.microsoft.com/ - CripaBounas cucrema Microsoft;

http://help.ubuntu.ru - TTopran gokymenrtaru Ubuntu.

5.5 IlporpammHoe o0OecnedeHue, npodeccuoHajbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIPaBOYHbIE CHCTEMbI COBPEMEHHbIX MH(OPMAIIMOHHBIX TEXHOJIOTHIi

1. Onepauunonnas cucrema Microsoft Windows, npuoGperennas no nunensuun Azure Dev Tools for
Teaching

2. LibreOffice — cBoOomHO pacmnpocTpaHseMblii 0QUCHBII MaKeT MPOTrpaMM, BKIIOYAMONIMIA B ceOs
TEKCTOBBIM U TaOJMYHBIN PENaKTOPBI, PEAAKTOP MPE3CHTAIMHA U IpyTrue O(pUCHBIC PUITOKEHUSI.

3. AntuBupycnoe I10: Kaspersky Endpoint Security mis 6usneca, mMeeTcs TMLEH3US HA 2 TOAa HC-
M10JIb30BaHUs, BXOAUT B Peectp oTeuectBeHHorO [10

4. Tlporpamma aisi mpocMoTpa caiitoB Sunekc.bpaysep, cBoO0HO pacmpocTpaHsiemasi, BXOIUT B
peectp oteuectBeHHoro [10.

5. Oneparmonnas cucrema Calculate Linux — cBoOogHO pacmpocTpaHsemasi, BXOJUT B PeecTp
oreuectBeHHOTO [10.

6 MaTepI/laﬂbHO'TeXHI/I‘leCKOC odecrneyeHue AUCHHUIIIMHBI

VYuebHble ayJUTOPUU Ul HPOBEIEHUS 3aHATHHM JIEKIMOHHOTO THIIA, CEMHHApCKOro THIA, JUIs
IIPOBEJCHUS TPYIIOBBIX M HWHAMBUAYAJIBHBIX KOHCYJbTAIMM, TEKYIIEro KOHTPOJS M NPOMEXYTOYHOU
aTTeCTallUu.

AyIUuTOpHH OCHAIIEHBI KOMIUIEKTAMH YYCHHYECKONH MeOeH, TEXHHUECKUMH CPEICTBAMH O0yUCHHS,
CITy’KaIllUMU JUIs TIpeJIcTaBlIeHus yueOHOl nHdopMauy 60IbIIONH ayAUTOPUH.

s mpoBeneHus: 1a0OPATOPHBIX 3aHATUN  UCHOJb3YETCSI KOMIIBIOTEPHBIM KJacC, OCHAIEHHBIN
KOMIIBIOTEPHON TEXHUKOM C MOJKIIOUeHHeM K ceTH «HTepHeT» 1 o0ecrneyeHneM JoCTyma B 3JIEKTPOHHYIO
nH(popManmoHHO-00pa3oBaTebHY0 cpeay OI'Y.

[ToMemienue 11s1 caMOCTOSITEILHOM pabOThl 00yYarOIMXCS OCHAIIEHbI KOMIIBIOTEPHOW TEXHUKOM,
noakioueHHo k cetn "VHTepHer" u oOecriedeHHEM JOCTyNa B 3JIEKTPOHHYIO HH(OPMAalMOHHO-
obpazoBarensHyt0 cpeny OI'Y.



