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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:
PazBuTne y Oynymmx CHEIMAIMCTOB HABHIKOB IO BBISBICHHUIO YSI3BHUMBIX MECT B IPOTPaMMHOM
oOecrieueHnH, yrpo3, HalpaBJICHHBIX Ha UX DKCIUTyaTalldIo, a TAK)KE HaBBIKOB 110 pa3paboTKe HEOOXOIUMBIX

CPEJICTB 3aIIUTHI.
3agaun:

- U3y4eHHE THIIOBBIX KJIacCU(UKAIUI yrpo3 Oe30MacHOCTH, YSA3BHUMBIX MECT B INPOTrPaMMHOM
obecrevyeHnn, atak, CHCTEM OLICHUBAHUS CTEIIEHHU PHUCKa;

- U3y4YCHUE OCHOBHBIX YTPO3, YA3BUMbBIX MECT M CpeCTB 3amuThl Web-npuinoxenui;

- IOJIy4eHHE HABBIKOB pa3paboTku mporpamm it X509 u noanucanust cOOPOK U MPHIIOKEHHIH;

- U3y4eHHE NPUHIHUIOB paboTbl MHOrO()aKTOpPHOW ayTeHTHU(HUKAIMH, MEXaHU3MOB TeHEpaluu

OJIHOPA30BbIX MAPOJICH.

2 MecTo TUCHUILINHBI B CTPYKTYpe 00pa3oBaTe/IbHOH IPOrpaMMbl

Jucnunnuna oTHOcUTes K 6a30Boit yactu 6oka [l «{ucuurinabl (MO )>»

[TpepexBusuthl aucuumudbl: b1./{.5.28 3awuma npoepamm u Odaumnvix, b1.J[.5.31 Texuuuecxas
sawuma ungopmayuu, b51./].5.44.2 Ananuz npoepammmusix peaiuzayuii

[ToctpexBuzuthl aucuuruubl: b2.11.B.11.1 [Ipouzeoocmeennas npaxmuka (no cneyuaiuzayuu),
b2.11.B.11.2 [Ipeoounnomuas npakmuka

3 TpeGoBanus k pe3yjabTraTaMm 00y4eHUs M0 TUCHUILINHE

[Tpornecc n3yyeHHs JUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB O0yUCHHUS

Kon u HaumeHnoBanue
bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ 1 HAUMCHOBAHUC NHAUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemsle pe3ysbTaTsl
00y4YeHHs 10 JUCLUIUINHE,
XapaKTEePU3YIOLIUE ITAIbI

dopmupoBaHus
KOMITETCHIIUH
OIIK-3.1 Cnoco6en npoBoauts | OI1K-3.1-B-1 3HaeT oCHOBHbBIE TUIIOBBIE 3HaTh:
aHaJIN3 MPOTPAMMHOTO KOJIa ¢ |KJIacCU(UKAIMK yrpo3 Oe30IacHOCTH, - OCHOBHBIE TUTIOBEIE
LEJIBIO MTOUCKA TOTEHIIMATBHBIX | YSI3BUMBIX MECT B IPOIPAMMHOM KJaccu(puKauu yrpo3
YSI3BUMOCTEH 1 o0ecrieyeHnH, aTak, CHCTEM OI[CHUBAHUS 0€30MacHOCTH,  YS3BUMBIX
HE/I0KYMEHTHPOBAHHBIX CTETIEHU PUCKA; OCHOBHBIE YTPO3BI, MecT B  NPOTrPaMMHOM
BO3MOYKHOCTEH ySI3BUMBIE MECTa M CpeCTBa 3amuThl Web- | oOecnieueHunn, aTak, CHCTEM
NPUIOKEHU N OLIEHUBaHMS CTETeHH
OIIK-3.1-B-2 YMeeT BBIABIATH Pa3IMYHOTO | PHCKA;
poJia ysI3BUMOCTH B pa3pabaTbiBaeMOM - OCHOBHBIE yIpo3bl,
IPOTPaMMHOM 00eCTIeUeHIH, BKITFOTast ySI3BUMBIE MecTa "
Bo3MoxkHOCTH 11t SQL-nabekuun, XSS-u  |cpencrBa  3amutel  Web-
CSRF-atax MTPHUIIOKEHH.
OIIK-3.1-B-3 Bnaneer nepBUYHBIMU YMmern:

HaBBIKAMU TIPOBEACHUS SKCIIEPUMEHTAITLHO-
UCCIIEIOBATENLCKUX pabOT IPH MPOBEICHUU
cepTu(dUKaIK CPEICTB 3aNTUTHI
uHpopMauu

OIIK-3.1-B-4 Bnageer HaBBIKAMH
MCIOJIb30BaHUsI MHCTPYMEHTAIBHBIX CPEICTB
OTJIAJIKM M TN3aCCeMOIMPOBAHUS

- BBIABJIATH Pas3IMdHOIO
polia ysa3BUMOCTH B
pa3zpabaTeiBaEMOM
MIPOrpPaMMHOM
o0OecIeyeHny, BKIoJas
BO3MOKHOCTH 11t SQL-
NHBCKIIUN.




KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

Kox n HaumenoBanme
(bOpMHUPYEMBIX KOMITCTCHITHI

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

MMpOrpaMMHOI0 KoJ1a

Baajnersn:
- HepBI/I‘IHbIMI/I HaBBIKAMH

IPOBEICHUS
IKCHEPUMEHTAIBHO-
MICCIIEZIOBATEIbCKUX PA0OT
IIPY TIPOBEACHUH
cepTU(UKAIMN CPE/ICTB
3alIUThl UH()OPMAITHH.

- HaBBIKAMH UCTIOJIb30BAHUS
MHCTPYMEHTaJIbHBIX
CPEJICTB OTJIAJKU U
TN3acCeMOTMPOBAHUS
POTrPaMMHOTO KOJIA.

4 CTpyKTYypa U colepKaHue TUCUUIINHBI

4.1 CTpyKkTypa IUCHUILIMHBI

OO0mast TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISIET 4 3aueTHbIC eAMHUIBI (144 akaieMUuecKux Jaca).

TpynoemkocTs,
Bun paGotsr aKaJeMHUYECKHUX 4acoB
8 cemectp BCETO
O01masi Tpy10éMKOCTh 144 144
KonTakTHas padora: 61,25 61,25
Jlextmu (JI) 30 30
JlaGopatopusbie padotsl (JIP) 30 30
Koncynbranun 1 1
ITpomerxyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTejibHas padoTa: 82,75 82,75
- HanucaHue peghepama (P);
- N0020MO6Ka K 1a00PAMOPHLIM 3AHAMUIM,
- 10020MOBKA K PYOEHCHOMY KOHMPOTIO.
Bua utoroBoro KOHTpoJIA (3auer, IK3aMeH, 1M depeHIUPOBAHHBIH 3K3aMeH
3a4eT)

Pazpgensl JUCHHUIUIMHBI, U3y4aCMBIC B 8 CCMECTPE

KonuyectBo yacoB
Ne HaumenoBanue pasnenon ayaopHa BHEay/l.
paszznena BCETO abota
71 m3 | P pabota
1 BBenenue B npenMer 35 10 4 21
2 Vszsumoctu Web-npunoxenuit 39 10 8 21
3 MHorogakropHas ayTeHTH(HUKALH, OTHOPA30BbIE 29 4 4 21
naponu OTP
4 TectupoBanue Ha TPOHUKHOBEHUE U 45 6 18 21
CKaHHPOBAHUE
HWroro: 144 30 30 84
Bcero: 144 30 30 84




4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

1 BBenenme B mnpeamer. OCHOBHbIE MOHATHA HMH(OPMAIIMOHHOW OE30MACHOCTH: YSA3BUMOCTb,
yrpo3a, araka, 3JOYMBINUICHHHUK, SKCIUIONT. Kiaccudukanus yrpo3 WHGOPMAIMOHHOW O€30MacHOCTH,
knaccupukanus arak. [Toaxoasl k obecrieueHuio 6e30macHOCTH HHOOPMAITMOHHON CUCTEMBI. Y I3BUMOCTH
nH(popMalMOHHBIX cucTeM. [IpaBuia onucanus ysa3BUMOCTEH.

2 Vsassumoctun \Web-npunoskenuii. TecTtupoBaHHe 3aIIMIICHHOCTH TPAHCIIOPTHOTO YpOBHs. Te-
CTUPOBAHME 3AIUIICHHOCTH MEXaHU3Ma YIPaBJICHUsS JOCTYIIOM. TeCTUpOBaHUE 3aIMUIIEHHOCTH MEXaHU3Ma
yIpaBieHus: ceccusiMu. TecTHpoBaHHE Ha YCTOWYMBOCTh K aTakaM OTKasza B oOcimykuBanuu. [louck ys3Bu-
mocreii k atrakam CSRF. TTouck ys3BumocTeii k atakam XSS. TTouck ys3BumocTeii k arakam SQL-injection.
[MTouck ys3Bumocteit k arakam RCE. DDoS (Distributed Denial of Service) - ocHoBHbIE 0COOCHHOCTH UX Op-
raHU3alMK U 3aIIUThI OT HUX.

3 MHuorogakTopHasi ayreHTH(UKaUHA, ofHopa3oBble napoau OTP. [loustue ayrenrudukanmu.
OnnodakropHas u MHOTOGakTopHas ayreHTUukanus. Oxaopasosbie naponu OTP, nux naznauenne. HOTP
u TOTP — cyTh, anroput™m, y4eT omuOOK U METOIbI CHHXPOHHU3AIUH.

4 TecTupoBaHNe HA IPOHMKHOBEHHME U CKAHUPOBaHHUe. TeopeTHUecKre OCHOBBI TECTUPOBAHUS Ha
nponukHoBeHue. CkanupoBanue. [lonyuenne nnpopmanun ot DNS-cepsepa. Ilouck u skcruryaranuu ys3-
BuMoctei. [laponbHble aTaku Ha pa3inyHble cepBUCHl. CpeACcTBO I TECTUPOBAHUA IKCILNIONTOB. CKaHUPO-
BaHUE ySA3BUMOCTEN BEO-TIPUIIOKEHUI.

4.3 JlabopaTopHble padoThI

Ne JIP Ne HaumenoBanue 1ab0paTopHBIX paboT Koir-so
pasznena 4acoB
1 1 Onucanue ysazsumocteil. @opma nacnopra ysazsumocreit. 'OCT P 2
56545-2015.
2 1 Co31aHue NPUIIOKEHUS 2
3,4 2 DDosS (Distributed Denial of Service) - ocHOBHBIE 0COOCHHOCTH HX 4
OpTraHH3aIMH U 3alIUThI OT HUX.
5,6 2 Honeypot, Nmap. 4
7,8 3 [TaponbHbIE YA3BUMOCTH 4
9 4 Harpy3ouHoe TectupoBanne web-ceppepa. 2
10 4 Iptables, WEB APLICATION FIREWALL 2
11 4 Sandbox 2
12 4 Antucnam (ASSP) 2
13,14 4 NIPS/NIDS: Snort 4
15 4 SIEM 2
Hroro: 30

5 Y4yeOHO-MeTOANYECKOE 00ecnedyeHue TUCIUIIINHI
5.1 OcHoBHas quTEpaTypa

1. Kyuepenko, B. Accembnep [TekcT] : TOHKOCTH, XUTPOCTH M CEKPETHl IMporpaMmupoBanus / B.
Kyuepenko. - M. : Maiiop, 2001. - 160 c. - (Moii komnsiotep). - bubnuorp.: ¢. 156. - ISBN 5-901321-06-5.

2. Topcreitacon, I1. Kpunrorpadus wu OGe3omacHocth B TexHomormu. NET [Tekcr] / IL
Topcreiincon, I'. A. I'anenr; nep. ¢ anri. B. JI. Xopesa ; nox pex. C. M. Monssko. - M. : bunom, 2007. -
480 c. : wi. - [Ipeam. ykas.: c. 448-472. - ISBN 978-5-94774-312-8.

3. bacwins, E. A. CucteMHOe aqMMHUCTpUpPOBaHNE U HHPOPMALIMOHHAs 0€30IMacHOCT : yueOHOe
nocobue : [16+] / E. A. bacwina. — HoBocuOupck : HoBocubupckuii rocyiapcTBeHHbINH TEXHUYECKUI YHU-
BepcuteT, 2018. — 79 c. : min. — Pexxum noctyma: mo nmoamnucke. — URL:
https://biblioclub.ru/index.php?page=book&id=575325 (nara obpamenus: 10.03.2022). — bubnuorp. B KH. —
ISBN 978-5-7782-3484-0. — TekcT : 3JIEKTPOHHBIH.



5.2 lonojHuTEIbHAA JIUTEPATYpPa

1. Xopes, II. b. Mertoas! 1 cpeacTBa 3anuThl HHPOPMALIUA B KOMIIBIOTEPHBIX cucTteMax [Tekct] :
yue6. mocodbue / II. b. Xopes.- 4-¢ usn., crep. - M. : Akamemus, 2008. - 256 c. : un. - (Beicmee
npodeccuoHaibHOE 00pazoBaHue). - bubmuorp.: c. 251-252. - ISBN 978-5-7695-5118-5.

2. Teopernueckue OCHOBBI KOMIIbIOTepHOI Oe3onacHocTH [Tekcer] : yueb. mocodue st By3oB / I1. H.
HesauH [u ap.]. - M. : Paguo u cBs3s, 2000. - 192 c. : wi1. - ABT. yKa3aHbl Ha 000pOTE THT. JI.. - bubauorp.
B KoHIe T11. - ISBN 5-256-01413-7.

3. TexHomoruu obecrieueHuss 0€30MacHOCTH MH(DOPMAIIMOHHBIX CHCTEM : ydeOHoe mocodue : [16+] /
A. JI. Mapyxaesnko, JI. O. Mapyxinienko, M. A. Edppemos [u np.]. — Mocksa ; bepnun : qupexkr-Meaua, 2021. —
210 c. : WL, cXeM., Ta0IL. - Pexum JIOCTyTa: 1o TIOJIITHUCKE. -
URL.: https://biblioclub.ru/index.php?page=book&id=598988 (nara obpamenus: 10.03.2022). — Bubmuorp.: c.
196-205. — ISBN 978-5-4499-1671-6. — DOI 10.23681/598988. — TekcT : 35eKTPOHHBIIA.

5.3 llepuoauyeckue U3IaHUA

1. Undopmarnus u 6e30macHoOCTS : xKypHal. - M. : ArentcTtBo "Pocneuats".

2. BecTHUK HH(MOPMAIMOHHOM 0€301acHOCTH : XKypHal. - M. : ArerctBo "Pocrieuars'.

3. Cucremsbl 6e30MacHOCTH : KypHal. - M. : ArentctBo "Pocreuars".

4. TIpobnems! nH(OpMaIOHHOK Oe3onacHoCcTH. KoMmbIoTepHBIE CHCTEMBI : JKypHaI. - M. : AIIP.

5.4 UnTepHeT-pecypcsl

1. SQL injection mist HaumHaronmx. Yacts 1. — Pexxum nmoctyna: https://habrahabr.ru/post/148151/

2. OWASP. the free and open software security community. — Pexum goctyna:
https://www.owasp.org/index.php/Main_Page
3. Strong-Named Assemblies. - Pexxum JOCTYTIA! https://docs.microsoft.com/en-

us/dotnet/framework/app-domains/strong-named-assemblies

5.5 IIporpammHoe olecmnedyeHue, NMpogecCHOHATbHBbIC 0a3bl JAaHHBIX M HMHG(pOPMAIMOHHBIE
CIIPABOYHbIE CHCTEMBbI COBPEeMEHHbIX HH(POPMALIMOHHBIX TEXHOJIOT Uil

1. Onepaunonnas cucrema Microsoft Windows Ttekymell Bepcuu. JlocTymHa B paMkax
noanucku Microsoft DreamSpark Premium. PazpaGotuuk: kommanust Microsoft. Pexxum poctyma:
https://e5.onthehub.com/WebStore/ProductsByMajorVersionList.aspx?cmi_mnuMain=bdba23cf-e05e-e011-
971f-0030487d8897&ws=58727022-4bac-e211-88b7-f04da23e67f4&vsro=8

2. OducHbiit naker Microsoft Office (Word, Excel, Power Point) Tekymieii Bepcuu. JlocTymneH B
pamkax JsmreH3nonHoro cornamenus OVS-ES. Paspaborumk: kommanus Microsoft. Pexxum mocryma:
https://products.office.com/en/home

6 MaTepI/laﬂbHO'TeXHI/I‘IeCKOC odecrneuyeHue AUCHHUIIIMHBI

VYyeOHble ayJUTOPUH JUIs IPOBEACHUS 3aHATUH JEKIIMOHHOTO THIIa, CEMHUHAPCKOTO TUIA, KypCOBOTO
MIPOEKTUPOBAHUSA, I MPOBEAECHUS IPYIIIOBBIX M MHAWBUAYAJIbHBIX KOHCYJIbTALlMN, TEKYIIETO KOHTPOJIS U
IIPOMEKYTOUHON aTTECTALUU.

AynuTOpUN OCHAIIEHbI KOMIUIEKTAMH YUY€HHYeCKOW MeOeH, TEXHHYECKUMHU CPe/ICTBaMU 00yUYeHMs,
CITy>KaIllUMU JUIs TIpeJICTaBIeHHs yueOHO nHpopMaluy 60IbIION ayAUTOPUH.

Jns mpoBeneHus 1a00paTOPHBIX 3aHATHH HCIOJIB3YETCS KOMITBIOTEPHBIM KJIacc, OCHAIEeHHBII
NEPCOHATBHBIMU KOMIIBIOTEPAMH C YCTAHOBJIEHHBIM IPOTPAMMHBIM 00ECTIEYCHUEM.


https://biblioclub.ru/index.php?page=book&id=598988

[Tomerenue 111 cCaMOCTOATENLHONH PabOThl 00YYarOIIMXCSI OCHAIIEHBI KOMITBIOTEPHOW TEXHUKOU,
noakiIoueHHo K cetu "MHTepHeT", M obOecrmeueHUEM JOCTyNna B JJIEKTPOHHYIO HH(POPMAIIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.

K paboueii npocpamme npunazaromcsn:

e DoHJA OUEHOYHBIX CPEICTB JIA MPOBEICHUS IMPOMEKYTOUHOM aTTeCTallud OOYYaIOIIUXCS IO
JTUCIUILINHE;

e Meroauueckue ykazaHus AJs1 00y4aroUUXcs 10 OCBOCHUIO JUCIUILINHBL.



