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1 Ilean u 3a7a491 OCBOEHUS JUCHUTIIUHBI

ean (en) OCBOCHUS TUCIUTUIMHBI:
- TIOJIYYCHHE I€JIOCTHOTO MPEJCTaBICHU 00 OpraHu3anuu U (GyHKIIMOHUPOBAHUM CETEH Iepeaadn
nH(OpMaIIUY, YCTPOUCTBAX U MPOTOKOJAX IMepeladyd JaHHBIX, OCHOBAX Mepenadyd MHGpOpMaIu B pa3iind-
HBIX CHUCTeMaX, cepax UX MPUMEHEHHUS M POJIU B HAYYHO-TEXHHYECKOM M COIIMAIIBHOM Pa3BUTHUHU O0IIIECTBA
B paMKaX TUCHUIUINHBI «CeTH ¥ CHCTEMBI Iepeiadrl HHPOPMAIIHH.

3agaun:

¢ IHOJYYUTH 0a30BbIE MNpeaAcCTaBJICHUA O COBPEMCHHOM COCTOSAHHUU PA3BUTHA KOMIIBIOTCPHBIX ceTelt u

CpeICTB mepeaadn nHpopMaluu;

* M3YYHTh PA3IUYHBIC OIXO/bI K KJIacCH(pUKaMK Tepeaud HHPOPMAaLnK;
* MMETh Mpe/CTaBIeHue 00 OCHOBAX NepeAayy JaHHbIX B PA3JIMYHBIX CUCTEMAX;
* M3Y4YHUTh HA3HAYECHHUE, COCTAB, YCTPOWCTBO M MPUHIMIIBI ()YHKIIMOHUPOBAHUS PA3ITUYHBIX CETEBBIX

YCTPOMCTB.

* 3HAaTh COCTaB, HAa3HAYCHHWE, NPUHIMIBI TOCTPOCHUS U (QYHKIMOHUPOBAHHS CETEH Iepenadu

JAHHBIX;
* 3HaTh IPUHLUIIBI
YCTPONCTBAaMHU;

MMOCTPOCHUA NPOrpaMMHOI0 oOecIeueHus AJId yOopaBJICHUA CCTCBbBIMU

* W3Y4YUTh IPUHIUIIBI HACTPOMKHU U IIPOrPAMMUPOBAHUS CETEBBIX YCTPOMCTB;

* TOJYYUTh HaBBIKK pPAOOTHl € HMMMTAUOHHO-OOYYalOIIMMHU HpPOrpaMMaMH M yCTPOHCTBaMHU
00pabOTKM W Tepefayd JaHHBIX pa3IMYHBIX IPOU3BOAMTENCH I W3YyUEHHs] aJrOpUTMOB pabOTHI,
[IapaMeTPOB U XapaKTEPUCTHUK CETEBBIX YCTPOUCTB.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JucnuminHa otHocuTes K 6a3oBoit yactu 0oka [l «Aucuuniauasl (MOLyIn)»

[TpepexBusuthl aucuuiinHel: b1./[.b.18 Annapamuvie cpedcmeéa GulUUCIUMENbHOU MEXHUKU,
b1.]].5.19 Onepayuonnsie cucmemvl, b1./1.5.20 Komnvromephuvie cemu

[ToctpexkBusutsl tuctuMIuivbbl: 51./].5.44.4 Teopus nepedauu cuenanos u coooujenuil

3 TpeOoBaHus K pe3yabTaTaM 00y4eHHs MO JUCHUIINHE

[Tpouecc u3yueHus: AMCUUILIIMHBI HAIIpaBJieH Ha (OPMHUPOBAHHUE CIAEAYIOUIUX PE3YIbTATOB 00YUEHHUS

Kon u naumeHnoBanue
bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ 1 HAUMCHOBAHUC NHUKATOPA
JOCTHIXCHHA KOMIICTCHIIMHN

[Tnanupyemblie pe3ysbTaThl

00yd4eHUs 1Mo JUCIUITIIHHE,

XapaKTEPU3YIOIIHE ITAITbI
dbopmupoBaHus
KOMIISTEHITHI

OIIK-8 CnocoOeH npuMeHsTh
METOBI HAYYHBIX
UCCIIE0BAHUM TIPH
MPOBEACHUH pa3paboOTOK B
obmactu obecrieueHus
0€30MacCHOCTH KOMITBIOTEPHBIX
CUCTEM U CETEHN

OIIK-8-B-4 3naeT 3a1iuTHbIE MEXAHU3MBI U
cpencTBa o0ecreueHus CeTeBOn
0€30IMacCHOCTH

OIIK-8-B-5 3Haer cpeacTBa U METOBI
MPEIOTBPALICHUS 1 OOHAPYKEHUS
BTOP>KEHUI

OIIK-8-B-6 Ymeer ¢popmynupoBaTh 1
HACTPanBaTh MOJUTUKY 0€30MTaCHOCTH
OCHOBHBIX OIEPAI[MOHHBIX CUCTEM, a TAKXKE
JIOKaJbHBIX KOMITBIOTEPHBIX CETEH,
MOCTPOCHHBIX HA UX OCHOBE

3HaTh:

- 3QIMTHBIE MEXAHU3MBI U
cpeacTBa oOecreueHus
CETEBOM 0€30MaCHOCTH;

- CPEJICTBA U METOJIbI
MPEIOTBPAICHHS U
OoOHapy KEHHsI BTOPKCHUI
YMeTh:

dbopmynupoBaTh 1
HACTPauBaTh MOJUTUKY
0e30IMacCHOCTH OCHOBHBIX




Kon n HaumeHoBanue
bopMUPYEMBIX KOMIIETCHITHIA

Kon n HaumeHnoBaHre WHIUKATOpa
MOCTHIKEHUS KOMIIETEHIINU

[Tmanupyemble pe3yabTaThl
0o0ydeHus 10 TUCIUTLINHE,
XapaKTePU3YIOIIUE ITAITbI
dbopmupoBanus
KOMIIETEHIINH

OTIEpPAITMOHHBIX CUCTEM, a
TaK)Ke JIOKAJbHBIX
KOMITBIOTEPHBIX CETEM,
MOCTPOEHHBIX Ha UX OCHOBE
Baaners:

- HaBBIKOM MPUMCHEHUS
METOJIOB HAYYHBIX
HWCCIIENOBaHUN,

- HaBBIKOM IPOBEICHUS
pa3paboToK B 00IaCTH
obecneueHus 0€30I1aCHOCTH
KOMITBIOTEPHBIX CUCTEM U
ceTei

4 CTpyKTYypa U collepKaHHue TUCHHUIINHBI

4.1 CTpyKTypa THCHUILIMHBI

OO61mas TpyA0eMKOCTh AUCHUHUIIIMHBI COCTaBIsAET 4 3aueTHbIe eNUHULBI (144 akageMUYecKux yaca).

TpynoeMkocTs,
Bun paboter aKaJeMHYCCKHUX YaCOB
7 ceMecTp BCETO

O01mas Tpyar0éMKOCTh 144 144
KonrakTHasi pabora: 69,25 69,25
Jlexumu (JI) 34 34
Jlaboparopusie pabots (JIP) 34 34
Koncynpranuu 1 1
[TpomesxyTouHas arrectanus (3a4eT, YK3aMeH ) 0,25 0,25
CamocrosiTesibHas padora: 74,75 74,75
- camocmosimenvbHoe u3yyeHue pazoenos:

Yemanoska u nacmpoiixa 2010c06020 cepsepa menegonuu Asterisk,

H3yuenue 603modcHOCmell cepeucos 00Mena MeHOBEHHLIMU COOOUeHUAMU

(Viber, WhatsApp, Telegram, Signal u m.o.), nacmpoiixa cexpemnuix uamos;

- 8bINOJIHEHUE UHOUBUOYATIbHO20 MBopuecko20 3adanusi (UT3);

- 8bINONIHEHUE pacuemHo-epaghuyeckozo 3a0anus (PI73);

- Hanucanue pegpepama (P);

- HanucaHue scce (3);

- CAMON0020MoBKa (NPopabomka u nO8MopeHue 1eKYUOHHO20 MAmepuand u
Mamepuana y4eOHUK08 u y4eOHbIX nocooull;

- N0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM,

- N0020MOBKA K KOJLIOKEBUYMAM;

- 10020MOBKA K PYOEHCHOMY KOHMPOIO U M.N.)

Buja nToroBoro KoHTpoOIs (3a4eT, IK3aMeH, 1H( ¢ epeHIPOBAHHBIN IK3aMeH

3a4er)




Paznensl nuCIUIIIMHBL, U3y4aeMble B 7 ceMecTpe

KonnuectBo yacos
Ne HaunmenoBanue pasnenon ayAnTopHas BHEay/I.
paznena BCETO pabora 5
a1 (o3 e | PO
1 Beenenue B kypc «CeTH U cUCTEMBI IIEpEJaun 22 4 - 6 15
nH(pOpMaITUN.
2 KoMIibroTepHble CETH U CUCTEMBI IIEpeaun 84 14 | - | 10 44,45
JaHHBIX, ceTeBas 0€30IaCHOCTb
3 CoBpeMeHHbIE TETEKOMMYHUKAIIMOHHBIE CUCTEMBI 74 16 | - | 18 15,3
U CpPEJCTBA
HToro: 142,75 | 34 34 74,75
4 Koncynpranuun 1
5 [TpomexxyTounas arrectarus (3a4eT, SK3aMEH) 0,25
Bcero: 144 34 34 74,75

4.2 ConepxxaHue pa3/iesioB AUCHUNIHHBI

4.2.1 Beaenne B kypc «CeTn U cucTeMbl Nepeaayd HHGpopmMannm»

Hctopust co3manusi cucTeM U ceTedl mnepenaun HHpoOpMauMu U ceTu VIHTepHeT, ceTeBble
apxXUTEeKTyphl; JtanoHHas moaenb OCH, ocHOBHbIE POTOKOJIbI, IPUHLUIIEI B3auMOJecTBUs. OCHOBHbBIE
pOTOKOJIBI cucteM nepenaun unpopmaimu. Cereoie OC, Linux (Ubuntu, Kali Linux), Windows (XP, 7,
8.1, 10). Crek npotokonoB TCP/IP, IP anpecamwsi, moaceT, Macku. PacueT Macok u mapamMeTpoB IOICETeH,
pa3buenue Ha nozaceru. [Iporokonsr ARP, CDP.

4.2.2 KomnbloTepHble ceTH U CHCTEMbI Nepeiadn JaHHbIX, ceTeBasi 0€30I1aCHOCTD

ba3oBble IPUHLIMIIBI U METOABI JIOTUYECKOTO U (PU3NYECKOTO NMPOEKTUPOBAHUS, TPEXYPOBHEBAsS JIO-
ruyeckas MoJiellb CeTH, MPUMEpHI MpoeKToB. [IpoBoaHbIE ceTH, pacyeT KoluyecTBa kKalelns, BHIOOp MecTa
YCTaHOBKHM 00OpYZOBaHMsI, pacueT KOJIMYEeCTBa MMOPTOB, CYMMapHON MPOMYCKHON criocoOHOCTH. OCHOBHbIE
TUIBI Ka0elisl, X MapaMeTpbl U orpaHUYeHus. becripoBoiHbIE ceTH, OCHOBHBIE CTAHIAPThI, UX OTPAHUYEHUS
Y BO3MOKHOCTH. 3aluTa 6ECIpOBOIHBIX CETeH, cTaHaapThl K(POBaHUS U aBTOPU3ALUH, TONOIHUTEIbHbIE
MepbI 3aumThl. [IpoekTupoBaHue 6eCIIpOBOIHBIX CETEH.

OcHOBBI KpunTorpaduu; aaropuTMbl CUMMETPUYHOIO HIHM(PPOBAHUS; aITOPUTMbl aCCUMETPUYHOTO
mu(poBaHus; TPOTOKOJIBI ayTEHTU(PHUKAIMY; IEKTPOHHast HudpoBas MOJNKMCH; METOJbl CTeraHOrpaduu;
MIPUMEPHI HCIIONTE30BaHMs CpeAcTB ceTeBoit OezonmacHoctr; TOR, TOR Browser; TAILS.

4.2.3 CoBpeMeHHbIE TeTIeKOMMYHUKAIIHOHHBIEC CHCTEMbI M CPeICTBa.

Cerp UnrepHer kak cuctema mnepemaun uHpopmarmy; |P-tenedonus; asterisk; cepucbl oOMeHa
mruoBeHHbIME coobrerus (Viber, WhatsApp, Telegram, Signal u T.1.), co3manne 3aIUIIEHHBIX CEKPETHBIX
4aToB; pa3paboTKa HMH(POPMAIMOHHBIX cepBepoB B ceTh MHTepHer; myOnukanus uHpOpMalmu U web-
MIPUIIOKEHHUS; MOOWIIBHBIE CETH CBSI3M 3-TO M 4-TO TIOKOJICHUS, CITyTHUKOBAsI CBSI3b; METOBI 3alUTHl CHCTEM
nepenayn MHpOpMAIMKU O OAHKOBCKHMX TpaH3akuusx; TexHonorust blockchain, xpunroBamoTel u cucTEMSI
3aIIUTHI TPAH3aKIHM.



4.3 JlaGopaTopHble padoThI

No JIP | Ne paznmena HanmeHoBanue 1abopaTopHbIX paboT Ii(:gz)io

1 1 W3ydyenne mNpaBUI TEXHUKU DIIEKTPUYCCKOM OE30MacHOCTH W TMOYKApHOU 2
Oe3omacHOCTH TpU paboTe ¢ TabOPaTOPHBIM 00OPYAOBAaHUEM H MIPHOOpaMHU.
H3ydenne craHIapTHOTO KOMILIEKCA CETEBOTO 000pYJOBaHUE U HAa3HAYCHUS
SJIEMEHTOB yIIPABIICHHS.

2 1 VYcranoska u HacTpoiika Ubuntu u Kali Linux 4

3 2 basoBas HacTpoiika mapipytusaropa Cisco 4

4 2 basoBas HacTpoiika kommyTaropa Cisco 4

5 2 IIpoBenenue ayaura 6€30MacHOCTH OECIIPOBOIHOM ceTr ¢ momoinkio Kali 4
Linux

6 2 Hacrpoiika mapamerpo 6e3omacHocT kommyTtaTtopa Cisco 4

7 2 YcranoBka u Hactporika TOR Browser 2

8 2 YcranoBka u Hactpoiika TAILS 4

9 3 YcTaHOBKa M HACTPOiKa cepBUCOB 0OMEeHa MIHOBEHHbIMU cooOrenust (Viber, 4
WhatsApp, Telegram, Signal u 1.11.), co3nanue ceKpeTHbIX YaToB.

10 3 O630p Bo3mMokHOCTEH KpuntoBaoT (Bitcoin, EtherEum, Litecoin u t.1.) u 2
npoiecca mining
HUroro: 34

5 Y4yeOHO-MeTOANYECKOE 00ecredyeHue TUCIUIIINHDI
5.1 OcHoBHas JuTeEpaTypa

5.1.1 Onudep, B. I'. Komnbrorepusie cetu. [IpuHIMnbI, TEXHOIOIUH, IPOTOKOJIBL: yueOHOE mocodue
JUIsL CTYJICHTOB BBICHIMX y4eOHBIX 3aBeJeHUH, oOydaromuxcs 1o HanpasieHuto "MHdopmaTrka 1 BBIYMCIU-
TEJNbHAS TEXHHUKA" M IO CHCUHAILHOCTH "BEIYHCIMTEIBHBIC MAIIMHEI, KOMILICKCHI, CHCTEMBI B ceTh", "AB-
TOMAaTU3WPOBAaHHBIE MAILIMHBI, KOMIUIEKCHI, cUCTeMbl U ceT", "IIporpaMMHoe oOecrieueHHe BBHIYNCIUTENb-
HOM TexHUKUM U aBTomarusupoBaHHbIX cuctem" / B. I'. Omudep, H. A. Onudep.- 4-e uzn. - CaHkr-
ITerepOypr : Ilurep, 2013. - 944 c. : win. - (YueOHUK 1151 By30B. CTaHIapT TPETHETO MOKOJEHUS). - buo-
muorp.: ¢. 917. - And. ykas.: ¢. 918-943. - ISBN 978-5-496-00004-8.

5.1.2 bpoiino, B. JI. Apxurekrypa 9BM u cucrem [Tekcr] : yue6. ans By3zoB / B. JI. Bpoiino, O. II.
Wnpuna. - CII6. : [Tutep, 2006. - 718 c. : uin. - (YueOHUK 11t BY30B). - bubmuorp.: ¢. 709-712. - And. yka3s.:
c. 713-717. - ISBN 5-469-00742-1.

5.2 JlonosiHuTEIbHAS JIMTEPATYpPa

5.2.1 KomnbroTtepusie cucteMbl U cetr [Tekct] : yaeb. mocobue st By30B / moa pen. B. I1. Kocape-
Ba, JI. B. Epemuna. - M. : ®unancs u craructuka, 2000. - 464 c. : un. - ISBN 5-279-01986-0.

5.2.2 Topcreitacon, I1. Kpuntorpadus u 6e3omacuocts B Texnonoruu. NET / I1. Topcreitncon, I'.
A. I'anew; nep. ¢ anri. B. JI. Xopesa ; nox pen. C. M. MossiBko. - M. : bunowm, 2007. - 480 c. : un. - IIpeam.
yKas.: c. 448-472. - ISBN 978-5-94774-312-8.

5.2.3 Bbpoiigo, B. JI. BeruncnutensHble CUCTEMBI, CETH U TesleKoMMyHHKaluu [Teker] : y4el. moco-
6ue nns By3oB / B. JI. bpoiigo, O. I1. Unbuna.- 4-e uzn. - CII6. : [Murep, 2011. - 555 c. - (YueOHuk 17 BY-
30B). - bubmmorp.: c. 545-548. - Ang. ykas.: c. 549-554. - ISBN 978-5-49807-875-5.

5.2.4 Maxcumos, H. B. Komnstorepasie cetr [Teker] : yue6. mocodue / H. B. Makcumos, U. U. I1o-
MoB.- 3-€ u3., nepepad. u gom. - M. : @opym, 2008. - 447 c. : un. - (IIpodeccnonansuoe obpazoBanue). -
bubnworp.: ¢. 403-405. - T'noccapwuii: c. 406-429. - Tpun.: ¢. 430-439. - ISBN 978-5-91134-235-7.

5.3 Ilepuoanueckue u3gaHust

5.3.1 Mup IIK : xypnai. - M. : ArentctBo "Pocneuats", 2008 - Ne 1-12, 2013. - Ne 1-3,5-12, 2014. -
Ne 1-11, 2015. - Ne 1-9.

5.3.2 LAN Xypnan cereBbIX perieHuit: sxypHai. - M.: ArentctBo "Pocneuars”, 2004. - Ne 4-12 ,
2007, 2008. - Ne 1-12.

5.3.3 Xakep +DVD : xypHan. - M.: ArearctBo "Pocriedars”, 2004. - Ne 7-12, 2013. - No 1-12.



5.4 UnTepHeT-pecypchbl

http://Xgu.ru - IuTepHET SHIUKIIONEAMS CETEBBIX TeXHOIOrHi — XGU;

http://ciscolab.ru/ - TlpakTuka u naboparopssie Ha obopynoBanuu Cisco;

https://habrahabr.ru, https://geektimes.ru - Ayaut 6€30acHOCTH CETEBBIX PEIICHHUN;

http://linkmeup.ru - BeeneHue B ceTeBbIE TEXHOJIOTUH |

https://www.coursera.org/learn/computer-networking-ru -  «Coursera», MOOK:  «OcHOBBI
KOMIIBIOTEPHBIX CETEN»;

https://www.lektorium.tv/ - «JIekToprym».

5.5 IlporpammHoe obOecnedeHue, npodeccuoHajJbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIPaBO4YHbIE CHCTEMBI

5.5.1 Oneparmonnas cucrtema Microsoft Windows.

5.5.2 Open Office - cBo00HBIIT OGHUCHBIN MAKET IPOrpaMM, BKIFOYAIOIINN B ce0sl TEKCTOBBIN U Ta0-
JUYHBIN PeaKTOPhI, PEIAKTOP MPe3eHTAIHN U Apyrue opUCHBIE MPUTOKEHUS.

5.5.3 Ceob6oanoe 10 — smyssitop GNS3/Dynamips [https://www.gns3.com/software/download];

5.5.4 Ceoboanoe I1O — smynsarop Packet Tracer [https://www.netacad.com/ru/courses/packet-tracer];

555 Owmnaiin  cumymsatop  Cisco  Small ~ Business  Online  Device  Emulators
[https://supportforums.cisco.com/community/911/cisco-small-business-online-device-emulators];
55.6 Csobomnoe IIO — mporpamma Juis MOHHUTOpPHHra KaHaimoB cBssu  WireShark

[https://www.wireshark.org/#download].
6 MaTepl/laﬂbHO-TeXHI/l‘leCRoe odecmeyeHue AUCHUITJINHBI

Y4eOHble ayTUTOPUU JUIsl MPOBENCHUS 3aHATHH JEKIMOHHOTO THIA, CEMHUHAPCKOrO THUIA, IS
IMPOBCACHUA TI'PYHIIOBBIX W HWHAWBUAYAJIBbHBIX KOHCYJII)TaIII/If/'I, TCKYHICTO KOHTPOJIA U HpOMC)I(YTOqHOfl
aTTecTaluu.

AynuTOpUN OCHAIIEHbI KOMIUIEKTAMH YUYEHUYECKOW MeOeIH, TEXHHYECKUMH CpeJICTBaMU 00yUYeHMs,
CIy>KalllUMU JJIsl IPeCTaBIeHUs yueOHoM nH(popMaIuu O0IbIION ayAUTOPHH.

Jns mpoBeneHust Ta0OPaTOPHBIX 3aHITHH  HCHONB3yeTcsl JIabopaTopHsi, OCHAICHHAs NEPCOHAIBHBIMHA
KOMITBIOTEPAMH ¢ KOMIUIEKTOM MTPOTPaMMHOTO 00ECTIeUeHuUsI B COOTBETCTBHH C II. 5.5.

[Tomerienue st caMOCTOATENBHON PabOThl 00YYarOIIMXCSI OCHAIEHBI KOMITBIOTEPHOW TEXHUKOH,
noakioueHHo Kk cetu "VMHTepHeT", M obOecrneueHHMEM JOCTyNa B JJIEKTPOHHYIO HH(POPMAIIHOHHO-
oOpazoBarenbHyto cpeny OI'Y.


http://xgu.ru/
http://ciscolab.ru/
https://habrahabr.ru/
https://geektimes.ru/
http://linkmeup.ru/
https://www.coursera.org/learn/computer-networking-ru

