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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

ean (1esm) OCBOCHUS AUCITUTIUHBI:

N3ydeHne TEOpPETUYECKMX OCHOB U  TEXHOJOTUM
AITOPUTMHUYECKUX PELICHUM.

3agaun:

- I3y4YCHHE OCHOB 00pATHOTO MHKUHUPUHTA IIPOTPAMM;

- U3yYCHHUE METO0B 00(yCKaIIMK IPOTPaMM;

- I3yYCHHE METOJIOB POPUIHPOBKU MTPOTPaMM;

- U3y4YEHHE METOJIOB CTATUYECKOT0 aHaIu3a KOJa.

aHalIik3a IporpaMm ©H pEaIM30BaHHBIX

2 MecTo UCHUILUINHBI B CTPYKTYype 00pa3oBaTe/IbHOM MPOrpaMMbl

JucnurnmuHa oTHOCUTCS K 6a30Boi yactu 0s1oka J1 «/[ucuurmmnabl (MOTyIn)»

[IpepekBu3utel  aucuuriuael:  bH1.J[.B.16 Aszeiku  npoepammuposanus, b1.JI.B.17 Memoowvi

nPOSPAMMUPOBAHUSL

[TocTpexBuzuthl aucuuruiunbl: b1./].5.44.3 Vazeumocmo npoepammnozo obecneuenus, b1.J1.5.44.7
Iapannenvnoe npoepammuposarue

3 TpeGoBanus k pe3yjabTraTaMm 00y4YeHHUs M0 TUCHUILINHE

[Tponecc n3yyeHHs QUCUUIUIMHBI HANIPaBJIeH Ha (OPMUPOBAHHE CIEAYIONINX PE3YIIbTATOB O0yUSHHS

IInanupyemsle pe3ysbTaTsl
00y4eHHs M0 JUCLUIUINHE,

Kon u HaumeHnoBanue
XapaKTEePU3YIOLIUE ITATbI

bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ 1 HAUMCHOBAHUC NHAUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

cepTudUKaIK CPEICTB 3aNTUTHI
uHpopManun

OIIK-3.1-B-4 Bnageer HaBBIKAMH
MCIOJIb30BaHUsI HHCTPYMEHTAIBHBIX CPEICTB
OTJIQJKU ¥ TN3aCCEMOIMPOBAHMS
MPOrPaMMHOTO KOJIa

dopmupoBaHus
KOMITETCHIIUH
OIIK-3.1 Croco6en nmpooauth | OI1K-3.1-B-1 3HaeT OCHOBHBIE THITOBEIC 3HaTh:
aHaJIM3 MPOrPaMMHOI0 KoJia ¢ |KJaccu(UKaluu yrpo3 6€30MacHOCTH, -KJIacChl yrpo3
IEJTBI0 TTOUCKA TIOTEHIIMATBHBIX | YSI3BUMBIX MECT B IPOTPAMMHOM 0€30MacHOCTH;
yA3BUMOCTEN U o0ecreyeHnH, aTak, CUCTEM OLICHUBAHUS -OCHOBHBIE YSI3BUMOCTH
HETOKYMEHTHPOBAHHBIX CTETICHU PUCKA; OCHOBHBIE YTPO3HI, MIPOrPaMMHOTO
BO3MOKHOCTEH ysI3BUMBIE MecTa U cpeJcTBa 3auuThl Web- | obecnieuenus;
MPUTIOKESHU T -CHCTEMBI OIICHUBAHUS
OIIK-3.1-B-2 YMeer BBIABIATH Pa3IMYHOIO | PHCKOB;
poJia ysI3BUMOCTH B pa3padaTbiBaeMOM cpencta 3amuThl Web-
POTPaMMHOM 00OeCTICUeHIH, BKITFOYast MIPHIIOKEHHH.
BO3MOKHOCTH Aiid SQL-unbexkuuu, XSS-u | YMeTh:
CSRF-arax - BBISIBJISITH YA3BUMOCTH B
OIIK-3.1-B-3 Bnaneer nepBUYHBIMU pa3pabaTbiBaeMOM
HaBBIKAMU TIPOBEICHHSI SKCIIEPUMEHTAIBHO- | TPOTPAMMHOM
UCCIIEIOBATEIbCKUX PAOOT MPH MPOBEACHUN | 00ECIICUCHUH;

- BBISIBIATH BO3MOKHOCTH
st SQL-uHBEKIuIL;
-OIIEHUBATh BO3MOYKHOCTH
st XSS-u CSRF- arak.
Baanersn:

HaBBIKaMU TIPOBEICHHUSI 110
MIPOBEICHUIO
cepTHU(UKAIMU CPEICTB
3aIUTHl HHGOPMAITUH;

- HaBBIKAMU




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Tnaaupyemblie pe3yabTaThl

oOy4deHus Mo TUCIUILINHE,

XapaKTePU3YIOIINUE TAITbI
dbopMHUpOBaHUS
KOMIETEHLINI

IH3acceMOIMpPOBaHHS
MPOrpaMMHOTO KOJIa,

- HaBBIKAMH UCITIOJIb30BAHUS
MHCTPYMEHTAIbHBIX
CPEICTB TECTUPOBAHHS U
JI3acCeMOTMPOBAHHSL.

4 CTpyKTYypa U collepKaHue TUCUUILINHBI

4.1 CTpykTypa AUCHUILJIMHBI

OO0mast TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISIET 4 3aueTHbIC eAMHUIBI (144 akaieMUuecKuX Jaca).

TpynoemkocTs,
Bun paGotsr aKaJeMHUYECKHUX 4acoB
6 cemecTp BCETO
O01masi Tpy10éMKOCTh 144 144
KonTakTHas padora: 61,25 61,25
Jlexumu (JI) 30 30
Jlaboparopusie pabots (JIP) 30 30
Koncynbranun 1 1
ITpomerxyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTejibHas padoTa: 82,75 82,75
- camono02omogKa (npopabomra u nogmopenue 1eKYyUoOHHO20 Mamepuaia u
mMamepuana y4eOHuKo8 u y4eonvix nocoout;
- N10020MO6Ka K 1a60pamopHuiM pabomam,
- H0020MOBKA K KOJLLOKBUYMAM,
- 10020MOBKA K PYOEHCHOMY KOHMPOTIO U M.N.)
Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3K3aMeH
3a4er)

Paznensr AUCHUIUINHEBI, U3y4aCMBIC B 6 CEMCCTPC

KonnuecTBo 4yacoB
Ne HanmenoBanue pa3nenos ayautopras BHEAy/l.
paznena BCETO abota
T 13 | 7P pabota
1 BBenenune, TeKOMITUJISAIHS B TU3aCCEMOJTMPOBAHNE 32 6 8 18
IporpamMm
2 O6dyckanus mporpamMm 34 4 8 22
3 MOHMTOPHUHT aKTUBHOCTH IIPOIPaMM, IIEPEXBAT 36 8 6 22
CETEBBIX MTAKETOB
4 Cratudeckuil 1 JTUHAMHYECKUH aHAIM3 MPOTrpamMm 42 12 8 22
HUToro: 144 30 30 84
Bcero: 144 30 30 84




4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

1. BBeneHue, JeKOMNMJISUHUA M JU3acCeMOJIMPOBAHUE NPOrpamMM. AHAIU3 NPOSPAMMHBIX
peanuzayuil. ITlonsamue 006pAMHOCO UHICUHUPUHSA NPOSPAMM, €20 HaszHaueHue. Memoouku obpamHozo
UHIICUHUPUH2A: OU3ACCEMONUPOBAHUE MAUUHHO20 KOOAd, OeKOMAUIAYUs O0aimogo2o Kood U 00pammublii
UHIICUHUPUHE NOMOK08 OanHbIX. TIpunyunel pabomul ¢ dekomnunsmopamu u ouzaccemobnrepamu. Tunuurvle
Oelicmeust 310y MblULIEHHUKA, 3aHUMAIOWe20Cs 8310MOM 3AUUMbL.

2. Oopyckanusa nporpamm. [lonamue oogyckayuu npoepamm. Tunogvie memoosvt obghyckayuu
npocpamm: obgyckayus nepemeHHulx, 06@yckayus NOMoKd YNPAGLeHUsl, UCNOAb308AHUE OUHAMUYECKUX
NPOKCU O MEMOO08, Cocamue U wugposanue pecypcos, wugposanue cmpok, omcedenue Kood, CiusHue
coopos. [punyunvl pabomul ¢ cywecmeyrouuMy UHCMpymMeHmamu 0 06@hyckayuu npocpamm.

3. MOHUTOPHHI AKTHBHOCTH MPOrpaMM, INepexXBaT CeTeBBIX MAKETOB. AHAIU3 NPOSPAMM HA
ocHoge MOHUmMOpuHea ux pabomul. Hcnonvzosanue uncmpymenmoe naxema Sysinternals Suit Ons
MOHUMOPUH2a 0bpawjenus K aiiam, peecmpy, cemesbix NOMoKo8 OaAHHbIX U NPONUCLIBAHUSL NPOSPAMM 05
aemosanycka 8 Windows. OcHosHble NOHAMUA AHATU3AMOPO8 cemego2o mpaguka (cHuggepos), ux
Ha3HaueHue, NPUHYUnvL pabomsel, Mecma YCMAamosku 6 cemu. Hcnonv3oeanue anaiuzamopos cemegozo
mpacghuxa 0nsi nepexeama KOHPUOCHYUATbHBIX OAHHBIX, NOOMEHbL UHGOPMAYULU, 0OPAMHO20 UHICUHUPUHSA
cemesvix npomokonos. Illpumepwvr ucnonvzosanus npoepamm WireShark u RawCap. I[lpumenenue
uncmpymenma Fiddler ona ananuza HTTP-mpagurka npunoscenuii. Ilpunyunst pabomoel, 0CHOBHbIE €20
gozmooicnocmu  no nepexeamy HTTP 3anpocos u omeemos, ux omoopadicenuro, O0eKoOUpOo8aHuro,
Gurempayuu, moouguxayuu, ceHepayuu 3anpocos u omeemos. Illpumepvi ucnonvsosanus. Hanucanue
cemeevix npunodicenuti  oasn  npomokonos TCP/NP u HTTP cpeocmeamu 6ubnuomexu  s3vika
NPOCPAMMUPOBAHUSI.

4. CraTnyeckuii U AMHAMHYecKkHii aHaau3 mporpamm. Cmamuueckuti anaius xooa. OcHosHbvle
NOHAMUS, NPUHYUNBL pabombul, 00IACmMU UCNONb308aHUA. HIHCmMpyMmenmyl Ol cmamu4ecko20 aHanu3d.
Tunosvie ouubku, 0OOHapyIcusaemvie ¢ NOMOWbIO CIMAMUYECKO20 AHATU3A. Hunamuueckuii amanus
npoepamm. Omanvl aHAIU3A, CHOCOOLL B3AUMOOCUCMBUSL C NPOBEPAEMOl NPOSPAMMOU, pe3ylbmamol
amanusa, obracmu npumeHenusi, 00CmouHcmea u Hedocmamiku. Ilpogunuposanue npocpamm, Kax
uncmpymenm OuHamuueckozo ananuza. CoemecmHoe UCNONb308AHUE CMAMUYECKO20 U OUHAMUYECKO20
AHATU3A NPOSPAMM.

4.3 JlabopatopHbie padoThI

Ne JIP Ne HaunmenoBaHue 1a60paTopHBIX paboT Kour-Bo
pasznena 9acoB

1 1 OOpaTHBIf HHKUHUPUHT NPUIIOKEHUH 8
2 2 O06¢yckanus npuIoKEHUH 4
3 3 MOHMTOPUHT aKTUBHOCTH ITPOrpaMM 6
4 4 CraTtrueckue aHaJIM3aTophl KoAa 6
5 4 [TpodumpoBanue mporpaMm 6

Hroro: 30




5. YueOHO-MeTOAMUECKOE 00ecIIeYeHNe TUCIUILTHHBI
5.1 OcHoBHas 1uTEpaTypa

1. Kyuepenko, B. Accembnep [TekcT] : TOHKOCTH, XUTPOCTH M CEKPEThI IporpammupoBanus / B.
Kyuepenko. - M. : Maiiop, 2001. - 160 c. - (Moii komnsiotep). - bubnuorp.: ¢. 156. - ISBN 5-901321-06-5.

5.2 lonmosiHuTEIbHAS JIUTEPATYPaA

1. Kacnepcku, K. HckyccrBo nuzaccemOnmpoBanus [Kommiekr] / K. Kacnepcku, E. Pokko. - CII6. :
BBX-Iletepoypr, 2008. - 896 c. : uin. + 1 sanekrpon. ont. guck (CD-ROM). - IIpeam. ykas.: c. 875. - ISBN
978-5-9775-0082-1.

5.3 llepuoanueckue u3aHust

1. Mudopmarmonnast 6€30macHOCTb : KypHai. - M. : ArentctBo "Pocriedars'.
2. Undopmanus u 6€30macHOCTD : KypHal. - M. : ArentcTBo "Pocneuats".
3. BectHuk nH(opMamoHHO# O0e30macHOCTH : KypHal. - M. : AreHctBo "Pocmieyars".

5.4 UnTepHeT-pecypcsl

1. Yepno A.B. AnHanu3 3amyThIBAaIOIIMX IMpeoOpa3oBaHuMi mporpamm. — Pexum mocryma:
http://citforum.ru/security/articles/analysis/

2. Wireshark — npUpy4YeHue aKyJIbL. — Pexum JOCTYyTIa:
https://habrahabr.ru/company/pentestit/blog/204274/

3. Sysinternals Learning Resources. — Pexum moctyma:  https://docs.microsoft.com/en-

us/sysinternals/learn/
4. Tanarenko, B. OcnoBbl uH(pOpMaImoHHoW Oe3onmacHOCTH // HalMOHaNBHBIN OTKPBITHIMA
yuuBepcuteT «AHTYHTY, 2012. — Pesxum noctymna: http://www.intuit.ru/studies/courses/10/10/info

5.5 TlporpammHoe obGecneyeHue, npodeccuoHaIbHbIe 0a3bl JAHHBIX M HHGOPMAIUOHHbIE
CIPaBOYHbIE CHCTEMBI

1. Onepanmonnas cucremMa Microsoft Windows tekymeit Bepcuu. JlocTynmHa B paMKax HOJIUCKU
Microsoft  DreamSpark  Premium. Pa3paGotumk: kommanus  Microsoft. Pexum  goctyna:
https://e5.onthehub.com /WebStore/ ProductsByMajorVersionList. aspx?cmi_ mnuMain = bdba23cf-e05e-
e011-971f-0030487d8897&ws =58727022-4bac-e211-88b7-f04da23e67f4&vsro=8

2. Open Office/LibreOffice - cBoOOaHBIH OGUCHBIA MakeT MPOrpamMM, BKIIOYAIONIMNA B ceOs
TEKCTOBBIHM U TaOMMYHBIN PENaKTOPhI, PEAAKTOP MPE3EHTALMH U Apyrue opUCHBIC TPUITOKEHUS.

3. Cpena paspabotku Microsoft Visual Studio.

6 MaTepuajibHO-TeXHHYECKOe o0ecnedeHne JUCHUNINHBI

VY4eOHble ayTUTOPUH I IPOBEICHUS 3aHATHH JIEKIIMOHHOTO THIAa, CEMUHAPCKOT0 THIIA, KYpPCOBOTO
IIPOEKTUPOBAHMSI, [UIsl IPOBEIECHUS IPYNIOBBIX U WHIMBUIYalIbHBIX KOHCYJIbTALUN, TEKYILETO KOHTPOJISI U
MIPOMEKYTOUYHOM aTTECTAlUU.

AyIUTOpUM OCHAILEHBI KOMIUIEKTaMH YYEeHUYECKON MeOeH, TEXHUUECKUMH CPEeICTBaMHU O0yUeHHUS,
CITYXKaIIUMU JJIs PEJCTaBICHUS yaeOHOH HH(GOpMAIMK OOJIBIIION ayAUTOPHUH.

Jns mpoBeneHuss aOOpaTOPHBIX 3aHATHH MCIONB3YETCS KOMIBIOTEPHBIA KJIACC, OCHAICHHBIH
NEPCOHATIBHBIMU KOMIIBIOTEPAMHU C YCTAHOBJIEHHBIM IIPOTPAMMHBIM 00ECIIEYEHHUEM.


https://docs.microsoft.com/en-us/sysinternals/learn/
https://docs.microsoft.com/en-us/sysinternals/learn/
https://e5.onthehub.com/

[Tomerenue 111 cCaMOCTOATENLHONH PabOThl 00YYarOIIMXCSI OCHAIIEHBI KOMITBIOTEPHOW TEXHUKOU,
noakiIoueHHo K cetu "MHTepHeT", M obOecrmeueHUEM JOCTyna B SJICKTPOHHYIO HWH(OPMAIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.

K paboueii npocpamme npunazaromcsn:

e DoHJA OUEHOYHBIX CPEICTB JIA MPOBEICHUS IMPOMEKYTOUHOM aTTeCTallud OOYYaIOIIUXCS IO
JTUCIUILINHE;

e Meroauueckue ykazaHus AJs1 00y4aroUUXcs 10 OCBOCHUIO JUCIUILINHBL.



