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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

ean (1esm) OCBOCHUS AUCITUTIUHBI:

U3ydeHHe KOMILIeKca podaeM HHPOPMALMOHHOM 0e3011acHOCTH, OCTPOCHUS, (PYHKIIMOHUPOBAHUS
U COBEPIICHCTBOBAHUS TPABOBBIX, OPraHU3AalMOHHBIX, TEXHUYECKUX U TEXHOJOTUYECKUX IPOIECCOB,
obecrneynBaOIUX HHPOPMALMOHHYIO 0€30MacHOCTh U (POPMUPYIOIUX CTPYKTYPY CHCTEMbI 3allUThI
[EHHOHN 1 KOH(PHICHIIMATHHON HH(OPMAITHH.

3agaun:

OBJIQJICHUE TEOPETUYECKMMHU, NPAKTUYECKUMU W METOJUYECKHMH BONPOCAMHU OOECIICUCHHS
MH(GOPMALMOHHOM 0€30I1aCHOCTU U OCBOEHHE CUCTEMHBIX KOMIUIEKCHBIX METOJI0B 3aIlUThl UHYOPMALMU OT
Pa3NUYHBIX BHJIOB OOBEKTUBHBIX M CYOBEKTHMBHBIX Yrpo3 B Ipolecce ee¢ BO3HMKHOBEHHUS, 00pabOTKH,
UCIOJIb30BAaHUS U XpaHeHus. 3ydaeMble BOIPOCH! paCCMAaTPUBAIOTCA B IIMPOKOM JMaNa30HE COBPEMEHHbIX
npobieM M 3aTparuBarOT IpeIMEeTHble c(hepbl 3alUThl KaK JOKYMEHTHPOBAaHHOW HMHQOpManuu (Ha
OyMaXHBIX M TEXHHYECKHX HOCUTENAX), LUPKYJIUPYIOIIeH B TPaAMLHMOHHOM WIH 3JIEKTPOHHOM
JOKYMEHTOO0OpOTe, HaXOIAMIeHCs B KOMIBIOTEPHBIX CHCTEMaX, TaK M HEJIOKYMEHTHPOBAHHOM
uHpOpMallUY, PacHpOCTPAHAEMOW IEPCOHAJIOM B  IPOLECCEe  YINPABICHYECKOM  (JeJI0BOM)  WIU
MIPOU3BOJICTBEHHOH JIEATETLHOCTH.

2 MecTo JTUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JucnumimHa otHocuTes K 6a3oBoit yactu 6ioka [l «ucuurianasl (MO )»
[IpepexBusutsl nucuuruiabbl: b1./1.6.13 Unpopmamuxa, b1./1.5.19 Onepayuonnvie cucmemol

[ToctpexBusutel  aucuurumnsl:  b1./{.6.24  OpeanuzayuonHoe u  npasogoe  obecneueHue
unghopmayuonnoii bezonacnocmu, b1.J[.5.26 Ocnosvi nocmpoenus 3auuyeHHbIX KOMNbIOMEPHLIX cemel,
b1.J1.5.27 OcHnosbl nocmpoenus sawuujennvix 6a3z oanuwvlx, b1.J[.5.28 3awuma npoepamm u OaHHbIX,
b1J[F.31 Texuuueckas s3awuma ungopmayuu, b1.J[.5.35 3awuma ungopmayuu om ymeuku no
mexnuyeckum xauanam, b1.J[.5.36 Cmanoapmur ungpopmayuonnou 6ezonacnocmu, b1.J].B.2 Texnonocus
NOCMpoeHUs 3auueHHbIX agmomamuzuposantvlx cucmem, b1./].B.3 Pazpabomka u npumenenue cucmem
uckyccmeennozo uumennekma, b1.J{.B.5 VYnpasenrenue npoepammmvivu  npoexmamu, b2.I1.B.V.1
Osnaxomumenvnas  npakmuxa, bB2.I1.6.11.1  Hayuno-uccneoosamenvckas  paboma, B2.I1.B.II.1
Ilpouzsoocmeennas npaxmuxa (no cneyuaiuszayuu,)

3 TpeGoBanus k pe3yjabTaTam 00yUYeHUs1 M0 JUCHMUILINHE

Hpouecc HU3YUYCHUS JUCHUIIJIMHBI HAITPABJICH HaA (bOpMI/IpOBaHI/Ie CJICAYIOHIUX PE3YJIbTAaTOB 06y‘IeHI/I$I

[Inanupyemblie pe3ynbTaThl
00y4eHUs IO TUCIUIUINHE,
Kon n HaumeHoBanue Kon n HaumMeHoBaHuE MHIUKATOPa
bopMUPYEMBIX KOMIETSHIIHIA JOCTH>KEHHS] KOMIIETEHIIUU XApAKTCPHIYIOLIIC STATIbT
dbopMupoBaHus
KOMIIETEHLIMI
OIIK-1 Cnocoben onienuBarh | OIIK-1-B-1 3naer nouarus nadopmanuu, 3HaTh;
pois uHbOpMaIuHy, UH(POPMALIMOHHOM 0€30MaCHOCTH, MECTO U |CYLIHOCTb U TIOHSATHE
MH(OPMALIMOHHBIX TEXHOJIOTHH | poIb HHPOPMAIIMOHHOM 0€3011acHOCTH B nH(}OpMaLIOHHON
1 “HPOPMAITMOHHOMN cHCTEeME HallMOHAIbHOM 0€301MacHOCTH 0€301acHOCTH,
0e3omacHOCTH B coBpeMeHHOM | Poccuiickoit denepaiinm, OCHOBBI XapaKTEPUCTHUKY €€
o011IeCTBe, X 3HAYCHHUE JUIS rocyIapCcTBEHHON MH()OPMAITMOHHON COCTAaBJISIFOLIUX;
o0ecrnieueHns 00bEKTUBHBIX MTOJINTUKHU — BH/JIbl, UICTOYHUKHU U
noTpeOHOCTEH TMYHOCTH, HOCHTENH 3aIlHIIAeMON
oO1ecTBa U rocyaapcTa nH(pOopMany,
— — (baxTopHI,
BO3/ICHCTBYIOIINE HA
WH(pOpPMaIIHIO TIPU €e




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Tnaaupyemblie pe3yabTaThl

oOy4deHus Mo TUCIUILINHE,

XapaKTePU3YIOIIHNE YTAIbI
dbopMHUpOBaHUS
KOMIETEHLINI

00paboTke B
ABTOMATHU3HPOBAHHBIX
(MH(MOPMAITMOHHBIX )
CUCTEMaX;

Ymers:

-OnpeaensaTh_ (HaKTopHl,
BO3JICHCTBYIOIIHE HA
nH(POPMAIIHIO TIPU €€
00paboTke B
ABTOMATHU3HPOBAHHBIX
(MH(bOPMAITHOHHBIX )
CUCTEMaX;

Baajaers:

-HaBBIKAMH OTIPEIICIICHUS
UCTOYHUKOB yIpo3
0€30MacHOCTH
uHdopmauuy,

- BJIaJICThOCHOBHBIMU
pueMaMu
PEIOTBPAICHUS YTPO3
0€30IIaCHOCTH

OIIK-5 CniocobeH MpUMEeHSTh

HOPMATUBHBLIC ITPABOBLIC AKTHI,
HOPMATUBHBIC 1 METOAUYCCKUC

JOKYMEHTBHI,
peraamMeHTHpyolue
JESATENBHOCTD I10 3aIIHUTE
uH(popManun

OIIK-5-B-2 3HaeT mMecTo U poJib
MH(POPMALIMOHHOM 0€30MaCHOCTH B CUCTEME
HalMOHaJIbHOU Oe3omacHocTH Poccuiickoit
denepany, OCHOBBI TOCYAAPCTBEHHOM
MH(OPMaLMOHHON TOJUTUKY, CTPATETUIO
pa3BUTHsI HH(GOPMAIIMOHHOTO O0IECTBA B
Poccun

OIIK-5-B-3 3HaeT 0OCHOBBI 3aKOHOIATEILCTBA
Poccuiickoit denepanum, HOpMaTUBHbBIE
IIPABOBBIE AKTHI, HOPMATUBHBIE U
METOJIMYECKHE IOKYMEHTHI B 00J1acTH
MH(POPMALIMOHHOM 0€30MaCHOCTH U 3aIUTHI
nH(pOpMalnH, TPaBOBbIE OCHOBBI
OpraHM3al1y 3alUThl TOCY1apCTBEHHON
TaliHbl ¥ KOHGUACHIIMATHLHOW HH(pOpMaLuH,
IIPABOBYIO XapaKTEPUCTUKY NIPECTYIUICHUN B
cdepe KOMIbIOTepHOU HH(OPMALIUK U MEPbI
IIPaBOBOM U NUCLMILUIMHAPHON
OTBETCTBEHHOCTH 3a pasriialieHue
3amuIaeMoil nudopmau

3HaTh:

-— MECTO UH(POPMAIIMOHHON
0€30I1aCHOCTH B CCTEME
HallMOHAJIbHOMN
0€30M1aCHOCTH CTPaHBI;
-OCHOBBI 3aKOHOAATEIbCTBA
Poccutickoit denepanuy;

- METO/INYECKUE
JIOKYMEHTHI B 00J1acCUM
nH(}OpMaLIOHHON
0e30IMacHOCTH;
-OpraHu3alxIo 3aIlUThI
rOCYJIapCTBEHHOW TaliHBI U
KOH(PUACHITHATHHON
uH(pOpMaIHH;

MIPABOBYIO XapaKTEPUCTHKY
MPECTYIUIEHUH B 006JacTu
KOMITBIOTEPHOM
uH(pOpMaIHH;

MepbI OTBETCTBEHHOCTH 32
pasrialieHue 3anumaeMon
nHpopmanuu

Ymern:

- IPUMEHATh HOPMAaTHBHbIE
Y TIPOBOBBIE aKThI U
METOANYECKUE JOKYMEHTHI
IIpU IPOCKTHPOBAHNE
CPEACTB 3aLIUTHI




[Inanupyemblie pe3ynbTaThl
00ydeHUs IO TUCIHUIUINHE,

Kon u naumeHnoBanue Kon u HaumeHnoBaHue nHIUKAaTOpa
dbopMUpyEeMBIX KOMIETEHIIHHA JOCTUKEHHS] KOMITETEHIIUU XAPAKTCPHIYIOLIC STATIRT
dbopMHUpOBaHUS
KOMIETEHLINI
uHdopmanuu.
Baajaersb:
HaBBIKAMU 3aIIUThI
KOH(UIEHITHATBHON
uHdopmaruu
OIIK-6 Criocoben npu OIIK-6-B-4 3HaeT 0oCHOBHBIE YIPO3bI 3HaTh:
penieHny npo(heCCUOHATBHBIX | 0€30IaCHOCTH MHPOPMAITUU U MOICTH .- ’KU3HEHHBIE ITUKJIIbI
3aJla4 OpraHU30BbIBAThH 3AIIUTY |HAPYIIUTENS KOMIIBIOTEPHBIX CUCTEM uHbopMauu

uHpopmanuu orpanndeHHoro |OIIK-6-B-5 Ywmeer pa3pabareiBats Mojenu
JIOCTYTa B KOMITBIOTEPHBIX yIrpo3 ¥ MOAENU HapyIIUTENsS

CHCTEMaX U CETIX B KOMITHIOTEPHBIX CUCTEM

COOTBETCTBUU C
HOPMAaTHUBHBIMU ITPABOBBIMHU
aKTaMH ¥ HOPMaTUBHBIMHU
METOANYECKUMHU JOKYMEHTaMHU
DdenepalibHOI CITYKOBI
0e3omacHocTu Poccuiickoi
Oenepanun, OenepanbHON
CITY’>KOBI 110 TEXHHYECKOMY U
AKCIIOPTHOMY KOHTPOJIIO

OTPAaHUYEHHOTO JIOCTYIIA B
npoIiecce ee Co3IaHus,
00paboTKH, Iepenayu; —
COBpPEMEHHBIC CPEJICTBA U
crocoObl o0ecreyeHus
UH(POPMALIMOHHOM
0€301aCHOCTH; — OCHOBHbIE
METOJIUKH aHAJIH3a YyIpo3 U
PHCKOB UH(POPMAIIMOHHOM
0Ee30I1aCHOCTH;

Ymern:

- pa3pabaTheIBaTh MOJIEIHU
y3p03 UHPOPMAIIMOHHOM
0€e30I1aCHOCTH;
pa3pabaThIBaTh MOJETH
HapyuuTenen
UH(POPMALIMOHHOM
0€30MMacHOCTH

Baajaers:

-HaBBIKAMH ITOCTPOCHHS
MOJIEH YTPO3, MOJENN
HapYIIATEIIS,

-HaBBIKAMHU OTIPEJICIICHUS
aKTyaJIbHBIX yIpo3
UH(POPMALIMOHHOM
0€30MacHOCTH

4 CTpyKTYpa U coJepkaHue JUCUMUIIMHbI

4.1 CTpykTypa 1M CIHILIHHBI

OO0mas TpyA0€MKOCTh JUCIIUIUIMHBI COCTABISIET 3 3aueTHbIe eAnHUIIbI (108 akajmeMuueckux 4acos).

TpynoemMkocTs,
Bun paGotsr aKaJeMHYECKHUX 9acOB
5 cemecTp BCETO
OO0mas Tpy10éMKOCTh 108 108
KonrakTHasi pabora: 68,25 68,25
Jlexmum (JI) 34 34
JlaGopatopusbie padotsl (JIP) 34 34




TpynoemkocTs,
Bun pabotht aKaJICMUYECKHUX YaCOB
5 cemecTp BCETO
[TpomexxyTouHas arrectarus (3a4eT, SK3aMEH) 0,25 0,25
CamocrosiTesibHas padoTa: 39,75 39,75
- 8bINOJIHEHUE UHOUBUOYATILHO20 MBopuecko2o 3a0arnus (UT3);
- CAMON0020MosKa (Npopabomka u no8MopeHue 1eKYUOHHO20 MAmepuand u
mamepuana y4eOHUKo8 u y4eoHvix nocoouti;
- N0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM,
- N0020MOBKA K PYOENCHOMY KOHMPOJIIO U M.N.)
Bujg nToroBoro KOHTpoJIs (3a4eT, IK3aMeH, Tu( depeHIIPOBAHHBIT 3auyert
3ayer)
Paznernsl qUCIUIUIMHEBL, H3y4aeMbIe B 5 ceMecTpe
KosmyecTBo yacoB
No ayJIuTOpHas
paszena HaunmenoBanue pasnenoB BCero aGota BHEAyY/I.
T 13 | P pabota
1 HopMmatuBHo-1paBoBas 6a3a obecrieueHus 12 4 4 4
nH(pOpPMaIMOHHOM 06€30IMacHOCTH
2 DKOHOMHYECKHE acCleKThl HH(POPMALIMIOHHON 14 4 4 6
6e3onacHocTH. OTBETCTBEHHOCTD 32 HAPYIIICHHE
TpeOoBaHUH B 00JaCTH HHPOPMALTUMOHHOM
0€30MacHOCTH
3 Mogpens HapymmTesast. Mojenu aHanmusa yrpos 22 6 8 8
nH(OpMaLIMOHHON 6€30MacHOCTH
4 MeTo b1 3amuThl HHpOpMaIH 22 8 6 8
5 Mopenu pasrpaHUYeHHs JOCTyIa K 20 6 6 8
KOMITBIOTEPHBIM CUCTEMaM
6 3amuTa HHPOPMAITUH TPU MEKCETEBOM 18 6 6 6
B3aMMOJICHCTBHUH
HUroro: 108 34 34 40
Bcero: 108 34 34 40

4.2 ConepxxaHue pa3iesioB JUCHUNIHHBI

1 HopmaTuBHO-npaBoBasi 6a3a o0ecneyeHusi UHPOPMALMOHHOI 0e30ACHOCTH

HoxTpuna nadopmarmonHon 6ezonacHoctu Poccuiickoit denepanun

['ocynapcTBeHHas cucTeMa 3aluThl HHQOpMaIu

3amuTa MHQOpPMAIMK OIPaHUYEHHOTO J10CTyIa

Hopmatusasbie aktel ®CTIK u ®Cb Poccun.

2 DKOHOMHMYECKHE acTeKThl HHPOPMANMOHHOI Oe30nmacHOCTH. OTBETCTBEHHOCTD 32
HapylIeHHe TPeOOBaHuil B 00,1acTH HHPOPMANMOHHOI 0€301I1aCHOCTH.

Kputepun otHecenus napopmanuu K 3amumaemoil. [lonstue u Buas! ymepoa or HCJI.

[Tonsitue u Buap! ymepoa or HCJl. Cuctema cOBpeMEHHOTO 3aKOHOIATEIbCTBA, PEriaMeHTUPYIOIIast
BOIPOCHI 3aIUTHI HH(OPMALIMK U OTBETCTBEHHOCTH 3a HapylIeHHe HH()OPMALIMOHHONW O€30MacHOCTH.

3 Mopeas HapymuTeas. Mojesn aHaau3a yrpo3 nH¢GpopManoHHoM 0e30MacHOCTH

OcHoBHbIE OHATHA U KJIaccudukanus yrpo3. BremHnue u BHyTpeHHUE HapymuTenau. cTtounuku
yrpo3. AHanu3 yrpo3 uHpopmarmonHoi 6e3onacHoctu Ha caiite DCTIK.

4 MeToabl 3alIUTHI HHGOPMALUHA

dusnueckue, annapaTHble 1 IPOrpaMMHBIE CPEACTBA 3aIUTHl HH(POpMAUU. AyTEHTU(UKAIISL
nonb3oBareseit. O0¢yckaius mporpaMMHOTO Kojia. AJropuTMbl UG poBaHus WH(OpMAIUH.

5 Mopenu pa3rpaHn4yeHus 10CTyNIa K KOMIIBIOTEPHbIM CHCTEMaM

OO0wast XxapakTepUCTHKa MOJIEIEeH JUCKPELIMOHHOIO A0CcTyna. Mozenu Ha OCHOBE MaTpUIlbl AOCTYIIA.
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OO61mas xapakTepuCTHKa MOJIUTUKN MaHIaTHOTO JocTyna. Moienu pa3rpaHdyeHus 10CTyna Ha
OCHOBE POJIEBOI! MOJIUTHKU 0€30MaCHOCTH.

6 3ammTa MHpOpMAIUN IPH MEKCETEBOM B3aMMO/1eHCTBHH

3ammTa KOHPHUICHIMATBHON HH(OpMAIMK HAa aBTOMAaTU3MPOBAHHBIX pabounXx MecTax Ha 0aze
aBToHOMHBIX [I9BM. 3amura naopmaiuy B JOKaIbHBIX BEIYMCIUTEIBHBIX CETAX. 3amuTa nHopMauu
IIPU MEKCETEBOM B3aUMOJEHCTBUI

3amuTa uHQOpMAIMK NTPH paboTe C cUcTeMaMu yIipaBieHus 0azaMu JaHHbIX. [Topsamox

o0ecriedeHus 3auThl HHPOPMALIUU TPU B3aUMOJICHCTBUHU ¢ MHPOPMALMOHHBIMU CETSIMHU OOIIEro

I10JIB30BaHM.

4.3 JlabopatopHbie padoThI

No JIP Ne HanmenoBanue 1abopaTopHbIX paboT Kox-zo
paszzaena 4acoB

1 1 [Tpo6aema HCI k uH(pOpMAIIMOHHBIM CHCTEMaM 4

2 2-3 AHanu3 mojeneii yrpo3 Ha opuimansaoMm caiite @CTIK 4

3 3 Cragun 00pabOTKH ¥ 3alIUTHl KOH(OUACHIUAIBHBIX TOKYMEHTOB 6
BBIXOJIHOI'O M BHYTPEHHETO IOTOKOB

4 3 Pa3paboTka cucteMm ayTeHTH(HUKALNH TTOIb30BaTEIs 6

5 4 Mopenp HapymuTtens. Mojens yrpo3 8

6 5 Mogenu pasrpaHu4eHus J0CTyNa K KOMIIBIOTEPHBIM CHCTEMAM 4

7 6 [TpoekTrpoBaHHE CETEBOM 3alLIUTHI 2
Htoro: 34




5 YueOHO-MeTOANYECKOE 00ecIIeueHrne TUCIHILTHHDI
5.1 OcHoBHas 1uTEpaTypa

MensaukoB, B. Il. Mudopmanmonnas Oe3omacHocTs M 3ammTa uHbopmanuu [Tekcr]: ydeOHOe
mocodme s CTYACHTOB BBICHIMX YYEOHBIX 3aBEACHUN, OOYYAIOIIMXCS IO  CHEIUATLHOCTH
"Undopmannonnsie cucreMsl U TexHonoruu" / B. I1. Mensnukos, C. A. Kneiimenos, A. M. Ilerpakos; mos
pen. C. A. KiuelimenoBa. - 6-¢ u3m., crep. - MockBa: Axkamemusi, 2012. - 332 c.: wn - (Bsicmee
npodeccuoHaibHOE 00pazoBanue. MHbopMaThKa M BIYUCIUTEIbHAS TEXHUKA). - bubmmorp.: ¢. 327-328. -
ISBN 978-5-7695-9222-5.

5.2 lonmosiHuTEIbHAS JIUTEPATYPa

1. Mamok, A. A. Beeaenue B 3amury MH(GOpPMauu B aBTOMAaTH3MPOBAHHBIX cucTeMax [Tekcr]:
yue0. mocobue i CTyAeHTOB, O0y4YaIoIUXCsl IO CIEll., He BXOAAIIUM B IPyMIy crel. B 00J1. uHpopm. 0e3-
omacHoctr / A. A. Mamok, C. B. [Tasus3un, H. C. [Toroxus.- 2-e uzn. - M. : I'opsiuas smaus-Tenekom, 2004.
- 147 c.: un. - bubnumorp.: c. 143. - ISBN 5-93517-062-0.

2. baitoypun B.b. BBepenume B 3ammry uHpopmammu [Tekcr]: yue0. mocobue mansi By30B /
B.b. BaiiOypun [u gp.]. - M.: ®OPYM: UHOPA-M, 2004. - 128 c. - bubnuorp.: c¢. 124-125. - ISBN 5-
89199-0130-4. - ISBN 5-16-001942-1

3. llankuna, T. H. MeTtonb! u cpeAcTBa 3alIMThl KOMIIbIOTepHON nHbopManuu [TekcT]: meroa. yka-
3anus K Jy1ab. mpaktukymy / T. H. Illankunaa; M-Bo oOpa3oBanmsi u Hayku Poc. denepammm, Demep.
areHTCTBO Mo oOpa3oBaHuIo, ['oc. oOpa3oBar. yupexaeHue Boicl. pod. odpazoBanus "OpeHOypr. roc. yH-
1", Kad. Beramcn. rexuauku. - Openodypr: 'OY OI'Y, 2007. - 44 c. - bubnwuorp.: c. 44.

4, Mlanerun, B. ®. MadopmanmonHas 0€30MacHOCTh KOMIBIOTEPHBIX cucTeM U cered [Tekcr]:
yae0HOe IMocoOue JJIs CTYICHTOB YUPEKICHHUHN CpeaHero MpodeCcCHOHATHLHOT0 00pa30BaHus, 00yIarOIIUXCS
no rpymnme cnenuaibHocrelt "MHpopmaTrka u BerancnutenbHas TexHuka" / B. @. [lanbrus. - Mocksa: @o-
pym: UH®OPA-M, 2014. - 416 c.: nn. - bubmmorp.: c. 401-408. - ISBN 978-5-8199-0331-5. - ISBN 978-5-
16-003132-3

5.3 llepuoauyeckue u3IaHUA

KypHuanst:

— HWudopmanmonnas 6€30MacHOCTb, U3aTeIbCTBO KoMIaHuu «I poTtek», r. MOCKBa,

— BecTtHuk nHpOpMaMoHHON 6€30MaCHOCTH, U3aTeNbCTBO KoMnaHuu «I'potek», . Mockaa;

— IIpob6nemsl nHpOpMannoHHO# Oe3onmacHocTu. KommbroTepHble cuctemsl, uzaareiabctso Cnolly,
r. Cankr-IlerepOypr.

5.4 UnTepHeT-pecypcsl

— http://www.securitylab.ru/ - «SecurityLab.ru»
— http://www.0sp.ru/ - «OTKpBITBIE CHCTEMBI»
— http://www.citforum.ru/ - «CIT FORUM»

Cranpaprsbl:

— TI'OCT P 51275-2006 3amura nnpopmanuu. O6bekT nHpopmaruzauuu. OakTopsl, BO3AECUCTBY-
fomuye Ha nHpopmaruto. OOIIIe TOT0KESHHUS.

— T'OCT P 50739-95. «CpenctBa BbruucnutensHoi Texuuku. 3amuta ot HCJl x nundopmarmu. O6-
€ TEXHUYECKUE TPEOOBAHUS»

— T'OCT P UCO/MDBK 15408-1-2012. HarmonansHseii ctangapt Poccutickoit @enepannu. Uudop-
MalMOHHasl TeXHOJIOTus. MeTonbl U cpeacTBa odecnieueHus OezonacHocTu. Kpurepun orneHku 0e30macHo-
CTH HHPOPMAIMOHHBIX TexHonoruid. Yacts 1. BBenenue u obmiast mojens (yTB. U BBeleH B Aeiictue [Ipu-
ka3oMm Poccranmapra ot 15.11.2012 Ne 814-cT)


http://www.securitylab.ru/
http://www.osp.ru/
http://www.citforum.ru/

— T'OCT P UCO/M3K 15408-2-2013. Uudopmanmonnas TexHojorus. MeToasl U cpesicTBa odecrie-
yeHus O6e3onacHocTy. Yacth 2. DyHKIIMOHATBLHBIE KOMIIOHEHTHI 0€30ITaCHOCTH.

— T'OCT P UCO/MDK 15408-3-2013 NudopmarnmonHas TeXHOI0THs. MeTOobI U cpeAcTBa oOecte-
yeHus 6e3omacHoct. Kpurepuu oneHku 6e3omacHocTy HHPOpMAIMOHHBIX TexHojoruil. Yactes 3. Kommo-
HEHTBI TOBEpHs K 0€301MacHOCTH

— T'OCT 28147-89. «Cuctembl 06paboTku uHbopmaruu. 3amura KpunTorpapudeckas. AJITOpUTM
KpunTorpadguueckoro npeodpazoBaHUs».

— T'OCT P 34.10-2012. «Mudopmanuonnas texaonorus. Kpunrorpaduueckas 3ammra uHpopMa-
uuu. [Ipoueccel popmMupoBaHus U MPOBEPKH IIEKTPOHHOM HU(POBON OITUCH

— T'OCT P 34.11-2012. Uadopmarnmonnas texHosiorus. Kpunrorpadudeckas 3ammra nHGOpMAaIIHH.
DyHKIHS XESUIUPOBAHUA

— T'OCT 29099-91. «CeTu BBIUUCIUTENIBHBIE JIOKATbHBIE. TEPMUHBI U ONIPEIACTICHUS.

— ISO/IEC  27001:2005. «MHpopMannOHHBIEC TEXHOIOTHH. MeToabl obecrieucHust Oe30macHoO-
ctu. CucteMsl ynpasiieHus HH(HOpMaIMOHHON Oe3omacHoCcThio. TpedoBanus». 2012 T.

— ISO/IEC 27002:2005 «MHpopManrOHHBIE TEXHOIOIHH. MeToabl obecrieucHust Oe30macHoO-
ctu. [IpakTuyeckoe pyKoBOACTBO MO yIpaBiIeHUIO HHPOPMAITMOHHOM O6e30macHocThion. 2013 1.

— ISO/IEC 27006:2007 «MHupopmaimoHHbIe TeXHOIOTHU. MeToabl obecrieueHus: 6e30macHo-
ctu. TpeGoBaHuUs K OpraHaM ayJauTa v CepTH(GHUKAINN CUCTEM YIpaBieHUS HH(POPMAITMOHHON 0€301macHo-
CTBIO».

5.5 IlporpammHoe obOecnedenue, npodeccuoHajbHble 0a3bl JAHHBIX W HH(pOPMALMOHHBbIE
CIIPABOYHbIE CUCTEMbI COBPEMEHHbIX HH(POPMANMOHHBIX TEXHOJIOTI U

a) MpOrpaMMHOE 00ECTICUCHHE:

— Onmnepanuonnas cucrema Windows 7, Windows 10;
— Microsoft Office 2007, Office 2019;
0) 0a3bl JaHHBIX, HH()OPMAITMOHHO-CIIPABOYHBIC U TIOUCKOBHIE CUCTEMBI:

— Komncynperanr [lmroc;
— OTKpBITHIE MOMCKOBBIE cucteMbl: Yandex, Mail u ap.

6 MaTepI/laﬂbHO'TeXHI/I‘IeCKOC odecrneuyeHue AUCHHUIIIMHBI

3aHATHA 10 JWCIMIUIMHE MPOBOMATCS B  ayJWTOPHSX, OCHAIICHHBIX KOMITBIOTEPHBIMH H
MYJIbTUMEIHUIHBIMA  CPEICTBAMU. Pabo4re CTaHIMK CTYJCHTOB M IpenojaBarelisi OObEeIHHEHBI B
JIOKAJIbHYIO KOMITBIOTEPHYIO CETh C BO3MOYKHOCTBIO BBIX0O/a B MIHTEpHET.

JIeKIMOHHBIE 3aHATHSI IPOBOISATCS B ayJAUTOPHSIX, OCHACHHBIX MYJIbTUMEIUHHBIM 000PYIOBAHUEM.

JIaGopaTopHbIE 3aHATHS IPOXOMAT B KOMIIBIOTEPHBIX KjaccaX, B KOTOPBIX YCTaHOBJIEHO
obopynoBaHue:

- cucteMubIe 010ku Ha 6ase mporeccopa Intel Core i5;

- cucteMHbIe 010kH Ha 6ase mporeccopa Intel Pentium Core 2 Duo;

- MOHHUTOPBI MoJienieit Samsung, ViewSonic.

K paboueii npocpamme npunazaromcesn:

e @DOHI OIEHOYHBIX CPEICTB JJII MPOBEICHUS TMPOMEKYTOUHOM aTTECTAIlMd OOYYaIOIIUXCS IO
JTUCITUTUTIHE;

e MeTonuueckue yka3zaHus JUisl 00 yJarOIIMXCs 0 OCBOCHHIO JUCITUTIITNHBL.



