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1 Ilean u 3a1a491 OCBOEHUS JUCHUTIIUHBI

ean (en) OCBOCHUS TUCIUTUIMHBI:

npuoOpecTd HEOOXOAMMBbIC 3HAHUS,
anMuHuCcTpupoBanus B nHGpopmanuu (MC), npuMeHsieMbIX B HACTOSIIIEE BpEMSI.

3agaun:

YMCHHA KW HaBBIKU B obnactu Cp€aACTB MU METOJA0B

1) oBiazeHUe TEOPSTUICCKUMH 3HAHUSAMH B 00JIACTH yIpaBlicHUs UH(POPMAIHOHHBIMU PECypcaMu

CHCTEM U CETEH;

2) npuoOpeTeHUe MPUKIAJAHBIX 3HAHUKA 00 00BEKTaX M METO/aX aJMUHUCTPUPOBAHUS B HH(pOpMa-

OUOHHBIX CUCTEMAX,

3) oBnaJicHUEC HABBIKAMH CAMOCTOSITEIBHOTO HWCIOJNB30BaHUS WHCTPYMEHTANBHBIX MPOTPAMMHBIX CHCTEM,
CETeBBIX CIyXk0 1 000pyaoBaHUs A aAMUHKCTpUpoBanus B VC.

2 MecTo JTUCUMILIMHBI B CTPYKTYpPe 00pa30BaTe/ibHO MPOrpaMMbl

JucnuninHa otHocuTes K 6a3oBoit yactu 0oka [l «Aucuuniauasl (MOLyIn)»

[TpepexBusutel auctutuasbl: b1./[.b.10 Unpopmamuxa, B1.J[.b.25 Onepayuonnvle cucmemvl,
b1.J1.5.26 Komnvtomepnule cemu

[TocTpexBu3uThl nuctuuriuubl: b1./1.5.29 Moodenu bezonacnocmu KOMNbIOMEPHLIX CUCTEM

3 TpeGoBanus k pe3yjabTaTaMm 00y4YeHUs M0 TUCHUILINHE

[Tpornecc n3y4yeHHs TUCUUIUIMHBI HATIPABJICH Ha (JOpMUpPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUCHHUS

Kon u HaumeHnoBanue
bopMHUpPYEMBIX KOMITETCHITHI

KO,Z[ W HAUMCHOBAHUC NHAUKATOpPA
JOCTHIXXCHHA KOMIICTCHIIMH

[Inanupyemsle pe3ysbTaTsl
00y4YeHHMsI 10 TUCLHUIUIMHE,
XapaKTEePU3YIOLIUE ITAIbI

¢dbopmupoBaHus
KOMITETEHIINI
OIIK-9 CnocoOeH pemath OIIK-9-B-1 3HaeT opraHu3anuio 3aimThl 3HaTh:
3a7auu MPo(ecCHOHATBHOM MHPOPMAIIUHU OT YTEUKH IO TEXHUUECKUM OCHOBHBIE MOJICITH
NESTeIbHOCTH C Y4eTOM KaHaJlaM B ONEPAI[MOHHBIX CUCTEMAX, CETSIX U | 0€301acCHOCTH;
TEKYIIETO COCTOSHHUS U cucTeMax yrpaBlieHUs 0a3aMy TaHHBIX YmMmerh:
TeHaeHIMi pa3Butus MetofioB |OIIK-9-B-2 Ymeer hopmynupoBars u IPOEKTHPOBATH
3alIUThl HH(OpPMAIHH B HACTPaWBaTh MOJUTUKY O€301TaCHOCTH apXHUTEKTYPY, CIYKOBI
OIEPALMOHHBIX CUCTEMAX, OCHOBHBIX OIEPALIMOHHBIX CHCTEM, 0€30macHOCTH,

KOMITBIOTEPHBIX CETAX U
crcTeMax yrpasieHHs 0azamMu
JAaHHBIX, @ TAKKE METOJOB U
CpeZACTB 3alUThl HH(pOPMALIUU
OT YTE€UYKHU MO0 TEXHUYECKUM
KaHajaM, CeTell U CUCTEM
nepenayu “HGopmauu

JIOKaJbHBIX KOMITBIOTEPHBIX CETEH,
MOCTPOEHHBIX HAa UX OCHOBE, U CUCTEM
yrIpaBieHus 6a3 JaHHBIX

OpraHu3alyy J10CTyIa,
MMEHOBAHUS U a/Ipecaliui
MH(POPMAIIMOHHBIX CHCTEM,
KOH(pHUTypUpOBaTh U
KOHTPOJIMPOBATh paboTy
CTaHJAPTHBIX CEPBHCOB
CETEBBIX OIEPAMOHHBIX
CHCTEM, aHAIU3HPOBATh
COCTOSIHUS ¥
(bYHKIIMOHUPOBAHUS
CHCTEM H
MH(POPMALIMOHHBIX TIOTOKOB
Baaners:

HNHcTpymMeHTamMu aHausa
0e30macHOCTH




Kon n HaumeHoBanue Kon u HaumMeHoBaHuE MHIUKATOPA
bopMUPYEMBIX KOMIETCHIIHIA JOCTHXKEHUS KOMIIETCHIMHA

[Tnanupyemblie pe3yabTaThl

00y4YeHHUs MO TUCIUTUINHE,

XapaKTEPU3YIOIINE ITAIBI
¢dbopmupoBaHus
KOMIIETEHIIN I

KOMITBIOTCPHBIX CUCTEM

4 CTpyKTYypa U collepKaHue TUCUUILINHBI

4.1 CTpyKTypa IMCHUATIAHBI

OO0mias TpyA0€MKOCTh JUCIHUIUIMHBI COCTABIISIET 4 3aueTHbIe eAMHUIBI (144 akajieMUuecKuX yaca).

TpynoemMKocCTs,
Bun pabotbt aKaJICMUYECKHX YaCOB
6 cemecTp BCETO
Oo0mas Tpy10éMKOCTh 144 144
KonrakrHasi pabora: 61,25 61,25
Jlextmu (JI) 30 30
Jlaboparopusie padoTsl (JIP) 30 30
Koncynbranun 1 1
ITpomexyTouHas aTTectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHAas pa6oTa: 82,75 82,75
- CAMON0020MosKa (NPopabomka u NOSMoPeHUe IeKYUOHHO20 MAMepuand u
mMamepuana y4eOHuUK08 u y4eOHblx nocooull;
- H0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM
- N10020MOBKA K PYOEHCHOMY KOHMPOTIO.
Bua ntorosoro KoHTposs (3a4eT, IK3aMeH, AH(¢epeHNPOBAHHBIN JK3aMeH
3a4er)

Pazgensl AUCHUIUINHBI, U3y4aCMBIC B 6 CCMECTPE

KomuecTBo yacoB
Ne HanmeHnoBaHue pa3zenos ayrTopHad BHEay/I.
paszzena BCETo abota
T 113 | 1P pabora

1 OO6urme cBefieHUs 00 ONEPAIMOHHBIX CUCTEMAX, 16 3 8
UH()OPMAIIMOHHBIX CUCTEMAaX, UCTOPHS Pa3BUTHSI.

2 OCHOBBI CEpBEPHBIX U KIMEHTCKHUX ONEPAllMOHHBIX 16 3 2 8
cucrem Microsoft, cepBuchl, CiryKObI

3 Cucrema Active Directory,AD DS, AD RMS, 16 3 4 10
GPO

4 Ob6ecneunBarornue ciyx6s1 Windows Server, AD 16 3 4 10
CS, AD FS, AD RMS

5 Wudopannonnsie cucremsl Ha Windows Server, 16 3 4 10
BeO-ceprep, MS SQL, MySQL, RDS

6 CewmeiicTBO LIiNUX, OCHOBBI, sIipa, UCTOPHUS 16 3 4 10
B3aMMOOTHOIIEHUS TUCTPUOYTHBOB

7 VYcraHoBKa ¥ HacTpoiika cepBucos Linux, AD, 16 4 4 10
Samba, Apache, Nginx, PHP, Python

8 be3onacHOCTh MHGOPMAITMOHHBIX CUCTEM, 16 4 4 10
Opanamayap, IPS, o6HOBIICHUS

9 Bupryanuzamus, Docker, KVM, O6iaunbie 16 4 4 8




KonmuecTBo yacoB
Ne HaumenoBanue pa3zaenon AyAITopHa BHEay/I.
paszena BCETO pabota
7| m3 | gp | P0eTa
cepsucsl, OpenStack, Amazon, Azure
Hroro: 144 30 30 84
Bcero: 144 30 30 84

4.2 Cogepxanme pa3iejioB IUCHUINIMHBI

1 OO0mme cBegeHHss 00 ONEPANMOHHBIX CHCTEMAaX, MH(OPMANMOHHBIX CHCTEMAaX, HCTOPHUS
pa3Butusi. Ynpasienue konpurypamnueit UC, BbIgBIIeHHE U KOHTPOJIb COOWHBIX U OIMIMOOYHBIX CUTYAIIHH,
yIpaBJICHUE CHUCTEMOM O€30IacHOCTH, yIpaBlieHHEe OOMmMUM JocTyrnoM. HeoOXxoaumocTs mporenyp
anmunuctpupoBanuss B HMC. Hcropus pa3BuTHs. M B3aMMOOTHOIICHHE OINEPALMOHHBIX CHUCTEM, HX
COBMECTHMOCTb.

2 OCHOBBI CepBEePHBIX U KJIHEHTCKHX ONMepanHOHHBbIX cucreM Microsoft, cepBuchl, ciy:KobI.
Benenue cratuctuku ucnoib3oBaHus pecypcoB HMC. BruigBieHne u  yCTpaHEHHWE Y3KHUX MECT
nH(OPMaLIMOHHON cucTeMbl. YTpaBieHnue noibs3zoBatensmu VC. [TnannpoBaHue WHCTAUISIMOHHBIX PaboOT.
Breibop ammapaTHO-IpOrpaMMHBIX CpeiacTB. MHCTaumsmus HWHOOPMAIMOHHOW CHUCTEMBI Ha TIPUMEpPE
Windows. Hactpoiika nH)OpPMaIHOHHON CHCTEMBI.

3 Cucrema Active Directory,AD DS, AD RMS, GPO. CpenctBa agMUHUCTPUPOBAHHS CITYKO
WWW, FTP, SMTP, NNTP B rio6anbHbix cersix Ha mpumepe Microsoft 1IS. Cpenctsa aaMuHucTpupoBa-
HUSI CITY)O MapIipyTU3aliy ¥ yaajdeHHoro poctyrna Ha npumepe Microsoft RRAS Windows. TIporpammu-
pPOBaHHE B CUCTEMax agMUHHUCTpUpoBaHus. CIICHapUH PETUCTPAIIMU U CKPUTITHI aAMUHUCTpUpoBaHus. [Ipu-
MEphI CHCTEM aJMUHUCTpUPOBaHus ¢ ucnosb3oBanreM Windows Script Host. Cuenapun ADSI miist cuctem-
HOTO aAMUHUCTpUpoBanus Windows.

4 Ob6ecneunBawmmue cayxobr Windows Server, AD CS, AD FS, AD RMS Cuyx0sb1 ¢eneparuu,
TOKEHBI, Kpocc-ayTeHTH(uKamms, ceprudukatel SSL u Kerberos, yaocroBepsromnuii meHTp, CUcTeMa KOH-
TPOJIS TIpaB, yaaneHHas paboTa.

5 Nudopmanuonnnie cucrembl Ha Windows Server, Be6-cepsep, MS SQL, MySQL, RDS.
Cnyx0bl ynpaBneHus kKoHpurypamnued. CiykObl KOHTPOIISI XapaKTEPUCTUK, OMTHOOUHBIX cuTyaruil. Ciyx-
Obl ynpasieHusi 0e3onacHocTbio. CiayxObl ynpasiieHus: 001ero nojas3oBanus. HdopmaloHHble CIyKOBbI.
WuTennektyanbHble ciy:x0bl. Ci1ykO0bl peructparuu, coopa 1 06padbotku nHpopmanuu. Ciayx0bl MIaHUPO-
BaHUS W Pa3BUTHSA. AJIMUHUCTPUPOBAaHWE 0a3 JaHHBIX. AJIMUHUCTPUPOBAHHUE ONIEPAMOHHBIX CHCTEM. A -
muHucTpupoBanue JIBC. AqMuHICTpUpOBaHKE MOYTOBBIX U Internet cepBepos.

6 CemeiicTBo LinUX, 0CHOBBI, siAPa, HCTOPHS M B3aHMOOTHOLIEHHS JUCTPUOYTHBOB S1po Linux,
uHTepdeiic, yTUInuThl, (aiioBble CUCTEMBI, KOHIIEMHUS, TpaQuuecKuil pexxumM, yaaJeHHBIH TOCTYH, ycTa-
HOBKa nporpamm, ycranoBka Linux, LVM, iSCSI, SSH, NFS, mc.

7 YcTraHoBKa U HacTpoiika cepucos Linux, AD, Samba, Apache, Nginx, PHP, Python Cepsucsr
SAMBA, Kerberos, RADIUS, Apache, Nginx, PHP, apyrue si3biku porpaMMHpOBaHHs, KOMITHJISIIHS, TIPO-
Bepka, otnanka. OpeiimBopku Wordpress, Jumla, django.

8 be3onacHocTh HHGOPMANIMOHHBIX CHCTeM, OpanaMaylp, |PS, o6HoBIeHnss MeTo b1 BBISIBICHHS
HEenoJaZoK B pabore MH(MOpMAMOHHON crcTeMbl. OTiepaTUBHOE YIPaBJICHUE W YCTPAHEHHE HETIONA0K B
cucreme. TexHWYEeCKUe cpeicTBa B WH(DOPMAMMOHHBIX CHCTEMaX. MeETOJbI TECTHPOBAHUS TEXHUYECCKHX
cpenct. OOcnyxuBanue Texundeckux cpeacts. IPTables, IPFW.

9 Bupryammsamus, Docker, KVM, O6uaunbie cepBuchl, OpenStack, Amazon, Azure Konuermnius
KOHTGfIHepPBaHHPI, TOHKasA U TOJICTad BUPTyaJIrU3alrd, CUCTEMbI YIIPABJICHUA BUPTYyaJIbHBIMU CEITMCHTAMU, 001aYHbIN
MIPUHLIMIT pa0boThI, paboTa ¢ 00IauHbIMU TpoBaiiaepamu laasS, PaaS, SaasS.

4.3 JlaGopaTopHblie padoThbI

Ne Kon-Bo
Ne JIP HaumenoBanue 1abopaTopHbIX paboT
paszzuena 4acoB
1 2 VYupasieaune Windows Server . Ciryx0bl y1aTeHHOR YCTaHOBKH. 2
IlepBryHas HacTpoliKa ceTH, OOHOBJICHUH, TAPAMETPOB CepBeEpa




Ne JIP Ne HaumenoBaHnue 1abopaTopHbIX paboT Kor-s0
paszzuena 4acoB

2 3 AJIMUHHUCTPUPOBAHUE CUCTEM, CPEJICTB U YUaCTHUKOB 0€30TIaCHOCTH 4
nHpopManMoHHbIX cucteM. Ciyx0a katanoros. [ pynmnossie
MIOJINTUKU.

3 4 VYupasnenue Windows Server. YcranoBka city:x0 cepTHQHUKALUH, 4
HACTPOMKa yJIOCTOBEPSIIOUIET0 LIEHTpa.

4 5 TepmunanbHbIe c1y)O0bI, ycTaHOBKA BeO-cepsepa, PHP, 4
(hperMBOPKOB.

5 6 YcraHoBka u aaMuHHCTpUpoBanue Linux. CriocoOsl opranu3anuu 4
JICKOB, YCTAaHOBKA MPOTPaMM

6 7 YcraHoBka cepucoB Ha Linux. Hacrpoiika daitioBoro u 4
BeOcepBepoB. YcraHoBka ¢peiiMBopkoB. HacTpoiika qomena Ha Linux.

7 8 Hacrpoiika 6panamayspa na Windows u Linux. IPables. Snort IPS, 4
Suricata IDS.

8 9 PaGora ¢ o6naunpiMu cepBucamMu. Y CTaHOBKA, HACTPOUKA. 4
HUroro: 30

5 YyeOHO-MeTOAMYECKOE 00ecIeYeHHe TUCIUIIIMHBI
5.1 OcHoBHas IuTepaTypa

1 Kneiimenos, C. A. AamuHHcTpupoBaHue B MH(MOpMalMOHHBIX cucteMax [Tekcr] : yueb. mocobue
/ C. A. Knetimenos, B. I1. MensuukoB, A. M. Ilerpakos. - M. : Axagemusi, 2008. - 272 c. - bubmuorp.: c.
267-268. - ISBN 978-5-7696-4708-9.

2 Kypstumii, I'. B. Onepanmonnas cucrema Linux [Tekcr] : xypc nekmuii: yued. mocobue / I'. B.
Kypsumii, K. A. Macnunckuil. - M. : Unatepner-YH-T UHpopm. Texnonoruit, 2005. - 392 c. - (OcHOBBI
nHpopMannoHHbIX TexHonorui) - ISBN 5-9556-0029-9.

5.2 JlonosiHuTEIbHAS JIMTEPATYpPa

1 MopxkoBuHa, 3. ®. YcTaHoBKa 1 HacTpoiika onepaunoHHoii cuctembl GNU/Linux B cpene BupTya-
mu3aimu Microsoft Virtual PC [Tekcr] : MeTonmyeckue ykazaHus K JJaOOpaTOpHbIM paboTaM 10 AUCIH-
wMHe "AJMUHUCTpUpOBaHUE HHPOpMaLMOHHBIX cucteM" / O. @. MopkosuHa, J[. b. Munoxun, A. C. Ku-
puiuioB; M-Bo obpaszoBanus u Hayku Poc. @eneparuu, Oenep. areHTCTBO 10 00pa3zoBaHuio, [ oc. 06pa3oBar.
yupexieHue Beicul. nmpod. oopazoBanus "OpenOypr. roc. yH-1", Kad. anmMuauctpupoBanust UHPOpM. CU-
cteM. - OpenOypr : 'OV OI'Y, 2009. - 55 c. - bubauorp.: c. 55.

2 Ionsixk-bparunckuii, A. B. ATMUHUCTpUpOBaHUE CETH Ha puMepax [TeKkcT] : [ HauMHAIomuX
cucreM. agmMuHucTpatopos] / A. B. Ilonsk-bparunckuit; [rn. pea. E. Konnykosa).- 2-e u3z., nepepab. u j1o1m.
- Cankr [letepOypr : BBX-Ilerepoypr, 2008. - 432 c. : mi. - [Ipeam. ykas.: c. 413. - ISBN 978-5-9775-0121-
7.

3 Conomenuyk, B. Linux. Kparkwuii kypc [Tekct] : mocodue st yckopen. ooydenus / B. Conomen-
gyk. - CII6. : ITutep, 2001. - 288 c. : wn. - ISBN 5-318-00237-4.

5.3 NuTepHeT-pecypchl

https://openedu.ru/course/ITMOUniversity/UNIXLINUX/ - «OtkpbiToe oOpa3oBanue», Kartamor
kypcoB, MOOK «UNIX and Linux in Infocommunication»



https://openedu.ru/course/ITMOUniversity/UNIXLINUX/

5.4 TIporpammHoe oGecneyenue, mpodeccuoHaJbHble 0a3bl JaHHBIX M HHGOpPMANMOHHbIE
CIIPABOYHbIE CHCTEMbI

1. Oneparmonnas cucrema ASTRA LINUX nmns paboumx craHuuid, UMEeTCsl JTUICH3UsS, BXOJIUT B
peectp oteuectBeHHoroO [10.

2. LibreOffice — cBoGomHO pacmpocTpaHseMblii 0pUCHBIN MaKeT MPOrpaMM, BKJIFOYAIOIIUN B ceOs
TEKCTOBBIN U TaOJUYHBIN peAaKTOPBI, PEIAKTOP MPEe3eHTALNH U Apyrue opUCHbIC MPUITOKEHHS.

3. Cucrema ynpasinenus yueOHbIM mporieccom Moodle, cBobGomHO pacipocTpaHsemast.

4. llporpammHas cucTema ajisi oOpraHu3anuu Bujeo-koHpepeHn-cszu Webinar.ru, umeercs
TUIEH3Ms, BXOJUT B peecTp oredecTBeHHOrO [10.

5. IIporpamma myist mpocMmotpa caiftoB Suaekc.bpaysep, cBo6oaHO pacmpocTpaHseMas, BXOAUT B
peectp oredyectBeHHOTO [10.

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCHUIINHBI

Y4eOHble ayTUTOPHH ISl TPOBEACHUS 3aHATUN JIEKIIMOHHOTO THIIA, CEMHHAPCKOTO THMA, JUISA
MPOBEJICHUSI TPYIIOBBIX U WHAMBHAYAIbHBIX KOHCYJbTAIMM, TEKYIIEr0 KOHTPOJS M MPOMEXKYTOYHOU
aTTecTaluu.

AyIuTOpUN OCHAIICHBI KOMIUIEKTAMH YUYE€HUYEeCKOW MeOenH, TEXHHYECKUMH CPeICTBaMU 00y4YeHHs,
CIIy>KalllUMU JJIsl IPEJICTaBIeHNs yueOHOU nH(pOopMaluu O0JIbIION ayAUTOPHH.

Jns mpoBeneHus 1aOOPAaTOPHBIX 3aHATUH  UCHOJb3YyeTCS KOMIIBIOTEPHBINM KiIacC, OCHAIIECHHBIH
KOMIIBIOTEPHON TEXHUKOM C MOJKIIIOUeHUEM K ceTh «VHTepHEeT» u 00ecreyeHreM JA0CTyIa B AIEKTPOHHYIO
nH(pOpMallMOHHO-00pa3oBareibHyto cpeny OI'Y.

[Tomemenue it CaMOCTOSITEIIBHON Pa0OTHl 00yYaIONIMXCS OCHAIIECHBI KOMITBIOTEPHON TEXHUKOM,
noakiIoueHHo Kk cetn "MHTepHer" u oOecriedeHHeM JOCTylma B JJIEKTPOHHYIO HH(POPMAIMOHHO-
obpazoBarensHyt0 cpeny OI'Y.



