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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Henb1o u3ydeHus: JaHHOUN NUCIUTUIMHBI SBIISCTCS Pa3BUTHE y OyAYIIUX CIICIUAIMCTOB HABBIKOB MPUMEHCHUS
OTEUYECTBEHHBIX U 3apyOeKHBIX CTAaHAAPTOB MH()OPMAITMOHHOW 0€30MacHOCTH IS Pa3pabdOTKU CUCTEM 0e30MacHOCTH,
MPOBEICHISI aHANN3a 0€30MTaCHOCTH KOMIIBIOTEPHBIX CHCTEM.

3apaum:

- Uu3y4YeHHUe TPeOOBaHUI COBPEMEHHBIX OTEYECTBEHHBIX M 3apYOCIKHBIX CTaHIAPTOB MH()OPMAIMOHHON 0Oe3-
OIMACHOCTH KOMITBIOTEPHBIX CUCTEM;

- W3y4YeHHE COBPEMEHHBIX KPUTEPHEB M CTaHIAPTOB I aHaN3a 0€30MacHOCTH PACIPEIeIeHHBIX KOMITHIO-
TEPHBIX CUCTEM;

- W3y4YCHHUE COBPEMCHHBIX KPUTEPUEB M CTAHAAPTOB JJIs aHAJIM3a PUCKOB WH(GOPMAIIMOHHON 0€30MacHOCTH
MIPH TOCTPOCHUN KOMITBIOTEPHBIX CHCTEM;

- TOJTydeHHe HaBBIKOB Pa3padaThIBaTh TEXHMUECKYIO JOKYMEHTAIIMIO HA IPOTPAMMHOE 00eCTIeueHIe B COOT-
BETCTBUU C JICHCTBYIONIMMHU CTaHIapTaMU UHPOPMAIIMOHHON 0€30MaCHOCTH;

- mpuoOpeTeHre HaBBHIKOB MPOBOIUTH 0OOCHOBAaHHE M BHIOOP PAMOHAIBFHOTO PEIICHUS IO YPOBHIO 3alllH-
IIEHHOCTH KOMITBIOTEPHOM CHCTEMBI C YIeTOM TpeOOBaHMA CTAaHIAPTOB MHPOPMAIIMOHHON 0€30MacHOCTH.

2 MecTo AUCHUILUIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

Jucnunnuza oTHOcUTes K 6a30Boit yactu 6moka [l «{ucuurinabl (MO )>»

[IpepexBusuthl muctuiuiuabl: b1./].5.28 Ocnoevl unghopmayuonnoii 6ezonacuocmu, b1.J1.5.30
Opeanuzayuonnoe u npagogoe obecnedernue UHGHOPMAaAYUOHHOU Oe30NACHOCMU

[TocTpekBU3UTHI JIUCIUATUIMHBIL: b1.J[.B.2 Texnonocus nocmpoeHus 3AUWUUEHHBIX
aABMOMAMUZUPOBAHHBIX CUCTIEM

3 TpeGoBanus k pe3yjabTaTaMm 00y4YeHUs M0 TUCHUILINHE

[Tpouecc u3yueHus: AMCUUIIIMHBI HAlIpaBiieH Ha (POPMHUPOBAHHUE CIAEAYIOUIUX PE3YIbTATOB 00YUEHHUS

[Tnanupyembie pe3ynbTaThl
o0Oy4deHus Mo TUCIUILINHE,
Kon u HaumeHnoBanue Kon u HanMeHoBaHME HHANKATOPA
bopMUPYEMBIX KOMIIETCHITHIA JOCTHKCHHS] KOMITETCHITUT XApAKTCPHIYIOTIIE STATIbT
dopmupoBaHus
KOMIIETCHITHH
OIIK-3.3 Cnocoben OIIK-3.3-B-1 3HaeT OCHOBHBIE MOJOXKEHUS |3HATH:
pa3zpabaThIBaTh TEXHHUECKYIO U |3aKOHOaTenbcTBa Poccuiickoit deneparuu B |- METOIBI 00001IeHUS
COTMPOBOUTENBHYIO obnacTu 3amuThl HH()OPMALINH, HAyYHO-TEXHUUECKOMN
JOKYMEHTAIMIO Ha OTEUYECTBEHHBIC U 3apyOe)KHBIC CTAHJAAPTHI B |MH(OpMAIMK, CTaHAApTOB,
3aIIUILIEHHOE TPOrPaMMHOE obnactu nHpOpMaIMOHHOK OE30MaCHOCTH METOJUYECKIX MaTepUajoB
obecnieuenne B coorBeTcTBUU ¢ | OI1K-3.3-B-2 3HaeT ocCHOBHBIE OTEUYECTBEHHOTO "
JEHCTBYIOIMMU CTaHAPTaMU | OTEUECTBEHHBIC U 3apYOEIKHBIE CTAHJAPTHI B [3apyOEKHOTO OTIBITA;
Y UHBIMHA HOPMATHUBHBIMA 00J1aCTH KOMITBIOTEPHOU O€30MTaCHOCTH - CImocoObl U3MEPECHUS
TpeOOBaHUAMU OIIK-3.3-B-3 3HaeT 1noyio’keHus CTaHAapTOB |CBOWCTB 00BEKTOB
Enunoiil cucteMbl KOHCTPYKTOPCKOM MpeIMeTHOM  00MacTH B
JOKyMEeHTaIuu, EnquHoii cuctemsl COOTBETCTBUU c
MIPOrpaMMHOM JTOKYMEHTAIINH, OCHOBHBIE OTEYECTBCHHBIMHU "
OTEUYECTBEHHBIC U 3apYOCIKHBIE CTAaHAAPTHI B |3apyOeKHBIMU
obnactu nH(pOpMAITMOHHOM 0€30MMaCHOCTH,  |CTaHAapTaMU,
OCHOBHBIE€ PYKOBOJSIIINE U - OCHOBHBIE  MOJIOXKCHHUS
perjiaMeHTUPYIOITHE JOKYMEHTHI B 00J1aCTH  |3aKOHO/IaTEIhCTBA
OBM, KOMIUIEKCOB U CUCTEM Poccuiickoit denepanuu B
OI1K-3.3-B-4 Crioco0eH cOCTaBIsATh obactn 3aIUTHI
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Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

IInanupyemsble pe3ynbTaThl
o0y4yeHHs 110 JUCLUIUINHE,
XapaKTEepU3YIOIINE ITAllb

dbopmMHupoBaHUs

KOMIICTCHITUIH
TEXHUYECKOE 3aJ]JaHHEe U COTIPOBOAUTEIBHYIO |MH(POPMALIHH,
JIOKYMEHTAIMIO Ha MPOTPaMMHOE OTCUYCCTBCHHEIC u

obecneyeHne

OI1K-3.3-B-5 Brnageer HaBBIKAMEU
aTTeCTAllMU U ayJWTa MPOrPaMMHOTO
obecneucHus

3apyOeKHbIe CTaHIAPTHl B
obmacti MH(pOPMAITMOHHON
0€e30I1aCHOCTH;

- OCHOBHEIC
OTEYECTBEHHEIE u
3apyOeXHbIE CTaHAApThl B
obnactu KOMITHIOTEPHOM
0e30I1acHOCTH;

- TOJOXXEHUS CTaHIapTOB
Ennnon CHUCTEMBI
KOHCTPYKTOPCKOM
JOKyMEHTAIlHH, Ennnoi
CHCTEMBI MIporpaMMHOM
JIOKYMEHTAIlMH, OCHOBHBIC
OTEUYECTBEHHEIE u

3apyOeKHbIC CTaHIApTHl B
obsacti MHPOPMAIIMOHHOK
0€30IacHOCTH, OCHOBHBIE
PYKOBOZSIIINE u
periaaMeHTHpYoIIne
JOKYMEHTBI B  0OjacTu
OBM, KOMIIIEKCOB nu
CUCTEM.

Ymersn:

- TMPUMEHSTh
COBpEMEHHBIE
KOMITbIOTE€PHBIE
TEXHOJIOTUM TIpH paboTe ¢
Hay4YHO-TEXHUYECKOMN
uHpopManuei
OTEUYECTBEHHBIX "
3apyOeKHBIX CTaH/IAPTOB;

- MpoBOJIUTH 00paboTKYy,
aHallM3 U CHCTEMaTHU3alLHUIo
Hay4YHO-TEXHUYECKOMN
UHpOpPMALlUM Ha OCHOBE
OTEUYECTBEHHBIX "
3apyOeKHBIX CTaH/IAPTOB;

- MPUMEHATH METOJBI H

CpelcTBa MOHUTOPHHTA U
CHUTYallMOHHOTO  aHaJlnu3a
00CTaHOBKU B
COOTBETCTBUU c
OTE€YECTBEHHBIMH u
3apyOe)KHBIMU
CTaHJapTaMH;

Baajaersb:

- METOI0JIOTHYECKUMHU
OCHOBAMH TCOPHH
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Kox n sHaumenoBanue Kon u HaumeHnoBaHue nHIUKAaTOpa
(bOpMHUPYEMBIX KOMITCTCHITHI OCTWKEHUS KOMIIETEHIINN

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHITUIH

OPUHSTUS ~ pElIeHUuH B
obnacTtu obecrnieueHus
uH(}OpMaITMOHHON
0e30macHOCTH B
COOTBETCTBUU
OTEUYECTBECHHBIMU
3apyOeKHBIMU
CTaHJapTaMH;

- HaBBIKAMHU  paOOTHI
HOPMaTUBHBIMU
IPaBOBBIMM  aKTaMU U
CTaHJapTaMH;

HaBBIKAMH TIOCTPOCHHUS
TIOJIUTUKYU 0€30TIaCHOCTH B
KOMITBIOTEPHBIX CHCTEMaX C
y4eToM TpeOOBaHHN
CTaHJapPTOB
UHQOPMAITHOHHON
0e301acHOCTH.

o

o

4 CTpyKTYypa U collepKaHHue TUCHHUIINHBI

4.1 CTpyKTypa THCHHILIMHBI

OO61mas TpyA0eMKOCTh AUCHHUIIIMHBI COCTaBIsAET 4 3aueTHbIE eNUHULBI (144 akageMUYecKux yaca).

TpynoemMKocCTs,
Bun paboTst aKaICMUYECKHX YacOB
9 cemectp BCETO

O01mas Tpya10éMKOCTh 144 144
KonrakTHasi pabora: 68,25 68,25
Jlexmum (JI) 34 34
Jlaboparopusie paboTs (JIP) 34 34
ITpomerxyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padoTa: 75,75 75,75
- 8bINONHEHUEe UHOUBUOYATIbHO20 MEOopUecko2o 3a0anus (UT3);

- Hanucanue pegpepama (P);

- CAMON0020MosKa (NPopabomka u NOSMoPeHUe TeKYUOHHO20 MAMepuand u
mamepuana y4eOHuKo8 u y4eoHvix nocoout;

- H0020MOBKA K 1AO0PAMOPHBIM 3AHSMUIM;

- 10020MOBKA K PYDEHCHOMY KOHMPOTIO.

Buja ntoroBoro KoHTpoOJIs (324eT, IK3aMeH, 1H( ¢ epeHIPOBAHHBIN 3a4er

3a4er)

Paznensl nucuumiveel, n3ydaembie B 9 cemectpe

Konnyectso yacos

Ne ayqUuTOpHast
HaunmeHnoBanue pa3zienoB BHEay/l.
paszena Beero pabora abora
a|m[ap| P




KonnuecTBo yacoB
No ayIMTOpHAs
HaumenoBanue pa3aenoB BHEaY/I.
paznena BCETO abota 6
1| m3[p | PeRom

1 OcHoBBI CTaHJapTU3ALUU B obnactu 12 2 2 8
nH(pOpMaMOHHOM 6€30MacHOCTH

2 OpraHuM3aupd ¥ y4acTHUKH  paboT 1o 12 2 2 8
CTaHJapTH3AIHH

3 Pa3pabotka cpenctB 3ammTel MHQOpPMAIUU U 22 6 6 10
pa3paboTKa NPUIIOKESHUH

4 Co3manrie U CONMPOBOXKICHUE CHUCTEM YIpaBJICHUS 22 6 6 10
MH(GOPMAIMOHHOHN 0€30MacHOCThIO

5 Obecrnieuenue ceTeBoi 0e30macHOCTH u 22 6 6 10
o0ecrnieueHure 3aliThl BeO-CepBUCOB

6 Oo6ecrieueHue 3aIUTHI nHpopmauu C 18 4 4 10
UCIIOJIb30BAHUEM CPEIICTB  KpUNITOTpaduvIecKon
3alIUTHI

7 OOecnieueHre  BO3MOXKHOCTH  HCIIOJIb30BaHHUS 18 4 4 10
AJIEKTPOHHOU IU(PPOBOW MOMMUCH (IJIEKTPOHHOMH
noanucu) U obecrieyeHrne (QYHKIMOHUPOBAHUS
CEpPBUCOB JIOBEPCHHOM TPEThEH CTOPOHBI

8 AHanu3  MEXIYHapOJHBIX M POCCHHMCKHX 18 4 4 10
CTaHJApTOB B OOJIACTH Ka4yecTBa IMPOrPAaMMHOTO
obecrieyeHus
HWroro: 144 34 34 76
Bcero: 144 34 34 76

4.2 ConepxxaHue pa3/iesioB IUCHUNIHHBI

1. OcHOBBI cTAHAAPTU3ALMH B 00,1acTH HHPOPMALMOHHOM 0€30MACHOCTH

OcCHOBHBIE TEPMHUHBI U OIpeesieHus B obnactu cranaaptuzauuu. @3 Nel84 «O TexHUUECKOM pery-
nupoBaHum». @3 Nel62 «O crangaptuzanuu B Poccuiickoit deneparum.

2. Opranus3anuu ¥ y4aCTHUKH padoT 1o cTaHAapTU3anuu

OpraHu3anuu ¥ CTPYKTYphl IO CTaHJApTU3ALMKU. YUYAaCTHUKH paboT Mo CTaHIapTU3aLUU B 00JacTH
nHpOopMalMOHHOM Oe3omacHOCTH. PYHKINU U KIacCU(pUKALM CTaHAApTOB MH(POPMAIIMOHHONW Oe30macHo-
ctu. Opransl ynpasieHus u obecneuenuss b P®. denepanbHblii opraH HCHOJHUTENBHON BIIACTH, OCY-
HIECTBISIOMUI (YHKINHU MO BBIPAOOTKE rOCy1apCTBEHHON MOJUTUKH U HOPMAaTUBHO-IIPABOBOMY PETrYJIHPO-
BaHUIO B 00J1acTH cTaHAapTH3auuu. HalmoHanbHbIM oprad 1no cranaapTuzauuu. TexHndeckue KOMUTETHI 10
cTaHzapTu3auuu. [IpoekTHBIE TEXHMYECKHE KOMHUTETHI IO CTaHAapTu3auuu. HayuHble opraHuzanuu 1o
CTaHIapTU3alUK. TeXHUYECKUI KOMUTET 0 001epoccuiickuM kiaccugpukaropaM. CoBeriareabHble OpraHbl
1o cranaaptuzauuu. OpraHuzanuu 1 Jpyrue cyobeKThl, 1eTeNbHOCTh KOTOPHIX CBSi3aHa ¢ paboTaMu B 00-
JIACTH CTaHAapTU3ALINU.

3. PazpaGoTka cpeAcTB 3alUUThI HHGOPMALMHU U Pa3padoTKa MPUJIOKEHU I

CucreMHass U mporpamMmHas WHxeHepus. [Iporecchl KU3HEHHOTO IUKJIA MPOrPaMMHBIX CPEACTB.
Komruiekc cranmapToB Ha aBTOMaTH3MpPOBAHHBIE CHUCTEMbl. ABTOMAaTH3MpOBaHHbIE cucTeMbl. CTaauu co-
3manusi. Madopmanmonnsie TexHomoruu. OneHka mporeccoB. [IpoBenenne oneHku. PykoBoaCTBO Mo mpo-
BEJICHUIO OIleHKH. [IprMep Moaenu oneHKH MpoLeccoB )KM3HEHHOTo 1uKIa cuctemsl. [Ipodunu nenesoro
npotrecca.

4. Co3naHue U CONPOBOKAEHNE CUCTEM yIPaBJeHUs1 HH(POPMAIMOHHOW 0€30MaCHOCTHIO

Metonpl obecriedeHusi 6e3omacHocTH. CHCTEeMBl MEHEIKMEHTa WH(POPMAIMOHHON 0€30MacCHOCTH.
CBoa mpaBuiI MO yIpaBieHUIO 3amuTol nHpopMmanuu. Koneke npakTUKy A MEHEIKMEeHTa HHpopMaliu-
OHHOM 6e3omacHOCTU. PyKOBOACTBO 10 BHEAPEHHUIO CUCTEMBI MEHEPKMEHTa HHPOPMALIMOHHONW O6e30macHo-



cTi. MeHeKMEHT prcka HHPOpMaMOHHOW Oe3omacHocTH. TpeboBaHMs K OpraHam, MPOBOISIIUM ayJUT U
CepTH(HKAIMIO CUCTEM MEHEDKMEHTa WH(OPMAIIMOHHON 0€301MacHOCTH.

5. Ob6ecnieyenue ceTeBoii 0€30MaCHOCTH M o0ecreyeHHe 3allMThI BeO-CepBHCOB

CereBast 6e30macHOCTh. PyKoBOsIIIME MPUHLIUITBI IO Pa3pabOTKe U BHEAPEHUIO CPEACTB obecreye-
HUs 0e30mMacHOCTH ceTeil. PykoBoasie yka3zaHus 10 MIPOSKTHPOBAHUIO M BHEAPEHHIO 3alIUTHI CETH. JTa-
JIOHHBIE CETEeBBIC CIEHAPUH. YTPO3bI, METOJbI NMPOCKTUPOBAHHS U BOMPOCHI YIPaBICHHS OE30MacCHOCTH.
Kommynukanuu st obecriedeHusi 0€30MacHOCTH MEXAY CeTIMU C MpUMEHEHHEeM MuI030B. besomacHoe
MEXCETEBOE B3aMMOJIEHCTBUE C UCIIOJIB30BAaHUEM BUPTYalbHBIX YacTHBIX cerell (VPNSs). 3amuiieHHslil 1o-
CTyI K OecripoBoiHOM [P-ceTw.

6. O0ecneyenne 3amMTBI HHGPOPMALMH C MCNOJb30BAaHHEM CpPeJACTB KpUNTOrpadguueckoi 3a-
U THI

Crnemudukarus 6e3onacHocTr Ha TpancnopTHoM ypoBHe TLS 1.2: RFC 5246. Cneundukanus 6e3-
omacHocT Ha TpaHcrnoptHoM ypoBHe TLS 1.3: RFC 8446. HaGop mpoTokoyIoB 1711 00€CTICUCHHST 3alUThI
JaHHBIX, MepeaBaeMbIX M0 MexcereBoMy npotokony IPSec. Ctannaptsl mo kpunrorpaduyeckoil 3ammure
nHpopMaIuu.

7. ObecnieyeHue BO3MOKHOCTH HCIOJIb30BAHMS 3JIeKTPOHHOUH nMdpoBoil moanucu (3J1eKTPOH-
HOI moanucu) u odecneyeHue PyHKUMOHMPOBAHUS CEPBUCOB J10BEPEHHON TPeTheil CTOPOHBI

Crneuunduxanus ynpasnenus kmodamMmu XML-noanuceil. PykoBoasiue ykazanus no NpuMEHEHUIO U
VIIPaBJICHUIO CIy)O0aMu JIOBepeHHOH Tperbell cropoHbl. CnpaBouHuk: CTPYKTYypel CEpTHPHUKATOB
OTKPBITBIX Kitoued u arpulOyroB. CuHTakcuc M oOpaboTka anekTpoHHOU moanucu B XML. Pacmupenue
anekTpoHHoi mnoanucu B XML. Pacmmpenue snextponHoit noxamucu B PDF. CMS pacumupenue
anekTpoHHoU noanucu. [Ipoueccesl popmupoBaHuUs M MPOBEPKH SIEKTPOHHOM MOAMUCH.

8. AHaM3 MeXIYHAPOAHBIX U POCCHICKHX CTAHAAPTOB B 00JIaCTH KadecTBa NMPOrPaMMHOIO
ol0ecrnieyeHust

[Ipomiecc oOecreuenus kadectBa. AHaIM3 CTaHAAPTOB B 00JAaCTH HAJISKHOCTH MPOTPAMMHOTO
obecnieuenus. Cuctema ymnpaBieHHs HAJEKHOCTHIO. AHANU3 CTaHIAPTOB B 00JacTU pucka. MeHEIKMEHT
pucka. AHamu3 pHUCKa TEXHOJOTMYECKMX CHCTEM. YIPaBICHUE HAJSKHOCTbIO. AHAIU3 pUCKa
TEXHOJIOTHYECKUX cUcTeM. MeTo/bl aHanu3a U HaJIedKHOCTH pUCKa.

4.3 JIaGopaTopHbIe padoThI

Ne JIP Ne HaumenoBanue nabopaTopHbIX paboT Kosr-Bo
paszznena 4acoB
1 1 OcHOBBI CTaHIapTU3ALMH B 00J1acTH MHPOPMAITMOHHOM 0€3011acHOCTH 2
2 2 OpraHu3anuu ¥ yYaCTHUKH paboT MO CTaHJapTH3aLHUU 2
3,45 3 Pa3pa0oTka cpeJcTB 3alUThl HHGOPMAIMK U pa3paboTKa NPUIOKESHUN 6
6,7,8 4 Co3naHne u CONPOBOXKICHHUE CHCTEM YIpaBJICHUS HH()OPMAIMOHHON 6
0€30I1aCHOCTBIO
9,10,11 5 OO0ecrreueHne cereBoii 0e30IMacHOCTH W OOECIIeUeHHE 3allUThl BEO- 6
CEpBHUCOB
12,13 6 OO0ecrieueHne 3amuUTel UHPOPMAIUU C KCIOIH30BAHUEM CPEJICTB 4
KpUNTOrpaguueckon 3aIuThl
14,15 7 ObecrnieueHre BO3MOKHOCTH HCIIOIb30BaHUS AJIEKTPOHHON HUGPOBOI 4
MOAITUCH (3MeKTpOHHOM TTO/TTHCH ) u obecrnieueHue
(G YHKIIMOHUPOBAHUSI CEPBUCOB IOBEPEHHOM TPEThel CTOPOHBI
16,17 8 AHann3 MEXIYHAapOIHBIX W POCCHUUCKHX CTaHIApTOB B 00NacTH 4
Ka4yecTBa MPOrpaMMHOTO 00ECTICUCHHUS
Hroro: 34




5 Y4yeOHO-MeTOAMYECKOE 00ecIeYeHH e TUCIUTIINHBI

5.1 OcHoBHas 1uTEpaTypa

1. Crangaptel nHpopmanuonHoit 6e3omacHoctu [Tekct] : kype nekuumii / B. A. I'amaTenko; moj
pen. B. b. berenuna. - M. : Uatepuer-Ya-T Uadopm. Texnonoruii, 2004. - 328 c. - (OcHoBBI nH(OpMALIH-
OHHBIX TEXHOJOTUH). - bubmmorp.: ¢. 315-321. - ISBN 5-9556-0007-8.

2. Opranu3anroOHHO-TIPaBOBOE oOecredeHrne MH(DOPMAIMOHHONW 0€30MacHOCTH: y4eOHOe mocooOwue.
A.A. Crpenbrios, B.C. I'op6aros, T.A. [Tonskosa u np. / [lox pen. A.A. CtpensiioBa. — M.: U3narenbckuit
ueHTp «Akaaemusi», 2008. — 256 c.

5.2 JlonotHuTE/ILHAS IMTEPATYypa

1. Crangaptsl nHGOpMaMOHHOK Oe3omacHocTH [TekcT] : Kypc jekuumid: yueo. mocodue / B. A. T'a-
nareHko; nof pea. B. b. berenuna.- 2-e uzn. - M. : UHTYUT. PV, 2006. - 264 c. - (OcHOBBI HH(pOpMAIHOH-
HBIX TEXHOJIOTHH). - bubmumorp.: c. 256-263. - ISBN 5-9556-0053-1.

2. 3ammrta KoMObloTepHOW nH(popMmarmu. DddexTuBHbie MeTOBI U cpenacTsa [Tekct] : yueb. mo-
coOue I CTYZICHTOB BY30B, oOydaromuxcs o HampasieHuto 230100 "MudopmaTrka U BEIYUCIUTEIbHAS
texauka" / B. @. llanesrun. - M. : IMK IIpecc, 2008. - 544 c. : un. - bubmuorp.: c. 524-529. - IIpenm.
ykas.: ¢. 530-542. - ISBN 5-94074-383-8.

3. OcHoBbl uH(popMaoHHO# Oe3omacHocTH [Teket] : Kypc neknwmii: yued. mocobue / B. A. T'ana-
TEHKO.- 3-¢ u3a. - M. : UHTYUT. PV, 2006. - 208 c. - (OcHOBbI UH(POPMAIIMOHHBIX TEXHOJIOTUM). - bub-
muorp.: ¢. 200-205. - ISBN 5-9556-0052-3.

4. OcnoBbl nHGOpMaIMOHHON Oe3omacHocTH [ Teker] : yued. mocobue ans By3oB / C. I1. Pactopry-
eB. - M. : Akagemus, 2007. - 192 c. - (Breiciiee npodeccrnonaibaoe odpa3oBanue). - bubmmorp.: c. 180-181.
- CnoB. TepmuHOB: ¢. 182-185. - ISBN 978-57695-3098-2.

5. Ianbrun, B. ©. Nudopmanronnast 6€30macHOCTb KOMIIBIOTEPHBIX cUcTeM U ceteit [TekcT] :
yueOHOe MocoOue AJsl CTYJEHTOB YUPEXKACHUN CPeHEro MPOoPecCHOHANBHOTO 00pa3oBaHusl, 00y4JaroIuXcs
no rpynne crnenuanbHocted "MHpopmaTika u BeruuciutensHas texHuka' / B. @. Hlanerun. - Mocksa :
®opym : UHOPA-M, 2014. - 416 c. : un. - bubnuorp.: c. 401-408. - ISBN 978-5-8199-0331-5. - ISBN 978-
5-16-003132-3.

5.3 llepuoanyeckue U31aHUA
1. IIpoGnems! nHPpopManoHHON Oe3onacHOoCcTU. KoMnbloTepHbIE cUCTEMBI @ KypHaI. - M. : AIIP

2. Bectauk Yp®O be3onacHocTs B MHPOpPMALMOHHON cdepe : xypHal. - Yenabunck IOYpl'Y,
2011.

5.4 UnTepHeT-pecypchl

http://www.fsb.ru — caiir ®Cb P®

http://www.fstec.ru — ceppep ®CTOK PD

http://www.gov.ru — cepBep opraHoB rocyaapcTBeHHoO Bracti PO

http://www.minsvyaz.ru — caliT MuUHHCTEpCTBa HH)OPMAITMOHHBIX TEXHOJIOTHIA U CBsi3u PD
http://www.scrf.gov.ru — caiitr Cosera be3omacHoct PO

www.consultant.ru — KoncyibpTaHT miroc

https://gost.ru — Poccranmapt

http://docs.cntd.ru — DnexTponHbIH HOH/T TPABOBOM ¥ HOPMATHBHO-TEXHUYECKON JIOKYMEHTAIINN
http://www.securrity.ru — Caiir UadopmanronHas 6€30nacHOCTb

10. https://www.securitylab.ru — MupopmaimosHbli moptan no HHGOPMAIMOHHON 6€30MaCHOCTH
11. https://securelist.ru/ - CereBas mrad-kBapTHpa sKcnepToB «Jladoparopuu Kacnepckoro

12. https://moodle.osu.ru - DnexTponnbie Kypesl OI'Y B cucteme 00yueHus moodle

13. https://www.intuit.ru/studies/courses/3648/890/info  — «WuTynt. HanmoHambHBIN OTKPHITHINA

yauBepcuteT» Kypebl, MOOK: Atrecranusi 00beKTOB HH(pOpMATU3aLUMU MO TpeOOBaHUAM O€30MaCHOCTH
nH(pOpMaLINH.

LCoNoOA~RWNE



14. https://openedu.ru/course/ITMOUniversity/INTPRO/-  «Otkpbitoe  oOpasoBanue». Kypcsi,
MOOK: IIpaBoBbIE OCHOBBI 3aLIUTHI HHTEIUIEKTYaJIbHOW COOCTBEHHOCTH.

15. https://www.intuit.ru/studies/courses/30/30/info - «Murynt. HanuoHaNbHBIA  OTKPBITHINA
yausepcureT». Kypesl, MOOK: CranaapTs! HH(pOpMaimoHHONH 6€30MacHOCTH.

5.5 IIporpammHoe obecmedyeHue, nMpogeccHOHAIbHbIC 0a3bl JAaHHBIX W HMHG(OPMAIUMOHHBIE
CIIPABOYHbIE CHCTEMbI COBPEMEHHbIX HH()OPMAIIMOHHBIX TEXHOJIOTHii

a) MpPOrpaMMHO- almapaTHoe odbecrneueHue:

1. Oneparnmonnas cuctema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01, nunen3u-
oHHbI noroBop NeA-2021-1374-BY3 ot 28.05.2021.

0) 6a3bl JaHHBIX, HTHPOPMALIMOHHO-CIIPABOYHBIE U TOMCKOBBIE CUCTEMBI:

— Komncynberant Ilnroc [DnekTpoHHBIN pecypc] : cipaBouHO-TipaBoBas cuctema / Kommnanus Kon-
cyapTadT [lmoc. — DimektpoH. gaH. — Mocksa, [1992-2016]. — Pexwum goctyma : B okanbHoM cetr OI'Y
\\fileserver1\!CONSULT\cons.exe

— Tapant [DnexTpoHHBIH pecypc] : cnpaBouno-mpaBoBas cuctema / HIIII INapant-CepBuc. — Dnek-
TpoH. JaaH. - Mocksa, [1990-2016]. — Pexxum nocryma \\fileserverl\GarantClient\garant.exe. B mokansHo#
ceru OI'Y.

— 3akononatenscTBO Poccum [DnexTpoHHBIH pecype] : mHpOpManmoHHo-TIpaBoBas cucrtema. — Pe-
®uM goctyna : http://pravo.fso.gov.ru/ips/, B nokansHo# cetn OI'Y.

6 MaTepI/laﬂbHO'TeXHI/I‘leCKOC odecrneyeHue AUCHHUIIIMHBI

VueOHble ayIUTOPHH JUIS TPOBEACHHS 3aHATHI JICKIIMOHHOTO THIIA, CEMUHAPCKOTO THIIA, IS
IMPOBCACHUA TI'PYHIIOBBIX W HWHAWBUAYAJIBbHBIX KOHCYJIBTaIIPIﬁ, TCKYHICTO KOHTPOJIA H HpOMC)I(YTOIIHOfI
aTTeCTaI[HH.

AyIUuTOpHH OCHAIECHBI KOMIUIEKTAMH YYCHHYECKONH MeOeH, TEXHHUYECKUMH CPEICTBAMHU O0yUCHHS,
CIYXaIMMH JUTS IPEACTaBICHUS YIeOHOH nHPOPMAIMK OOJIBIION ayAUTOPHH.

Hnst mpoBeneHuss 1a0OpaTOPHBIX 3aHITHH HCIONB3YETCS KOMIBIOTEPHBIM KJIACC, OCHAIICHHBIN
KOMITBIOTEPHON TEXHUKOM, MOJKII0OYeHHON K ceT "MHTepHeT",  o0ecreueHreM J0CTyIa B 3JICKTPOHHYIO
nH(popMannoHHo-00pa3oBarensHy0 cpeay OI'Y.

[Tomerienue i caMOCTOATENBHON pabOThl 00YyYAIOMIMXCSI OCHAIIEHBI KOMITBIOTEPHOW TEXHUKOH,
noakioueHHo Kk cetu "MHTepHeT", W obOecrmeueHHWEM JOCTyNa B JJIEKTPOHHYIO HH(POPMAIIHOHHO-
oOpazoBarenbHyto cpeny OI'Y.

K paboueii npozpamme npunazaromces:

e DOoHJA OIEHOYHBIX CPEICTB JIiA MPOBEICHHUS IMPOMEKYTOUHON aTTecTallud OO0YJarolIMXCs IO

JYCIUILINHE;
e Meroanueckue yKa3zaHUs I 00yJarONUXCcsl 0 OCBOCHUIO JTUCIIHILITNHBIL.


https://www.intuit.ru/studies/courses/30/30/info
file://///fileserver1/!CONSULT/cons.exe
file://///fileserver1/GarantClient/garant.exe
http://pravo.fso.gov.ru/ips/

