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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Leab ocBoeHUS MUCHUILTUHBL MOJTYYeHHE 3HAHUM B 00JacT KUOEPUMMYHHOH pPa3pabOTKH Ipo-
rpaMMHOTr0 o0ecreueHus, KOTOpas MO3BOJISET 3alIUIIATh M0JIb30BaTEIbCKIE CUCTEMBI OT YIPO3 YK€ Ha dTa-

1€ MPOCKTUPOBAHMUS.

3agaun:

- OCBOUTH OCHOBHBIE IIPUHIIUITBI KHOEPUMMYHHOU Pa3pabOTKU MPOTrPaMMHBIX MTPOIAYKTOB;
- yMeTh pa3pabaThIBaTh MOJIUTUKN OE30MACHOCTH CHCTEM;
- YMETb CO3[aBaTh [IO3UTHBHBIC U HETATUBHBIE CLIECHAPUN TECTUPOBAHUS IPOrPAMMHOIO CPEICTBA.

2 MecTo TUCHUILIMHBI B CTPYKTYype 00pa3oBaTe/IbHOM MPOrpaMMbl

JucnuriuHa sBisercs GpaKyIbTaTUBHON(BIM)

IIpepexBusuthl nucuuriuubl: b1./1.6. 12 Ungpopmamuxa

[TocTpeKBU3UTHI AUCUUIUIHHBL: Omcymcemayiom

3 TpeGoBanus K pe3yabTaTaMm 00y4eHHUsI 10 TUCHHUILINHE

[Tpornecc n3y4yeHHs TUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUCHHUS

KOI[ 1 HAMMCHOBAHUC

(bopMHUpPYyEMBIX KOMITETCHITHI

KO,Z[ W HAMMCHOBAHHC MHIHWKATOpa
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yiabTaThl
00y4eHUs IO TUCLIUIUINHE,
XapaKTepU3YIOIINe TAlbl
dbopmupoBaHus
KOMIIETEHIINH

OIIK-6 CocoOeH moHnMarh
MIPUHIIMUIIBI PaOOThI
COBPEMEHHBIX

1 UCIIOJIB30BAaTh UX IJIsA
pelieHus 3aaaq
npo¢ecCuOHAIBHON
NesITeIbHOCTH

MH(OPMAIMOHHBIX TEXHOJIOTUH

OIIK-6-B-1 Onpenenser cBSI3b COBPEMEHHBIX
MH(OPMALIMOHHBIX CHCTEM C 33/1a4aMu

PO eCCHOHAIBHON e TEHHOCTH
OIIK-6-B-2 M3yuaet npukiaaHble
MIPOTPaMMHBIC CPEJICTBA JUIS PEIICHUS 331a9
poecCHOHANBEHOM e TENbHOCTH
OIIK-6-B-3 Pemraer 3amaun
npohecCHoHaNBHOM JeSTENLHOCTH C
HCTIOJTb30BaHUEM TPUKIIATHBIX
MPOTPaMMHBIX CPEJICTB M COBPEMEHHBIX
WH(OPMAIMOHHBIX TEXHOJIOTHI

3HaTh:

- coJlepKaHNe KOHIICTIIIUT
0€30I1aCHOCTH IPOAYKTA U
KPUTEPUU OLIEHKU €€
Ka4yecTBa;

- 0OCOOCHHOCTH TTOJTUTUKU
0e30macHOCTH
APXUTEKTYPHI
IPOTrPaMMHOTO MPOAYKTA;
OCHOBHBIE BH/IbI TIOJTUTHK
yTIpaBJIEHUS IOCTYTIOM U
MH(}OPMaLIMOHHBIMU
IOTOKaMH B
KOMIIBIOTEPHBIX CUCTEMaX.

Ymerb:

- aHaJM3UPOBATh U
OIICHUBATH YTPO3BI
nH(pOPMAIMOHHOM
0e30ImacCHOCTH 00BEKTA;

- OIIEHUTH Ka4eCTBO
KOHIIEIINH 0€30II1aCHOCTH
MPOYKTA IO 3aJaHHBIM
KPUTEPHSIM.




[Inanupyemblie pe3ynbTaThl
00y4eHUs TTO TUCIUIUINHE,

Kox n sHaumenoBanue Kon u HaumeHnoBaHue nHIUKAaTOpa
" XapaKTEPHUIYIOLIUE ITAIbI
(bOpMHUPYEMBIX KOMITCTCHITHI IOCTH)KEHHUSI KOMIIETCHIINU (OpMUpOBAHIS
KOMIIETEHIIUN
Baajnersn:

- HaBBIKAMHU TTOCTPOCHHUS
(hopmabHBIX MOIEIIeH
YIPABJICHUS JOCTYIIOM,
MOJIeeN N30JIMPOBAHHOMN
MPOrPAMMHOM CpeIbl U
0e30macHOCTH
MH()OPMAITMOHHBIX
IIOTOKOB;

- HaBBIKAMHU CO3JIaHUS
TECTOB 0€30IMacHOCTH Ha
OCHOBE aHAJIOTHYHBIX
IPUMEPOB.

4 CTpyKTYypa U coliepKaHue TUCUUIINHBI

4.1 CTpyKkTypa IUCHUILIMHBI

OO611ast TpyA0EMKOCTh JUCLUHUILINHBI COCTaBISIET 3 3aueTHbIe enuHuLbl (108 akajgeMuyecKkux 4yacos).

TpynoemkocTs,
Bun pabotbr aKaJIeMUYECKHX YacoB
7 cemecTp BCETO

O01masi Tpy10éMKOCTh 108 108
KonTakTHas padora: 34,25 34,25
Jlexmuu (JI) 18 18
JlaGopatopusbie padotsl (JIP) 16 16
[TpomesxyTouHas arrecranus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padora: 73,75 73,75
- CamMonoo2omoska (npopabomka u noGMopeHue 1eKYUOHH020 MAmepuala u
mMamepuana y4eOHuKos u yuebnvix nocooutl);

- uzyueHue pazoenoe Kypca «Memooonozus kubepummyHumemay 6 cucmeme
9NEeKMPOHHO20 0OVUEeHUs,
- N0020MOBKA K UMO2080MY MECMUPOBAHUIO 8 CUCHEME DTIEKIMPOHHO20
00yuenus,;

- N0020MOBKA K 1aO0PAMOPHBIM 3AHAMUIM,

- 10020MO8KA K PYOeNCHOMY KOHMPOIIO.
Bua nToroBoro KOHTpoOJIs (3a4eT, IK3aMeH, 1H( ¢ epeHINPOBAHHBIN 3a4er
3a4er)




Paznensl nuCUIIIMHBL, U3y4aeMble B 7 ceMecTpe

KonnuecTBo yacoB
Ne HaumenoBanwue pa3aenon ayAuTopHas BHEay/I.
paznena BCETO abota aGara
A mfue| P

1 Brenenue. Llenu u akTyanbHbIe 33/1a4U Kypca 20 2 2 16
«Metononorusi KHOEpUMMYHHUTETAY.

2 NudopmarnmonHas 6€301macHOCTb. YTPO3bI 22 4 4 14
UH(POPMALIMOHHOM 0€30MacHOCTH. 3anuTa
nHpopmanuu. bank ganapx yrpos ®CTOK.

3 Kubepummynuter. Konnenus 6e30macHoro 20 4 2 14
MPOIYKTA.

4 Kubepummynnsie cuctemsl. [Ipobiemsl 18 2 2 14
pa3paboTKu KHOEPUMMYHHBIX CHCTEM.

5 [TpoexTupoBanue KHOEPUMMYHHOU CHCTEMBI. 28 6 6 16
Utoro: 108 18 16 74
Bcero: 108 18 16 74

4.2 ConepxxaHue pa3/iesioB IUCHUNIHHBI

Paspnen 1. Beenenue. Ilesin u akTyaabHble 3a1a4u Kypca «MeTo10/10rus KHOEPUMMYHUTETA».
Lens u 3amaun kypca. Mecto pakynbTaTHBHON IUCUMIUIMHBI B 0Opa3oBareabHOM mporecce. Kube-
PUMMYHHBII oaxoa. OCHOBHBIE TEPMUHBI U OTIPEACTICHUS. TEXHOJIOTUU KHOCPUMMYHHUTETA.

Paznen 2. UndopmannonHasi 6€30nacHOCTb U KHOEP0e30MacHOCTb.
OcCHOBHBIE TEPMUHBI U OMpEJIETCHUsI B 00JIaCTH KOMITHIOTEPHOUM Oe30macHOCTH. YTpo3bl HHGOpMa-
LIMOHHOMW O6e30macHoCTH. baHk nanHbIX yrpo3. Meronuka @CTIK.

Paznen 3. Kuéepummynurer. Konnenunusi 6e30macHoro npoaykKra.

[Tonsitue 6e3omacHoro npoaykra. [llabmon onucanus 6e3omacHoro mpoaykra. Llenn u npenmnonoxe-
HUs Oe3omacHOCTH. AHanu3 yrpo3. JlekoMno3unus cucteMsbl. JloBepeHHbIe, HEJOBEpEHHbIE KOMIIOHEHTHI.
ApXI/ITCKTypHI)IG JuarpaMMbl. [Monutukm Oe3zomacHocTH. TexHOIOTHS HN30JIMPOBAHHOT'O IMPOCKTUPOBAHUA
KOMIIOHEHT KUOEpUMMYHHON CHCTEMBI. Y IpaBlieHHE MOJUTUKON 0€30MacHOCTH.

Pasnen 4. Ku6epummyHnHnsle cucrembl. [Ipo0JiemMbl pa3padoTkn KHOEPHUMMYHHBIX CHCTEM.

TpeboBanus k apxurekrtype. TpeboBanus k npoueccy. Beibop okpyxkenus. Cpencrsa pa3paboTKH.
Ananu3 1 nonoop cropoHHUX yTuiuT. [lonutuka 6e3omacHocTi. HeratuBHble clieHapuu. AHANIN3 MOJTy4YeH-
HOM MOJIEIIN.

Paspnen S. IIpoekTupoBaHue KUOEPMMMYHHOMH CHCTEMBI.

Bepudukanus u TectupoBanue. MonenupoBanue yrpos. Pacnpenenenue o0s3aHHOCTEH Ha BCeX JTa-
Max MPOCKTHPOBAHUS KHOCPUMMYHHOHN CHCTEMbI. THITHYHBIE ONTHOKH MPOSKTHPOBAHUS.

Konuemnus 6e30macHOCTH mporpaMMHOro npoaykra. Llemu u npeanonoxenus 6ezonacHoctu. Onu-
CaHWe KOMITOHEHT cHUcTeMbl. CxeMa B3aMMOJEHCTBUS KOMIOHEHT cHcTeMbl. [locTpoeHue auarpamMmbl Io-
cienoBarenbHOCTU. OnKcaHre HETAaTUBHBIX ClieHapHUeB. Bepudukaiius KOMIIOHEHT CUCTEMBI JUIs obecrede-
HUS OJIUTUKU OE€30MaCHOCTH.

[lenu u mpenmnonioxxeHust 0e30macHOCTU. HeraTuBHBIE ClieHapUu. APXUTEKTypa M AuarpaMma moTo-
koB naHHbIX (DFD). [Tomutuku 6e3omacHoct. TecTsl (GyHKIIMOHATBHBIE U 0€30TTaCHOCTH ).



4.3 JlabopatopHblie padoThI

No JIP Ne HaumenoBanue 1ab60paTopHbBIX paboT Koz-s0
paznena 9acoB

1 1 Pa3paboTka quarpaMm mociieIoBaTeIbHOCTH JUISl PA3JIMYHBIX CHCTEM. 2

2 2 Pabora ¢ BJIY ®CTOK. 4

3 1 Co3znmanue onrcanusi 6€30MacHOro MPOAYKTA IS TI0JIb30BATEIBCKOM 2
CUCTEeMBI (Ha OCHOBE IabJIoHa).

4 2 Pa3paboTka apXUTEKTypbl CUCTEMBI. VCIIOIb30BaHIE TEXHOIOTHI 2
MILS msist oGecriedeHus: H30JIUPOBAHHOCTH KOMIIOHEHT CHCTEMBI.

5 2 YrpaBieHue NoJUTHKOM 0€301acHOCTH ¢ moMoIibio cuctembl FLASK. 2

6 3,4 Pa3paboTka apXuTeKTypbl CUCTeMBI. ONKUCaHNE HETAaTHBHBIX 2
crieHapueB. JleKOMITO3UIINS apXUTEKTYPhl CUCTEMbI. MUHUMU3AIUS
JIOBEPCHHOM 0a3bl KOMIIOHEHT.

7 5 Pa30op yueOHBIX IPUMEPOB. 2
Utoro: 16

5 Y4yeOHO-MeTOANYECKOE 00ecredyeHHue TUCIUILINHDI
5.1 OcHoBHas IuTEpaTypa

1. MensuukoB, B. I1. Madopmarmonnas 6e3omacHocTh U 3amura wHGopMarnmu [TekcT]: yueOHOoe
nmocodue AJig CTYACHTOB BBICHIMX Y4E€OHBIX 3aBElICHUN, OOYYaIOIIMXCS MO  CHEIHaTbHOCTU
"Nndopmannonnsie cuctemsl u TexHosorun" / B. 1. MensuukoB, C. A. Kneiimenos, A. M. Iletpakos; mos
pen. C. A. KneiimenoBa. - 6-¢ u3m., crep. - MockBa: Akagemus, 2012. - 332 c.: wi - (Bsicuiee
npodeccruonanbHoe oOpa3zoBanue. MHpopMaTika 1 BRIYUCTUTENbHAS TEXHUKA). - bubmmorp.: ¢. 327-328. -
ISBN 978-5-7695-9222-5.

2. Mamok, A. A. Beenenne B 3amuTy MHPOpPMAlUK B aBTOMAaTH3UPOBAHHBIX cucTemax [Tekcr]:
yue0. mocobue i CTYAEHTOB, O0yUYaIOUIUXCsl IO CIEll., He BXOAAIIUM B IPyNIy crel. B 001, uHpopmM. Oe3-
omacHoctr / A. A. Mamok, C. B. [Tasu3un, H. C. [Toroxus.- 2-e uzn. - M. : I'opsiuas smaus-Tenekom, 2004.
- 147 c.: un. - bubmmorp.: c. 143. - ISBN 5-93517-062-0.

5.2 lonoinuTeNbHAas JIMTEPaTypa

1. BaiiGypun B.b. Benenue B 3amurty ungopmanuu [Tekcr]: yueb. mocobue mist By3os / B.b. baii-
OypuH [u ap.]. - M.: DOPYM: UHD®PA-M, 2004. - 128 c. - bubmmorp.: ¢. 124-125. - ISBN 5-89199-0130-4.
- ISBN 5-16-001942-1.

2. lanprun, B. @. MHdopmanmonHas 0e30mMacHOCTh KOMITBIOTEPHBIX cucTeM H ceredd [Tekcr]:
yueOHoe 1ocodue /i CTYACHTOB YUpEexXJIEHHH cpelHero npodeccuoHanbHOro 00pa3oBaHus, 00y4yaromuxcs
o rpymme cnenuanbHoctei "MHpopmaTuka u BeruncautenbHas texuuka" / B. @. [llanerun. - Mocksa: ®o-
pym: UH®PA-M, 2014. - 416 c.: nn. - bubnuorp.: c. 401-408. - ISBN 978-5-8199-0331-5. - ISBN 978-5-
16-003132-3.

5.3 llepuoanyeckue U31aHUA

Kypnaunsr:

— HWudopmannonnas 6€301macHOCTb, U3aTeIbCTBO KoMIaHuu «I poTek», r. MockBa,

— BecTtHuk nHdopmManmonHoi 6€30MacHOCTH, U3aTeNbCcTBO KoMnaHuu «I porek», r. Mockaa;

— IIpob6nemsl nHpOpMannoHHO# Oe3onmacHocTu. KommbloTepHble cuctemsl, uzaareiabctso Cnolly,
r. Cankr-IlerepOypr.



5.4 UnTepHeT-pecypcesbl

1. Flask security architecture https://www.cs.cmu.edu/~dga/papers/flask-usenixsec99.pdf

2. MILS Architectural Approach Supporting  Trustworthiness of the 1loT  Solutions
https://www.iiconsortium.org/pdf/MILS-Architectural-Approach-Supporting-Trustworthiness-of-110T-
Solutions-Whitepaper.pdf

3. Kubepummynurer Kubepummynurer - sergey-sobolev/cyberimmune-systems Wiki (github.com)

4. SecurityLab.ru. Pexxum pocryma: http://www.securitylab.ru/

5. OTKpbITBIE CUCTEMBI. Pesxum pocryna: http://www.osp.ru

6. CIT FORUM. Pexxum nocryma: http://www.citforum.ru

Crangaprsbi:

— T'OCT P 51275-2006 3ammra nndopmaruu. O6wekt nndopmaTuszanuu. OakTopsl, BO3ACHCTBY-
romuye Ha nHpopmaruto. OOIIHe TOJ0KCHHUS.

— T'OCT P 50739-95. «CpenctBa BerauciautenbHoi Texuuku. 3ammura ot HCJl x uadopmarmu. O6-
M€ TEXHHYECKUE TPEOOBAHUS»

— T'OCT P UCO/MDBK 15408-1-2012. HarmonanpHblid ctangapt Poccutickoit @eaepannu. Uudop-
MalMOHHAas TEXHOJIOTHs. MeTonbl U cpecTBa odecrieuenus OezomacHocTu. Kpurepuun oneHkn 0e30macHo-
CTH UH(POPMAIIMOHHBIX TexHonoruit. Yacte 1. BBenenue u obuiast mojens (yTB. U BBelleH B Aeiictue [Ipu-
ka3oM Poccranmapra ot 15.11.2012 Ne 814-cT)

— I'OCT P UCO/M3K 15408-2-2013. UudopmannonHas TexHoJaorus. MeToabl u cpencTBa odecrie-
yenus 06ezonacHocTu. Yacth 2. DyHKIIMOHATBHBIE KOMIIOHEHTHI 0€3011aCHOCTH.

— I'OCT P NCO/M3K 15408-3-2013 NndopmarmonHast TexHoI0rHA. METOABI U CpeacTBa odecrie-
yeHus Oe3omacHocTd. Kpurepun ornenkn 6ezonmacHocty nHGOpMaIUOHHBIX TexHosoruil. Yacts 3. Komrio-
HEHTHI JOBEpUS K OE30MaCHOCTH

— T'OCT 28147-89. «Cucremsl 00paboTku nHpopManuu. 3anra Kpunrorpaduyeckas. AJIropuT™
KpUITOTpagpuuecKoro mpeoOpa3oBaHUs .

— T'OCT P 34.10-2012. «Mudopmannonnas texuonorus. Kpuntorpaduueckas 3ammra uHpopma-
. [Iponeccer hopMupoBaHus U MPOBEPKHU dIIEKTPOHHOH HU(POBOI MOITUCH)

— T'OCT P 34.11-2012. Undopmarmonnas texHosnorus. Kpunrorpadudeckas 3ammra nHGOpMaImu.
OYHKIHS XEHIUPOBAHUSD)

— T'OCT 29099-91. «CeTu BbIUUCIUTEIbHBIC JIOKAJbHBIE. TE€pPMUHBI U OTIPEICTICHUS».

— ISO/IEC  27001:2005. «HMHupopmaimoHHbIe TeXHOIOTHU. MeToabl obecredueHus: 6e30macHo-
ctu. Cuctemsl ynpasieHus nHGOpMalMOHHOM 6e30omacHoCcThI0. TpeboBanus». 2012 .

— ISO/IEC 27002:2005 «MHupopmaimoHHbIe TeXHOIOTHU. MeToapl obecreueHus: 6e30macHo-
ctu. [IpakTnyeckoe pykoBOACTBO MO yNpaBieHUIO HH(POPMaIlMOHHOM Oe30macHocThion. 2013 .

— ISO/IEC  27006:2007 «MHupopmaroHHbIe TeXHOJIOTHH. MeToabl obecredeHus 0e30macHo-
ctu. TpeGoBaHuUs K OpraHam ayJauTa M cepTHU(UKaUU CUCTEM YIpaBieHUs UH()OpPMaIMOHHON 0e30macHo-
CTBIO».

5.5 IIporpammHoe olecmnedyeHue, NMpogecCHOHAIbHBbIC 0a3bl JAHHBIX W HMHG(pOPMAIMOHHBIE
CIIPABOYHbIE CHCTEMBbI

— OmnepanuonHas cuctema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01, nuuensu-
oHHbI noroBOp NeA-2021-1374-BY3 ot 28.05.2021;

— LibreOffice — cBobomHO pacmpocTpaHsieMblii O(UCHBIN MaKeT MPOrpaMM, BKIIOYAIOUIMN B CEOs
TEKCTOBBIHM U TaOJIMYHBIN PEIAKTOPBI, PEJAKTOP MPE3CHTALUIN U Apyriue OPUCHbBIE TPUIIOKEHHUSL.

Bbaszn1 JaHHBIX, I/IH(i)OpMaHI/IOHHO-CHpaBO‘—IHBIe " ITOMCKOBBIC CUCTCMBbI:

o Koncynwrant [Lmroc, Pexxum goctyna: https://www.consultant.ru/cons/cgi/online.cqi
e OTKpbITHIE TOMCKOBBIE crcTeMbl: Yandex, Mail u ap.



https://www.cs.cmu.edu/~dga/papers/flask-usenixsec99.pdf
https://www.iiconsortium.org/pdf/MILS-Architectural-Approach-Supporting-Trustworthiness-of-IIoT-Solutions-Whitepaper.pdf
https://www.iiconsortium.org/pdf/MILS-Architectural-Approach-Supporting-Trustworthiness-of-IIoT-Solutions-Whitepaper.pdf
https://github.com/sergey-sobolev/cyberimmune-systems/wiki/%D0%9A%D0%B8%D0%B1%D0%B5%D1%80%D0%B8%D0%BC%D0%BC%D1%83%D0%BD%D0%B8%D1%82%D0%B5%D1%82
http://www.securitylab.ru/
http://www.osp.ru/
http://www.citforum.ru/
https://www.consultant.ru/cons/cgi/online.cgi

6 MaTepuajibHO-TeXHHYeCKOe ol0ecnedeHne JUCHUNINHBI

3aHATUS 10 JUCHUIUIMHE TPOBOAATCS B ayJUTOPUSX, OCHAIICHHBIX KOMIBIOTCPHBIMH U
MYJbTUMEANHHBIMU CpeJICTBaMU. PaGoume CTaHIMH CTYJACHTOB M IIperojaBaTelis OObCIWHCHBI B
JIOKaJIbHYIO0 KOMITBIOTEPHYIO CETh C BO3MOXKHOCTBIO BbIX0/1a B MIHTEpHET.

JIeKIIMOHHBIE 3aHATHUS MPOBOJIATCSA B Ay TUTOPHUAX, OCHAIICHHBIX MYJIbTHMEIUHHBIM 000PYI0BAHHUEM.

JlabopaTopHble 3aHSATHS TMPOXOJIAT B KOMIIBIOTEPHBIX KJaccaX, B KOTOPBIX YCTaHOBJICHO
obopynoBaHue:

- cucteMHbIe 010ku Ha 6ase nporeccopa Intel Core i5;

- cucteMHble 010kH Ha 6ase mporeccopa Intel Pentium Core 2 Duo;

- MOHHUTOPBI MoJeNeit Samsung, ViewSonic.

K paboueii npocpamme npunazaromcsn:

e @DOHJ OIEHOYHBIX CPEACTB AJIsi MPOBEICHUS MPOMEXKYTOUHON aTTecTallid OOYYarolIUXCs IO
JTUCIUTUINHE;

e MeToauueckue yKa3aHus sl 00YJIarOIIUXCs IO OCBOCHHUIO JTUCITUTUTHHEI.



