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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Heapb (umeam) OCBOCHUS TUCIUIUIMHBL: SBISETCS W3YYEHHE MPUHIUIIOB MOCTPOCHUS M AITOPUTMOB
pealiM3anii  TPOTOKOJIOB, OOCCIIEUUBAIOINX KOH(PHUACHINATHHOCTh, IEIOCTHOCTh M ayTEHTHYHOCTH

nHpopMaIuu.
3amaun:

- OCBOCHHC (bYH,Z[aMeHTaHBHBIX MaTeMaTHUECKUX IMOHITHHN KPHUIITOJIOTHHU,
- 0CBOEHHE 0a30BBIX HOHHTHﬁ, I/II[CI\/JI " aJIrTOPUTMOB, CBA3AHHBIX C IPOTOKOJIaMHU, IIPUMCHACMBIMUA B

Kpunrorpadumu;

- IpUOOpETEeHNE HABBIKOB PEANM3ALNU KPUNITOrpahUIeCKUX MPOTOKOJIOB C UCIOIb30BanneM DBM;
- (hopmupoBanue npeacTaBaeHuit 00 aTakax Ha MPOTOKOJBI U METOAAX MPOTHUBOICHCTBUSI.

2 MecTo AUCHUILUINHBI B CTPYKTYype 00pa3oBaTe/IbHOM MPOrpaMMbl

JucnunimHa oTHocUTes K 0a30Boit yactu 0oka [l «ucuurianasl (MOIyIIn)»

[IpepexBu3uthl auctuiuivHbl: b1./[.5.38 Memoovl u cpedcmea Kpunmoepaguueckou 3auyumol

ungopmayuu

[TocTpekBU3UTHI
ABMOMAMUZUPOBAHHBIX CUCTHEM

JOUCHUILIINHEL

b51.J].B.2 Texnonocus

3 TpeGoBanus K pe3yabTaTam 00y4eHUs 0 TUCHHUILINHE

nocmpoerus

3AUUUEHHBIX

[Tpornecc n3y4yeHHs TUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUCHHUS

Kon n HaumeHnoBanue
bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ W HAMMCHOBAHHC MHIHWKATOpa
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yybTaThl

00yd4eHUs 1Mo JUCIUILIHHE,

XapaKTEPU3YIOLIHE ITAITbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-10 Cnocoben
aHATM3UPOBATH TEHICHIHH
pa3BUTHS METOJIOB U CPEJICTB
KpUNTOTPaPUIECKOM 3aITUTHI
uH(pOpMaIIUH, UCTIONH30BATh
CpeacTBa Kpunrorpaduyeckoi
3a1uThl HHGOPMAIUU TPU
peleHnn 3a1a4
npodeccnoHanbHOM
JeSITeTbHOCTH

OIIK-10-B-3 3HaeT OCHOBHBIE THIIBI
KPHUTITOIPOTOKOJIOB U TIPUHITUTIOB HX
MOCTPOCHHUS C UCTIONB30BAaHUEM MIU(DPCUCTEM
OIIK-10-B-4 Ymeer mpoBOIUTH aHAIN3
KpUnTorpadguueckux mMpoTOKOJIOB, B TOM
YUCJIE C UCIIOTH30BAaHHEM
ABTOMATHU3UPOBAHHBIX CPEICTB

OIIK-10-B-5 Brnageer mogxomaMu K
pa3paboTke U aHanu3y 0e30MacHOCTH
KpUNTOrpauuecKkux NpoToKOIOB

3HaTh:

OCHOBHBIC THITBI
KPUITOIIPOTOKOJIOB U
MIPUHIIAIIOB UX MTOCTPOCHHUS
C HCTIOIb30BaHHEM
mmdpcucTeM

YMmerb:

MIPOBOINTH aHAJIH3
KpUnTOrpagruueckux
MTPOTOKOJIOB, B TOM YHCJIC C
UCTIONb30BaHUEM
ABTOMATHU3MPOBAHHBIX
CpeAcTB

Baajaersb:

MOAX0JIaMH K pa3padoTKe U
aHann3y 0e30macHOCTH
KpUnTorpaguueckux
ITPOTOKOJIOB




4 CTpyKTYypa U coiepKaHHue TUCHUIINHBI

4.1 CTpykTypa IMCIHIIIHHBI

OO0mas TpyA0eMKOCTh JUCIUIUIMHBI COCTABISIET S 3aueTHBIX eauHMI] (180 akageMudecKux 4acoB).

TpynoemMKocCTs,
Bun paGotsr aKaJeMHUYECKHUX 4acoB
8 cemectp BCETO
O011asi TPYI0EMKOCTH 180 180
KonTakTHas padora: 90,25 90,25
Jlexmum (JI) 46 46
Jlaboparopusie paboTs (JIP) 44 44
[TpoMexyTouHas aTTecTanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTe/ibHas padoTa: 89,75 89,75
- CAMON0020Mo8Ka (npopabomka u no8MopeHue 1eKYUOHHO20 MAmepuala u
mamepuana y4eOHUKo8 u y4eoHvix nocoout;
- N0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM;
- N0020MOBKA K PYOEIHCHOMY KOHMPOTIO,
- N0020MOBKA K 3a4emy;
- U3yueHue pazoenos Kypca 8 cucmeme 31eKmpoHHO20 00VYeHUs.
Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3ayer
3a4er)
Pa3nensl AMCUUITINHBL, H3y4aeMble B § ceMecTpe
KonnuectBo yacoB
Ne HanmenoBanwue pa3aenoB ayAutopHas BHEAy/I.
pasjena BCETO abora
T 113 | JIp pabota
1 BBeneHue B KpUNTO IPOTOKOJIBI 40 10 8 22
2 [TpoTOoKOIBI HASCHTU(UKAMH U ayTeHTU(QUKALIUH 44 12 12 20
3 DnexTpoHHas UG PoBas MOJNUCH 48 12 12 24
4 YnpasiieHue KIo4amu 48 12 12 24
Hroro: 180 46 44 90
Bcero: 180 46 44 90

4.2 ConepxxaHue pa3/iesioB AU CHUINIIHHBI

Pa3nes Nel. BeeneHue B KpUNTo npoToKoJIbI
Kpunrorpaduueckue npoTokosibl 1 OCHOBHbIE TpeOoBaHus K HUM. Kitaccudukanus nporokonos. [Ipumu-
TUBHBIE U NIPUKJIAJHbBIE TPOTOKOJIbI. TpeOOBaHuUS MOJHOTHI U KOPPEKTHOCTH.

[IpoTokosibl mogOpackiBaHUs MOHETHI (JIEKTPOHHAs kepeOdbeBka).IIpuBsazka k OUTY, pa3TuYHbIE TPOTOKOJIBI

MIPUBSI3KHU K OUTY.
Paznenenue cexpera.

I'pynna nocryna. Ctpykrypa nocryna. [IpoTokonsl pa3neneHus: CEKpeToB.

[IpoBepsiemoe pazaenenue cekpera.llpoTokonbl KOH(DHUIEHITHATBHBIX BEIYUCICHHH.

JlokazaTenbcTBa 7Sl SI3BIKOB KBAJIPATHMUHBIX HEBBIYETOB, /Ui Hemzomopdusma rpadoB. CucteMmsl qokasza-
TEJIbCTBA C HYJIEBBIM pasriamieHueM. [lonHOoTa, KOPPEeKTHOCTh, HYyJEBOE pasrianieHue. J[oka3aTeabCcTBO

nzomopdusma rpagos.




Paznen 2 IIpoTokosibl HAEHTH(PUKAIUM U AyTeHTH(PUKATNH

[TpoTokonbl uneHTHdUKanuu U ayreHTH(uKanuu. IlaponbHble CXeMBI pa3rpaHHUYCHHs JOCTYyMa. 3arnpoc-
OTBETHBIC CXEMBI. IIpOTOKOIIBI «pyKOIOKATHS.

Cxema ®uara-lllamupa, cxema Qaiire-duara-Illamupa, cxema lHoppa, cxema bpukemnna u MakKapau,
poTokos1 OxkaMoTo. J[0Ka3aTeapCTBO MOJIHOTHI M KOPPEKTHOCTHU JJIS ATUX CXeM. Bonpoc o HyieBoM pas-
[JIALIECHUH.

Pa3nes 3 Duexkrponnasi nudposass nognuch

[Tognuce RSA, Pabuna, ®uara-Illamupa, Onra-Illaoppa-Lllamupa. Dnp-I"amans, DSS. Heotpumaemas nos-
nuce llayma-Ban AHTBepIIeHa.

CoBepieHHO cienas NOANKUCh. 3aTEMHEHHas NOANUCh. [[puMeHenune ciaensix NoaIUCen.

ITonnucu co ckprIThIM KaHasIoM. CKpBITHIH KaHall Ha ocHoBe noanucu Onra-IlInoppa-Iamupa. [loaxon k
MIOCTPOSHMIO CKPBITOro KaHaina. [Toanucu, cBOOOAHBIE OT CKPBITOIO KaHaa.

bankoBckue kpunTorpapuueckue MpoTOKOIbl. DIEKTPOHHBIE 1eHbIU. TpeOoBaHUs K cXeMaM 3JIEKTPOHHBIX
neHer. [IpuMenenue cienoi NOANKUCH B CXeMax IEKTPOHHBIX JEHET.

TpeboBanus k npotokoiy «llokep mo teredony». [IpoTokomns! «urpsl B mokep». [IpoTokon yectHOM pa3na-
gy kapT. [Ipumenenue nporokoina «Ilokep no renedony».

Pa3nen 4 YnpasiieHue KJIOYaMU.

IIpoTokoubel reHepanuu kiarouei. [Iporokomnsl pacnpenenenus kinrodye. beckirroueBoit nporokoa [lamupa.
[Tporokon duddu-Xsmimana. [Iporokon Hunxeiima-IIpenepa. [Ipotokon Kerberos. MudpactpykTypa oT-
KpbIThIX Kimtoueit. PKI. Pexomenganmu X.509

4.3 JlabopatopHbie padoThI

Ne JIP Ne HaumenoBanue nabopaTopHbIX paboT Koxr-s0
paszena 4acoB
1 1 KommbroTepHas peanuszamnus cxeM 3JIeKTPOHHOH KepeObEeBKH U 4
MIPUBSI3KH K OUTY
2 1 Peanuzarust moporoBsix CXEM pas/IeieHHs CeKpeTa 1 CPC s 4
IIPOU3BOJILHON CTPYKTYPBHI 10CTyNa
3 2 [TaposnbHble CXeMbI HIEHTU(UKALIUK U CXEMBI PYKOIIOKATHUS 4
4 2 HmMuTanimoHHOE MOJIEIMPOBAaHUE ITPOTOKOJIOB UAECHTU(HUKAILIMY Ha 4
ocHoBe MC/] c HyneBbIM pa3rialleHUEM.
5 2 Crangaptsl nudpoBoOl MOAMUCH 4
6 3 KoMnbrorepHas peanusamus CXeM CIIeNoN NOANNUCH U CKPBITOTO 4
KaHajia
7 3 HMuTanimoHHOE MOACTMPOBAHNE CXEMBI 3JIEKTPOHHBIX JECHET C 4
MOHETAaMHU OJINHAKOBOI'O IOCTOMHCTBA
8 3 KomnbrotepHas peanusanus npotokona «Ilokep no tenedony» amus 3- 4
X UTPOKOB
9 4 KomMnbrotepHas peanusanus CXeMbl JJIEKTPOHHOTO FOJI0COBAHUS AJIs 6
5-TH YYaCTHHUKOB
10 4 KomnerotepHast peannsanys IpoTOKOJIA Mepeladl CEKPETHOTO KIIoua 6
(paborta B rpymmnax).
Hroro: 44




5 Y4eOHO-MeTOoqUYeCKOe 00ecniedeHue AU CHMIIIMHBI

5.1 OcHoBHas 1uTEpaTypa

1. Cwmaprt, H. Kpunrorpadus. — M.: Texnocdepa, 2006. — 528 c.

5.2 JlonosiHuTEIbHAS JINTEPATYpa

1. bab6am, A. B. Kpuntorpadus. — M.: Conon-IIpecc, 2007. — 512 c.
5.3 llepuoauyeckue U3IaHUA

1 NudopmaTrka u cHCTEMBI yIIpaBJIeHHs: )XKypHaI. - M. : ArertcTtBo "Pocneuats", 2024
2 BecTHUK KOMIBIOTEPHBIX M MH()OPMAIIMOHHBIX TEXHOJOTHH: XKypHal1. - M. : ArenrctBo "Pocrie-
qatp'", 2024

3 NHpopmanmoHHbIe TEXHOIOTHH: XypHAIL - M. : ArenrctBo "Pocnedars", 2024
5.4 UnTepHeT-pecypcsl

1. www.citforum.ru/ - mopray aHaJTUTUYECKUX W HAYYHBIX CTaTeld B 00JAaCTH HMH(POPMAIMOHHBIX
TEXHOJIOTHH;

2. www.rsdn.ru - caiit Poccuiickoit cetu pazpadotunkoB [10, comepKHUT CTaThu MO COBPEMEHHBIM
CpeICTBaM MPOTPaMMHUPOBAHUS;

3. «Hederkue MHOXKECTBa» [ DIIEKTPOHHBIN pecypc]: oHIaiH-Kypc Ha tuiardopme https://openedu.ru/
-  «OrtkpeiToe oOpazoBanue»/ Paspabotumk kypca: VYuuBepcurer WTMO, pexum gocryma:
https://openedu.ru/course/ITMOUniversity/FUZSET/?session=self 2023

4. «Cneumanusanuss MaremaTtuka ajii UHXEHEPOB» [DIJIEKTPOHHBIM pecypc|: OHJIaH-KypC Ha
wiardopme https://www.coursera.org / Pazpaborunk kypca: The Hong Kong University of science and
technology pexxum nocryna: https://www.coursera.org/specializations/mathematics-engineers-ru 8

5.5 TlporpammHoe obGecneyeHue, npodeccuoHaIbHbIe 0a3bl JAHHBIX M HHGOPMAIUOHHbIE
CIIPABOYHbIC CHCTEMBI

1. Omnepanmonnas cuctema AsStra Linux. «Astra Linux Special Edition» PYCB.10015-01,
JMIeH3UOoHHBIHN toroBop Ne A-2021-1374-BY3 ot 28.05.2021

2. Open Office/LibreOffice - cBoOomHBIH OMUCHBIA MakeT MpPOrpamMM, BKIIOYAOIIUA B ceOs
TEKCTOBBIM W TaONWYHBI pelaKkTOpbl, PEAAKTOp NpE3eHTAlMi U Jpyrue o(QuCHbIe NPUIOKEHUS. 3.
WuTerpupoBanHas cucTeMa pelieHus] MaTeMaTHIeCKUX, HHXEHEPHO-TEXHUYECKNX W Hay4HbIX 3ama4d PTC
MathCAD 14.0

4. CucremMa aBTOMAaTHM3MPOBAHHOTO TMpOEKTHpoBaHUs Autocad: DJEKTpPOHHBIE JIMIIEH3UU IS
00pa30BaTeNbHBIX LeNel JOCTYMHBI OECIUIaTHO MOCHE PErucTpalii aKKayHTa MpenojaBaTesst/CTyleHTa.
Pesxxum moctyma: https://www.autodesk.com/education/free-software/featured

5. Cpena pa3paboTku mporpammHoro obecrieueHus: Ha si3bike Object Pascal mis kommunstopa Free
Pascal: Lazarus. [loctynna Gecrumatao. Paspaboruunku: Cliff Baeseman, Shane Miller, Michael A. Hess u
ap. Pexxum nocryna: http://www.lazarus-ide.org/

6. NnaterpupoBanHas cpena paspadorku Ha Javas Intelli] IDEA Community. [{octynna GecriaTHO
[ocjiae  perucTpauuu npemnogasarensd. Paspaborumk: komnanus —JetBrains. Pexum  gocryma:
https://www.jetbrains.com/student/



https://openedu.ru/course/ITMOUniversity/FUZSET/?session=self_2023
https://www.coursera.org/specializations/mathematics-engineers-ru%208
https://www.autodesk.com/education/free-software/featured

6 MaTepuajibHO-TeXHHYeCKOe ol0ecnedeHne JUCHUNINHBI

3aHATUS 10 JUCHUIUIMHE TPOBOAATCS B ayJUTOPUSX, OCHAIICHHBIX KOMIBIOTCPHBIMH U
MYJIbTHMEIVNHHBIMA CpelcTBaMH. Paboune CTaHIMM CTYJCHTOB W TMperojaaBaTelii OOBEAMHEHBI B
JIOKaJIbHYIO KOMITBIOTEPHYIO CETh C BO3MOKHOCTBIO BbIX0J1a B MIHTEpHET.

JIeKIIMOHHBIE 3aHSITUS TIPOBOJIATCS B AyJJUTOPHUSX, OCHAIIICHHBIX MYJIbTUMEIUHHBIM 000PYI0BAaHHEM.

JlabopaTopHble 3aHSATHS MPOXOJIAT B KOMIIBIOTEPHBIX KJaccax, B KOTOPBIX YCTaHOBJICHO
obopynoBaHue:

- cucreMHuble 01oku monenu Intel Celeron;

- cucremusle 01oku moaenu Intel Pentium Core 2 Duo;

- MOHHUTOPBI Moze Samsung 793 DF.



