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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

(opMupOBaHUE y CTYJEHTOB MPAKTUIECKUX HABBHIKOB OPTaHM3AINH U MPOBEICHUS MEPOIPHUSATHI MO BBISBIIC-
HHUIO BO3MOXKHBIX TEXHUYCCKUX KaHAJIOB YTCUYKHU I/IH(I)OpMaI_II/II/I Ha 00BEKTaAx I/IH(I)OpMaTI/BaLII/II/I 1 B BBIJACIICHHBIX IIO-
MCIHICHUAX U ITOCTPOCHUA CUCTEMBI TEXHUYECKOU 3aIllIUTHI.

3amaun:

— M3y4YeHHE CIOCOOOB U CpEeACTB 3amuThl uHboOpManuu, o0pabaThiBaeMOil TEXHHUYECKUMU
CpelcTBamMu;

— H3y4YEeHHE CIIOCOOOB U CPENICTB 3aLUTHI HH(GOPMAIIUU OT HAOIIOICHUS;

— H3Yy4YCHHE CIIOCOOOB M CPEJICTB 3aIUThI KOH(DUICHIINAILHON HHDOPMAIIMK OT IepexBara;

— M3y4YeHHE CIOCOOOB M CPEJCTB 3aIIMTHI BBIACIECHHBIX (3aIIUIIAEMbIX) MOMEMICHUH OT YTEYKH
aKyCTHUYECKOH (pedeBoit) nadopmanmu;

— H3y4YCHHE METOJOB U CPEICTB KOHTPOJS 3(PPEeKTUBHOCTU 3alUTHl MH(GOPMALUU OT YTEUKU IO
TEXHUYECKUM KaHajlam;

— M3y4YEHHE METOJIOB U CPEJCTB OLEHKU 3aIIUIIEHHOCTH BBIICICHHBIX (3AIIUIAEMbIX) TOMEIEHUI
Y COOTBETCTBUS UX HOPMATUBHBIM JJOKYMEHTaM;

— o0y4yeHHe OCHOBaM IOCTPOEHHUS CHCTEMbl TEXHHUYECKON 3aIiuThl HMH(OpMalud Ha OOBEKTax
WH(OPMATHU3ANNN U B BBIJICIICHHBIX TOMCIIICHUSX.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JucnumimHa otHocuTes K 6a3oBoit yactu 6moka [l «ucuuniaasl (MO )»
[TpepexBusuthl qucummiunsl: 51./1.5.28 Ocnosvl ungpopmayuonnoii bezonacnocmu
[TocTpexBuszutel nucuurnunbl: b1./].5.37 Texnuueckas 3awuma ungopmayuu

3 TpeGoBanus Kk pe3yjabTaTaMm 00yUeHUs MO TUCIUIINHE

Hpouecc HU3YyUYCHUS JUCHUIIJIMHBI HAITPABJICH HaA (bOpMI/IpOBaHI/Ie CJICAYIOHIUX PE3YJIbTATOB O6y‘IeHI/IH

[Tnanupyemble pe3yabTaThl
oOyueHus Mo TUCLUILINHE,

Konx n HaumeHoBaHue Kon n HauMeHoBaHME HHAMKATOpA
. XapaKTEepPU3YIOIIHE ITallbl
(bopMHpyEeMBIX KOMIIETEHLIUH JOCTUKEHHS] KOMIIETEHIIUU
(bopMupoBaHus
KOMIIETCHLIUM
OIIK-9 CnocobeH pemiaTh OIIK-9-B-1 3HaeT opraHu3anuio 3anuThl 3HaTh:
3aJjauu Mpo(ecCHOHATBHOM UHGPOPMALIUHU OT YTEUKU MO TEXHUYECKUM —  croco0sl nepexsaTa
NESITEIbHOCTH C yYETOM KaHaJIaM B ONEPAIMOHHBIX CHCTEMAX, CeTSAX U [MHpopMamy B KaHalax
TEKYILICr0 COCTOSIHUSA U cucTeMax yrpapiieHUs 0a3aMu JJaHHBIX YTCUKH,
TeHaeHImi pazsutus MetozoB | OIIK-9-B-2 YMmeer hopmynuposats u —  METOIbI 3aIHTBL
3aIIUThl HHOOPMAIHH B HACTpaMUBaTh MOIUTUKY O€30MaCHOCTH HHQOPMALMK OT yTEUKH 110
OTIEpAI[MOHHBIX CUCTEMAX, OCHOBHBIX OIEPAI[HOHHBIX CUCTEM, TCXHUTICCKIM KaHalaM;
KOMIIBIOTEPHBIX CETAX U JIOKQJIbHBIX KOMIIBIOTEPHBIX CETEH, —  MCTOARL M MCTOMHKH

KOHTPOJIS 3aLIULICHHOCTH
WHPOPMALIMK OT YTEYKH IO
TEXHUYECKUM KaHAIaM;

CUCTCMAaX YIIPaBJIICHHUA Oazamu MMOCTPOCHHBIX HA X OCHOBE, U CUCTEM
JAHHBIX, a TAK)KE METOJOB M | yIpaBieHus 0a3 JaHHbBIX
CPEICTB 3alIUThl HHPOpMAIUU

—  cpencrtsa KOHTPOJIS
OT YTCHKH 110 TEXHUYCCKIM 3AIUIICHHOCTH HUH(pOpMAIHK
KaHallaM, CCTCH M CUCTEM OT YTCYKH MO TCXHUYCCKUM
nepeaayu MHGopMauu KaHaJaMm;

—  OTYETHHIC




[Inanupyemblie pe3ynbTaThl
00ydeHUs IO TUCIHUIUINHE,

Kox n sHaumenoBanue Kon u HaumeHnoBaHue nHIUKAaTOpa
" XapaKTEPHUIYIOLIUE ITAIbI
(bOpMHUPYEMBIX KOMITCTCHITHI IOCTH)KEHHUSI KOMIIETCHIINU (OpMUpOBAHIS
KOMIIETEHIIUN

JOKYMEHTBI, oopmiisieMble
[0 pe3yJibTaTaM KOHTPOJIA
3al[UIIEHHOCTH
uHpOpMAIUU OT YTEUKH IO
TEXHUYECKUM KaHaJIaM,
Ymersn:

— TpOBEPSTH
paboTOCITOCOOHOCTh  CPEICTB
3amuThl  MHGOPMAIMU  OT
YTEUKH 10  TEXHHYECKUM
KaHaJIaM, BBITIOJTHEHUE MIPABHIT
UX 3KCIUTyaTalluH;

— aHaTM3HPOBATh u
OLICHHUBATh TEXHOJIOTHYECKUMN
Ipo1ecc 00paboTku
nH(popMaIuy, c LIENBIO
IPENOTBPAICHHUS €€ YTCUKH
10 TEXHUYECKUM KaHaJlaM;

— TIPOBOJIUTH OLICHKY
3aIIUIIEHHOCTH HH(pOPMAINU
OT YTCUKH II0 TEXHHUYCCKUM
KaHaJaM;

— o(opMIIATh OTYETHBIC
MaTepuaisl 10 pe3yjibraramMm
KOHTpPOJIA 3alIMIICHHOCTHU
uHQOpPMaK OT YTEYKH II0
TEeXHUYECKUM KaHaIaM;
Baajgers:

— TMPOBEICHUEM
KOHTPOJISA  3alIUIIEHHOCTH
nH(pOpMaLIUK OT YTEUKH IO
TEXHUYECKHUM KaHAJIaM;
HAaBBIKOM ITOAIOTOBKH
OTYETHBIX MaTEPUAJIOB IO
pe3yibTaramMm KOHTPOJIS
3alIMIIEHHOCTH
uH(GOpPMaIIUU OT YTEUKHU MO
TEXHUYECKHUM KaHAJIaM.

4 CTpyKTYypa U colepKaHue TUCHUIINHBI
4.1 CTpyKTypa THCHHIJIMHBI

OO01ast TPYA0EMKOCTh JUCIUTUIMHBI COCTABIISAET 6 3a4eTHBIX eauHMII (216 akaJleMUYECKUX YacoB).

TpynoemMKkocTs,
Bun pabothr aKaJeMHYSCKHUX YaCcOB
6 cemecTp BCETO
OO011asi TPy10EMKOCTh 216 216
KonrakTHasi pabora: 90,25 90,25




TpynoemkocTs,

Bun pabotht aKaJICMUYECKHUX YaCOB
6 cemecTp BCETO
Jlexmum (JI) 46 46
Jlaboparopusie paboTs (JIP) 44 44
[TpomexxyTouHas arrectarus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padoTa: 125,75 125,75
- 8bINOJIHEHUE UHOUBUOYATILHO20 MBopUecko2o 3a0arnus (UT3);
- HanucaHnue peghepama (P);
- CAMON0020Mo8Ka (Mpopabomka u nO8MopeHue TeKYUOHHO20 MAmepuala u
Mamepuana y4eOHUK08 u y4eOHbIX nocooOull;
- usyyeHue pazoenos Kypca «3awuma ungopmayuu om ymeuxu no
MEeXHUYECKUM KAHALAM» 8 cucmeme 3J1eKMPOHHO20 00YYeHUs,
- H0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM,
- N0020MOBKA K PYOEHCHOMY KOHMPOIO U M.N.)
Bua uTOoroBoro KOHTpoOJIs (3a4eT, IK3ameH, 1u¢depeHInPpoOBaAHHBIH 3auyert
3ayer)
Paznernsl qUCIUIUIMHBL, H3y4aeMbIe B 6 cemecTpe
KonnyectBo yacos
Ne HaumeHnoBanue pasieinoB AyATOpHas BHEAy/I.
pasjena BCETO abora
T 113 | JIp pabota
1. Beenenue 12 2 2 8
2. TexHuueckue KaHajbl YTeUKH HHPOPMALIUU 36 12 2 22
3. CpencTBa BbISBICHHS KAHAJIOB YTEUKU 56 12 12 32
nHpopmaruu
4. CkpsITHe 1 3ammTa HTHPOPMAITUH OT YTEUKH 110 44 12 2 30
TEXHUYCCKHM KaHaJIaM
S. MeTobl U CpeICTBA MHKEHEPHOU 3aLUTHI U 40 6 14 20
TEXHUUYECKON OXpaHbl 00bEKTOB
6. TexHnueckuit KOHTPOJIb AIPHEKTUBHOCTH MEP 28 2 12 14
3aIuThl HH(GOOpMALIUU
Uroro: 216 46 44 126
Bcero: 216 46 44 126

4.2 ConepxxaHue pa3iesioB JUCHUNIHHBI

Nel Bsenenme

BI/II[LI, HCTOYHUKU M HOCUTEIIH 3allUIaeMOn I/IH(I)OpMaI_[I/II/I. KJ'IaCCI/I(I)I/IKaLII/IH HHOCTpaHHOﬁ TCEXHUYC-

CKoi1 pa3Benku. Bo3aMoxHOCTH BUIOB TeXHUUECKOH pa3Benki. OCHOBHBIE ATaMbl U MPOLETypbl TOOBIBAaHUS

nH(pOpMALIUK TEXHUYECKOW pa3BeKOM. 3a1auu CHCTEM 3alIUThl HHPOPMAIUH.

Ne 2 TexHn4YeCKHe KaHAJIbl YTEYKH HHPOPMALUA

TexHuueckue kaHaibl yredku nHpopmanuu. CTpykTypa, Kilaccuukanus U OCHOBHBIE XapaKTepHu-

ctuku. TexHnueckue kaHaiabl yreuku nHdopmanuu, oopadateiBaemoit TCIIN. DnexkTpruyeckue KkaHabl
yTeukH nHpopMmaru. TexHuueckue KaHaibl yTeukd HHPOpPMAallMK MpH Nepeayde ee 1Mo kaHauam cBs3u. Ka-
HaJIbl YTeUKU MH(POPMAIMU 32 CUET Napa3UTHBIX CBA3EH. DIeKTpuUecKre KaHalbl yTeUKH HH(OpMaLIUH.

DJNeKTpOMarHuTHbIE KaHabl yTeUKH HHpopMauy. MHIyKIIMOHHBIN KaHa yTeuku nHpopmanuu. TexHuye-

CKHe€ KaHaJbl yTeUKH peueBoil nHpopmanu. AKyCTHUECKHE KaHaJIbl yTeUKU peueBoil nHpopmaru. Bubpo-
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aKyCTUYECKHE TEXHUUECKUE KaHaJbl YTeUKH pedeBOd MH(opMauu. AKyCTOIEKTPUIECKUE KaHAIIbl yTEUKH
peueBoii uHpopManru. ONTHKO-3JIEKTPOHHBIA TEXHUUECKUI KaHa yTeuku pedeBoit nudopmarmu. [lapa-
METPUYECKHE TEXHUUECKUE KaHalbl yTEeUKU pedeBoil HHpopManuu. TeXHuUecKue KaHajbl yTeYKH BUIOBON
uHpopMaLnu.

Ne 3 Cpeacrea BbIIBJIeHHS KAHAJIOB YTeYKH HHPOPMALMHU

WMHauKaTOpel 2IEKTPOMarHuTHOro nosist. CKaHMpYOIIKE PaJuONPUEMHUKNA. AHaIM3aTOPBI CIIEKTPA,
panuoyactoToMepbl. MHOTO(yHKIIMOHAIBHBIE KOMIUIEKTHI JUIS BBISIBIICHUS KAHAJIOB YTEUKU HH(POPMALIUH.
ITopTaTBHBINA KOMIUIEKT JUIsl OOHAPY>KEHUS CPEJICTB CheMa UH(OPMAIUK U BBISBICHHS KAHAIOB €€ YyTEUKU
«[1IKY-6M». IlopTaTuBHBIN KOMILIEKT JI1 0OHAPY>KEHHsI CPEJICTB CheMa HH(OpMAIK 1 BBISBICHHUS KaHa-
n0B ee yreuku «IIupanbs» MHOroyHKIIMOHAIBHBIA KOMILJIEKC paIMOMOHUTOPHHIA U BBISBICHHS KAHAIOB
yreuku uHpopmammu «APK-JI1TH. Kommieke «RS turbo3.8. Kommuiekcs! uzmepennst [ISMUH. Henuneii-
HbIE JJOKaTOpbl. KoMIuIeke I n3MepeHus XapakTepUCTUK aKyCTUYECKMX CUTHAJIOB. MeTallsIo 1€ TEKTOPBI.
ITopratuBHAs PEHTTC€HOTEIEBU3MOHHAS YCTAaHOBKA. J[0CMOTPOBBIE 3HIOCKOIIBI.

Ne 4 CkpoiTHe 1 3amUTa HHGOPMALMH OT YTEYKH 10 TEXHUYECKHUM KaHaJIaM

DKpaHHUPOBAHUE JEKTPOMArHUTHBIX BOJH. b€30MacHOCTh ONTOBOJIOKOHHBIX KaOEIbHBIX CHCTEM. 3a-
3eMJICHHE TEXHMUYECKUX CPEJICTB M T0JIaBlieHHEe MH(POPMAIIMOHHBIX CUTHAJIOB B IIEMAX 3a3eMicHUs. Duib-
Tpauus uHGOpMaMOHHBIX curHanoB. [IpocTpancTBeHHOE U NHHEHHOe 3amrymieHue. CrnocoObl mpenoTBpa-
mieHust yreuku undopmanuu yepes [ID9MUH TIK. YerpoiicTBa KOHTPOIS U 3alIUTHI CIA00TOYHBIX JTUHUN U
cetd. CKpbITHE U 3alllUTa OT YTEYKH MH(OpMAIMKU MO aKyCTUYECKOMY M BHOPOAKYCTHUYECKOMY KaHallaM.
CkphITHE pedyeBOil HHPOPMAIMK B TEICPOHHBIX CHCTEMaX C UCIOJIb30BaHUEM KPHUNTOTPAQUICCKUX METO-
7oB. 3ammura KOHGUACHIHATbHOW HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JOCTYNa B aBTOMAaTU3HPOBAH-
HBIX CUCTEMaX.

Ne 5 MeToabl 1 cpeIcTBa MHKEHEPHOI 3aIIUTHI M TEXHUYECKOH OXPaHbl 00 beKTOB

Kareropun o6bekToB 3ammutbl. OCOOEHHOCTH 33[a4 OXpaHbl Pa3UYHBIX TUIIOB 00BEKTOB. OOIIHE
MIPUHIUIIBEI 00ecredeHus: 06e30MacHOCTH 00BheKTOB. CHCcTeMa OXpaHHO-TPEBOKHOM curHaiu3anuu. Cucrema
KOHTpPOJISL U YIPABJIECHUS JOCTYNOM. TeneBu3noHHbIe cucTeMbl. CucrteMa noxapHoi curHanuzauuu. Ilepu-
METpOBasi OXpaHa.

Ne 6 Texunuecknii KOHTPOJIb 3(P(PeKTHBHOCTH Mep 3aIUUThI HHPOPMALHNH

[lenu m 3amaun TEXHUYECKOTO KOHTPOss 3PGdEeKTUBHOCTH Mep 3ammuThl nHpopmanuu. [lopsaok
MPOBEACHUS KOHTPOJIS 3aIIUIIEHHOCTH HHpopmaIru Ha o0bekTe BT ot yreuku no kanany [I9MU. Metobt
ucnbitanuit [lopsookx nmpoegaeHus: kKoHTpods 3ammiieHHoctd AC ot HCJl. Metoasl KOHTpOJIsE MOOOYHBIX
AJEKTPOMArHUTHBIX H3JIYy4EHUH T€HEepaTOpOB TEXHUYECKUX CpelcTB. llopsiok mpoBeaeHUs KOHTPOIS
3aIUIIEHHOCTH BBIICJIEHHBIX IOMEIIEHUN OT YTEUKH aKyCTHYECKON peueBoi HH(OpMaIIuu.

4.3 JIaGopaTopHbIe padoThI

Ne Kon-Bo
Ne JIP HaumeHnoBanue 1abopaTopHbIX padboT
pasznena 9acoB
1 Opranu3anys aTTecTallidl BbIIEIEHHOTO TOMEIIEHHUs M0 9

TpeOoBaHUsIM 06€30MacHOCTH HH(OPMALIUU

2 WmuraTtop curHanos «lI1IunoBHUK-2».

3 CKOpOCTHOM MONCKOBBIA MPUEMHHUK PaIUOCUTHAIOB «CKOPIMOH
3 PaboTa ¢ KOHTPOJIBHBIM ycTporcTBOM «TecT»

3 MHuorodgynkuroHanbHblN nouckoBblil mpudop ST-031 «Ilupanbsi»

BAINININ

A EI R I




[Touck kaHanoB yreuku HHGOPMAILIUHU C TIOMOIIBIO JIETEKTOPa OIS

6 3 DP- 20 2

7 3 [Touck kaHaNOB yTeuku WH(OPMAIIUU C TIOMOIIBIO HHIUKATOPA TOJIs 2
' ST 110. ITouck u o6Hapy) KEHNE PATMO3AKIATO0K B TOMEIICHUH

8. 4 Cuctema Bubpoakycruyeckoit 3ammtel (CBA3) Conara UII-2. 2

9. 5 YcranoBka u HacTpoiika [TAK «Co60m1b» 2

10. S Wuterpanus [TAK «Co6onb» u Secret Net 2

11. 5 Hacrpoiika Buneoxkomiiekca BestDVR-801 4

Dallas Lock 8.0-K mporpamMMHBIii KOMIUIEKC CPEACTB 3aIHThI
12. 5 unpopmanuu B OC cemeiictBa Windows ¢ BO3MOKHOCTBIO 4
HOIKJIFOUCHUS AlMApaTHBIX HICHTH(GUKATOPOB
Cucrema OXpaHHO-TPEBOXKHOM curHanu3anuu. CucteMa KOHTPOJIS U

13. 5 2
YIPaBJICHUS TOCTYIIOM.
14, 6 Cucrema OlLIEHKH 3alIUIIICHHOCTH BBIJICIICHHBIX TTIOMEIICHHH 110 5
aKyCTHUYECKOMY U BUOpoakycTuyeckomy kanany «lllemor»
ABTOMaTHU3MPOBAHHAS CUCTEMA OIICHKH 3alTUIICHHOCTH TEXHUUECKUX
15. 6 CPEIICTB OT yTeUKH MH(GOPMAIIMH 10 KaHATY TTOOOYHBIX 6
JIEKTPOMAarHUTHBIX u3nydeHui u HaBo oK (IIDMUH) «Curypm».
HUroro: 44

5 Y4eOHO-MeTOoqUYeCKOe 0OecnieueHHe U CUMIIIMHBI

5.1 OcHoBHas JuTepaTypa

1. Tutos, A. A. MHXeHepHO-TeXHUYECKAs 3amuTa HHPopMaIuu : ydeOHoe mocodue / A. A.
TutoB. — MockBa : TYCVYP, 2010. — 197 c.— Tekcr: snextpoHHblil / JlaHb : 3JI€KTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/4959

2. lonukoB, A. M. 3ammura uHbOpMalMKU OT YTEUKH IO TEXHUYECKHM KaHalaM : ydeOHOe

nocobue / A. M. I'omukoB. — Mocksa : TYCVYP, 2015. — 256 c. — TekcT : anexkrponHsiii // JlaHb :
3JIeKTpOHHO-0MOInoTeunas cuctema. — URL: https://e.lanbook.com/book/110328

5.2 JlonosiHMTEIbHAS JINTEPATYpPa

1. Topokun, A. A. HNmxenepHo-trexHuuueckas 3amura napopmanuu [ Tekcr] : yued.mocodue mss
By30B / A. A. TopokuH. - M. : 'enmuoc APB, 2005. - 960 c.
2. Janunos, A. H. MmkeHepHO-TeXHUYECKas 3ammTa nHpopMaiuu : yaeoHoe mocodue / A. H. Jla-

o, A. JI. Jlookos. — Ilepwmsb : [THUITY, 2007. — 340 c. — ISBN 978-5-88151-821-9. — TekcrT : amek-
TpoHHBIH // JlaHb : anekTpoHHO-0MOMMoTeuHas cucrema. — URL: https://e.lanbook.com/book/160366

3. Turos, A. A. TexHuueckue cpeJcTBa 3alUTh MHGopMaruu : yueOHoe nmocodue / A. A. TUToB. —
Mocksa : TYCVYP, 2010. — 194 c. — Tekcr : 21ekTpoHHbIH // JIaHb : 37eKTPOHHO-OMOIMOTEUHAs CUCTEMA.
— URL: https://e.lanbook.com/book/4960

4. llaawsrun, B. @. Nudopmarnmonnas 6e30MmMacHOCTh KOMITBIOTEPHBIX CUCTEM U ceTelt [Teker] :
yueOHoe 1ocobue /i CTYACHTOB YUPEexXJICHHH cpelHero npodeccuoHanbHOro 00pa3oBaHus, 00yyaromuXcs
no rpynmne cnenuansHocreid "MHdopmarrka u BerunciautenbHas TexHuka' / B. @. lllanprun. - Mocksa :
@®opym : THOPA-M, 2014. - 416 c. : un. - bubnuorp.: c. 401-408. - ISBN 978-5-8199-0331-5. - ISBN 978-
5-16-003132-3.

5. Ipockypun, B. T'. 3amuTa mporpaMM M JaHHBIX [Tekcer] : yueOHOe mocoOue Jisi CTyJEeHTOB
BBICIIINX Y4YeOHBIX 3aBefeHWM, oOydaronuxcs mo HampasiaeHuio moarotoBku 090900 "Mudopmammonnas
6e3omacHocTh" (O6akanaBp) u creruanbHOcTIM 090301 "KommerotepHas 6e3omacHocts", 090303 "Undop-
MaIMOHHas 0e30macHOCTh aBToMatu3upoBaHHbIX cuctem" / B. I'. TIpockypun.- 2-¢ u3a., crep. - Mockga :
Axanemus, 2012. - 208 c. : un. - (Beiciiee npodeccuonanbaoe odpa3oBanue. bakanaBpuar). - bubmuorp.: c.
195-196. - ISBN 978-5-7695-9288-1.
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5.3 llepuoauyeckue U3IaHUA

Kypnansr:

— InformationSecurity/UadopmarimonHas 6€30macHOCTb;

— IIpoGsiemsl uHGOpMaLIMOHHOH Ge30macHOCTH. KOMIBIOTEpHBIE CUCTEMBI;

— 3amura nadopmanuu. Mucam;

Cnenuansaas texuuka. bBJIN" (bezonacunocts. JlocroBepHocTts. UHbopmanms);
JlupekTop 1o 6e30macHOCTH;

Pas3Benxa;

— Mup u 6e301acHOCTb.

5.4 UnTepHeT-pecypcesbl

http://lwww.fsb.ru — caiir ®Cb P®

http://www.fstec.ru — ceppep ®CTOK PD

http://Wwww.gov.ru — cepBep opraHoB rocyaapcTBeHHO# BiacTu PO

http://www.minsvyaz.ru — caiiT MuUHHCTEpCTBa HH)OPMALMOHHBIX TEXHOJIOTHIA U CBsi3u PD
http://www.scrf.gov.ru — caiitr Cosera be3onacHoctu PO

www.consultant.ru — KouncyinbpTanT miroc

https://gost.ru — Poccranmapr

http://docs.cntd.ru — DnexTpoHHBIH (OHI MPABOBOH M HOPMATHBHO-TEXHHYECKON TOKYMEHTa-

N wNE

1005051

9.  http://lwww.securrity.ru — Caiit MudopmanmonHas 6€30macHOCTb

10. https://www.securitylab.ru — MadopMaiimoHHslii HOpTaji Mo HHGOPMAIHOHHON 0€30IacHOCTH

11. https://securelist.ru/ - CereBas mrab-kBaptupa 3xcrnepToB «Jlaboparopun Kacnepckoroy»

12.  https://moodle.osu.ru - Dnexrponnsie Kypebl OI'Y B cucteme 00yuenus moodle

13.  https://openedu.ru/course/hse/DATPRO/ - «OtkpriToe obpaszosanue». Kypcsr, MOOK: 3amuTa uH-
(dhopmarum.

14.  https://ru.coursera.org/learn/metody-i-sredstva-zashity-informacii - «Coursera». Kypcsr, MOOK: Me-
TOJAbI U CPCACTBA 3allIUTHI I/IH(bOpMaHI/II/I

15.  https://ru.coursera.org/learn/management-informacionnoi-bezopasnosti - «Coursera». Kypcer, MOOK:
MenemxMeHT nHGOPMAITMOHHOM 0€301TacHOCTH

16.  https://www.intuit.ru/studies/courses/3648/890/info — «MuTyur. HanmoHanbHbIA OTKPBITHIH YHUBEPCH-
ter». Kypeer, MOOK: Atrectanusi 00beKTOB HH(pOpMaTH3aLUK 110 TPEOOBAaHUAM 0€30IacHOCTH HHPOPMALIUH.

17. https://www.intuit.ru/studies/courses/3649/891/info — «MuTyur. HanmoHaIbHBIA OTKPBITHIA YHUBEPCH-
tem». Kypeel, MOOK: TexHmueckas 3amuta uHbopManuu. Opranu3amnus 3aimThl HHOOPMAIIMK OTPAHNICH-
HOT'O JI0CTyNa, HE CoJIepKallleld CBE/ICHHsI, COCTABISAIONINE TOCYTAPCTBEHHYIO TalHY.

18.  https://www.intuit.ru/studies/courses/2291/591/info — «MuTyut. HarmoHambHbIH OTKPBITHII
yausepcuteT. Kypes, MOOK: Of1ue Bonpockl TEXHUYECKON 3alTUThl HHGOPMAITUU

19. https://www.intuit.ru/studies/courses/3620/862/info — «uTyut. HartmoHambHbIH OTKPBITHIH
yausepcuteT. Kypes, MOOK: HopmatuBHO-MeToIMYeckoe obecneyeHne TEXHUYECKOM 3allIuThI

I/IH(l)O[ YMallu

5.5 IIporpammHoe olecmnedyeHue, NMpogecCHOHATbHBbIC 0a3bl JAHHBIX W HMH(pOPMAIMOHHBIE
CIIPABOYHbIE CHCTEMBbI

1. Omepammonnas cuctema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01,
JTUICH3UOHHBIH JToroBOp NeA-2021-1374-BY3 ot 28.05.2021.
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2. LibreOffice — cBobomHo pacmpocTpaHseMblii OQHUCHBIH MMaKeT MPOrpaMM, BKIIOYAIOMIUN B ceOs
TEKCTOBBIM 1 TaOJIMYHBIN pEIaKTOPHI, PEJAKTOP MPE3CHTALUI U APyrHe OPUCHbIE TPUIOKCHHUS.

3. AwntusupycHoe I1O: Kaspersky Endpoint Security ayis OuszHeca, umeercs JHICH3US Ha 2 TOJa
UCIIOJIb30BaHus, BXOIUT B Peectp oTeuectBennoro [10

6 MaTepuajibHO-TEXHHYECKO€E o0ecnevyeHne JUCHUIINHBI

3aHATHS 10 JUCHUIUIMHE TIPOBOAATCS B ayIUTOPHUSAX, OCHAIIEHHBIX KOMIIBIOTEPHBIMU H
MYJIbTUMEANHHBIMU CPEJICTBAMH, JIEMOHCTPAIMOHHBIM 00O0pyIoBaHHEeM. KOMIBIOTEPHI MOJIKIIOYCHBI K
cetm MHTepHeT, o0ecmedeH JOCTyn B JJICKTPOHHYIO HH(POPMAIMOHHO-00pAa30BaTENbHYIO  CPEIy
yHHBepcHUTeTa. Bo Bpems 1abopaTopHBIX padOT UCIOIB3YyeTCsl 000pyAOBaHHE, 3aKpEIUIEHHOE 3a Kadeapoi
BT u 31 u Kb u MOUC.

K paboueii npocpamme npunazaromesn:
o (DOH)I OLICHOYHBIX CPCACTB IAJId NPOBEACHUA HpOMe)KyTO‘lHOfI aTTecTanuu 06yqa}0m1/1xcyl 110 JUCHUIIIINHE,
o MCTOI[I/I‘JCCKI/IG YKa3zaHus 4jid o6yqa}0mnxc;1 10 OCBOCHHIO JUCHUIIIINHBI.



