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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (eaH) OCBOCHMS JUCIATUIMHBI:

W3ydyeHrne TEOpEeTUYECKUX OCHOB MOjeliell 0e30MacHOCTH KOMITBIOTEPHBIX CHCTEM, TOJTYYCHHE
HaBBIKOB MX MPOrpaMMHOM peanu3anuu. M3ydyeHne mMaTeMaTHUYeCKHUX MOJENIE KOHTPOJISA W yIpaBJiICHUS
JIOCTYIIOM, MOJTy4€HHE HABBIKOB UX MPOTPAMMHOMN pealih3aluu.

3agaun:

- U3YYHTh TUCKPEIIMOHHBIC, MAHJAATHBIC U POJIEBBIC MOJICTH 0€30MIaCHOCTA KOMITBIOTEPHBIX CHCTEM;

- M3y4YUTh MOJENH OE€30MacHOCTH WH(MOPMAIMOHHBIX IIOTOKOB, MOJCIH HM30JUPOBAHHOMN
IIPOrPaMMHOM CpEJIbI;

- MOJIYYUTh MPAKTUYECKUE HABBIKU MTPOTPAMMHON peain3alvi JaHHBIX MOJICIICH.

2 MecTo JUCHUILUINHBI B CTPYKTYpe 00pa3oBaTe/IbHON MPOrpaMMbl

JucnurnmuHa oTHOCUTCS K 6a30Boi yactu 0sioka J1 «/[ucturmmnabr (MOTyIn )»

[TpepexBusuthl aucuutuiunbl: b1./[.5.10 Unpopmamuxa, Bb1.J[.5.25 OnepayuonHvle cucmemui,
b1.J[.5.26 Komnviomepnvie cemu, b1.J]{.5.43 Aomunucmpuposanue unpopmayuoHHbix cucmem

[ToctpexBuzuthl nucuuriuubl: b1./[.5.32 OcHosbl nocmpoenuss 3auujeHHbIX KOMNbIOMEPHBIX
cemeti, B1.J[.h.33 Ocnosvl nocmpoenus sauwuwjenuvix 0az oanuvix, bB1.J[.B.2 Texnonocus nocmpoenus
3auuueHnvlx  agmomamuzupogarnnvlx cucmem, b1.J[.B.0.4.1 Teopus uep u ucciredosanue onepayuil,

b2.11.B.11.2 [Ipeoounnomuas npaxmuka

3 TpeGoBanus k pe3yjabTaTaMm 00y4YeHUsI M0 TUCHUILINHE

[Tponiecc n3yueHus QUCUUIUTMHBI HAIIPaBJIeH Ha (JOpMUPOBAHKE CIEAYIONINX PE3YIbTATOB 00yUIeHUs

[Inanupyemsble pe3ynabTaThl
00y4YeHHs M0 JUCLUIUINHE,
Kox u Haumenosanue Ko n HamMeHOBaHME HHIUKATOPA
. XapaKTEepU3YIOIINE STaIbl
(bopMHpyEMBIX KOMITETEHIIUH JIOCTUKEHUS KOMIIETEHIIUU
dbopmupoBaHus
KOMITETCHIIUH
OIIK-6 Cniocoben npu OIIK-6-B-4 3naeT OCHOBHBIE YIPO3bI 3HaTh:
penieHny npodeccuoHanbHBIX | 0e30macHOCTH MHPOPMAUU U MOJETU - PYKOBOZSAIINE U HOpMa-
3a/1a4 OPraHU30BbIBATh 3aAILUTY |HAPYLIUTENS KOMIIBIOTEPHBIX CUCTEM TUBHO-TIPABOBBIE JJOKYMEH-
uHpopmanuu orpannueHroro | OINK-6-B-5 Crioco6en pa3pabaTsiBaTh ThI 110 OLIEHKE YPOBHS
JI0CTyTa B KOMITBIOTEPHBIX MOJIENN YIPO3 U MOJENIN HApYLIUTENSA 3alUILEHHOCTH HHpOpMa-
CUCTEMaX U CETAX B KOMITBIOTEPHBIX CHCTEM LMY B KOMIIBIOTEPHBIX CH-
COOTBETCTBUHU C cTeMax.
HOPMAaTUBHBIMH ITPAaBOBBIMU YMmern:
aKTaMHM U HOPMAaTUBHBIMU - OLIEHUBAaTh YPOBEHb 3a-
METOJUYECKHUMH IOKYMEHTaMU UIUIIEHHOCTH NH(pOpMaLun
DdenepanbHO Cy OB B KOMIIBIOTEPHBIX
6e3onacHoctu Poccuiickoit CHUCTEMAX B YACTH HCIOJIb-
Oepnepaunu, enepaibHOU 3yeMbIX Mojienelt 6ezonac-
CILY>KOBI 110 TEXHUYECKOMY U HOCTH KOMITBIOTEPHBIX
9KCIIOPTHOMY KOHTPOJIIO CUCTEM.
Baaners:
- HaBbIKAMHU COCTaBJIEHUS
OTYETOB [0 pe3ysbTaTaM
IIPOBOJMMBIX OLIEHOK.
OIIK-11 Cnocoben OIIK-11-B-1 3Haet ocHOBHbIE BUAbl IOJUTHK | 3HAT!




Kox u HaumenoBanue

(bopMUpyEeMbIX KOMIETEHITHH

KOII U HAMMCHOBAHUC MHUKATOPpA
JOCTHXXCHHA KOMIICTCHIIMH

ITnanupyemsble pe3ynbTaThl
00y4yeHHs 110 JUCLUIUINHE,
XapaKTEepU3YIOIINE ITAllb

dbopMHupoBaHUS

KOMIICTCHIIUIH
pa3pabaThIBaTh MOJUTHKH YIPABJICHHS JOCTYIIOM H - TUIIOBBIC MOJCITH
0€30I1aCHOCTH, IMOJINTUKHU MH()OPMAIIMOHHBIMU TIOTOKAMU B 0e30IMacHOCTH

yIpaBICHUS TOCTYIIOM U

UH(POPMALMOHHBIMH TOTOKAMH
B KOMIIBIOTEPHBIX CUCTEMAX C

y4eTOM yrpo3 6€301acHOCTH

nHpopmaruu 1 TpeOOBaHUIA 110

3anTe HHPOpPMaLUu

KOMITBIOTEPHBIX CUCTEMaX

OIIK-11-B-2 3naet ocHOBHBIE (hOpMaIIbHBIC
MOJIENIN JUCKPEIIMOHHOTO, MaHIATHOTO,
POJIEBOTO YIPABICHHS JOCTYIIOM, MOJEIN
W30JIMPOBAHHOMN MPOTPAMMHON CPEIbl U
6e30macHOCTH HH(POPMALIMOHHBIX TTOTOKOB
OIIK-11-B-3 YmMeet pa3pabaTbiBaTh YaCTHBIC
MOJUTUKH 0€30MaCHOCTH KOMIIBIOTEPHBIX
CHCTEM, B TOM YHCJIC TIOJUTHKH YIIPABJICHUS
JOCTYNIOM ¥ MH()OPMAITMOHHBIMU TTOTOKAMHU

MOJICTTUPOBaHUS OE30MMACHOCTH

KOMITBIOTCPHBIX CUCTCMAX

OIIK-11-B-4 Bnaneer ciocobamu

KOMIIBOTCPHBIX CUCTEM, B TOM YHUCJIC
MOACIIMPOBAHUS YIIPABJICHUA JOCTYIIOM U
I/IH(I)OpMaI_[I/IOHHBIMI/I IIOTOKaMHU B

KOMITbIOTEPHBIX CUCTEM.
Ymers:

- pa3pabarbIBaTh MOJIENIN
0€30I1aCHOCTH yIIpaBIICHUS
JOCTYIIOM U
UH(POPMAIIMOHHBIMH
IIOTOKaMH.

Biaagern:

- BJI/IETh HaBbIKAMU
peanu3anuu MoJeIen
0€30I1aCHOCTH B PAMKax
UH(POPMALIMOHHBIX CHCTEM.

4 CTpyKTypa U collepKaHHue TMCHHUIINHBI

4.1 CTpyKTypa THCHHILIMHBI

OO61mas TpyA0eMKOCTh AUCHHUIIIMHBI COCTABIISCT 7 3a4ETHBIX eAUHUIL (252 aKkaJeMUYECKUX Yaca).

TpynoeMkocTs,
Bun paboter aKaJeMHYSCKHUX YaCcOB
9 cemectp | 10 cemectp BCETO

O01mas Tpy10éMKOCTh 144 108 252
KonrakTHas padora: 84,25 61,25 145,5
Jlexiuu (JI) 34 30 64
JlaboparopHbie paboTs (JIP) 50 30 80
KoHcynbTanuu 1 1
[TpomexyTouHas arTectanus (3a4eT, YK3aMeH) 0,25 0,25 0,5
CamocrosiTesibHasA padora: 59,75 46,75 106,5

- Camono02omosKka (npopabomka u no8mMopeHue
JIEKYUOHHO20 MAMEPUALA U MAMEPUANLA YUEOHUKOG U YUeOHbIX
nocoouii;

- UsyyeHue pazoenos Kypca 6 cucmeme d1eKmpoHHO20
0OyueHus;

- N0020MOBKA K 1aO0PAMOPHBIM 3AHAMUIM,

- 10020MOBKA K PYOEHCHOMY KOHMPOJIIO U M.N.)
Bu MTOroBoro KOHTpoJIs (3a4eT, IK3aMeH, 3auyer IK3aMeH
auppepeHHPOBAHHBbIN 324€T)

Paznensl nucuumivHel, n3ydaembie B 9 cemectpe

No ‘ HanmeHnoBaHue Pa3aciioB

KomnnyecTBo yacoB




pasnena ayJUTOpHAs —
BCET0 abota
113 | P pabota
1 BBenenue B moHATHHHBIE OCHOBBI MOJICTTUPOBAHUS 36 8 12 16
KOMITBIOTEPHBIX CHCTEM U MX 0€30MaCHOCTH
2 MopenupoBaHre CUCTEM 3aIUTH HTHGOPMAITIH 46 12 16 18
3 CybbekTHO-00beKkTHas Mozenb KC B MexaHu3Max 62 14 22 26
U TIpolieccax KOJUIGKTUBHOTO JIOCTYIA K
nH(POPMAIIMOHHBIM pecypcam
Hroro: 144 34 50 60
Paznensl guctumuinnel, uzydaemsie B 10 cemecTpe
KosmmuecTBo yacoB
Ne HaumenoBanue pa3aenon ayAuTopHad BHEAY/I.
pasnena BCETO abora
T 13 | Jip pabora
4 Monenu 6e30nmacHOCTH Ha OCHOBE JUCKPEIIMOHHOM 6 6 10
MIOJIUTHKH
5 Moenu pacipoCTpaHeHUs IPaB JOCTYIIa 6 6 10
6 Mopenu MaHIaTHOTO YIIPABJICHHS JIOCTYIIOM 8 8 10
7 Mopenu poJieBOro ynpasjiaeHHUs JOCTYIIOM 6 6 10
8 WudopmManroHHbIE MOJICIH 4 4 8
Hroro: 108 30 30 48
Bcero: 252 64 80 108

4.2 Coaepxanme pa3iejioB IUCHUNIMHBI

Pa3znesn 1. BBenieHue B NOHATHIIHbIE OCHOBBI MOJEJTHPOBAHHUS KOMIBIOTEPHBIX CHCTEM H MX
0e30macHOCTH.

Mopnens u mogenuposanue KC. Llenu monenupoBanus, knaccupuxanus moaeneit KC. Ilpumenenue
Mozeneit u Mmoaenuposanus B KC.

Pa3nes 2. MoaeaupoBanue cucTeM 3allThl HH(pOpMaLIMHU.

Obmas moxens C3U, obobmennas monens C3M, Monens C MOJHBIM HepekpbITHEM. Mopaenu
ontuMuzanuu 3atpar Ha 3U. ®opmanbHble U HedopMalbHbIE MOJUTUKU Oe3omacHocTH. DopMaiabHbIE
METO/Ibl aHAIN3a CUCTEM.

Pa3znen 3. Cy0bexkTHO-00bekTHasi MoAenb KC B MexaHM3Max M mpoueccax KoOJJIEKTHBHOIO
AOCTyNa K MHGOPMAIHOHHBIM pecypcam

Mopnenn KoHeuHbIX cocTosiHUM. [loHsATHE mONUTHKU U Mojenei OezonacHocTy uHpopMmaiuu B KC.
[ToHATus cyObEeKTa U 0OBEKTAa CUCTEMBI, ACCOLIMUPOBAHHBIX O0BEKTOB, OTOKOB MH(OpPMAIMH, JOCTYIa K
00BEKTy. AKCHOMBI 3aIUINEHHOCTH KOMIBIOTEPHBIX cHUcTeM. Monutop (sapo) OeszomacHoctu KC.
["apaHTupoBaHME BBINOJHEHHS MOJUTUKM OE€30MacCHOCTH, M30JIMPOBAaHHAs NMporpammHas cpeaa. OcHOBHas
Teopema 0e30MacHOCTH.

Pa3nes 4. Mogenu 0e30acHOCTH HA OCHOBE JUCKPEIHOHHOM MOJIMTHKH

Mopenn Ha OCHOBE MaTpHIBI IOCTynoB. Mogenp XappucoHa-Py3zo-Yiaemana (XPY). Ananus
6e3onacHoctu cucteM XPY. Mojenb TUNMU3MPOBAHHOM MaTpHIlbl J0CTYNOB. [IsTHMEepHOE MpPOCTPaHCTBO
XapTcoHa.

Paspnen S. Moaesn pacnipocTpaHeHus NpaB A0CTyNa

Teopetuko-rpadoBas Mojenb aHAJIM3a PACIPOCTPAHEHUS IIPAB IOCTyNa B AUCKPEIIMOHHBIX CHCTEMax
Ha OCHOBE MaTpHIlbl AocTyna. Mojensb pacrpocTpaneHus npas goctyna Take-Grant. OCHOBHbIE MTOJIOKEHUS
kinaccuueckoit monenn Take-Grant. [Ipemukar Can_Share. Pactmpennas monens Take-Grant. [le-¢dakTo u
ne-topo npasuia. [Ipenukar Can_Steal.

Pazgen 6. Moaesim MaHAATHOIO YIIPABJIEHUSA 10CTYIIOM

Knaccuueckas momens bemma-Jlallanyma. ITonmutuka low-watermark. besomacHocTh mepexoioB.
Monenb MaHIaTHOM MOJIMTUK LENOCTHOCTH MHpopMmaru buda. Mojenb cructeM BOGHHBIX COOOIIEHUH.



Pazgea 7. Moaesin poJieBoro ynpasJjeHusi 10CTYIIOM

PazHoBugHOCTM poneBbIX Mojaened. ba3oBag MOAENb pOJEBOrO0 pa3rpaHUYCHHS JIOCTYIIA.

Hepapxuueckass cucteMa pojeld. Arperauusi MpaB MpU HEPAPXUUECKON opraHuzamuu posei. Ctporo
TAKCOHOMHUYECKUW JIMCTOBOM IMOAXOJ, HETAKCOHOMHYECKUW JIMCTOBOM MOAXOJ, HEPAPXUUYECKH OXBATHBIN
1noxo/1. MoJienu MHIMBUAYJIbHO-TPYIIIOBOTO IOCTYIIA.

Pa3nen 8. UngopmanmnoHHbie Moae N
[TonsaTne u o0mas XapakTepPUCTHKA CKPBITHIX KaHAJIOB YTEUKH MH(opManuu. ABTOMAaTHas MOJEINb

HeBmusaHusl ['orena-Mecurepa (GM-mopnens). TeopeTuko-MHPOPMALMOHHBIE MOJEIN HEBBIBOJAUMOCTU U
HEBIIMSHMS (HEBMEIIATEIIbCTBA).

4.3 JTabopaTopHbie pabOTHI

No JIP Ne HanmenoBanue 1abopaTopHbIX paboT Kox-zo
paszzeina 4acoB
1 1 OcHOBBI MOJIETMPOBAHUS] KOMIIBIOTEPHBIX CUCTEM U UX 0€30IaCHOCTH. 12
2 2 MojenupoBaHUE CUCTEM 3aIIUThl HHPOPMAIHH 16
3 3 MounwnTop 6e30nacHOCTH (MIePECHUIOK) 22
1 4 Mopens pazrpannueHus aocrymna Xappucona-Py3o-Yinemana. Mozaens 6
TUIU3UPOBAHHON MaTPHULBI JOCTYIIA.
2 5 ManaTHas Kiaccuueckas moJienb bemna-Jla [Tagyna 6
3 6 Monens pactipoctpanenus npas goctyna Take-Grant 8
4 7 PosieBast Mogenp pa3rpaHuueHUs JOCTYyNa 6
5 8 Opranuzanus yrnpaBjieHHs TOCTYIIOM B ONIepalliOHHON cucteme Astra 4
Linux Special Edition
Hroro: 80

5 Y4yeOHO-MeTOANYECKOE 00ecnedyeHue TUCIUILINHDI
5.1 OcHoBHas IuTEpaTypa

Hessuaun, [1.H. Monenu 6e30macHOCTH KOMITBIOTEPHBIX cucTeM [Tekcr] : yued. mocobue it By30B /
I1. H. [eBsnun. - M. : Akanemus, 2005. - 144 c. - (Boicuiee npogeccroHaibHOEe 00pa3oBaHHeE:
nH(popManroHHas 6€301macHOCTh). - bubmmorp.: ¢. 139-140. - ISBN 5-7695-2053-1.

Xopes, I1. b. MeTtobl 1 cpeacTBa 3aUThl HH(GOPMAIMK B KOMIBIOTEPHBIX cucTeMax [Tekcr] : yueo.
nocobue / II. b. Xopes.- 4-¢ usn., crep. - M.: Axanemus, 2008. - 256 c.: ui. - (Beicuiee
npodeccuonansHoe oOpazoBanue). - bubmuorp.: c. 251-252. - ISBN 978-5-7695-5118-5.

Cepreesa 1O. C. 3ammra unbopmanuu. KoHcmekT nexiui. YdeOHOe mocoOue [DIeKTPOHHBIN
pecypc] / Cepreesa 0. C. - A- Ilpuop, 2011. — Pexum  pgocryna:
http://www.biblioclub.ru/index.php?page=book&id=72670

5.2 JlonosiHMTEIbHAS JIMTEPATYpPa

["anmarenko B. A. OcHoBbI HH(pOpPMAIIMOHHOM O0e3011acHOCTH [DneKkTpoHHbBIN pecypc] / 'anaTenko B.
A. - Unrepuer-YHuepcuteT Unpopmanuronusix Texnomoruii, 2006. — Pexxum nocryna:
http://biblioclub.ru/index.php?page=book&id=233063

Maumok, A. A. MadopmarimonHas 0€30MacHOCTb: KOHIIETITYalbHbIE U METO/I0JIOTHYECKHIE OCHOBBI
3amuThl nHGopMaruu [Tekct] : yued. mocobue st By30B / A. A. Mamok. - M.: T'opsiuas muams-
Tenexom, 2004. - 280 c.: mi. - bubnuorp.: c. 276-278. - ISBN 5-93517-197-X.

TeopeTrnueckre 0CHOBBI KOMITbIOTEpHO Oe3onacHocTH [Teker] : yueO. mocobue s By3oB / I1. H.
HeBsiauH [u ap.]. - M. : Paguo u cBsi3b, 2000. - 192 c. : . - ABT. yKkazaHbsl Ha 000pOoTe THT. .. -
bubGmmorp. B xonme 1. - ISBN 5-256-01413-7.



5.3 llepuoauyeckue U3IaHUA

=

HNudopmannonHas 6€30macHOCTD : )KypHaI. - M. : ArenTcTBo "Pocneuars".
Nudopmanus u 6e30macHOCTS : )KypHaIL - M. : ArenrctBo "Pocneuars".
7. BecTHuk nH(pOpPMAIMOHHOMN 0€30MacHOCTH : XypHal. - M. : AreHctBo "Pocrevars".

S

5.4 UnTepHeT-pecypchl

1. Tlorounsmmesa [I.A. bezomacHocTh nHpOpMaHOHHBIX cucTeM. [ 1aBa 4.2. Monenu 6e301macHOCTH U
ux npumeHenue // BukuUrenue, 2012. — Pexxum gocryna: https://it.wikireading.ru/4308.

8. Huccenbaym O.B. O6mue marepuansl. Bce nokymentsl. — Pexum gocryna:
http://www.imkn.ru/KIB/Nissenbaum/Shared%20Documents/Forms/Allltems.aspx

9. Bseznenue B 6e301acHOCTh HA OCHOBE MaHIAaTHBIX cchuIOK (anrit. Capability-based security). —Pesxxum
nocryma: https://habrahabr.ru/post/148743/

10. https://universarium.org/catalog - «Yuusepcapuym», Kypcer, MOOK: «O61ue Borpocs! puitocoduu
HAYKN»;

11. https://www.lektorium.tv/mooc - «Jlekropuym», MOOK: «JluckpeTHas MaTeMaTuKa

5.5 IlporpammHoe obOecnedeHue, npodeccuoHaJbHble 0a3bl JAHHBLIX W HHPOPMALMOHHBbIE
CIIPABOYHbIE CUCTEMbI

1. Onepaunonnas cucrema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01, nuuen3u-
oHHbIN oroBop NeA-2021-1374-BY3 ot 28.05.2021

2. IMaker oducubix npunokenuii LibreOffice

3. [IporpaMmHasi cucTema i OpraHu3aIuy BUACOKOH(pepeHIl-cBsi3u Webinar.ru

4. Visual Studio Code — pemakTop MCXOIHOTO KO, pacmpocTpanseMsbiii moa nuieHsueii MIT — Pe-
xuM noctyna: https://github.com/microsoft/vscode

6 MaTepuajibHO-TEXHHYECKO€E o0ecnevyeHne JUCHUIINHBI

VY4eOHble ayAUTOpPUM Ui MPOBEIEHUS 3aHATUN JIEKIIMOHHOTO THUIIA, CEMHUHAPCKOro THIIA, HJIs
IIPOBEJICHUS TPYIIIOBBIX M WHAMBHAYAJIBHBIX KOHCYJIbTAIMi, TEKYIIEr0 KOHTPOJS M NPOMEKYTOYHOU
aTTeCTAlLlUU.

AyIuTOpHUH OCHAILEHBI KOMIUIEKTaMH YYEeHUUYECKON MeOe, TEXHUUECKUMH CPeICTBaMU 00yUYeHMS,
CIIy>KalllUMU JJIsl IpeJICTaBlIeHNs yueOHO nHpopManuu O0JIbIION ayAUTOPHH.

Jns npoBeneHUst 1a0OpaTOPHBIX 3aHATUI KOMITBIOTEPHBIA KJacc, OCHAIEHHBIH KOMITBIOTEpPAMHU C
ornepalMoHHoM cucteMoi Astra Linux Tekyieil Bepcuu ¢ yCTAHOBICHHBIM MAKETOM O(UCHBIX MPOTPaMM U
MHTETPUPOBaHHOM cpenoil pazpabotku I10.

[Tomemienue A caMOCTOSTENbHON PabOThl OOy4arOUIMXCS OCHAIlEHbl KOMIBbIOTEPHON TEXHUKOM,
noJKkiItoYeHHoH K cetu "HHTepHer", M obecredeHneM JA0CTyna B HIIEKTPOHHYIO HH(GOPMaIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.


https://habrahabr.ru/post/148743/

