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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:
PazBuTne y Oyaymmx CHENUATUCTOB HABBIKOB 3aIIMTHl MPOTPAaMM M JAHHBIX C ITOMOIIBIO
CHEIUATU3UPOBAHHBIX HHCTPYMEHTOB, @ TAK)KE ITyTeM Pa3paOd0TKH MPOrPAMMHBIX PEIICHUM.

3amaun:

- [I0JIy4€HHE HAaBBIKOB aBTOMAaTHU3allMU YIIPABJICHUS [IPOrpaMMaMu Yepe3 Ux UHTepdeiic;

- [IOJIY4YCHHC HaBBIKOB

UCTOJB30BAHUS U Pa3pabOTKH

IIPOrpaMMHBIX U

anmnapaTHbIX

KpunTorpaguueckux CpeacTB ayTreHTudukanuu, obdecriedeHUs KOH(QUACHIMAILHOCTH U LEJIOCTHOCTU

uH(pOpMaINH;

- [IOJIY4CHHUE HaBbIKOB HUCIIOJIB30BaHUA CPEACTB pa,I[I/IO‘{aCTOTHOﬁ I/I,I[eHTI/I(bHKaI_[I/II/I.

2 MecTo AUCHUILUINHBI B CTPYKTYype 00pa3oBaTe/IbHOM MPOrpaMMbl

JucnurmuHa oTHOCUTCS K 6a30Boi yactu Osioka J] «/lucuurminabl (MOTyn)»

[IpepexBU3NTHI

NUCHUILUIAHEL:

b1J{.h.22 A3viku

npoepammuposanust, b1.J1.5.28 Ocrosvl unghopmayuonnoi bezonacnocmu

npOCPaAMMUPOBAHUSL,

b1.JI5.23 Memooul

[ToctpexBuzuthl guctuiuinael: b1./[.5.44.3 Vazeumocme npocpammnozo obecnevenus, b1.J1.B.2
Texnonoeusi nNOCMpoeHUs 3aUUUIEHHBIX ABMOMAMU3UPOBAHHBIX CUCTEM

3 TpeGoBanus k pe3yjabTraTaMm 00y4YeHHUs M0 TUCHUILINHE

[Tpornecc n3y4yeHHs TUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUCHHUS

Kon n HaumeHnoBanue
bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ W HAMMCHOBAHHWC MHAHWKATOpa
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yybTaThl

00y4eHUs 1Mo JUCIUILIHHE,

XapaKTEPU3YIOLIHE ITAITbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-1 CnocoOeH OLleHUBAThH
poJib uHpOopMauy,
MH(OPMAIIMOHHBIX TEXHOJIOTUI
1 “THPOPMAITMOHHOMN
0€30MacCHOCTH B COBPEMEHHOM
00IIIECTBE, UX 3HAUECHUE I
obOecneueHNs 00BEKTUBHBIX
MoTpeOHOCTEN JIMUYHOCTH,
o0IecTBa U TOCy1apcTBa

OIIK-1-B-2 Knaccugunupyer 3aunaeMyro
WH(POPMAIIHIO TIO BUAAM TAHBI U CTETICHSIM
KOH(HIEHIIMATILHOCTH

3HaTh:

- OCHOBHBIE CPEJICTBA H
CITIOCOOBI OOECIICUCHUS
nH(}OpPMaLIOHHON
0€30IMacHOCTH;

- IPUHITUTIBI TOCTPOCHHUS
CHCTEM 3allUTHI
nHpopmManuu.

YMmerb:

- OIPEJIENIATh KJIACC
3amuiaeMon nHpopMauu
MOBHIaM TallHEI U
CTEIICHSIM
KOH(PHUACHITMATBHOCTH;

- OIIEHUBATh YTPO3BI
nH(}OpMaLIOHHON
0e30MMacHOCTH JUIS JJIst
o0BbeKTa HHPOpMaTH3ALUY;
- KJ1accu(UIUPOBATh
yrpo3bl HH(GOPMaLOHHON
0e30ImacHOCTH ISl 00bEKTa
MH(OPMATU3ALIHH.




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ W HAUMCHOBAHUC MHIUKATOpA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

Baajnersn:
-HaBbIKaMU HOCTpOCHI/ISI

CHCTEM 3aIIUTHI
nHpopMauu a5 00bEKTOB
MH(pOpMaTH3aIHH.

4 CTpyKTYypa U collepKaHue TUCUUIINHBI

4.1 CTpyKTypa IMCHUATINHBI

OO01mast TpyA0€MKOCTh JUCIUILINHBI COCTABIAET 5 3aueTHBIX enuHull (180 akagemMuueckux 4acom).

TpynoemkocTs,
Bun pabotbt aKaJICMUYECKHUX YaCOB
8 cemectp BCETO
O01masi Tpy10éMKOCTh 180 180
KonTakTHas padora: 91,25 91,25
Jlextmu (JI) 30 30
[Tpaktuueckue 3ansatus (I113) 30 30
Jlaboparopusie pabots (JIP) 30 30
Koncynpranuu 1 1
[TpomexyTouHas arrectanus (3a4eT, SK3aMeH ) 0,25 0,25
CamocTrosiTesbHasi padora: 88,75 88,75
- CAMON0020Mo8Ka (Mpopabomka u no8MopeHue 1eKYUOHHO20 MAmepuala u
Mamepuana y4eOHUKo8 U y4eOHbIX nocooutl);
- U3yyeHue pazoenos Kypca 8 cucmeme 21eKmpoOHHO20 00yYeHUsl,
- H0020MOBKA K NPAKMUYECKUM 3AHAMUSIM,
- H0020MOBKA K KOJLLOKBUYMAM,
- 10020MOBKA K PYOEHCHOMY KOHMPOTIO U M.N.)
Bua nToroBoro KOHTpoOJIs (3a4eT, IK3aMeH, 1H( ¢ epeHIPOBAHHBIN JK3aMeH
3a4er)

Paznensl gucumuinHbl, n3y4aemMbie B § cemecTpe

KosmuecTBo yacos
Ne HawnmenoBanue pasnenon ayAnTopHas BHEay/I.
pasnena BCETO abora
1113 | P pabota
1 [onmuTrka nHGOPMAIIMOHHOHN 0€301MaCHOCTH 36 6 4 |10 16
2 Crioco0blI 3alIUThI TPOTPAMM U JIAHHBIX 42 10 | 10 6 16
3 Peanuzanus cpeactB Kpunrorpaduyeckoi 3amuTbl 48 6 8 8 26
uHdopManuu
4 be3onacHOCTh OnepanmoOHHBIX CUCTEM 44 8 8 6 22
HUroro: 180 30 | 30 | 30 90
Bceero: 180 30 | 30 | 30 90




4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

1 IlonmuTnka uHPOPMANUMOHHOW 0Oe3omacHocTH. Cmpykmypa noOIUMuKU UHPOPMAYUOHHOU
bezonacnocmu. OpeanuzayuoHHo-pacnopsaoumenvuvie O0okymeHmul. bazosas nonumuxa 6Oe3onacHocmu.
Cneyuanusuposannvle nonumuxu dezonacnocmu. Ilpoyedypul bezonacnocmu. Iloaumuxa 6esonacnocmu 6
OMHOWEeHUU 0OPAbOMKU NEPCOHATbHBIX OAHHbIX.

2. Cnoco0bl 3ammTa mporpamMm H JaHHbIX. OcHosononacarouue Ookymenmsi. Moodenu yepos
ungopmayuonnotl 6esonacnocmu. Ilonamue u munsl amax Ha UHGOPMAYUOHHbIE pPecypcbl. CheyudibHble
mpebo8aHus. U peKoMeHOayuu no mexHuueckou sawume Kouguoenyuarvhuou ungopmayuu (CTP-K).
Meponpusamus no sawume ungpopmayuu. Kubeppaszseoxa. Ypoeuu Threat Intelligence: cmpamezuyeckuii,
onepayuonnslll, maxkmuyeckuii. Ycuyeu no kubeppasseoke (Threat Intelligence Services). Kubeppaseeoxa 6
Poccuu

3. Peasmsanusi cpeacTB Kpunrorpagpuyeckoil 3amutbl nHpopmaumu. [Ipoepamma TrueCrypt.
Haznauenue, oocmouncmea, neoocmamxu, ucmopusi co3oanus. OCHOBHble B03MOICHOCMU NPOSPAMMbI.
Yempoiicmeo moma. Hcnonvsyemasn kpunmoepaguyueckas cxema, UCnonb3yembvle anieopummovl Wu@dposaHus
u xewuposanus, pexcum XTS, arcopumm PBKDF2.

Ilpoepamma KeePass Password Safe. Hasnauenue, oocmouncmea, nedocmamiu. OcHo@Hbie
B03MONCHOCIMU NPOCPAMMDBL, BKIIOUAsL CO30aHue U ucnoavzosanue naponei TAN, a maxoice Hacmpouxy
CneyuanbHblX napamempos 6e30nachoCcmu,).

Ilonamue amaku nonHozo nepebopa u nepedopa no ciosapro. JlemoHcmpayus UCHOIb308AHUS
OaHHBIX amak Ha npumepe noobopa naponvhvix ¢paz oaa moma TrueCrypt u 3auunjeHHo20 XPaAHUIUWA
KeePass.

Ocnoguvie xapakmepucmuku u npuHyunvl padoomsi. OCHOSHbIE NOHAMUA: CUMMempUuuHble U
acummempuunvle kpunmocucmemsl, PKI, cepmuguxam (OpenPGP u X.509), yoocmosepsaowuii yenmp,
npoeepka cepmugpuxama, CRUCKU OmM3bl608 cepmuguramos, cemv 0oeepus, MITM-amaka. Cnocodul
uzoexcamv MITM-amaxu npu ucnonvzogarnuu OpenPGP u X.509. [Ipoepammsr GnuPG u Gpg4 Win.

Cospemennvie annapammuvie U anNNAPAMHO-NPOSPAMMHbIE Kpunmocpaguueckue peuteHus O
uoenmughuxayuu, aymenmuguxayuy, odecneyeHus KoHuguoenyuaronocmu u yerocmuocmu. Ilowsamue
udenmugpuxayuu u aymenmugpuxayuu. Cnocobwvr aymenmugpuxayuu. Cmapm-kapmel. buomempuueckue
cucmemvl. Annapammvie MOKeHbL.

Cmezeanoepaghus. Hanpasnenus cmezanoepaghuu. Komnviomepnas cmezanocpagus u eé memoobwi.
Cmezcanoananus u memoov cmezanoananusa usoopascenuii. OpenPuff. LJugposvie soosanvie 3naxu (L{B3).
Memoo LSB. Ocobennocmu aiinos, cocamvix ¢ nomepeu oanuvix (JPEG). Amaku na cucmemvl
scmpausanus [[B3. Coxpvimue 0anHblx 8 81U0e0noc1ed08ameibHOCHX.

Texnonocuu paouowacmomuou udenmugpuxkayuu RFID. Ocnoeuvie nouwsmus: RFID-memka,
cuumoigamens, RFID-cucmema. Yempoticmeéo RFID-memxu. Knaccugpuxayua RFID-cucmem, RFID-memox
(no uacmome, UCMOYHUKY NUMAHUSA, MUNY UCNOIbL3YeMoU namamu), cuumoeigameneu. OcHosHble
docmouncmaa u neoocmamxu RFID. [Ipumepol u cghepovl ucnonvzosanus.

4. be30nmacHOCTh ONMEPaANMOHHBIX cucTeM. bezonacnocme OC Linux. Ilonvzoeamenu, epynnol u
npasa docmyna. Cpeocmea paspanuuenus npagé noavzosameneti u npozpamm. Cemesas 6e30nacHocCmb,
medxccemesot skpan netfilter. [llugpposanue gaiinos u sxcécmrozo oucka. dm-crypt u TrueCrypt.

bezonacnocms OC Windows. [lonvzoeamenu, epynnsl nonvsoeameneti u noiumuxu epynn. Konmponw
yuemnwvlx 3anucet noavsogamenei UAC. Aymenmughuxayus, npomokon Kerberos. Lllugpposanue oanHwvix
EFS, BitLocker u ux omauuus. Ilpomokon IPSec. Cpedcmeo ynpasnenus npunodxcenusmu AppLocker.
Ipumepwl. Cucmema monumopunea ZABBIX.



4.3 JlaGopaTopHble padoThI

No JIP Ne HanmenoBanue nabopaTopHbIx paboT Kon-s0
paszzuena 9acoB
1 1 [TonuTrka nHGOPMALMOHHOM O€30MaCHOCTH. 4
2 2 KonkypeHTHas pa3Benka B ceTu VIHTEepHET. 4
3 2 Pa3paboTars 1 BHEPUTH COOCTBEHHOE CPEICTBO 3AIUTHI 4

IMpOIrpaMMHOI0 oOecIreyeHus..

4 3 Hacronbhas kpunrocuctema. [Iporpammel GnuPG u Gpg4Win. 6
5 3 Hcnons3zoBanue nporpamm TrueCrypt u KeePass Password Safe. 8
6 4 Cuctema moautopunra ZABBIX. 4
Hroro: 30
4.4 llpakTUyecKkue 3aHATHS (CEMUHAPBHI)
Ne 3ansTHS Ne Tema Kon-Bo
paszzuena 4acoB
1 1 0O030p OCHOBHBIX CPEJCTB 3aLIUTHI IPOrPaMM U JTaHHBIX. 4
2 1 AnTopuTMBI IIMPPOBAHKS M CTETaHOTpa()UIESCKOM 3aIUTHI 4
uHpOpMaLIKH.
3 2 CoBpeMeHHBIE alnapaTHbIE U allapaTHO-IPOrpaMMHbIE 6
KpunTorpadguueckue pemeHus s UICHTU(GUKAIAHN,
ayreHTH(UKaMKU, oOecrieueHUs] KOHDUIACHIIMAIBHOCTH
1ennoctTHocTy. [loHATHE MIeHTH(UKAIIMY U ayTEHTU(DUKALINY.
4 2 [IporpammHBbIe cpeacTBa Moa00pa NapoJei. 4
5 2 TexHomoruu pagrnodactoTHoi uaeHtTudukanuu RFID. 4
6 3 Ob6ecrieueHne 0€30MaCHOCTH OTIEPAITMOHHBIX CUCTEM. 4
7 4 Kubeppaszpenka. 4
HToro: 30

5 YueOHo-MeTOAMYeCKOE 00ecnieYeHHe TUCHMIINHBI
5.1 OcHoBHas auTEpaTypa

1. Topcreitncon, I1. Kpunrorpagus u 6ezonacuocts B TexHosoruu. NET [Tekcr] / II. Topcreiin-
cod, I'. A. I'anemr; niep. ¢ anria. B. JI. Xopesa ; mox pea. C. M. Monsiko. - M. : bunom, 2007. - 480 c. : wi. -
ITpenm. ykas.: c. 448-472. - ISBN 978-5-94774-312-8.

5.2 lonoinuTenbHAas1 JIMTEpPaTypa

1. ConosbeB, H.A. Cuctembl aBTOMaTHU3alnuu pa3pabOTKH mporpammHoro obecnedenus [Teker] :
yue6. mocobue / H. A. Conosses, E. H. Uepnonpynosa; M-Bo oOpazoBanus u Hayku Poc. ®enepanun, De-
nep. Toc. O KeT. 00pazoBaT. yupexaeHue Beicil. mpod. oopazoBanus "OpeHOypr. roc. yH-1". - OpeHOypr :
VYuusepcurer, 2012. - 192 c. : un. - bubauorp.: ¢. 182-183. - Ilpwui.: c. 184-191. - ISBN 978-5-4417-0086-3.

2. ®aynep, M. UML B kpatkom u3znoxenuu [TekcT] : mpuMeHEeHHE CTaHAAPTHOTO sI3. 0OBEKTHOTO
MozenupoBanus: nep. ¢ anri. / M. ®@aynep, K. Ckort; nox pen. JI. A. Kanunanuenko. - M. : Mup, 1999. -
191 c. : un. - bubnuorp.: c. 186-188. - ISBN 5-03-003331-9.

3. Mamok, A. A. UadopmarimorHast 6€3011acHOCTb: KOHIENTYAIbHBIE U METOI0JIOTHYSCKHE OCHOBBI
3amuThl nHGopMmanmn [Tekcr] : yued. mocobue s By3oB / A. A. Manok. - M. : ['opsiuas nunus-Tenekom,
2004. - 280 c. : wir. - bubdmuorp.: ¢. 276-278. - ISBN 5-93517-197-X.



5.3 llepuoauyeckue U3IaHUA

1. BectHuk nHpOPMALMOHHON 6€30MacHOCTH : XKypHal. - M. : ArenctBo "Pocreuats".
2. Cuctembl 0€30MMacHOCTH : KypHal. - M. : AredatcTBo "Pocreuats".
3. IIpobaemsr nudopmaronHoi O6ezonacunoctu. KomnbioTepHbie cucTeMsl : xypHai. - M. : AIIP.

5.4 UnTepHeT-pecypchl

1. B3 uznytpu: RFID u npyrue metku. — Pexxum noctymna: https://habrahabr.ru/post/161401/

2. NET Framework Cryptography Model. — Pexum mocryma: https://docs.microsoft.com/en-
us/dotnet/standard/security/cryptography-model
3. ABTomarm3anus TectupoBaHuss Windows-TipiiiokeHUH ¢ ucnoib3oBaHueMm .Net. — Pexum

noctyna: https://habrahabr.ru/post/100749/

5.5 IlporpammHoe obOecnedeHue, npodeccuoHajbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIPaBOYHbIE CHCTEMBI

1. OmneparmmonHast cucrema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01,
TUIEH3UOHHBIN 1oroBop NeA-2021-1374-BY3 ot 28.05.2021.

2. LibreOffice — cBoboaHO pacmpocTpaHseMblii OQHCHBIN MAKET IPOrpamMM, BKIIOYAIOIIUI B Ce-
051 TEKCTOBBIN U TaOJIMYHBIN PEIAKTOPBI, PEIAKTOP MPE3CHTALUI U APYTHe OPUCHBIC TPUIOKCHHUS.

3. AntusupycHoe I10: Kaspersky Endpoint Security /uis 6u3Heca, umeercs JIMLEeH3us Ha 2 roja
UCI0JIb30BaHus, BXoauT B Peectp oTeuectBenHoro 110

6 MaTepuajibHO-TEXHHYECKO€E o0ecnevyeHne JUCHUIINHBI

VY4eOHble ayJUTOPUHN JUIS IPOBEACHUS 3aHATUH JEKIIMOHHOTO THITa, CEMHHAPCKOTO THUTIA, KypCOBOTO
IIPOEKTUPOBAHMSI, Ul IPOBENECHNUS I'PYNIOBBIX U MHIUBUIYAIbHBIX KOHCYJIbTALMM, TEKYIIEr0 KOHTPOJIA U
IIPOMEKYTOUYHOM aTTECTALUU.

AyIuTOpHUH OCHAILEHBI KOMIUIEKTaMH YYEeHUYECKON MeOe, TEXHUUECKUMH CPEeICTBaMU 00 yUYeHMS,
CIIy>KalllUMU JJIsl IpeCTaBlIeHNs yueOHOU nH(popMaluu O0JIbIION ayAUTOPHH.

Jlng mpoBelneHUs NPAKTHUYECKUX 3aHATHM HCIHOJB3YETCS KOMIIBIOTEPHBIM KJAacC, OCHAIICHHBIN
MIEPCOHANBHBIMU KOMIBIOTEPAMU C YCTAHOBJIEHHBIM ITPOTrPAMMHBIM 00€CIIEUEHUEM.

[ToMemienue 11s1 caMOCTOSTELHOM pabOThl 00YYarOIMXCS OCHAIIEHbI KOMIIBIOTEPHOW TEXHUKOM,
noakiIoueHHo Kk cetu "VHTepHer", M obecrneueHHWEM JOCTyNa B AJIEKTPOHHYIO HH(POPMALMOHHO-
obpazoBarensHyto cpeny OI'Y.

K paboueii npozpamme npunazaromes:

e DOoHJA OIEHOYHBIX CPEICTB JIA MPOBENCHUS MPOMEKYTOUHON aTTeCTallud OOYYAIOIIUXCS O
JYCIUILINHE;

e Meroanueckue yKa3zaHUs I 00yJarONUXCsl 0 OCBOCHUIO JTUCITHTLITNHBIL.



