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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

M3YYCHHE KOMILIEKCcA poOiieM HHPOPMAITMOHHON 0€30MacHOCTH, MOCTPOCHMS, (DYHKITMOHHUPOBAHHS
W COBEPIICHCTBOBAHHUS IIPABOBBIX, OPraHU3AIMOHHBIX, TEXHUYECKUX M TEXHOJIOTMYECKUX IPOIIECCOB,
o0ecreunBaIUX MHPOPMAIIMOHHYIO 0€30MacHOCTh U (DOPMHUPYIOIMIUX CTPYKTYPY CHUCTEMBI 3allUThHI
[IEHHOHN U KOH(UICHIINATLHON HHGOPMAITUH.

3amaun:

OBJIQJICHHE TEOPETHYCCKUMH, TMPAKTUYCCKUMU W METOJWYECKHMMH BOIPOCAaMH OOecredeHUs
nH()OPMAIMOHHON 0€30MaCHOCTH U OCBOCHHE CHCTEMHBIX KOMILUIEKCHBIX METOJIOB 3aIUThl HHPOPMAIUH OT
pa3IMYHBIX BHUJOB OOBEKTHUBHBIX M CYOBEKTHBHBIX yrpo3 B IIPOIIECCE €€ BO3HHUKHOBEHHs, 00pabOTKH,
WCIIOJIb30BaHUS U XpaHeHus. V3ydaeMble BOMPOCH PACCMATPUBAIOTCS B IIUPOKOM JHATa30HE COBPEMEHHBIX
nmpoOjieM W 3aTpardBarOT MPEAMETHBIE CQEepbl 3aIUTHl KaK JOKYMEHTHPOBaHHOW wWHpoOpManuu (Ha
OyMaXHBIX W TEXHUYCCKHX HOCUTENSX), IUPKYIUPYIOMICH B TPAAUIMOHHOM WM JJIEKTPOHHOM
JOKYMEHTOOOOpOTE, HAXOJAIIEHCs B KOMIBIOTEPHBIX CHCTEMaX, TaK H HEIOKYMEHTHPOBAHHOMN
uHpOpMalMY, PACHpPOCTPAHAEMOW TMEPCOHAJIOM B  MpOIEcCe  YINPaBICHYECKOW  (IeOBOM) WM
MIPOM3BOJICTBEHHOM JCATEIHBHOCTH.

2 MecTo AUCHUILUIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JucnunnuHa oTHOcUTCs K 6a30Boit yactu 6moka [l «{ucuurinabl (MO )»
[TpepexBusutsl quctumnunsl: 51./1.5.10 Ungpopmamuka, b1./1.5.25 Onepayuonnvie cucmemol

[ToctpexkBusuthl  guctmmuuel:  51./[5.30 Opeanuzayuonnoe u npagogoe  obecneueHue
ungopmayuonnou besonacnocmu, b1.J[.5.32 Ocnogvl nocmpoenusi 3auuyyeHHbIX KOMNbIOMEPHbIX cemell,
b1.J1.5.33 Ochosbl nocmpoenus sawuujennvix 6a3z oanuwvlx, b1.J[.5.34 3awuma npoepamm u OauHbiX,
b1.J[F.37 Texuuueckas s3awuma ungopmayuu, b1.J[.B.41 3awuma ungopmayuu om ymeuku no
mexnuyeckum xawanam, b1.J[.5.42 Cmanoapmer ungopmayuonnou 6ezonacnocmu, b1.J].B.2 Texnonocus
NOCMpOoeHUs 3auuierHblx agmomamusuposantvlx cucmem, b1./].B.3 Pazpabomka u npumenenue cucmem
uckyccmeennoco  unmennekma, b1 J[B.5 VYnpaenrenue npocpammnvimu  npoexmamu, b52.11.5.Y.]
Osuaxomumenvnas — npakmuxa, bB2.I11.B.11.1  Hayuno-uccnedosamenvckas — paboma, Hb2.I11.B.11.1
IIpouszeoocmeennas npakmuka (no cneyuaiuzayui)

3 TpeOoBaHusA K pe3y1bTaTaM 00y4eHHS MO JUCHUIINHE

[Tpouecc u3yueHus: AMCUUIIIMHBI HAlIpaBJieH Ha (POPMHUPOBAHHUE CIAEAYIOUIUX PE3YIbTATOB 00YUECHHUS

[Inanupyemsble pe3ynabTaThl
00y4eHHs M0 JUCLUIUINHE,
Kon n HanmeHoBaHue Kon n HanMeHOBaHUE UHAMKATOPA
(opMHEpyEMBIX KOMITETCHIINH TOCTHKEHUS] KOMITETCHIIUT XaPAKTEPHSYIOTIIE STaTbl
dopmupoBaHus
KOMTISTEHITHI
OIIK-1 CnocoGen oniernBate  |OIIK-1-B-1 3naeT nonstus uHpopmanumu, 3HaTh;
poJib UHPOPMAIIHH, nH(pOpMaITMOHHOM 0€30MMaCHOCTH, MECTO U - CYIIHOCTh U TTOHATHE
MH(OPMAIMOHHBIX TEXHOJIOTHH | poJib HH(OPMAIIMOHHON 6€30I1aCHOCTH B nH(pOPMAIIMOHHOM
1 nH(pOpPMAITMOHHOM CHCTEME HallMOHAIBHOW 0€30MMacHOCTH 0€301acHOCTH,
6e3omacHoCcTH B coBpeMeHHOM | Poccuiickoit denepaninu, OCHOBBI XapaKTEPUCTUKY €€
oOmiecTBe, X 3HaUE€HUE IS rocy1apcTBEHHON MH(OpMallnOHHON COCTaBJISIOLINX;
obecriedeHns: 00bEKTUBHBIX MOJIUTUKH - BUJIbl, ICTOYHUKH U
MOTpeOHOCTEN JTMUYHOCTH, HOCUTEIH 3aIHIIaeEMOU
o0111ecTBa U TocyJapcTBa uH(pOpMaIHH;
- (haxTOpBHL,




Kox n sHaumenoBanue

dbopMUpyEeMBIX KOMIETEHIIHHA

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

BO3JICHCTBYIONIHE HA
UH(GOPMAIIHIO ITPH €€
00paboTke B
ABTOMATHU3HPOBAHHBIX
(MH(MOPMAITMOHHBIX )
cucTeMax.

Ymers:

- oTpeaeyATh (HaKTOPHI,
BO3JICHCTBYIONIHME HA
nH(POPMAIIHIO TIPU €€
00paboTke B
ABTOMATHU3HPOBAHHBIX
(MH(MOPMAITMOHHBIX )
cucTeMax.

Baajaers:

- HaBBIKAMU OTIPEICIICHUS
UCTOYHUKOB YIPO3
0€30MacHOCTH
uHdopmanuu;

- BJIAZICTh OCHOBHBIMU
pueMaMu
PEIOTBPAICHHS YTPO3
0€30MacHOCTH.

OIIK-5 Cnoco0eH NpUMEHATh
HOPMAaTHBHBIC IPABOBBIE aKTHI,
HOpPMATHBHBIE U METOINYECKHE

JOKYMEHTBHI,
peraamMeHTHpyolue
JESATENBHOCTD I10 3aIIHUTE
uH(popManun

OIIK-5-B-1 3HaeT OCHOBBI 3aKOHOJATENLCTBA

Poccuiickoit denepaiuu, HOpMaTUBHBIE
MPAaBOBBIEC AKTHI, HOPMATHUBHBIE U
METOIMYECKHE IOKYMEHTHI B 00J1aCTH
nH(pOpMaIMOHHOM 0€30MaCHOCTH U 3aIUTHI
uH(pOpMaIH, TPABOBBIE OCHOBHI
OPTraHU3AIMU 3AIUTHI TOCYTAPCTBEHHOM
TaifHbI ¥ KOHOUACHIIMATHHONU HH(POpMAIIUH,
MPABOBYIO XapaKTEPUCTUKY MPECTYIJICHUN B
cdepe KOMIBIOTepHON HH(DOPMALIUY U MEPBI
IIPAaBOBOM M THCIMILUIMHAPHON
OTBETCTBEHHOCTH 32 pa3rilallicHue
3amuIaeMon nHdopmauu

3HaTh;

- CYLIHOCTh U MTOHATHE
UH(POPMALIMOHHOM
0e30IMacHOCTH,
XapaKTEPUCTHKY ee
COCTABJISFOLIMX;

- BUJIbI, HICTOYHUKH H
HOCHUTEIH 3allUIIaeMOon
nHpopmanuu;

- (hakToOpHI,
BO3JEHCTBYIOIIME HA
UH(POPMALIUIO TIPH ee
00paboTke B
aBTOMaTH3UPOBAHHBIX
(MHpOpPMAIIMOHHBIX)
cucreMax.

Ymersn:

- ompeaeNATh (haKTOpHI,
BO3JEHCTBYIOIIME HA
nH(pOpMaIIHIO TIPHU ee
00paboTke B
aBTOMAaTH3UPOBAHHBIX
(MHpOpPMAIIMOHHBIX)
crcTeMax.

Baajnern:

- HaBBIKAMH OTIPE/ICIICHUS
HCTOYHHUKOB yIpo3
0€30MMacHOCTH




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

IInanupyemsble pe3ynbTaThl
o0y4yeHHs 110 JUCLUIUINHE,
XapaKTEepU3YIOIINE ITAllb

dbopmMHupoBaHUs
KOMIETEHLINI
uHdopmanuu;
- BJIaZICTh OCHOBHBIMU
npueMaMu
MPEIOTBPALLICHHS YTPO3
0€30MacHOCTH.
OIIK-6 Cnocoben mpu OIIK-6-B-4 3naeT 0OCHOBHBIE YIPO3bI 3HaTh;
penieHny npoecCHOHAIbHBIX | 0€30IaCHOCTH MH(POPMAIUU U MOJETH - CYIIHOCTbH U MOHSTHE
3aJla4 OpPraHU30BbIBATH 3AIIUTY |HAPYIIUTEIS KOMITBIOTEPHBIX CUCTEM nH()OPMATMOHHON
nHpopmanuu orpanndeHHoro |OIIK-6-B-5 Cnoco6en pa3pabaTeiBaTh 0e301acHOCTH,
JIOCTYTa B KOMITBIOTEPHBIX MOJICTIH YTPO3 ¥ MOJICNIA HAPYIIUTEIS XapaKTePUCTHUKY €e
CUCTEMaXx U CETAX B KOMITBIOTEPHBIX CHCTEM COCTaBJISIOLINX;

COOTBETCTBHHU C
HOPMaTHUBHBIMU ITPABOBBIMH
aKTaMH 1 HOPMaTUBHBIMU
METOJIMYECKUMH IOKYMEHTaMHU
DenepanbHOI CITyKObI
6e3omacHocTu Poccuiickoit
Oenepaunn, OenepanbHO
CITy>KOBI 110 TEXHUYECKOMY U
AKCIOPTHOMY KOHTPOJIIO

- BUJIbI, UICTOYHUKH U
HOCUTEJIH 3allUIIaeMON
UHpOpMaLnK;

- akTOpHI,
BO3JICHCTBYIOIIME HA
uH(bOpMAIIUIO TIPH €e
0o0paboTke B
ABTOMATU3HPOBAHHBIX
(MH(pOpPMAIIMOHHBIX)
CUCTEMaX.

Ymersn:

- onpenensaTh (pakTophl,
BO3JICHCTBYIOIINE HA
uH(bOpMAIIUIO TIPH €e
00paboTke B
ABTOMATHU3HPOBAHHBIX
(MHpOpPMAIIMOHHBIX)
cucreMax.

Baajgern:

- HaBBIKaMU OTIpeieNICHUs
HCTOYHHUKOB yIpo3
0e30macHOCTH
nHpopmanuu;

- BIIaZIETh OCHOBHBIMU
prUeMaMH
HpEeOTBPALIEHUS YIPO3
0€30MaCHOCTH.

4 CTpyKTYypa U colepKaHHue TUCHUIINHBI

4.1 CTpyKTypa THCHHIJIMHBI

OO61mast TpyA0€MKOCTh JUCHIUTUIMHBI COCTaBIsIET 3 3aueTHbIe enuHuUIlbl (108 akajeMuyecKux 4acos).

TpynoemMKocCTs,
Bun pabothr aKaJeMHYSCKHUX YaCOB
5 cemecTp BCETO
OO6mas Tpy10éMKOCTh 108 108
KonrakTHasi pabora: 68,25 68,25




TpynoemkocTs,
Bun pabotht aKaJICMUYECKHUX YaCOB
5 cemecTp BCETO
Jlexmum (JI) 34 34
Jlaboparopusie paboTs (JIP) 34 34
[TpomexxyTouHas arrectarus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padoTa: 39,75 39,75
- BbINOJIHEHUE UHOUBUOYATIbHO20 MBOopYecKo20 3a0arnus (UT3);
- CAMON0020Mo8Ka (npopabomka u no8mopeHue 1eKYUOHH020 Mamepuana u
mamepuana y4eOHuKo8 u yueoHvix nocooutl),
- U3yyeHue pazoenos Kypca 8 cucmeme 21eKmpoOHHO20 00yYeHUs,
- H0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM,
- N0020MOBKA K PYOEHCHOMY KOHMPOIO U M.N.)
Buj nToroBoro KOHTpoJIs (3a4eT, IK3aMeH, Tu( depeHIIPOBAHHBIT 3avyerT
3ayer)
Paznernsl qUCIUIUIMHEL, H3y4aeMbIe B 5 ceMecTpe
KonnyectBo yacoB
Ne ayIuTOpHas
pasnena HaumeHnoBanue pasieinoB BCero aGoTa BHEAy/I.
T 113 | JIp pabota
1 HopmatuBHO-ipaBoBas 6a3a obecrieueHus 12 4 4 4
MHGOPMAIMOHHOHN 0€30MacHOCTH
2 DKOHOMHYECKHE aCIIEKThI HH()OPMALIMOHHON 14 4 4 6
6e3onacHocTd. OTBETCTBEHHOCTh 3a HApYILICHHUE
TpeboBaHui B 06J1acTH HH(OPMAITMOHHOM
0e30macHOCTH
3 Monens HapymuTens. Moienu aHaiau3a yrpo3 22 6 8 8
nH(pOpPMaIMOHHOM 6€30IMacHOCTH
4 MeTo/1b1 32U Tl HH)OPMAITUN 22 8 6 8
5 Monenu pasrpaHuyeHus 10CTyna K 20 6 6 8
KOMITBIOTEPHBIM CHCTEMaM
6 3amura nHGOPMAaLUU IPU MEXKCETEBOM 18 6 6 6
B3aUMOJICVICTBUH
Hroro: 108 34 34 40
Bcero: 108 34 34 40

4.2 ConepxxaHue pa3/iesioB AU CHUINIIHHBI

1 HopmaTtuBHo-npaBoBasi 6a3a o0ecneyeHns HHPOPMALIMOHHOM 0€30MIACHOCTH

JoxTpuna nunpopmaimonHoi 6e3onacHoctu Poccuiickoii @eneparu

['ocynapcTBeHHas cucTema 3alluThl HHPOpMaLuu

3amura HHPOPMALIMU OTPAaHUUYEHHOT'O J10CTYTIa

Hopmatusheie aktel ®CTIOK 1 ®CB Poccun.

2 JKOHOMMYeCKHe acneKThl HHGOPMaNMOHHOI 0e30nacHOCTH. OTBETCTBEHHOCTH 32
HapylleHue TpeOoBaHuil B 00/1acTH HHPOPMAIIMOHHON 0€30I1ACHOCTH.

Kpurepuu otHecenus uHpopmanuu K 3amuiiaemoid. [lonstue u Bunsl yuep6a or HC/I.

[Tonsitue u Bunb! ymep6a ot HCJl. Cuctema coBpeMEHHOTO 3aKOHOIaTELCTBA, PETJIaMEHTHPYIOIIIas
BOIPOCHI 3alIUTH HH()OPMAIIMK U OTBETCTBEHHOCTH 32 HapyIIeHHuEe HH()OPMAIIMOHHON 6€30MacCHOCTH.

3 Moaean HapymuTeas. Moaejn aHaaIu3a yrpo3 HH(GpOPMAINMOHHOWH 0€30MACHOCTH

OcHOBHBIE IOHATHS U KJIaccupuKanus yrpo3. BHeurnue u BHyTpeHHHE HapymuTenu. VIcTOYHUKH
yrpo3. AHanu3 yrpo3 nuadopmannonHoit 6e3omacHoctu Ha caiite DCTOK.

4 MeToas! 3a10UThI HHGOpPMALUH



dusnueckue, annapaTHbIE U IPOrpaMMHBIE CPEACTBA 3allUThl HH(OpMaUU. AyTeHTUUKALUSL
noJp3oBareseid. O0dyckanus mporpaMMHOT0 Koja. AJTOpUTMBI IM(POBaHUS HHPOPMALIUH.

5 Mopesu pasrpaHu4eHHs J0CTYNAa K KOMIIbIOTEPHBIM CHCTeMaM

OO011ast xapakTepUCTHKA MOJIETIeH JUCKPEIIMOHHOTO A0CcTyna. MoJenu Ha OCHOBE MaTPHUIIbI OCTYyIIA.

OO01ast XxapakTepUCTHKA MOJIMTUKU MaHAATHOrO JocTyna. Mojenu pa3rpaHu4eHus 10CTyna Ha
OCHOBE POJIEBOI MOJIMTUKU 0€30TaCHOCTH.

6 3ammTa MHpOpMAIIUN IPH MEKCETEBOM B3aMMO/1eiiCTBUHU

3ammTa KOHPHUISHIMATBHON HH(OpMAIMK HAa aBTOMAaTU3MPOBAaHHBIX pabounx MecTax Ha 0aze
aBToHOMHBIX [I9BM. 3amura naopmanuu B JOKaIbHBIX BRIYHCIUTEIBHBIX CETSIX. 3aluTa HHPOpMaIUu
IIPU MEKCETEBOM B3aUMOJICHCTBUU

3amura nHGOpMaLUK pH paboTe ¢ cUCTEMaMu yIpaBieHHs 6azamu JaHHbIX. [lopsaok
o0ecriedeHus1 3aUThl HHPOPMALIUU TPU B3aUMOJICHCTBUHU ¢ MHPOPMALMOHHBIMU CETSIMHU OOIIEro
[10JIb30BaHU.

4.3 JIaGopatopHbie padoThI

Neo JIP Ne HanmenoBanue 1abopaTopHbIX paboT Koz-s0
paznena 4acoB
1 1 [Tpo6aema HCJI k nH(MOpMAIIMOHHBIM CHCTEMaM 4
2 2-3 AHanu3 mojeneii yrpo3 Ha opuimansaoMm caiite @CTIOK 4
3 3 Cragun 00pabOTKH ¥ 3alIUTH KOH(OUACHIUAIBHBIX TOKYMEHTOB 6
BBIXOJHOT'O ¥ BHYTPEHHETO IOTOKOB
4 3 Pa3paboTka cucteMm ayTeHTH(HUKALNH TTOIb30BaTeIs 6
5 4 Mopenb Hapymutens. Mojens yrpo3 8
6 5 Mogenu pa3rpaHu4eHus JOCTyNa K KOMIBIOTEPHBIM CHCTEMAM 4
7 6 [TpoekTrpoBaHHE CETEBOM 3alLIUTHI 2
Htoro: 34

5 Y4yeOHO-MeTOANYECKOE 00ecredyeHue TUCIUIIINHDI
5.1 OcHoBHas uTEpaTypa

1. Mensuukos, B. I1. Uadopmarnmonnas Oe3omacHocTh U 3anuTa uHbopManuu [Tekct]: yueOHOE
nocobue s CTYJCHTOB BBICHIMX Y4eOHBIX 3aBeleHUI, OO0ydJalolmMxcs IO  CIEeUUAIbHOCTH
"Unpopmannonnsie cucreMsl u TexHonoruun" / B. I1. Menbaukos, C. A. Kinelimenos, A. M. Ilerpaxos;
non pen. C. A. Knelimenona. - 6-e uza., crep. - MockBa: Akagemus, 2012. - 332 c.: un. - (Beicuiee
npodeccuonanbHoe oOpazoBanue. HpopMaTka U BEIYMCIUTENbHAS TEXHHUKA). - bubmumorp.: ¢. 327-328. -
ISBN 978-5-7695-9222-5.

2. Mamok, A. A. Benenue B 3aiiuTy HHpOpPMaIMU B aBTOMaTU3UPOBAHHbBIX cucTteMax [Teker):
yueb. mocobue i CTYIAEHTOB, O0YYaOLIUXCS MO CIIell., He BXOSIIUM B TPYIIY cIell. B 00JI. HHPOPM.
oe3omacHocTr / A. A. Mamok, C. B. IMazusun, H. C. Tloroxun.- 2-e u3a. - M. : Topsyast muaus-Tenekom,
2004. - 147 c.: un. - bubnuorp.: c. 143. - ISBN 5-93517-062-0.

5.2 lonmosiHuTeIbHAS JIUTEPATYPaA

1. BaiiGypun B.b. BBenenue B 3ammry uHdopmauuu [Tekcr]: yue6. mocobue s By30B /
B.b. Baitdoypun [u ap.]. - M.: ®OPYM: UHDPA-M, 2004. - 128 c. - bubmmorp.: ¢. 124-125. - ISBN 5-
89199-0130-4. - ISBN 5-16-001942-1

2. [ankwunua, T. H. MeToas! 1 cpe/icTBa 3alUThl KOMITBIOTEpHOUM HHpOopMaruu [ Tekct]: MeTo. yka-
3aHus K s1ab. nmpaktukymy / T. H. Hlankuna; M-Bo oGpa3oBanust u Hayku Poc. ®enepauuu, Denep.
areHTCTBO 10 0Opa3zoBaHuio, ['oc. 0OpaszoBar. yupexaenue Boicil. mpod. oopazoBanus "OpeHOypr. roc. yH-
1", Kag. Berunci. texuuku. - Opendypr: I'OY OI'Y, 2007. - 44 c. - bubauorp.: c. 44.



3. anerun, B. ®. MadopmanronHas 6€30MacHOCTh KOMIBIOTEPHBIX cucTeM U cered [Tekcr]:
yaeOHOe MocoOue AJis CTYIEHTOB YUPEKIACHHUHN CpeaHero MpodeCCUOHATBLHOTO 00pa30BaHUs, 00YIarOIIUXCS
o rpynmne crenuansHocTeil "MHpopmaruka n BerauciutenbHas Texauka' / B. @. [llaasrus. - Mocksa: ®o-
pym: UIHOPA-M, 2014. - 416 c.: un. - bubnuorp.: c¢. 401-408. - ISBN 978-5-8199-0331-5. - ISBN 978-5-
16-003132-3

5.3 llepuoguyeckne U3TaHus

KypHaisr:

— HWudopmanmonnas 6€30MacHOCTb, U3IaTENBCTBO KoMIanuu «I poTek», r. MockBa;

— BectHuk nHpOpMaIIMOHHOM 0€30MaCHOCTH, U3AATeILCTBO KoMaHuu «I poTex», . MockBa,;

— IIpoGnemsr nHbOpMarmonHol 6e3omacHocT. KommbrorepHbie cucteMbl, nzaarenbctBo CrollY,
r. Cankr-IlerepOypr.

5.4 UnTepHeT-pecypcsbl

— http://www.securitylab.ru/ - «SecurityLab.ruy
— http://www.0sp.ru/ - «OTKpBITBIC CUCTEMBI»
— http://www.citforum.ru/ - «CIT FORUM»

Cranpaprsi:

— T'OCT P 51275-2006 3amuta undopmanuu. O6bekT nHpopMatuzauuu. PakTopel, BO3ACHCTBY-
fomre Ha nHdopmaiuto. OO0IIMe MOJ0XKEHHUS.

— T'OCT P 50739-95. «CpenctBa BerurciutenbHol TexHuku. 3amurta or HC/ k uadopmanmu. O6-
I11€ TEXHUYECKUe TpeOOBaHUS»

— T'OCT P UCO/M3BK 15408-1-2012. HanimonanbeHseIi ctanaapt Poccuiickoit @enepanuu. Undop-
MaIMOHHAast TEXHOJIOTHs. MeTonbl U cpesicTBa obecrieuenus OezomacHocTd. Kpurepuu oneHkn 0e30macHo-
CTHU MH(pOPMAIMOHHBIX TeXHoJorui. YacTs 1. BBenenue u o0mias monens (YyTB. M BBelleH B aelicTBue [Ipu-
ka3oM Poccrannapra ot 15.11.2012 Ne 814-cT)

— T'OCT P UCO/MDBK 15408-2-2013. MadopmarmonHas TeXHOJI0THA. MeToabl U CpeacTBa odecte-
yeHus 0ezonacHocTu. Yacth 2. OyHKIIMOHATIBHBIE KOMIIOHEHTHI 0€301aCHOCTH.

— I'OCT P UCO/M3K 15408-3-2013 NnpopmarronHast TexHOJI0THs. MeTozbl U cpelcTBa obecrie-
yeHus Oe3zonacHocTd. Kpurepun ornenku 0ezonacHocTy nHGOpMaMOHHbIX TexHosoruil. Yacts 3. Komro-
HEHTBI JOBEpUs K O€30MMaCHOCTH

— TI'OCT 28147-89. «Cucremsl 00paboTku nHpopManuu. 3anmra Kpunrorpaduyeckas. AJIropuTm
KpUITOrpadguueckoro npeoOpa3oBaHus».

— T'OCT P 34.10-2012. «Mupopmannonnas texuonorus. Kpuntorpadguueckas 3amura uHpopMma-
. [Iponeccel hopMupoBaHus U IPOBEPKU SIIEKTPOHHOM LU(POBOI MOAIUCH»

— T'OCT P 34.11-2012. Undpopmanmonnas texHosiorus. Kpunrorpapudeckas 3amura nHGOpMaLny.
DyHKIHS XESIIUPOBAHU

— T'OCT 29099-91. «CeTH BBIYMCIUTENBHBIE JIOKATIbHBIE. T€PMUHBI U ONIPEAETICHUSI.

— ISO/IEC  27001:2005. «MupopmanroHHble TeXHOIOTHH. MeTobl oOecreueHns: 6e30macHo-
cti. CucteMsl yrnpasieHus HTHPOPMaLMOHHOM 6e30macHoCcThio. TpedoBanus». 2012 r.

— ISO/IEC 27002:2005 «MHupopMaIimoHHbIe TEXHOIOTHH. MeTopl obecredeHus: 6e30macHo-
ctu. [IpakTnyeckoe pyKoBOJICTBO MO yIpaBiIeHUI0 HH(pOpMamoHHoH 6e30nacHocThion. 2013 1.

— ISO/IEC 27006:2007 «MHupopMaimoHHbIe TEXHOIOTHH. MeTopl obecredeHus: 6e30macHo-
ctu. TpeboBaHUs K OpraHaM ayauTa U cepTU(UKAIMKN CUCTEM yIpaBiIeHUs HHOOPMAIIMOHHON 0e30macHo-
CTBIO».

5.5 TIporpammHoe obGecneuyeHue, npogeccuoHAIbHbIe 0a3bl JAHHBIX M HHGOPMAIMOHHbIE
CIPaBO4YHbIE CHCTEMBI

a) MporpaMMHoOe oOecrieueHue:


http://www.securitylab.ru/
http://www.osp.ru/
http://www.citforum.ru/

— OmnepanuonHnas cuctema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01, numen-
3uOHHBIN 1oroBop NeA-2021-1374-BY3 ot 28.05.2021;
— Microsoft Office 2007, Office 2019;
0) 6a3bl JaHHBIX, HH()OPMAITMOHHO-CITPABOYHBIC U TIOMCKOBHIE CUCTEMBI:

— Koncynperant Inroc;
— OTKpBIThIC TOUCKOBBIE cucTeMbl: Yandex, Mail u ap.

6 MaTepnaﬂbno-TexnnquRoe obecrneyeHue AUCHHUIIIIHHBI

3aHATHS [0 JUCHUIUIMHE TMPOBOAATCA B ayJUTOPHUSAX, OCHAIIEHHBIX KOMIIBIOTCPHBIMH U
MYJIbTUMEIMIHBIMA  CPEICTBAMHU. Paboume CTaHIMM CTYJAEHTOB W MpEnojaBaTelsi OObEAMHEHB B
JIOKaJIbHYIO KOMITBIOTEPHYIO CETh C BO3MOKHOCTBIO BbIX01a B MIHTEpHET.

JIeKIMOHHBIE 3aHATHSI IPOBOISATCS B AyJUTOPHSX, OCHAIICHHBIX MYJIbTHMEIUAHBIM 000PYI0BAHUEM.

JlabopaTopHble 3aHATHS IMPOXOMAT B KOMIIBIOTEPHBIX KJaccaX, B KOTOPBIX YCTaHOBJIEHO
obopymoBaHue:

- cucteMuble 010kH Ha 6ase mpomeccopa Intel Core i5;

- cucreMHble 010kH Ha 6ase mporeccopa Intel Pentium Core 2 Duo;

- MOHHTOPBI MoJeneii Samsung, ViewSonic.

K paboueii npocpamme npunazaromcsn:

e DoHJA OIEHOYHBIX CPEICTB JiA MPOBENCHUS IMPOMEKYTOUHOM aTTeCTallud OOYYaIOIIUXCS IO
JTUCIUTUTNHE;

e Meroanueckue yKa3zaHus Il 00yJaroNUXCcsl 10 OCBOSCHUIO JTUCIIUILINHBIL.



