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1 ]_le.]'ll/l H 3aJa4Y1 0CBOCHUA NUCHHUITIJIMHbI

Heap (umeam) OCBOCHUS AWCIHMIUTUHBL: (HOPMHUPOBAHHWE 3HAHUKW OO0 OCHOBHBIX COCTABIISIOIINX
WH(pOPMAITMOHHON 0€30MTaCHOCTH TOCYapCTBa, OOIIECTBA U JIMYHOCTH; YMEHUM U HABBIKOB UCIIOJIb30BAHMS
OPTraHU3aLMOHHBIX, IIPABOBBIX, WHKECHEPHO-TEXHUYECKUX U aNIapaTHO-IIPOIPaMMHBIX METOINOB U CPEICTB
MPU PEIICHUU CTAHIAPTHBIX 3a7a4 MPOPECCHOHAIBHONU ACATEIBPHOCTH C YYETOM OCHOBHBIX TpPEOOBaHHI
MH()OPMAIIMOHHON OE30MMaCHOCTH.

3agaun:

1) meopemuueckuii KOMnOHeHM:

—  OCBOCHHE OCHOB TCOPHH HHPOPMAIMOHHON 0€30IaCHOCTH, 3HAKOMCTBO C COBPEMEHHBIMU 33/[a4yaMH, Hay4-
HOU TEPMUHOJIOTHECH, MOICIIMH M KOHIICTIIUSAMU 3al[UTHI MTPaB Ha MHPOPMATH3AIMIO TOCYIapCTBa, OOIIECTBA U JTNY-
HOCTH | TIOCTPOCHUS CHCTEM MH(POPMAITMOHHOM 0€3011aCHOCTH;

2) no3naeamenbHulli KOMHOHEHM.

—  W3y4YCHHE OCHOBHBIX MOJIOXKCHUU CTpaTernd WHPOPMAIIMOHHON BOWHBI; OCHOBHBIX BHUIOB 00OCCIICUCHUS
cucTeM MHGOPMAITMOHHOM O€30MMaCHOCTH, METOIOB OIICHKH YPOBHS 3alIMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM, METOJIOB
Y CPEJICTB KOMIUICKCHOM 3alllUThl 00hEKTOB HH(OpMAaTU3aIuY;

3) npaxmuuecKuii KOMHOHEHM.:

- MPUMCHCHHNEC OPraHU3allMOHHBIX, IPABOBLIX, MHIKCHCPHO-TCXHUYCCKUX U AllllapaTHO-IIPOIrpaMMHBIX MCTO-
JIOB ¥ CPEJICTB HH(POPMAITMOHHONW 0€30ITaCHOCTH B HAyYHO-HCCIICIOBATEIBCKUX M MPAKTHYECKUX pa3padoTKax B oOma-
CTH UH()OPMATHUKHU U BHIYUCIUTEIHLHON TEXHUKH.

2 MecTo AUCHUILUIMHBI B CTPYKTYype 00pa3oBaTe/bHONH MPOrpaMMbl

Jucnunnuna oTHOcUTes K 6a30Boii yactu 6oka [l «{ucuurinHbl (MO )>»

IIpepexBusutsl nucuuriabbl: b1./1.6. 13 Unpopmamuxa

HOCTpCKBI/ISI/ITH

NUCLUILINHBL:

B1J1.B.9

asmomamu3upoeanrHoco NPOeKmupoeanusl

3 TpeGoBaHusi K pe3yJibTaTaM 00y4eHUSsI MO AUCHUILINHE

Hngpopmayuonnoe

obecneyenue cucmem

Hpouecc HU3YUYCHUS NUCHUIIIMHBI HAITPABJICH Ha (bOpMI/IpOBaHI/Ie CJICAYIOHIUX PE3YJIbTAaTOB 06y‘IeHI/I$I

Kon n HanmeHnoBanue
hopMHUpPYyEMBIX KOMIIETSHITUI

KO,Z[ U HAUMCHOBAHUC NHAUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl
00yd4eHus TT0 TUCHUIUINHE,
XapaKTEPU3YIOLIUE ITAIbI
(dbopMupoBaHus
KOMIIETCHIUHI

OIIK-3 CnocobeH pemiaTh
CTaHJapTHBIE 33/1a4H
npodecCuOHATbHON
JesITeIbHOCTH HAa OCHOBE
nH()OPMAITMOHHOW 1
o6ubnuorpaduueckont
KYJBTYPHI C TPUMEHEHHEM
UH(POPMAIIMOHHO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTHH U C y4eTOM
OCHOBHBIX TpeOOBaHMI
UH(POPMALIMOHHOM
0e3011acHOCTH

OIIK-3-B-1 3HaeT npuHIUTIBI, METOJIBI U
CpeZCTBa PElICHUs CTaHIapTHBIX 3a]a4
npo¢eCCUOHAIIBHON JeATETHHOCTH Ha
OCHOBE MH(OPMAIIMOHHOM U
6ubarorpaduueckoil KyabTypsl €
pUMEHEHHEM UH(POPMALUMOHHO-
KOMMYHHUKAITHOHHBIX TEXHOJIOTHI U C
YYETOM OCHOBHBIX TPeOOBaHUI
MH(POPMaIMOHHOM 6€30MacHOCTH
OIIK-3-B-2 Ymeer pemath cTaHAapTHbIE
3a/1a4M Mpo(eccruOHAIbHOMN 1eATeTbHOCTH
Ha OCHOBE MH(POPMALIMOHHON U
6ubarorpaduueckoil KyabTypsbl €
IpUMEHEHHEM UH(POPMALMOHHO-
KOMMYHHUKAITMOHHBIX TEXHOJIOTHH H C

3HaTh: OCHOBBI HH(pOPMALIU-
OHHOI1 n 6ubnuorpapuye-
CKOM KYJIbTYpBI; OCHOBHBIE
TpeGoBaHus HH(POPMAITOH-
HOM 0€30IacHOCTH MpH pe-
HICHUH CTaHAAPTHBIX 33134
PO eCCHOHAIBHON JEATENb-
HOCTH; METOJIbI U CPE/ICTBA
peIIeH s CTAaHIAPTHBIX 3a/1a9
pohecCHOHANEHOM e TelNb-
HOCTH C IPUMEHEHUEM HH-
(dbopManOHHO-KOMMYHHUKA-
IIUOHHBIX TEXHOJIOTHH 1 C
y4eToM TpeboBaHM nHpop-
MAallMOHHOI 0€30MacHOCTH




Kox u HaumenoBanue
hopMHUpPYEMBIX KOMIIETCHITUI

KOI[ W HAUMCHOBAHUC MHUKATOpA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3yibTaThl
00y4eHUs TT0 TUCIHUIUINHE,
XapaKTEPHUIYIOLIUE ITAIbI
dbopMupoBaHUs
KOMIICTCHITUI

y4EeTOM OCHOBHBIX TPEOOBaHUIA
MH(POPMAIIMOHHOM 0€30MacHOCTH

YMeTh: (pOpMyJIUpOBaTh
CTaHJapTHBIE 33/1a4H IPO-
(beccroHaIbHOM IeATEIIbHO-
CTH C Y4ETOM OCHOBHBIX TpE-
O0oBaHMi MHGOPMAITMOHHON
0€301acHOCTH; IPUMEHSTh
WH(POPMAIIMOHHO-KOMMYHH-
KallMOHHBIE TEXHOJIOTHH IS
peIIeHHsI CTAaHIAPTHBIX 3a/1a4
npodeCCHOHATBLHOM J1esTeINb-
HOCTH C y4eTOM TpeOOBaHMIA
nH(POPMALMOHHOM Ge3omac-
HOCTH

Baajaerb: MeTo1aMu IoucKa
U aHaiu3a uHpopMaIuy B
npodeccuoHanbHO-
MPAaKTUYECKOH JIEATEILHOCTH
Ha OCHOBE MH(OPMaITMOHHON
u ouosmorpaduueckoi
KYJIBTYPHI C YI€TOM
COOJIIOJICHHSI aBTOPCKOTO
npaBa ¥ OCHOBHBIX
TpeOoBaHU
MH(OPMaLOHHON
0e30macHOCTH

4 CTpyKTYypa U coep:KaHue TUCHHIINHBI

4.1 CTpykTypa 1M CIHIIIHHBI

OO61ast TpyA0€MKOCTh AUCLUHUILIMHBI COCTABISIET D 3a4eTHbIX eaquHuI] (180 akageMHyecKux 4acoB).

TpynoemkocTs,
Bun paGotst aKaIeMHYECKHUX YacoB
3 cemecTp BCETO
O0mas Tpya10éMKOCTh 180 180
KonTakTHas padora: 50,25 50,25
Jlexuuu (JI) 18 18
[Tpaktuueckue 3austus (113) 16 16
JlabopaTtopusie padoTs (JIP) 16 16
[TpomeskyTouHas arTectanus (3a4eT, YK3aMeH) 0,25 0,25
CamocrosiTesibHas padora: 129,75 129,75
- - camonoodzomoska (npopabomka u nosmopenue 1eKYUOHHO20
Mamepuana u mamepuana y4eOHuKo8 u y4eOHblx nocooutl;
- U3yyeHue pazoenos Kypca 8 cucmeme 21eKmpoHHO20 00YYeHUsL,
- 10020MOBKA K 1aO0PAMOpHbIM pabomam;
- N0020MOBKA K NPAKMUYECKUM 3aHAMUAM,
- 10020MOBKA K PYOEIHCHOMY KOHMPOIIO).
Bujx uTOroBoro KOHTpos (3a4er, 3k3aMeH, Tud depeHPOBaHHbIN 3a4er
3a4er)




Pasznenm AUCHUIUINHBI, U3y4aCMBbIC B 3 CCMECTPC

KonunuecTBo yacos
Ne HawnmenoBaHue pa3enos ayuTopHad BHEayI.
pasjena BCETO abora
1113 | JIp pabota
1 BBeneHue B AUCHUIUIMHY 24 2 2 2 18
2 OcHOBBI TOCY1apCTBEHHON NOJUTUKU PD B 44 4 4 4 32
obsiact nH(GOPMAITMOHHOM 0€30MMaCHOCTH
3 WudbopmarnimonHas BorHa 40 4 2 2 32
4 OcHoBbl 0OOecnieueHus: UHPOPMAITUOHHON 72 8 8 8 48
0e301acHOCTH aBTOMAaTU3UPOBaHHbBIX cucTteM (AC)
Htoro: 180 18 | 16 | 16 130
Bcero: 180 18 | 16 | 16 130

CTH

4.2 ConepxxaHue pa3/iesioB IUCHUINIHHBI

Pa3nen 1. BBenenue B 1M CUMILIUHY

1.1 TTonsarue HanmoHaIbHOU Oe3omacHoCTU PO

1.2 Buasl 6e30macHOCTH

1.3 HnudopmarmonHas 6€30MacHOCTh B CHCTEME HAIIMOHAJIbHOM Oe30omacHoCTH PO

1.4 Ponb napOpManmonHoi 6€301MacHOCTH B 00€CTIeYeHNN HAIIMOHAIEHOW 0€30MacHOCTH TOCY/1apCTBa

Pa3nes 2. OcHoBBI rocy1apcTBeHHOM nouTuku P® B ob6s1acTtu nHopmannonHoii 6e3onacHo-

2.1 Harmmonaneueie uaTepeckl PO B nHpOpManmonHoii cdepe u nux odecrieueHmne

2.2 Buapl yrpo3 nHpopManuoHHou Oe3omacHocTa PD

2.3 Ucrounuku yrpo3 uHGOpMaAIMOHHOM 0€3011acHOCTH

2.4 OcHOBHbIE HampaBjIeHUs o0ecrieyeHnss HHPOPMALIMOHHOM 6€30MacHOCTH rocy1apcTBa

Pa3nen 3. Undopmaunonnas BoiiHa

3.1 MeTobI ¥ cpeacTBa ee BeJeHUs

3.2 UudopmarmonHas 6€30macHOCTh M MHPOPMAIIMOHHOE TTPOTUBOOOPCTBO

3.3 UudopmarimoHHoe opyxue, ero kiaccuukanusi 1 BOSMOKHOCTH

3.4 O6ecneuenue UHPOPMALIMOHHON O€30MaCHOCTH 00BEKTOB HH(POPMAIIMOHHOM cepbl rocyrapcTsa

B YCJIOBUSAX MH(OPMAIIMOHHON BOHHBI

Pa3nen 4. OcHoBbl oGecnieyeHusi MHPOPMAIMOHHOM 0€30MACHOCTH ABTOMATU3UPOBAHHBIX CH-

crem (AC)

4.1 Opranu3alOHHO-TIPaBOBbIE OCHOBBI HH(pOpMaIIMOHHOM Oe3omacHocTH AC

4.2 Opranu3aioHHO-TEXHHUECKNE OCHOBHI HH(popMarmoHHon 6e3omacHoctu AC

4.3 AnmapatHO-TIpOrpaMMHBIE CpeACTBa obecrieueHnust tHpopMannoHHou 6e3onacHoct AC
4.4 OcHOBBI KOMITJIEKCHOTO obecrieueHust nHpopmarmonHoi 6e3onacHoctu AC

4.3 JIaGopatopHbie padoThI

Ne Kon-Bo
Ne 3ansTHA Tema
paznena 4acoB
1 1 MeTtob! 3a1U Tl HH(GOPMALUK OT Pa3pyLIAIOIIUX MPOTPAMMHBIX 2
BO3JEHCTBUH NPU TIOMOIIM AHTUBUPYCHBIX CPEACTB 3alLlUTHI
uHdopManuu
2 2 CucteMbl BUICOHAOIIOACHUS 2




Ne Kon-Bo
Ne 3ansaTHs Tema
paszena 4acoB

3 2 CucreMpl 0XpaHHO-IIO’KaPHOW CUTHAIM3ALUU 2

4 3 Uccnenoanue ysazsumocteit [1K u KC 2

S) 4 BrlIsiBIIeHME aHOMAJIBHOM CETEBOM AKTUBHOCTU HA OCHOBE aHAJIA3a 2
CEeTeBOro Tpaduka

6 4 MeToabl U CpeCTBA 3alUTHI HH(OPMAIMH OT 2
HECAHKIIMOHMPOBAHHOI'O JOCTYIa

7 4 buomerpuyeckue cpeacTBa 3alUThl JOCTYyIIA 2

8 4 Kpunrorpaduueckas 3amuta nHbopManuu 2
HWroro: 16

4.4 IlpakTUyeckne 3aHATHA (CEMUHAPDI)

Ne Kon-Bo
Ne 3ansTHs Tema
paszaeina 4acoB

1 1 MeTob1 3aUTH HHOOPMALIUK OT Pa3pyIIAOIIUX MPOTPAMMHBIX 2
BO3JICHCTBUH MPU TIOMOIIH AaHTHBUPYCHBIX CPEJICTB 3aIUTHI
nHpopmauu

2 2 CucTeMbl BUJICOHAOTIOICHHUS 2

3 2 CucTeMbl OXpaHHO-TI0’KApHON CUTHAIM3AIUN 2

4 3 Uccnenosanue yszumocteit [IK u KC 2

5 4 BrisiBneHrne aHOMaNbHOM CETEBOM aKTMBHOCTH HA OCHOBE aHAIU3a 2
ceTeBoro Tpaduka

6 4 MeToab! 1 CpeCTBa 3alIUTHl HH(OPMAIHH OT 2
HECaHKIMOHUPOBAHHOTO JJOCTYIa

7 4 buomerpuyeckue cpeacTBa 3aluThl TOCTYIIA 2

8 4 Kpunrorpadudeckas 3amura nHGopMauu 2
Wroro: 16

5 Y4yeOHO-MeTOANYECKOE 00ecredyeHHue TUCIUILINHDI
5.1 OcHoBHas uTEpPaTypa

1 Mamok, A. A. BBenenue B 3auuTy nH(OpMaluyu B aBTOMaTU3UpOBaHHbIX cucrteMax [Teker] :
yue0. mocobue i CTYACHTOB, 00yUaIOLUXCs 1O CHEll., He BXOIAIIUM B TPYIIy crell. B 0071, uHpopM. Oe3-
omacHoctr / A. A. Mamok, C. B. [Tasu3un, H. C. [Toroxus.- 2-e uzg. - M. : Topsiuas simaus-Tenekom, 2004.
- 147 c.:

2 Tanarenko, B. A. Crangaptsl napopmaimonHoi 6e3onacuoctu [Teker] : kype nekuuii / B. A.
lNanarenxo; mox pen. B. b. berenuna. - M. : Uateprer-Yu-t Undopm. Texnomnoruit, 2004. - 328 c.

5.2 lonojHuTEbHAA JIUTEPATYpPa

1 JeBsauH, [1. H. Monenu 6e30macHOCTH KOMIBIOTEPHBIX cucTeM [ TekcT]: yued. mocobue st By-
30 / II. H. [leBsauH. - M. : Axagemus, 2005. - 144 c.

2 IHawerun, B. @. 3ammra kommbioTepHOW wuHpopManuu. DPQEKTHBHBIE METOIBI W CPEJ-
crBa [Tekcr] : yueO. mocobue Juist CTyI€HTOB By30B, oOyuatormuxcs no Hanpasienuto 230100 "MudopmaTrka
u BerunciutenbHas Texauka" / B, @. llawerun. - M. : JIMK Ilpecc, 2008. - 544 c.

5.3 llepuoauyeckue U3IaHUA

Kypnausr:



—  BecTHUK KOMIBIOTEPHBIX U HHOOPMAITMOHHBIX TEXHOJOTHHN: KypHaJ. - MockBa: AT€HTCTBO
"Pocneuars", 2024;

— HudpopmanroHHbIE TEXHOJIOTHU: XypHaAI // VHGOpMaIIMOHHBIE TEXHOJOTHH C €XKEMECIYHBIM
npuiokeHneM. - Mocksa: Arenrctso "Pocneudars”, 2024.

5.4 UnTepHeT-pecypchl

1. Ao6pamosa, T. B. OcuoBsl nnpopmannonnoi 6e3omacuoctu (09.03.01 oun.) [DneKTpOHHBIH pe-
cypc] : 2JIeKTpOHHBIN yueOHbI Kypc B cucteme Moodle / T. B. AGpamosa; OpenOypr. roc. yH-T. - OpeHOypr
: 0OI'Y, 2023. - 9 c. B PTO- 3aru. ¢ TuT. 3KpaHa.

2. Caiir acconmalyu Mo Borpocam 3amutsl nHdGopmamnmu BISA: http://bis-expert.ru/

3. Topran o Temaruke uHGOpMaIMOHHON Oe3omacHocTH: hitp://www.securitylab.ru/

4. Caiit ®enepanbHOM CIyKOBI IO TEXHHYECKOMY U 9KCIIOPTHOMY KOHTpoJIto: https://fstec.ru/

5.5 IIporpammHoe obecmedyeHue, nMpogeccHOHAIbHbIe 0a3bl JaHHBIX U HMHGOPMALMOHHBIE
CIIPABOYHbIE CHCTEMBbI

1. Onepaunonnas cucrema PEJ[ OC.

2. INaket oducusix npunoxennii LibreOffice.

3. IIporpammHas cuctema Jyisi OpraHu3anuu Buaeo-koHpepeni-cs3u MTS Link.

4. SIunexc.bpaysep - Opaysep, co3maHHBII KoMMaHuel «SHAeKkc» Ha OCHOBE JABMKKa (OecriaTHast
Bepcusi) Pexxum moctyma: https://browser.yandex.ru.

5. TAPAHT Ilnardopma F1 [DnexTpoHHBI pecypc]|: cipaBouHO-paBoBas cucreMa. / PazpaboTunk
OOO HITIT «I"'APAHT-Cepsucy», 119992, Mocksa, BopooseBsl ropsr, MI'Y, [1990-2024].

6. Koncynprantllintoc [DnekTpoHHBIN pecypc]: 3JIEKTPOHHOE MEPUOANYECKOE H3TaHHUE CIPAaBOYHAs
npaBoBas cuctema. / Pazpadborunk 3AO «Koncynasrant [Limtocy, [1992-2024].

7. http://edu.garant.ru/garant/study/ - Uurepuer-sepcust ' APAHT-O6pasoBanue, Cucrema TAPAHT
JUTSL CTYJICHTOB, aCTUPAHTOB U MPEIO1aBaATEIICH.

6 MaTepI/laﬂbHO'TeXHI/I‘IeCKOC odecrneuyeHue AUCHHUIIIMHBI

VY4eOHble ayIUTOPUH Ul TPOBENEHHS 3aHATHI JIEKIIMOHHOTO THIIA, CEMHHAPCKOTO THIIA, JUIS
NIPOBE/ICHUS] TPYNIOBBIX M WHIUBHyaJbHBIX KOHCYJIBTAllMi, TEKYIIEro KOHTPOJIA U NPOMEXYTOUHOMH
aTTecTaluu.

AyIuTOpUH OCHAILEHBI KOMIUIEKTaMH YYEeHUUYECKON MeOeH, TEXHUUECKUMH CPEeICTBaMU O0yUYeHHUS,
CIIy>KalllUMU JJIsl IPeCTaBlIeHNs yueOHOU nH(popMaluu O0JIbIION ayAUTOPHH.

Jns mpoBenieHHs 71a0OpaTOPHBIX 3aHATHHA MCIOJB3YETCS KOMIBIOTEPHBIH KJIACC, OCHAIIEHHBIN
KOMIIBIOTEpaMHM C TOJKIIOYeHHeM K ceTu VHTepHeT u oOecnedyeHneM JOCTylna B 3IIEKTPOHHYIO
nH(pOpMalMOHHO-00pa3oBarenbHyto cpeny OI'Y.

[Tomerienue st caMOCTOATENBHON pabOThl 00YYaIOIIMXCSI OCHAIIEHBI KOMITBIOTEPHOU TEXHUKOM,
nojkiatoueHHoH Kk cetu "HHTepHer", M obecrneyeHHeM J0CTyna B 3JIEKTPOHHYIO HH(OPMAIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.
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