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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA NUCHHUITJIMHBbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

- TIOJy4eHHE IEIOCTHOTO MPEACTaBIeHUS 00 opraHu3anvy U (pyHKIMOHHPOBAHUH CETCH Mepeaadu
nH(popMaIuy, YCTPOHCTBAaX M MPOTOKOJIAX IMEpeaadr JaHHBIX, OCHOBAX Iepeaadud MHPOPMAIMK B pa3inud-
HBIX CHCTeMaX, chepax UX MPUMEHEHHUS U POJIM B HAYYHO-TEXHUYSCKOM M COITMATBHOM Pa3BUTHU O0IIECTBA
B paMKax JUCHUTIINHBI «CEeTH B CUCTEMBI ITepeaaun nHpopMaIum.

3amaun:

* TIOJIYYUTh 0A30BBIC MPEICTABICHUS O COBPEMEHHOM COCTOSIHUHM Pa3BUTHS KOMITBIOTEPHBIX CETEH U
CpeACTB nepeaayn nHpopMarmm;

* W3YYUTh PA3IUYHBIC TTOAXO0/bI K KIaCCU(PUKAINK ITepeaur HHPOPMAIIHH;

* UMETh MPECTaBICHUE 00 OCHOBAX MEPeavyn JaHHBIX B PA3IUYHBIX CUCTEMAX;

* W3Y4YUTh Ha3HAYCHHUE, COCTAB, YCTPOHUCTBO U MPHUHITUILI (YHKIIMOHUPOBAHUS PA3JIMUHBIX CETEBBIX
YCTPOMCTB.

* 3HaTh COCTaB, Ha3HAU€HUE, MPUHIUIBI TOCTPOEHUS U (YHKIMOHMPOBAHMS CETEeH Iepeaayn
JTAHHBIX

* 3HaTh NPUHLUIBI TOCTPOCHHUS MPOTPAMMHOIO OOeCledeHHsl [UJIsl YIPaBICHUS CETEBBIMU
YCTPOWCTBaMU;

* U3YYUTh IPUHLHUIBI HACTPONUKH U IPOTPAMMHUPOBAHUS CETEBBIX YCTPOICTB;

* TMIOJYy4YUTh HAaBBIKM pPabOThI C HWMHUTAIUOHHO-OOYYAIOIIMMH TpOorpaMMaMud U YCTPOWCTBaAMHU
0o0pabOTKM W TMepenaydl AaHHBIX pPa3IUYHBIX MPOU3BOAUTENEH IJIsi U3YYEHHUS aNrOpPUTMOB paboThI,
MapaMeTpOB U XapaKTEPUCTUK CETEBBIX YCTPOUCTB.

2 MecTo AMCHMILIMHBI B CTPYKTYpe 00pa30BaTeIbHON IPOrpaMMbl

JluctuminHa oTHOCHTCS K 0a30Boi yacTu 010ka [l «IMCIUTIITUHBL (MOTYITN )»

[TpepexBusuthl aucuuiiuasl: b1./].b.24 Annapamnvie cpedcmeéa GulUUCIUMENbHOU MEXHUKU,
b1.]].5.25 Onepayuonnsie cucmemvl, b1./1.5.26 Komnsvromephuvie cemu

[ToctpexkBusutsbl tuctMIUiMHbL: 51./].5.44.4 Teopus nepedauu cuenanos u coooujenuil

3 TpeOoBaHus K pe3y1bTaTaM 00y4eHHS MO JUCHUIINHE

[Tpouecc u3yueHus: AMCUUIIIIMHBI HAlIpaBJieH Ha (POPMHUpPOBAHHUE CIAEAYIOUIUX PE3YIbTATOB 00YUEHHUS

Konn
Kon u HanmeHoBaHue [Tnanupyemsble pe3ynbTaThl 00y4eHUs O
HAaUMEHOBAHHE
(OpMHDYEMBIX MH/IMKATOpa TIOCTUKEHUS JAMCLHMILITMHE, XapaKTEPU3YIOLIE STANbI
o KOMIIETEHIIUU (bopMUPOBaHUS KOMITETEHITHHA
KOMIETEHIIUN
OIIK-8 Cniocoben OI1K-8-B-3 3Haer 3amurHblE | 3HATD:
IIPUMEHSTh METO/IBI | MEXAHU3MBI U CPEICTBA - 3alIUTHbIE MEXaHU3MBI U CPEICTBA OOECTIEUEeHUs
HAaYYHBIX obecrieueHus ceTeBon ceTeBOM 0€30MacHOCTH;
UCCIIEIOBAaHUM IpU | 6€3011aCHOCTH - CPEZICTBA U METOBI IPEIOTBPALLICHUS U
IIPOBEICHUU OIIK-8-B-4 3naer cpenctBa u | 0OHApYyXEHHS BTOP)KEHUH
pa3paboToK B METOJIbl IPEAOTBPALLIEHUA U | YMETh:
o0nactu oOHapyXeHHs BTOP>KEHUN (GbopMyIupOBaTh U HACTPAUBATh MOJUTHKY
obecrieyeHus OIIK-8-B-5 Ymeer 0€30IacHOCTH OCHOBHBIX ONEPALIMOHHBIX CHCTEM, a
0€30macHOCTH dhopmynupoBaTh U TaKKe JIOKAJTbHBIX KOMIBIOTEPHBIX CETEH,
KOMITbIOTEPHBIX HACTPanuBaTh MOJUTUKY IIOCTPOECHHBIX HA UX OCHOBE
CHCTEM U ceTei 0€30MacCHOCTH OCHOBHBIX Baanern:
OIIEpPAIIMOHHBIX CUCTEM, a - HaBBIKOM MPUMEHEHUSI METOJI0B HayYHBIX
TaKXe JIOKAJIbHBIX UCCJICIOBaHU;




Kon u
Kox n HaumeHoBaHue [Tnanupyemble pe3yabTaTbl 00y4eHUs 110
HAHMCHOBAITHE MH/IMKATOpa TOCTUKECHUS JTUCLUIUIMHE, XapaKTePU3YIOIINE HTAITbI
bopmMHpyeMBIX P » XAPAKTEPH3YIO o
o KOMIIETEHINH (dbopMHpPOBaHUS KOMIIETEHIIUN
KOMIIETEHINH
KOMIIBIOTEPHBIX CETeH, - HAaBBIKOM TIPOBEJICHHS pa3paboTOK B 00JIacTu
IIOCTPOCHHBIX HA UX OCHOBE  |o0ecredyeHus 6e3011aCHOCTH KOMIIBIOTEPHBIX CUCTEM
U ceTe

4 CTpyKTYpa H coJepkaHue JUCUUIIHHbI
4.1 CTpykTypa 1M CUHIIIHHBI

OO0mas TpyA0eMKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIC eAMHUIBI (144 akaeMUUecKrX Jaca).

TpynoeMKoCTb,
Bun paboter aKaJeMHYECKHX 4acoB

7 cemecTp BCETO
OO01asi Tpy10€MKOCTh 144 144
KonTakTHas padora: 69,25 69,25
Jlexrum (JI) 34 34
Jlaboparopusie paboTs (JIP) 34 34
Koncynpranuu 1 1
[TpomesxyTouHas arrectanus (3a4eT, SK3aMeH ) 0,25 0,25
CamocTrosiTesibHasi padora: 74,75 74,75
- CaMOMOATroTOBKA (ITpopaboTKa M MOBTOPEHHUE JICKIIMOHHOTO MaTepralia u
MaTepuasa y4eOHUKOB U Y4eOHBIX MOCOOU; M3ydeHHe pa3/IesioB Kypca
(4acTUYHO) B CHCTEME DJIEKTPOHHOT0 00ydeHus (Y CTaHOBKA U HACTPOMKa
roJiocoBoro cepaepa Teiaedonun Asterisk, M3ydyenne Bo3MOKHOCTEH
cepBrcoB 0OMeHa MrHOBeHHBIMH coobmenusmu (Viber, WhatsApp,
Telegram, Signal u 1.11.), HacTpoiika CEeKpPETHBIX YaTOB); MOATOTOBKA K
71a00PAaTOPHBIM 3aHATHUSAM; IOJITOTOBKA K PyOEKHOMY KOHTPOJIIO)
Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3K3aMeH
3a4er)

Paznienb1 qucuuIUIvHbL, U3ydyaeMble B 7 ceMecTpe

KoanuecTBo yacos
Ne HaunmenoBanue paszaenos ayAutopras BHEay/l.
paznena BCET0 abota
113 | P pabora
1 Beenenue B kypc «CeTH U CUCTEMBI ITepelaun 22 4 - 6 12
UHpOpMALIUN.
2 KoMIbroTepHBIE CETH U CHCTEMBI TIepeIadn 66 14 | - | 22 30
JTAHHBIX, ceTeBasi 0€30MacCHOCTh
3 CoBpeMeHHbIE TeIEKOMMYHUKAIIMOHHBIE CUCTEMbI 56 16 | - 6 34
U CpeJICTBA
Hroro: 144 34 34 76
Bcero: 144 34 34 76

4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

4.2.1 Beenenne B Kypc «CeTH U cucTeMbl Nepexayu nHGpopManum»




Hcropust co3manus cuCTeM W ceTeld mnepemayd wuHPopManuu W ceTd VIHTepHeT, ceTeBble
apXUTEKTyphl; DTanoHHas moaenb OCH, ocHOBHBIE ITPOTOKOJIBI, IPUHLIMIIBI B3auMoaencTBUsA. OCHOBHBIE
POTOKOJIBI cucTeM rnepenaun uHGopmanuu. Ceresie OC, Linux (Ubuntu, Kali Linux), Windows (XP, 7,
8.1, 10). Crek nporokonos TCP/IP, IP agpecarusi, noaceT, Macku. Pacuer Macok U mapameTpoB MOJCETeH,
pazouenne Ha nmozacetH. [Ipotokosnsr ARP, CDP.

4.2.2 KOMHLIOTepHLIe CETU U CUCTEMBI NIEpeaadn NaHHbIX, C€TEBasd 0e30IacHOCTD

ba3oBble MPUHLIMIIBI U METOABI JIOTHYECKOTO M (PHU3UYECKOTO MPOCKTUPOBAHMS, TPEXYpPOBHEBAs JIO-
ru4eckasi MoJIeJb CEeTH, MPUMEPHI MPOEKTOB. [IpoBomHBIE ceTH, pacyeT KonudecTBa Kalelns, BBIOOp MecTa
YCTaHOBKHM 000pYyIOBaHMSA, pacuyeT KOJMYECTBA MOPTOB, CYMMAapHOW MPOITYCKHON criocoOHOCTH. OCHOBHBIE
THUIBI KaOess, X mapaMeTphl U OrpaHuueHHs. becripoBoIHbIE CeTH, OCHOBHBIE CTAHAAPTHI, UX OIPAaHUYCHUS
¥ BO3MOXHOCTH. 3aluTa OeCIpOBOIHBIX CETEH, CTaHAAPTHI IN(POBAHUS U aBTOPU3ALINH, TOTIOIHUTEIILHBIC
Mepsl 3amuThl. [IpoekTupoBanne GecripoBOHBIX CETEH.

OcHOBBI KpUNTOrpaduu; aIropuTMbl CUMMETPUYHOTO MU(PPOBAHMS;, aITOPUTMbBI aCCUMETPHYHOTO
mu(ppoBaHUsl; MPOTOKOJBI AyTeHTU(HUKALNY; JIEKTPOHHAs IM(POBasi MOJIIKMCH; METOIbI CTEraHOTPapHH;
IPUMEPHI HCIIONIB30BaHMA CpeAcTB ceTeBoit OezonmacHoctu; TOR, TOR Browser; TAILS.

4.2.3 CoBpeMeHHbIE TeIEKOMMYHUKAIIMOHHbIE CHCTEMBbI M CPEACTBA.

Cerp HurepHer kak cuctema mepemaun uHpopmarmu; IP-tenedonus; asterisk; cepuchl oOMeHa
mrHoBeHHbIMU cooOuienus (Viber, WhatsApp, Telegram, Signal u 1.1.), co3nanue 3alMmEHHBIX CEKPETHBIX
9aToB; pa3paboTKa HMH(POPMAIMOHHBIX CepBEpOoB B ceTh MHTepHer; myOimKaius uHpOpMAIMU u web-
MIPUIIOKEHHUS; MOOWIIBHBIE CETH CBSI3M 3-TO M 4-TO TIOKOJICHUS; CITyTHUKOBAS CBSI3b; METOMBI 3alIUTHl CHCTEM
nepenadn uHGoOpMaIKU 0 OAHKOBCKHMX TpaH3aKIuUsaX; TexHojorus blockchain, kpuntoBamoThl ¥ CHCTEMBI
3aIUTHI TPAH3AKLIHH.

4.3 JIaGopaTopHbIe padoThI

Ne JIP | Ne paznena Haunmenosanue nabopaTtopHbIX padoT Iflc:é_;o

1 1 W3ydeHne mpaBUIl TEXHHKH DIIEKTPHUECKOW O€30MacHOCTH W TOXKApHOM 2
0e3omacHOCTH TIpU paboTe C Ta0OPATOPHBIM 00OPYAOBAaHUEM H MPHOOpaMHU.
Nzyuenne cranmapTHOTO KOMIUIEKCA CETEBOIO O0OPYIOBaHME W Ha3HAYCHUS
JJIEMEHTOB YIIPaBIICHHS.

2 1 VYcranoBka u Hactpoiika Ubuntu u Kali Linux 4

3 2 basoBas Hactpoiika mapuipytusaropa Cisco 4

4 2 basoBas HacTpoiika kommyTtaTopa Cisco 4

5 2 ITpoBenenue ayaura 6€30mMacHOCTH OECIIPOBOHOM ceTr ¢ momoinkio Kali 4
Linux

6 2 Hacrpoiika mapamerpoB 6e3omacHoctu kommyrtaropa Cisco 4

7 2 Ycranoka u Hactpoiika TOR Browser 2

8 2 YcranoBka u Hactpoiika TAILS 4

9 3 VYcraHOBKa U HACTPO#Ka CEpBUCOB OOMEHa MrHOBEHHBIMU cooOrenust (Viber, 4
WhatsApp, Telegram, Signal u 1.11.), co3nanme ceKpeTHBIX YaToB.

10 3 O0630p Bo3MokHOCTEH kpuntoBaitoT (Bitcoin, EtherEum, Litecoin u t.1.) n 2
npoiiecca mining
Hroro: 34




5 YueOHO-MeTOANYECKOE 00ecTIeuYeHHe TUCIINIIIHHEI
5.1 OcHoBHas 1uTEpaTypa

5.1.1 Omudep, B. I'. Komnbrorepasie cetu. [IpuHIIUIIBI, TEXHOIOTHH, MPOTOKOJIBI: Y4eOHOE mocooue
IUISL CTYJICHTOB BBICHIMX y4eOHBIX 3aBeJCHHUN, 00ydaromuxcs 1o HamnpasieHuto "MHdopMaTika 1 BRIYHCTU-
TeJabHAs TEXHUKA" U MO CIIeNHaIbHOCTH "BhIUNCINTENbLHBIC MAITUHEI, KOMIUIEKCHI, CHCTEMBI U ceTH', "AB-
TOMAaTU3MPOBAaHHBIEC MAIIMHBI, KOMIUIEKCHI, cucTeMbl U cetu", "IIporpaMMHoe obecrieueHre BBHIYMCIUTENb-
HOM TeXHUKH M aBToMmaTtu3upoBaHHbIX cuctem" / B. I'. Omudep, H. A. Omudep.- 4-¢ uzn. - CaHkT-
[TerepOypr : [Mutep, 2013. - 944 c. : un. - (YueOuuk ans By30B. CTaHIapT TPETHETO MOKOJICHMS ). - brob-
auorp.: ¢. 917. - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8.

5.1.2 bpoiino, B. JI. Apxurekrypa 9BM u cucrem [Tekcr] : yue6. ans By3zoB / B. JI. Bpoiino, O. II.
Wnwuna. - CIIO. : [Turep, 2006. - 718 c. : un. - (Y4ueObnuk myist By30B). - bubmmorp.: ¢. 709-712. - And. ykas.:
c. 713-717. - ISBN 5-469-00742-1.

5.2 JlonosiHuTE/IbHAS JINTEPATYpa

5.2.1 KommnbrotepHsie cuctemsl u cetu [Tekcer] : yue6. mocobue nmns By30B / mof pen. B. I1. Kocape-
Ba, JI. B. Epemuna. - M. : ®unancser u cratuctuka, 2000. - 464 c. : un. - ISBN 5-279-01986-0.

5.2.2 Topcreitacon, I1. Kpuntorpadus u 6e3omacuocts B TexHoioruu. NET / I1. Topcreitacon, I'.
A. l'aneur; nep. ¢ anri. B. JI. Xopesa ; nox pen. C. M. Moussko. - M. : bunom, 2007. - 480 c. : wi. - [Ipenm.
ykas.: c. 448-472. - ISBN 978-5-94774-312-8.

5.2.3 bpoiigo, B. JI. BeraucnurensHbIe CHCTEMBI, CETH M TeIeKOMMYHHKaIu [ Tekcr] : yuel. moco-
6ue nns By3oB / B. JI. bpoiino, O. I1. Unbuna.- 4-e uzn. - CIIG. : [Mutep, 2011. - 555 c. - (YueOHuUK nms BY-
30B). - bubnwmorp.: c. 545-548. - And. yka3s.: c. 549-554. - ISBN 978-5-49807-875-5.

5.2.4 Makcumos, H. B. Kommnerorepnsie cetu [Tekcr] : yue6. mocobue / H. B. Makcumos, U. U. I1o-
MoB.- 3-¢ u3., nepepad. u gom. - M. : @opym, 2008. - 447 c. : un. - (IIpodeccnonansHoe 0OpazoBanue). -
bubmuorp.: c. 403-405. - I'noccapuii: ¢. 406-429. - [Ipun.: c. 430-439. - ISBN 978-5-91134-235-7.

5.3 llepuoanueckue u3gaHusl

5.3.1 Mup IIK : xypnai. - M. : AreatctBo "Pocmeuats"”, 2008 - No 1-12, 2013. - Ne 1-3,5-12, 2014. -
Ne 1-11, 2015. - Ne 1-9.

5.3.2 LAN XKypnan cereBbIX pemnieHuii: sxypHai. - M.: ArearctBo "Pocnieuars”, 2004. - Ne 4-12
2007, 2008. - Ne 1-12.

5.3.3 Xakep +DVD : xypHai. - M.: Arearcto "Pocriedars”, 2004. - Ne 7-12, 2013. - No 1-12.

5.4 UuTepHeT-pecypcesbl

http://xQu.ru - IHTepHET SHIUKIIONEANS CETeBbIX TexHOoMorHi — XGU;

http://ciscolab.ru/ - TlpakTrka u nadoparopHsie Ha 0bopynoBanuu Cisco;

https://habrahabr.ru, https://geektimes.ru - Ayaut 6e30MacHOCTH CETEBBIX PEIICHHIA;

http://linkmeup.ru - Beeaenne B ceTeBble TEXHOJIOTHUH |

https://www.coursera.org/learn/computer-networking-ru -  «Coursera», MOOK:  «OcHOBEI
KOMIIBIOTEPHBIX CETE»;

https://www.lektorium.tv/ - «JIekToprym».

5.5 TIporpammHoe oGecneuyeHue, npodeccuoHAIbHbIe 0a3bl JAHHBIX M HHGOPMAIUOHHbIE
CNPaBO4YHbIE CHCTEMBI

5.5.1 Oneparmonnas cuctema Microsoft Windows.

5.5.2 Open Office - cBoOoaHBIIT OGUCHBIN TAKET IPOrpaMM, BKIFOYAIOIINI B ce0sl TEKCTOBBIN U Ta0-
JIMYHBIN peaKTOPhl, PEIaKTOp MPe3eHTAIM U Apyrue opUCHbIE MPUTOKEHUS.

5.5.3 Cob6oanoe 10 — smymnstop GNS3/Dynamips [https://www.gns3.com/software/download];

5.5.4 Ceoboanoe I10 — smymsitop Packet Tracer [https://www.netacad.com/ru/courses/packet-tracer];

6


http://xgu.ru/
http://ciscolab.ru/
https://habrahabr.ru/
https://geektimes.ru/
http://linkmeup.ru/
https://www.coursera.org/learn/computer-networking-ru

555 Ownmaitn  cumymsrop  Cisco  Small  Business  Online  Device  Emulators
[https://supportforums.cisco.com/community/911/cisco-small-business-online-device-emulators];

55.6 Csobomnoe IIO — mporpamma Juis MOHHMTOpPHHra KaHaiaoB cBs3u  WireShark
[https://www.wireshark.org/#download].

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCHUUIIIMHBI

VY4eOHble ayIUTOPHM JAJsl MPOBEACHUS 3aHATUN JICKIMOHHOTO THIIA, CEMHHAPCKOTO THUMA, IS
IIPOBE/ICHUS] TPYIIOBBIX M HMHIMBUAYaJIbHBIX KOHCYJIBTALMM, TEKYLIEr0 KOHTPOJS M IMPOMEXYTOUYHOU
aTTecTaluu.

AyIuTOpUH OCHAILECHBI KOMIUIEKTaMH YYEHUUYECKON MeOeH, TEXHUUECKUMH CPeCTBaMU O0yUYeHMS,
CITy>KaIllMMU JUTs TIpeJICTaBIeHHs yaeOHOH nHpopMay O0NbIION ayAUTOPUH.

Hns mpoBeneHus mTabOpaTOPHBIX 3aHATHH  HCIONB3yeTcs jaboparopusi, OCHAILEHHAs MNEPCOHAIbHBIMU
KOMIIBIOTEPaMHU C KOMIUIEKTOM IPOTPaMMHOI0 00ECTIE€YeHUsI B COOTBETCTBHH C 1I. 5.5.

[ToMemienue 11s1 caMOCTOSTENbHOM pabOThl 00yYarOIMXCs OCHALIEHbI KOMIIBIOTEPHOW TEXHUKOM,
noakiIoueHHOW K cetu "MHTepHeT", M obOecrmedeHWeM JOCTyrma B JJICKTPOHHYH WH(GOPMAIMOHHO-
obpazoBatenbHyto cpeny OI'Y.



