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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Heanb (mead) OCBOSHUS MUCHMIUIMHBL (QOpMUpOBaHUE y OOYYarOUIUXCS 3HAHUH W YMEHUH,
HEOOXOIUMBIX JIJIsi 00ECTICUCHUs 3aIUTHl UHPOPMAITUU B BBICOKOTIPOU3BOIUTEIBHBIX CUCTEMAX.

3agaun:
3HATh:

OCHOBHBIE YIpO3bl 0e30macHOCTH I/IH(i)OpMaI_II/H/I B BBICOKOITPOU3BOAUTCIIBHBIX CUCTEMAX
MCTOI[H " CPECACTBA 3alIUThI PIH(bOpMaI_II/II/I B BBICOKOITPOMU3BOJAUTCIILHBIX CUCTECMAX

HOpMaTI/IBHO'HpaBOBHC OCHOBBI 3allIMTHI I/IH(I)OpMaI_[I/II/I
OcobeHHOCTH 3allUThI PIH(bOpMaI_II/II/I B PA3JIMYHLIX TUITAX BBICOKOIIPOU3BOJUTCIIBHBIX CUCTCM

Ymers:
PazpabarbiBate U

peann30BbIBaTh

KOMIIJICKCHBIC MCPbI

BBICOKOITPOU3BOAUTCIIBHBIX CUCTEMAX
Hcmons30BaTh MCTOJbI U CPCACTBA 3alIUThI I/IH(bOpMaLII/II/I B BBICOKOITPOMU3BOJAUTCIIbHBIX CUCTCMAX
OCYH_IGCTBJ'IHTB KOHTPOJIb U MOHUTOPUHT 0e30macHOCTH I/IH(i)OpMaI_II/II/I B BBICOKOITPOU3BOJUTCIIbHBIX

CUCTeMax

3alllUThI

uHpOpMaLlUd B

[TpoBOIUTE pacciieoBaHEe HHIIMACHTOB HHPOPMAIIMOHHON 0€30MacHOCTH

2 MecTo AUCHUILUIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlucuunimHa OTHOCUTCS K JUCHHILTMHAM (MOJIYJsiM) TO BBIOOPY BapuaTUBHOHM dYactu Oioka [l

«JlucuumuinHel (MOYIIN)»

[IpepexBusutsl nucuuriunbl: b1./1.6.10 Ungpopmamuxa

[TocTpexkBU3UTHI AUCUUILINHBL: Omcymemayiom

3 TpeGoBanus Kk pe3yjabTaTaMm 00yUeHUs M0 TUCHUILINHE

Hpouecc HU3YUYCHUA NUCHUTIIIIMHBI HAIIPABJICH HA q)OpMI/IpOBaHI/Ie CICAYIOMIUX PE3YJIIbTATOB O6y‘leHI/I$I

Ko n HaumMeHnoBauue
dbopMUpYyEMBIX KOMIETSHIIHIA

KOI[ 1 HAUMCHOBAHUC MHUKATOpA
JOCTHIXKCHHA KOMIICTCHIIMHN

[Tnanupyemble pe3yabTaThl
o0OyueHus Mo JTUCIUILINHE,
XapaKTEePU3YIOIIHE ITallb

CPEICTB 3alIUThl HHPOPMAIUU
KOMIIBIOTEPHBIX CUCTEM U
ceTen

3anUTHl KHPOPMAITUU KOMITHIOTEPHBIX
CHCTEM U CeTel

[TK*-3-B-2 Crioco6eH ocymecTBIsATh
pa3paboTKy U TECTHPOBAHUE CPEICTB
3aTUTHI KHPOPMAITUU KOMITHBIOTEPHBIX
CHCTEM U CeTel

[TK*-3-B-3 Bnageer 0CHOBHBIMH METOIAMA
3alUThl UHPOPMAIIUU KOMITBIOTEPHBIX
CHCTEM M CeTeH

(dbopMupoBaHus

KOMIIETCHLIUH
[1K*-3 Pa3paboTtka [1K*-3-B-1 3Haer ocHOBHBIE TpeOOBaHUsA K |3HATh:
IIPOrpaMMHO-aNnapaTHbIX IpOrpaMMHO-aNapaTHBIM CPeJICTBaM OcHOBHBIE yTPO3bI

0e30MacHOCTH UHPOPMALUH
B
BBICOKOITPOU3BOIUTENBHBIX
CUCTEMAaxX
[IporpammHoO-anmapaTHble
cpeacTsa 3aIUTHI
nHpopmanuu B
BBICOKOIIPOU3BOIUTENBHBIX
cUCTeMax
HopmaTtuBHO-npaBoBBIE

OCHOBBI 3aIIHATHI
uH(popMaIU
OcoGenHoctu 3aIUTHI

uHbOpMalUK B pa3IMYHBIX
THUIAxX




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHITUIH

BBICOKOITPOU3BOIUTENbHBIX
CUCTEM

Ymers:

OCYILIECTBIATh KOHTPOJIb U
MOHHUTOPHUHT 06€30M1aCHOCTH
uH(pOpMaIHH,
pacciefoBanue
WHITUJCHTOB
uH(bOpMaITMOHHON
0e30I1acHOCTH,
TECTUPOBAHUE U aHAJTIN3
3alUIIEHHOCTH
UH(GOPMAIMOHHBIX CUCTEM,
aJIMIHUCTPUPOBAHHE
CUCTEM 3alllUThI
UH(pOpMaLnK;

yMeTb paboTath ¢
pa3IMYHBIMU
UHCTPYMEHTaMU
pa3paboTKu 1
UCIIOJIb30BaHUS
IPOTPaMMHO-aIapaTHBIX
CPEICTB 3aIIUThHI
UHPOpMALIUU

Baajaers:

Hasbikamu KoHTpOIS U
MOHHUTOpPHUHTA
6e30MmacHOCTH UH(pOpMaLUH
B
BBICOKOITPOU3BOTUTENLHBIX
cUCTEMax

HaBbikamu paccnenoBanus
WHITUCHTOB
UH(POPMALIMOHHOM
0€30MacHOCTH B
BBICOKOITPOU3BOTUTENLHBIX
cUCTEMax

HaBbikamu TecTupoBaHus u
aHaJIM3a 3allUIIEHHOCTH
BBICOKOITPOU3BOTUTENbHBIX
CUCTEM

Hagpikamu
AIMUHUCTPUPOBAHUA CUCTEM
3alIUThl HHPOPMAITUH B
BBICOKOIIPOU3BOANTEIbHBIX
CHCTEM




4 CTpyKTYypa U coiepKaHHue TUCHUIINHBI

4.1 CTpykTypa IMCIHIIIHHBI

OO0mias TpyA0eMKOCTh JUCIIUIUIMHBI COCTABIISIET 4 3a4eTHhIE eAMHUITEI (144 akaeMUYecKuX Jaca).

TpynoemMKocCTs,
Bun pabotbt aKaJICMUYECKHUX YaCOB
10 cemectp BCETO
O011asi TPYI0EMKOCTH 144 144
KonrakTHasi pabora: 74,25 74,25
Jlexmum (JI) 30 30
Jlaboparopusie paboTs (JIP) 44 44
[TpoMexyTouHas aTTecTanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTe/ibHas padoTa: 69,75 69,75
- HanucaHnue peghepama (P);
- CAMON0020Mo8Ka (Mpopabomka u nO8MopeHue TeKYUOHHO20 MAmepuala u
mMamepuana y4eOHuKo8 u yueOHvlx nocooutl);
- u3yyeHue pazoenos INeKMpPOHHO20 Kypca «3awuma ungopmayuu 6
BbICOKONPOU3BOOUMENILHBIX CUCEMAXY» 8 CUCIeMe 00YYeHUsl,
- H0020MOBKA K 1AO0PAMOPHBIM 3AHSAMUIM,
- 10020MOBKA K PYOEHCHOMY KOHMPOIO.
Bua uToroBoro KOHTpoJIA (3aueT, IK3aMeH, T depeHITUPOBAHHBIH 3aver
3a4er)
Paznensl guctumuinael, uzydaemsie B 10 cemectpe
KosuecTBo yacoB
No ayJIuTOpHas
paszena HaunmeHnoBanue paseinoB BCEro aGoTa BHEayl.
113 | Jip pabora
1 Cetu 1 cucteMsbl iepeiaun HH(POpMAIUU B 86 16 30 40
BBICOKOITPOU3BOJIUTEIIBHBIX CHCTEMAX
2 be3onacHas skcrutyaTanus 58 14 14 30
BBICOKOITPOHU3BOIUTEIIBHBIX CHCTEM.
PaccnenoBanue MHIMIEHTOB HH(DOPMAIIMOHHOM
0€30MMaCHOCTH B BBICOKOIIPOM3BOAUTEIHLHBIX
CUCTeMax
Uroro: 144 30 44 70
Bcero: 144 30 44 70

4.2 ConepxxaHue pa3iesioB JUCHUINIHHBI

Pa3nes Nel. Ceru u cucreMsl nepeaayu HHGpOpManuyu B BbICOKONPOM3BOANTEIBHBIX CHCTEMAaX

Mapupytusupyemsie cetu. OCHOBBI KOMMYTallui. BUpTyasibHbIE JTOKaJIbHBIE CETH, TOCTPOSHUE MarucCTpalb-
HbIX KaHayoB. Mapmpytuzamus Mexay VLAN. Cratuctuueckas MapmpyTtusanus. [IpoTokon nuHaMHUYeckoi Mapii-
pyrusanuun OSPF. Ilportokosn nuHamuueckoil mapiupytusaimu BGP. BbesomacHocTs MapiipyTu3upyeMon uH(ppa-
CTpYKTYpHl. be3omacHocTs KOMMyTHpYeMOW HH(PpacTPyKTYpsl. BupTyanbHble yacTHRIE ceTh. Peannzanus cepBUCOB
BBICOKOW nocTymHOCTH. KauecTBo 0oOCiIyXMBaHHSA B KOMIIBIOTEPHBIX CETAX. MOHHMTOPHHT M JUAarHOCTHKA KOMIIbIO-
TEpHOM ceTn. BupTyanbHble yacTHBIE ceTH. Peanu3anms cepBUCOB BRICOKOH AOCTynHOCTH. KauecTBo 0OcmyXuBaHus B

BBICOKOIIPOU3BOAUTEIBHBIX CCTAX. MOHI/ITOpI/IHI‘ 1 INarHoCTUKa BbICOKOIIPON3BOAUTCIIbHBIX ceTew.




Pazgen Ne2. Be3omacHasi 3kciiiyaTauusi BbICOKONPOM3BOAUTEIbHBIX cucTeM. PaccienoBanue
HHIMIEHTOB MH(OPMAIMOHHOH 0€30MaCHOCTH B BHICOKONPOU3BOAUTEIbHBIX CHCTEMAX

CpenctBa ayrentudukanuu u aBropusanuu. llludposanue. Kontponas moctyma. MexceTeBbie
skpaHbl. CuctemMbl 0OHapY)eHUs BTOp)KeHUU. CUCTEMBI TPEIOTBPAIIICHIS] BTOPKECHU.

VYnpasieHue 0OHOBJICHUSIMU: YCTaHOBKA MaT4el, UCIIPaBIEHUE YSI3BUMOCTEH

Pe3epBHOE KOMMpPOBaHUE U BOCCTAHOBJICHUE: 3aIIUTa OT COOEB, BOCCTAHOBJICHHUE JaHHBIX

MonuTtopuHr 6e30MacHOCTHU: aHAJIU3 KYPHAJIOB, BBISIBICHHUE YTPO3

PearupoBanue Ha MHIMJCHTHI: paccieI0BaHNE HHIIUCHTOB, BOCCTAHOBICHHE PA0OTOCIIOCOOHOCTH

OO0yueHue 1oyib30BaTeNeii: MOBBIIIEHHE OCBEIOMIIEHHOCTH 0 0€30MacHOCTH

BoccranoBnenue yaajgeHHbIX JaHHBIX ¢ o0paza. CKaHMpOBaHHE KOPIOPATUBHONW MH(PPACTPYKTYPHI.
BoccranoBnenue ynaneHHbIX AaHHBIX ¢ oOpasza. COop mHpopmauuu o nomenax, IP-aapecax, moacersx,
URL-anpecax, ”MEHaxX XOCTOB, BEO-TEXHOJIOTUSX U T.].

4.3 JlabopaTopHble padoThbI

Ne JIP Ne HaumenoBanue 1abopaTopHbBIX paboT Kox-0
pazaeina 4acoB

1 1 Mapuipytusupyembie cetd. OCHOBBI KOMMYTAITHH. 2
2 1 BupTtyasibHbI€ JIOKAIBHBIE CETH, IOCTPOCHUE MarUCTPAJIbHBIX KAHAJIOB. 2
3 1 Mapmpyruzanus mexay VLAN 2
4 1 Craructuyeckasi MapIIpyTHU3aLHsI 2
5 1 [Tporokon nuHamuueckor wmapmpytuzamuu  OSPF.  IIporoxon 2

JMHaMU4YecKoi mapmpyrusaimu BGP
6 1 be3onacHOCTh MapHIPyTH3UPYEMOI HHMPACTPYKTYPBI 2
7 1 be3onacHOCTh KOMMYTHPYEMOUW HHMPACTPYKTYPHI 2
8 1 BupryanbpHble yacTHbIE CETU 2
9 1 Peanuzaiust CEpBUCOB BBICOKOM JIOCTYITHOCTH 2
10 1 KagecTBo 00CTy)XKMBaHUS B KOMIIBIOTEPHBIX CETAX 2
11 1 MOHUTOPHHT M IMATHOCTHKA KOMITBIOTEPHOM CETH 2
12 1 BupryanbsHble yacTHbIE CETU 2
13 1 Peanu3anusi cepBHCOB BBICOKON JOCTYIHOCTH 2
14 1 KagecTBO 00C1y’)KMBaHHUs B BBICOKOITPOU3BOAUTENIBHBIX CETSIX 2
15 1 MOHUTOPHHT ¥ AMATHOCTUKA BBICOKOIIPOU3BOUTENBHBIX CETEH. 2
16 2 ProDiscover 2
17 2 COop nansbIx Sysinternals 2
18 2 Ananus ¢aitnosoii cucremsl B Sleuth Kit 2
19 2 Boccranosnenne ynanéuusix PaitioB Autopsy 2
20 2 Pa6ora ¢ mammamu namsitu B Bulk Extractor 2
21 2 AHanu3 JaMia namsTH ¢ ucnosib3oBanueM Volatility 2
22 2 BoccranoBiieHue yiaqeHHBIX TaHHBIX ¢ 00pasa. Scalpel. 2

Hroro: 44




5.1 OcHoBHas 1uTEpaTypa

1. Kupenbepr, Mudopmarmonnas 6€30mMacHOCT, COBPEMEHHBIX OMNEPAlMOHHBIX CHUCTEM : y4eOHOe
nocobue / Kupenbepr, I'. A. . — Kemeposo : Ky3['TY umenn T.®. ['opbaueBa, 2022. — 138 ¢. — ISBN
978-5-00137-320-9. — Tekcr : anexkTpoHHblii // Jlaup : snekTpoHHO-OMONMoTeynas cucrema. — URL:
https://e.lanbook.com/book/295736 (mara obpamenus: 20.02.2025). — Pexum mocTyma: Ui aBTOPHU3.
II0JIb30BaTENECH

2. CucteMbl XpaHeHHsS JaHHBIX : ydyeOHoe mocoowe / JI. B. T'amacun, /. JI. Paxmanm, B. B.
MaxknaukoBa [u ap.]. — Mocksa : MTYCH, 2022. — 150 ¢. — Tekcrt : anekTpoHHbIH // JIaHb : 31EKTPOHHO-
oubnmoreunas cucrema. — URL: https://e.lanbook.com/book/333794 (mara ob6pamenus: 20.02.2025). —
Pexxum noctyna: 1yt aBTOPHU3. TOJIb30BaTeNeH.

3. Maromenos, III. I'. MHTemwIeKkTyalbHbIe METOIbI 3alIUThl BBIYUCIUTEIBHBIX KOMIUIEKCOB OT
CeTeBBIX aTak : yueOHoe mocodue / I1I. I'. Maromenos, B. I1. @panenko, B. M. XauymoB. — Mocksa : PTY
MUPDA, 2022. — 120 c¢. — TekcT : anekTpoHHbIH // JIaHb : 31eKTpoHHO-OMOIMoTeyHas cucrema. — URL:
https://e.lanbook.com/book/311249 (mata oOpamienus: 20.02.2025). — Pexxum jgoctyma: ajisi aBTOPHS3.
[0JIb30BaTENEH.

5.2 lonoinuTeIbHAS JIUTEPAaTypa

1. Peuos, C. A. IIpomblniienHsli nHTepHEeT. COBpEMEHHBIN MOIX0/ U KOHIenuy : yueOHuk / C. A.
PrutoB. — MockBa : PTY MMHPDA, 2023. — 124 c¢. — ISBN 978-5-7339-1969-0. — Tekcr :
2JIeKTPOHHBIN // JlaHb : snekTponHo-OMOIMOTeuHass cucrema. — URL: https://e.lanbook.com/book/386144
(mara oopamenus: 20.02.2025). — Pexum noctymna: uisi aBTOPU3. TOJIb30BATEIICH.

2. VMmopro3aMemniarinie TEXHOJOTHH O0ecredeHrs WHPOPMAIIMOHHON OE30MaCHOCTH M 3allUThI
naHHBIX : yueOHoe mocooue / JI. A. Kopouenries, JI. B. Uepkecosa, E. A. PeBsikuna [u np.]. — PocToB-Ha-
Hony : Honckoit I'TY, 2021. — 335 c. — ISBN 978-5-7890-1893-4. — Tekcrt : anekTpoHHbIi // Jlanp :
3JIeKTpOHHO-OnOmoTteynass cucrema. — URL: https://e.lanbook.com/book/237782 (mata oOpameHus:
20.02.2025). — PexuM ocTyIa: i aBTOPHU3. MMOJIb30BATEIICH.

3. Xopes, I1. b. Meroas! u cpencTBa 3amuTsl HHGOpMAIK B KOMIBIOTEPHBIX cuctemax [Tekcr] :
yue6. mocobue / II. b. Xopes.- 4-e uzn., crep. - M. : Akanemus, 2008. - 256 c. : uin. - (Beicuiee
npodeccuonanbHOe 00pazoBanue). - budmmorp.: c. 251-252. - ISBN 978-5-7695-5118-5.

4. Teopernueckue OCHOBBI KOMIIbIOTepHON O6e3onacHocTH [Teker] : yueb. mocodue ams By3oB / I1. H.
Hesuud [u ap.]. - M. : Paguo u cBs3s, 2000. - 192 c. : wi. - ABT. yka3zaHbl Ha 000pOTe THT. JI.. - bubnuorp.
B xoute 1. - ISBN 5-256-01413-7.

5.3 llepuoanyeckue U31aHUA

1. Undopmanus u 6e3omacHoOCTSb : KypHai. - M. : ArentcTtBo "Pocneuars".
2. BectHuk nadopmMannoHHoi 0€30MacHOCTH ; )KypHal. - M. : Arenctso "Pocmieyars".
P yp
3. Cucrembl 6€3011aCHOCTH : )KypHAI. - M. : AredrctBo "Pocreuars".
. 00J1eMBI NH(POPMAITMOHHON Oe30macHOCcTH. KOMIBIOTEPHBIE CUCTEMEI : KYpHAI. - M. : .
4. TIpoO 0 K M. : AIIP

5.4 UnTepHeT-pecypcsl

1. bezomacuocts IIS: Undopmanus. — Pexxum nocryna: https://intuit.ru/studies/courses/1002/122/info

5.5 IIporpammHoe olecmedyeHue, NMpogecCHOHATbHBbIC 0a3bl JAaHHBIX W HMHG(OPMAIMOHHBIE
CIpPaBOYHbIE CHCTEMbI COBPEMEHHBIX MH()OPMAIIMOHHBIX TEXHOJIOTH

a) IporpaMMHO-aIIapaTHOe oOecIeYeHue:

1. Onepanmonnas cucrema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01, numuensu-
oHHBIN goroBop NeA-2021-1374-BY3 ot 28.05.2021

2. Open Office/LibreOffice - cBoO0OaHBINi OGUCHBIN MAKET MPOTrPaMM, BKJIFOYAIONINNA B CE0S TEKCTO-
BBII ¥ TaOJIMYHBINA PEAAKTOPHI, PEIAKTOP NPE3EHTAIMI U Ipyrie 0(QUCHBIE TPUITOKEHHS.



0) 6a3bl TaHHBIX, THPOPMALIMOHHO-CIIPABOYHBIE U TIOUCKOBBIE CUCTEMBI:

— Koncynerant Ilmtoc [DnexkTponHbIid pecypce] : cnpaBouHo-mipaBoBasi cucrema / Kommanus Kon-
cyabTanT [Lmoc. — DnekTpoH. naH. — MockBa, [1992-2016]. — Pexwum moctymna : B siokanbHo# cetn OI'Y
\\fileserverI\'CONSULT\cons.exe

— TapanT [DnekTpoHHBIN pecypc] : cripaBoyHO-mpaBoBas cuctema / HIIII I"apanT-CepBuc. — Dnek-
TpoH. aaH. - Mocksa, [1990-2016]. — Pexxum nocryna \\fileserverl\GarantClient\garant.exe. B mokanbHoi
cetu OI'Y.

— 3akoHomaTenbcTBO Poccuu [DnekTpoHHBIN pecypc]| : nHpOopMalmoHHO-TIpaBoOBasi cuctema. — Pe-
*uM Jtoctyna : http://pravo.fso.gov.ru/ips/, B nokanbHoit cetu OI'Y.

— OTKpBITBIE TOMCKOBBIE CUCTEMBI

— OWASP https://owasp.org/www-project-top-ten//

CVE https://cve.mitre.org//
Common Attack Pattern Enumeration and Classification (CAPEC) https://capec.mitre.org/.
— bBank gaHHBIX yrpo3 6e3onacHocty uHbopMmaruu https://bdu.fstec.ru/vul.

6 MaTepnaﬂbno-Texnnqeckoe o0ecneuyeHue AUCHHUIIIMHBI

VY4eOHble ayTUTOPUH IS IPOBEACHUS 3aHATHI JIEKIIHOHHOTO THIA, CEMUHAPCKOTO TUIA, KYpPCOBOTO
IMPOCKTUPOBAHMA, I MPOBCACHUA I'PYIIIOBBIX W MHAUWBHUAYAJIbHBIX KOHC}’JII)TaIII/If/'I, TCKYHIETO KOHTPOJIA U
MIPOMEXYTOUHOM aTTecTaluu.

AynuTOpUN OCHAIIEHbI KOMILJIEKTAMU YYEHUYECKON MeOeIu, TEXHUUECKUMHU CPEICTBAMU O0yUYeHus,
CITy>KalllUMU JJIsl IPeCTaBIeHUs yueOHo nHpopMauu 60JIbIION ayAUTOPHH.

Hnst mpoBeneHuss 1a0OpaTOPHBIX 3aHITHH HCIONB3YETCS KOMIBIOTEPHBIM KJIACC, OCHAIICHHBIN
MEPCOHANBHBIMU KOMIIBIOTEPAMU C YCTAHOBICHHBIM MTPOrPAMMHBIM 00ECIIEUCHUEM.

[Tomemenue il CaMOCTOSITEIIBHON Pa0OTHl 00yYarONIMXCS OCHAIIECHBI KOMITBIOTEPHON TEXHUKOM,
noakiIoueHHo K cetu "HMHTepHeTr", W obecrneueHHWEM JOCTyNa B JJIEKTPOHHYIO HH(POPMAIMOHHO-
obpazoBarensHyt0 cpexy OI'Y.

K paboueii npocpamme npunazaromcesn:

e @DOHI OIEHOYHBIX CPEACTB JJII MPOBEICHUS MPOMEKYTOUHON aTTECTAllMd OOYYaIOIIUXCS IO
JTUCLUIUINHE;

e Meroauueckue ykazaHus Al 00y4aroUuXcs 0 OCBOSHHUIO UCIIUIIITHHBIL.
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