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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Heapb (umeam) OCBOCHUS TUCIUIUIMHBL: SBISETCS W3YYEHHE MPUHIUIIOB MOCTPOCHUS M AITOPUTMOB
pealiM3anii  TPOTOKOJIOB, OOCCIIEUUBAIOINX KOH(PHUACHINATHHOCTh, IEIOCTHOCTh M ayTEHTHYHOCTH

nHpopMaIuu.
3amaun:

- OCBOCHHC (bYH,Z[aMeHTaHBHBIX MaTeMaTHUECKUX IMOHITHHN KPHUIITOJIOTHHU,
- 0CBOEHHE 0a30BBIX HOHHTHﬁ, I/II[CI\/JI " aJIrTOPUTMOB, CBA3AHHBIX C IPOTOKOJIaMHU, IIPUMCHACMBIMUA B

Kpunrorpadumu;

- IpUOOpETEeHNE HABBIKOB PEANM3ALNU KPUNITOrpahUIeCKUX MPOTOKOJIOB C UCIOIb30BanneM DBM;
- (hopmupoBanue npeacTaBaeHuit 00 aTakax Ha MPOTOKOJBI U METOAAX MPOTHUBOICHCTBUSI.

2 MecTo AUCHUILUINHBI B CTPYKTYype 00pa3oBaTe/IbHOM MPOrpaMMbl

JucnunimHa oTHocUTes K 0a30Boit yactu 0oka [l «ucuurianasl (MOIyIIn)»

[IpepexBu3uthl auctuiuivHbl: b1./[.5.38 Memoovl u cpedcmea Kpunmoepaguueckou 3auyumol

ungopmayuu

[TocTpekBU3UTHI
ABMOMAMUZUPOBAHHBIX CUCTHEM

JOUCHUILIINHEL

b51.J].B.2 Texnonocus

3 TpeGoBanus K pe3yjabTaTam 00y4eHUs 10 TUCHHUILINHE

nocmpoerus

3AUUUEHHBIX

[Tpornecc n3y4yeHHs TUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUCHHUS

Kon n HaumeHnoBanue
bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ W HAMMCHOBAHHC MHIHWKATOpa
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yybTaThl

00yd4eHUs 1Mo JUCIUILIHHE,

XapaKTEPU3YIOLIHE ITAITbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-10 Cnocoben
aHATM3UPOBATH TEHICHIHH
pa3BUTHS METOJIOB U CPEJICTB
KpUNTOTPaPUIECKOM 3aITUTHI
uH(pOpMaIIUH, UCTIONH30BATh
CpeacTBa Kpunrorpaduyeckoi
3a1uThl HHGOPMAIUU TPU
peleHnn 3a1a4
npodeccnoHanbHOM
JeSITeTbHOCTH

OIIK-10-B-3 3HaeT OCHOBHBIE THIIBI
KPHUTITOIPOTOKOJIOB U TIPUHITUTIOB HX
MOCTPOCHHUS C UCTIONB30BAaHUEM MIU(DPCUCTEM
OIIK-10-B-4 Ymeer mpoBOIUTH aHAIN3
KpUnTorpadguueckux mMpoTOKOJIOB, B TOM
YUCJIE C UCIIOTH30BAaHHEM
ABTOMATHU3UPOBAHHBIX CPEICTB

OIIK-10-B-5 Brnageer mogxomaMu K
pa3paboTke U aHanu3y 0e30MacHOCTH
KpUNTOrpauuecKkux NpoToKOIOB

3HaTh:

OCHOBHBIC THITBI
KPUITOIIPOTOKOJIOB U
MIPUHIIAIIOB UX MTOCTPOCHHUS
C HCTIOIb30BaHHEM
mmdpcucTeM

YMmerb:

MIPOBOINTH aHAJIH3
KpUnTOrpagruueckux
MTPOTOKOJIOB, B TOM YHCJIC C
UCTIONb30BaHUEM
ABTOMATHU3MPOBAHHBIX
CpeAcTB

Baajaersb:

MOAX0JIaMH K pa3padoTKe U
aHann3y 0e30macHOCTH
KpUnTorpaguueckux
ITPOTOKOJIOB




4 CTpyKTYypa U coiepKaHHue TUCHUIINHBI

4.1 CTpykTypa IMCIHIIIHHBI

OO0mas TpyA0eMKOCTh JUCIUIUIMHBI COCTABISIET S 3a4eTHBIX eauHMI] (180 akageMudecKux 4acos).

TpynoemMKocCTs,
Bun pabotbt aKaJICMUYECKHUX YaCOB
8 cemectp BCETO

O011asi TPYI0EMKOCTH 180 180
KonTakTHas padora: 90,25 90,25
Jlexmum (JI) 46 46
Jlaboparopusie paboTs (JIP) 44 44
[TpoMexyTouHas aTTecTanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTe/ibHas padoTa: 89,75 89,75
- CAMON0020Mo8Ka (npopabomka u no8MopeHue 1eKYUOHHO20 MAmepuala u
mamepuana y4eOHUKo8 u y4eoHvix nocoout;

- N0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM;

- H0020MOBKA K PYOEINCHOMY KOHMPOIIO,

- N0020MOBKA K 3auemy

- UsyueHue pazoenos Kypca 8 cucmeme 3J1eKmpoHHO20 00YYeHUs.

Bua uToroBoro KOHTpoJIA (3aueT, IK3aMeH, T depeHITUPOBAHHBIH 3aver

3a4er)

Paznensl AUCHUIUINHBI, U3y4aCMBIC B 8 CEMCCTPC

KonmuecTBo yacos
Ne HaunmenoBanue pasnenoB AyATOpHas BHEAy/I.
pasjena BCETO abora
7| 13 | ip | Pooma
1 BBenieHre B KpHUITO MPOTOKOJIBI 40 10 8
2 [TpoToKOIBI HASCHTU(UKAMH U ayTeHTU(QUKALIUH 44 12 12
3 DnexTpoHHas UG PoBas MOJNUCH 48 12 12
4 YnpasiieHue KIo4amu 48 12 12
HUroro: 180 46 44 90
Bceero: 180 46 44 90

4.2 ConepxxaHue pa3/iesioB AU CHUINIIHHBI

Pa3nes Nel. BeeneHue B KpUINTo nMpoTOKOJIBI

Kpunrorpaduuecknue npoTokosisl 1 OCHOBHbIE TpeOoBaHus K HUM. Kitaccugukanus nporokosios. [pumu-
TUBHBIE U NIPUKJIAJHbBIE TPOTOKOJIbI. TpeOOBaHuUS MOJHOTHI U KOPPEKTHOCTH.

[IpoTokosibl mogOpackiBaHUs MOHETHI (JIEKTPOHHAs kepeOdbeBka).IIpuBsazka k OUTY, pa3IuyHbIE TPOTOKOJIbBI

MIPUBSI3KHU K OUTY.
Paznenenue cexpera.

I'pynna nocryna. Ctpykrypa nocryna. [IpoTokonsl pa3neneHus: CEKpeToB.

[IpoBepsiemoe pazaenenue cekpera.llpoTokonbl KOH(DHUIEHITHATBHBIX BEIYUCICHHH.

JlokazaTenbcTBa AJs SI3BIKOB KBAJIPATHUHBIX HEBBIYETOB, ISl Hemzomopdusma rpadoB. CUCTEMBI qoKa3a-
TEJIbCTBA C HYJIEBBIM pasriamieHueM. [lonHOoTa, KOPPEeKTHOCTh, HYyJEBOE pasrianieHue. J[oka3aTeabCcTBO

nzomopdusma rpagos.

Pa3nea 2 IIpoTokoiibl naeHTH(GHKANNY U AyTeHTH(PHUKANUH




[Iporokonbl uaeHtudukauuu u ayreHTUGuKauuu. [lapoabHble cXeMbl pasrpaHUyYeHHUs JOCTyMa. 3ampoc-
OTBETHBIE CXeMbI. [IpOTOKOIIBI «PYKOTIOKATHUS.

Cxema @uara-Illamupa, cxema daitre-duata-Illamupa, cxema [IHoppa, cxema bpukemina u MakKapin,
npotokosl OkamoTo. J{oKka3aTenbCTBO MOTHOTHI U KOPPEKTHOCTH JIJIsl TUX cxeM. Bompoc o HyneBoM pas-
TJIAlIeHUH.

Paznen 3 DuexkTponnas undpoBasi moanuch

[Monnuce RSA, Pabuna, @uara-lllamupa, Onra-lInoppa-Illamupa. Omnp-I'amans, DSS. Heorpumaemas noa-
nuchk [llayma-BaH AHTBEpIICHA.

CogeplieHHO cienast IoANKUCh. 3aTEMHEHHas NOANUCh. [[puMeHeHune ciaenbix NOJIUCEH.

[Toanucu co ckpbIThIM KaHasioM. CKpbITBIN KaHaid Ha ocHOoBe noanucu Ounra-IInoppa-Ilamupa. [Togxon k
MOCTPOSHHIO CKPBITOro KaHauna. [loanucu, cBOOOAHBIE OT CKPBITOIO KaHAaa.

bankoBckue kpunrorpapudeckue npoToKOIbl. JIEKTPOHHBIE AeHbIU. TpeOoBaHUS K CXeMaM IJIEKTPOHHBIX
neHer. IIpuMeHenue cienoi noAnucH B CXeMax IEKTPOHHBIX JICHET.

Tpebosanus k npotokony «Ilokep no renedony». [Iporokonsl «urpsl B mokep». IlpoTokosn yecTHoi pa3za-
yn kapT. [Ipumenenne nporokona «Ilokep mo renedony».

Paznen 4 YnpasiieHue KJIOYaAMU.

[IpoTokomnsl reneparuu kirodei. [IpoTokosnsl pacnpenenenus kiodeil. beckmodeBoit mpotokos [lamupa.
[Tpotokon Auddu-Xsmmmana. [Iporokon Huaxeiima-IIpenepa. [Iporokon Kerberos. Uudpactpykrypa o1-
KpbIThIX Kimtouer. PKI. Pekomenmammu X.509

4.3 JlabopatopHble padoThbI

Ne JIP Ne HanmenoBanue 1abopaTopHBIX paboT Kosr-so
paszena 4acoB
1 1 KomnbroTepHas peanusanus CXeM 3JIeKTPOHHOH KepeObeBKU U 4
MIPUBS3KHU K OUTY
9 1 Peanun3zanus moporoBsix CXEM pas/IeieHHs CEKpeTa 1 CPC s 4
IPOM3BOJILHOW CTPYKTYPHI JOCTYIIA
3 2 [TaposibHbIE CXEMBbI HACHTU(PHUKAILMY U CXEMbI pYKOIIOXKaTHS 4
4 2 HMuTanimoHHOE MOJIENIMPOBAHKE MTPOTOKOJIOB MICHTH(HUKAIINY HA 4
ocHoBe MC/I ¢ HyneBBIM pasrilallcHUEM.
B 2 Crangaptel nudpoBoi NOANKUCH 4
5 3 KomnbrotepHas peanusanus cXeM clenoi MOAMNUCH U CKPBITOTO 4
KaHaJa
7 3 HMHUTallmOHHOE MOJICIMPOBAHUE CXEMBbI SJIEKTPOHHBIX JIEHET C 4
MOHETaMH OJIMHAKOBOT'O JIOCTOMHCTBA
8 3 KommnbrotepHas peanusanus nmpotokona «l[lokep no Tenedony» mms 3- 4
X UTPOKOB
9 4 KommnbroTepHast peanu3anusi CXeMbI SJIEKTPOHHOTO TOJIOCOBAHUS JIIS 5
5-TH YYaCTHHKOB
10 4 KommbroTepHas peanu3amnus mpoToKoJIa epeadn CEKPETHOTO KITFoYa 5
(pabota B rpymnmnax).
Hroro: 44

5 YueOHO-MeTOANYECKOE 00ecIIeueHne JUCIHILTHHDI
5.1 OcHoBHas auTEpaTypa

1. Cwapr, H. Kpunrorpadus. — M.: Texnochepa, 2006. — 528 c.
2. Bunorpanos N.M. OcuoBbl Teopun uncen [Tekcr] : yueOnuk mis By30s / .M. Bunorpanos.- CIIG.:
JIansb, 2009. - 176 c.



5.2 lonosHuTEIbHAA JIUTEPATypa
1. baGam, A. B. Kpunrorpagus. — M.: Conon-Ilpecc, 2007. — 512 c.

2. Marpoc .II., [Togue6ecoBa I'.b. DneMeHTh aOCTPaKTHON W KOMIBIOTEPHOW anreOpnl. — M.:
Axanemus, 2004.- 240 c.

5.3 llepuoanueckue u3aHusl

1 MudopmaTtuka 1 CUCTEMBI yIIpaBiIeHus: KypHaIl. - M. : ArentctBo "Pocneuars”, 2024

2 BeCTHUK KOMMBIOTEPHBIX U MH(GOPMAITMOHHBIX TEXHOJOTHM: KypHal1. - M. : ArerrctBo "Pocrie-
qats", 2024

3 MadopmanimioHHbIe TEXHOJIOTHUHU: KypHAI. - M. : ArentctBo "Pocneuats", 2024

5.4 UnTepHeT-pecypcsbl

1. www.citforum.ru/ - mopran aHaIUTUYECKHX M HAyYHBIX CTaTell B 00MacTH WH(OPMALMOHHBIX
TEXHOJIOTHIA;

2. www.rsdn.ru - caiit Poccuiickoii cetu paspaborunkoB [10, comepXuT cTaThb MO0 COBPEMEHHBIM
CpEJCTBaM MPOrpaMMHUPOBAHUS;

3. «HeueTkre MHOXeCTBa» [DIEKTPOHHBIN pecypc]: oHIaliH-Kype Ha miatdopme https://openedu.ru/
- «OtkpeiToe  oOpazoBanue»/ Paszpaborumk kypca: VYuuepcuter WTMO, pexum gocryma:
https://openedu.ru/course/ITMOUniversity/ FUZSET/?session=self 2023

4. «Cneumanuzauus MareMaTuka I HHXEHEPOB» [DIJIEKTPOHHBIM pecypc]|: OHJalH-Kypc Ha
wiatdopme https:// www.coursera.org / Pazpaborunk kypca: The Hong Kong University of science and
technology pexxum moctymna: https://www.coursera.org/specializations/mathematics-engineers-ru 8

5.5 IlporpammHoe obOecnedeHue, npodeccuoHaJbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIPABOYHbIE CHCTEMBI

1. Omepamnmonnas cucrtema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01,
JTUTeH3NOHHBIH oroBop Ne A-2021-1374-BY3 ot 28.05.2021

2. Open Office/LibreOffice - cBoOOmHBIH OQUCHBI NaKeT MPOrpamMM, BKIIOYAOIINA B ceOs
TEKCTOBBI W TAaONWYHBIN PENaKTOPBI, PEAAKTOP MpPE3CHTAlMid W Jpyrue Oo(uCHBIE TPUIOKEHHUS. 3.
WHTerpupoBaHHas cucTeMa pelIeHUs] MaTeMaTHYECKUX, MH)KCHEPHO-TEXHHYECKUX U Hay4HBIX 3a1ad PTC
MathCAD 14.0

4. Cucrema aBTOMAaTH3MPOBAaHHOTO TPOEKTHpPOBaHMs Autocad: DNEKTpOHHBIE JHUIEH3UH IS
00pa30BaTeNbHBIX IEJIeH MOCTYMHBI OECIUIaTHO ITOCIIEe PETUCTPAIMH aKKayHTa IPEToIaBaTelis/CTyIeHTa.
Pexxum moctyna: https://www.autodesk.com/education/free-software/featured

5. Cpena pa3paboTku mporpaMmHoro odecriedeHus Ha s3pike Object Pascal mans kommuisitopa Free
Pascal: Lazarus. Jloctynua 6ecrutatHo. Pazpadotuuku: Cliff Baeseman, Shane Miller, Michael A. Hess u
ap. Pexxum nocryma: http://www.lazarus-ide.org/

6. UnterpupoBanHas cpena paspadorku Ha Javas IntelliJ IDEA Community. JloctynHa GecriiiaTHO
nocie  perucrpanuu  npemnonasarens. PaspaGorumk: kommanus JetBrains. Pexum  nmoctyna:
https://www.jetbrains.com/student/

6 MaTepuajibHO-TeXHHYeCKOe o0ecnedeHne JUCHUNINHBI

3aHATHS  TIO JUCHUIINIMHE IMPOBOAATCA B ayJUTOPHAX, OCHAIICHHBIX KOMIBIOTCPHBIMU U
MyHLTHMCﬂHﬁHBIMH CpeacTBamMu. PaGoune CTaHIUU CTYACHTOB W HNpCHOAaBaTCIIA O6’bCJII/IHeHBI B
JIOKAJIbHYIO KOMIIBIOTEPHYIO CETh C BOSMOXHOCTBIO BbIXO/Ia B HHTepHCT.

.HCI(I_[I/IOHHBIC 3aHATHUS NPOBOIAATCA B ayJUTOPHAX, OCHAIICHHBIX MyHLTHMeHHﬁHLIM O60py,Z[OBaHI/IeM.

6


https://openedu.ru/course/ITMOUniversity/FUZSET/?session=self_2023
https://www.coursera.org/specializations/mathematics-engineers-ru%208
https://www.autodesk.com/education/free-software/featured

JlabopaTopHble 3aHATHS TMPOXOIAT B KOMITBIOTEPHBIX KJaccaX, B KOTOPBIX YCTaHOBJIEHO
obopymoBaHue:

- cucremusle Osoku monenu Intel Celeron;

- cucreMHuble 0noku monenu Intel Pentium Core 2 Duo;

- MOHUTOPBI Mozien Samsung 793 DF.



