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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

PacKpBITUE OCHOBHBIX TMOJIOKCHHI [ OCyTapcTBEHHOTO 00pa30BaTeNbHOrO  CTaHAApTa IO
cnermanbHocT  10.05.01, a Takke CTPYKTypsl W OpraHu3alvd Y4eOHOro mpolecca W HaydHO-
HCCIIeIOBATENLCKOM pabOTHI B paMKax 00pa30BaTeIbHOM MTPOrPAMMEI 110 TUCIUATUIHHE.

3agaun:

- 03HAaKOMUTKCS C MMOJIMTUKON TOCYapCcTBa B 00JaCTH HHPOPMAIIMOHHOM O€30TTaCHOCTH;

- MIOJIY4UTh MpeJICTaBlIeHHe O crennaibHocTu «KoMibioTepHas 0e301acHOCTh» U €€ COOTBETCTBUIO
cucreme mpodeccCHoHABHBIX CTAaHAAPTOB B 00JIaCTH MHPOPMAITMOHHOHN 0€30MaCHOCTH;

- O03HAaKOMUTBLCS C yrposamu Oe3omacHOCTH HH(pOpManuu, oOpadaThiBA€MON B KOMIIBIOTEPHBIX
CUCTEMaX;

- TOJIyYUTh TMPEACTaBICHHE OO0 OCHOBHBIX HAIIPaBJICHUSAX, METOJAX U CpeACTBaX OOeCHedeHUs
MH(POPMAIIMOHHOHN 0€301MacHOCTH.

2 MecTo JUCUMIIJIMHBI B CTPYKTYpPe 00pa30BaTe/ILHON NPOrpaMMbl

JucnunimHa otTHocuTes K 6a3oBoit yactu 6ioka [l «ucuurnianasl (MO )»
[TpepexBU3UTBI AUCHUILIUHBL: Omcymcmeyom

[MoctpexBuzutel muctmiuiubbl: b2.11.5.YV.1 O3naxkomumenvnas npaxmuxa, b2.11.6.I1.1 Hayuno-

uccneoosamenvckas paboma, b2.I11.B.11.1 Ilpouzsoocmeennas npakmuxa (no cneyuanu3ayuu)

3 TpeGoBanus k pe3yjabTraTaMm 00y4eHUs M0 TUCHUILINHE

[Tpornecc n3yyeHHs JUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB O0yUCHHUS

Kon u HaumeHnoBanue
bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ 1 HAUMCHOBAHUC MHIHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyembie pe3yybTaThl

00y4eHUs 1Mo JUCIUIIHHE,

XapaKTEePHU3YIOIIUE TAIbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-1 CnocoOeH OLleHUBAThH
poiib uHpOopMauy,
WH(OPMAIIMOHHBIX TEXHOJIOTUI
1 “THPOPMAITMOHHOMN
0€30MacCHOCTH B COBPEMEHHOM
00IIIeECTBE, UX 3HAUYECHUE I
obOecrnieueHrs 00BEKTUBHBIX
MoTpeOHOCTEN JIMYHOCTH,
o0IiecTBa U TOCy1apcTBa

OIIK-1-B-1 3naet noHsTHsa HHPOPMALIUH,
MH(}OPMaLMOHHON 06€3011aCHOCTH, MECTO U
poJb HH(OPMALIMOHHOM 0€30MacCHOCTH B
CUCTEME HallMOHAJIbLHOW 6€301acHOCTH
Poccuiickoi denepaniu, OCHOBBI
rocy/1apcTBEHHOW MH(OPMallMOHHON
HOJIUTUKH

OIIK-1-B-2 KnaccuduimpyeT 3amuiaemMyro
UH(OPMALIMIO IO BUAAM TalHbI U CTETIEHSAM
KOH(UICHIIMATBHOCTH

3HaTh:

THIIBI 3alUIIIaeMOM
uH(bOpMaIUU, HICTOYHUKHI
yIpO3, TUIIbI HAPYIIATEIIEH.
YMmerb:

OTIpeIEIATH HEOOXOAUMbIC
CpelCTBa 3alIUTHL.
Baajaersb:

HaBBIKAMH HCIIOJIb30BAHUS
CTaHJAPTHBIX CPEJICTB
3a1uThl HHGOPMAIIUH.

4 CTpyKTYypa M coep:KaHue I1CHHIIMHbI
4.1 CTpykTypa 1M CIHILIHHBI

OO0mias TpyA0€MKOCTh JUCIIUIUIMHBI COCTABISIET 3 3aueTHbIe eAuHUIIbI (108 akameMuueckux 4acos).



TpyrnoeMKoCTb,

Bun pabotet aKaJeMHYECKHX 4acoB
2 ceMecTp BCET0
OO011asi TPYA0EMKOCTH 108 108
KonTakTHas padora: 52,25 52,25
Jlexmum (JI) 18 18
[Tpaktuueckue 3ansatus (I113) 34 34
[TpomMexyTouHas aTTectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTe/ibHast padoTa: 55,75 55,75
- 8bINOJIHEHUE UHOUBUOYATIbHO20 MEopuecko20 3a0anus (UT3);
- HanucaHue peghepama,
- camono02o0moeKa (npopabomxa u nogmopenue 1eKYUoOHHO20 Mamepuad u
mamepuana y4eOHuKo8 u yueoHvix nocooutl),
- U3yyeHue pazoenos Kypca 8 cucmeme 21eKmpoHHO20 00yYeHUsl,
- N0020MOBKA K NPAKMUYECKUM 3AHAMUAM;
- N0020MOBKA K PYOEHCHOMY KOHMPOIO U m.N.)
Bua uToroBoro KOHTpoJIA (3auer, IK3aMeH, 1 depeHIIUPOBAHHBIH 3a4eT
3a4er)
Paznenbl muCHMIUIMHEL, U3ydaeMble B 2 CEMECTpe
KosmyecTBo yacoB
No ayJIuTOpHas
paszena HaumenoBanue pa3aenon BCEro aGoTa BHEay/I.
1113 | Jip pabora
1 OcCHOBHBIE HANIPABJICHHUS Pa3BUTHUS 14 4 6 6
nHpOpMaMOHHOH Oe3omacHocTH B Poccun.
JlokTprHa HHPOPMAIIMOHHOM 0€30MacHOCTH
Poccuiickoit @eaepanuu.
2 VYrpo3sl uHpopmannonHon 6e3omacHocT. bank 14 2 4 8
yrpo3 6e3omnacHoctu uHpopmaiuu caiita PCTIK
Poccun.
3 Bpenonocnoe mporpammHoe o0ecrieueHue. 14 2 4 8
Bupycsl. [IporpaMMbI-IIITHOHBL.
4 WuTepHer Bewieil. 14 2 4 6
5 Prcku 1 OTBETCTBEHHOCTh KOMITBIOTEPHBIX 12 2 4 6
CHCTEM.
6 3anTa HHTEUIEKTyalbHON COOCTBEHHOCTH. 14 2 6 6
7 Bnusinue IT Ha conmanbHble IPOIECCHI. 14 2 4 8
[IpodeccrnonanbHas OTBETCTBEHHOCTD U
npodeccuoHaIbHast THKA MPOrPaMMHCTA
O6pazoBarenbHas nporpamma «KommbroTepHas
0€30MaCHOCTbHY.
8 Hudposuzanus odmectsa. YacTHast )KU3Hb U 12 2 2 8
Ipa)JIaHCKHE CBOOO/IBI.
Wroro: 108 18 | 34 56
Bceero: 108 18 | 34 56

4.2 ConepxxaHue pa3iesioB U CHUINIHHBI

1. OcHoBHBIE HaNpaBJIeHUs Pa3BUTHS HHGPOPMALMOHHON fe30macHOCTH
Bunael vHQOpMAIMOHHBIX pECypcoB; MpaBa TpaKIaH, HOPUIMYECKUX JHUI] U TOoCydapcTBa
MOJIy4YeHHe, PacIpOCTpaHEHHE U UCIOJIb30BaHNE HH(POpMALUY; cucTeMa (popMUPOBaHUS, PACIPOCTPAHCHUS
U UCHONb30BaHUs HHPopManuu (MHMOPMAIIMOHHBIE CUCTEMBbl W TEXHOJIOTMH, OHOIMOTEKH, apXUBBHI,
NepCOHAaJ, HOPMATUBHBIE TOKYMEHTHI U T.J.); cucTeMa (opMHpOBaHUs obOuiecTBeHHOro co3Hanus (CMU,

Ha

4



COIMAJIbHBIC MHCTUTYTHI U T.A.). JlokTprHa mHGOpMannmoHHON Oe3onacHocTH Poccuiickon Denepanuu Kak
OCHOBHOM JTOKyMEHT, perJIaMeHTUPYIOIINI oOecrieueHne nHPOpMaIIMOHHOM Oe3onmacHocTH B Poccun.

2. Yrpo3bl ungopmManuoHHoi Oe3onacHocTu. bank yrpo3 0Oe3omacHocTu MH(pOpMANUKM caidTa
®CTIK Poccun.

Knaccudukanust yrpo3 wuHbopMarmoHHonH 6e3omacHOCTH. McTounuku yrpo3. THIIBI HApyIIUTEIICH.
[Morenmman napymmreneit. ®CTOK Poccum — perynarop uHpopManmonHoi 6e3omacHocTH. [TomHomouwnst
OCTOK Poccun. bank mannbeix yrpos. IlocnenctBusi peanusanuu yrpo3. [lacmopt yrpossl. YsS3BUMOCTH
uHpopmanoHHod  Oe3omacHoctu. [loHsATHM  Mozenu  yrpo3.  MeXIayHapogHble OaHKH  yrpo3s
nH(pOpPMaMOHHOMN 06€30MMacCHOCTH.

3. BpenonocHoe nporpamMHoe obecriedenue. Bupycel. IlporpaMmbI-1InuoHsbl.

Tunsl Bpe1I0HOCHOTO MpOrpaMMHOro obecriedeHust ( BUPYChl, YePBU, TPOSHCKHUE TPOrPAMMBI).
IIporpaMMmbl-minuonsl. botHeT. Turbl KoMnblOTEpHBIX BUpYCcOB. Jlornueckue OOMOBI.

4. UuTepHeT Bemlei.

Uctopus 10T. Tunosas apxutexkrypa loT-nmpunoxenuil. YMHbIM nom. Xakepbl U YMHbIE BELIU.
WNHtepHer «3nbpIx» Bemled. bezonacHocTe MHTEpHETa Bewieil. llepcnekTuBbl MCMONB30BaHUS HHTEPHETA
Bellel. 3HAKOMCTBO CO CTYJEHUYECKOM HAy4YHO-UCCIIEI0BATEIBCKOM TJabopaTopueil MHTEpHETa BEIICH.

5. PrcKM M 0TBETCTBEHHOCTh KOMIIBIOTEPHBIX CHCTEM

Pucku, cBA3aHHBIE C NPUMEHEHHEM KOMIBIOTEPHBIX CHCTEM; IHPUMEpPHl OTKAa30B M HapyLICHUs
6e3onacunoctu [10; mpoGiemsl, cBsi3aHHBIE CO cI0KHOCTHIO [10; ynpaBneHue puckamMu 1 OlIEHKa PUCKOB.

6. 3amMTa HHTEJIEKTYaJIbHOI COOCTBEHHOCTH

OCHOBBI UHTEIIEKTYaTbHOM COOCTBEHHOCTH; MPpaBa COOCTBEHHOCTH, MATEHTHI, KOMMEpUecKasl TaliHa;
nuparctBo 110; narenroBanue [10; nHTEMIEKTYalIbHAsE COOCTBEHHOCTD U MEXJIYHAPOIHOE MPABO.

7. Brusinue | THa conuaiabHubie mpouecchl. [IpodeccnonaibHast 0TBETCTBEHHOCTh H
npogeccuoHaibHasi 3THKA Nporpammucrta. OdpasoBartenabHas nporpamma « KomnbrorepHas
0€e30I1aCHOCTh

Bimstnne UT 1 TenekoMMyHUKanMii Ha couanbHbIE MPOLIECCHL; POCT ceTu MHTepHeT, opranu3anus
yhOpaBieHUs ceTblo HHTepHET W JocTynma K €€ pecypcaM; MEXKIYHapOAHOE COTPYJHUYECTBO U
MEXTOCYJapCTBEHHbIE IPAHULIBI.

Ornenka acnekToB NpodecCHOHATBHOU JESATENbHOCTH C MO3UIUN 3THUKH; MOHUMAHUE COIUAIBbHBIX
acnekToB pa3zpadotku [10; yueT BO3MOXKHBIX MOCIEICTBUN U pealbHbIX LIEHHOCTEH.

OOmiecTBeHHbIE I[IEHHOCTH M 3aKOHBl 9THUKH; CYIIHOCTh MpodeccnoHanu3Ma; CTyHeHH
npoeCCHOHATPHON MOATOTOBKM M HMX OIICHKA; pOJib MPO(ECCHOHAIOB B COLMAIBHBIX IpoIeccax;
YBEPEHHOCTh B OyayIIeM; STH4ecKue KoeKchl U ux ocymiectpienue Ha npaktuke (IEEE, ACM, SE, AITP u
Ip.); HElIOBEpHE U TUCKPUMHUHAIMS; BceoObeMtonas nHpopMaTu3aus U MOBCEMECTHOE MCIOIb30BaHUE
UT.

OcHOBbI 00yueHHs B BhHICHIEM Yy4eOHOM 3aBeneHuu. OpraHuzanus ydeOHOTO Tmpolecca B
yHUBepcuTeTe. Mojenps KOMIETEHIMH crheuudanucta B 00JacTH  MH(MOPMALMOHHBIX  TEXHOJIOTHH.
JInuHOCTHBIE KauecTBa cCIeUMaIucTa B 00JacTH HMH(DOPMALMOHHBIX TeXHOJOrui. OOpa3zoBaTeNbHbII
crangapt 10.05.01 — KommnbroTepHas 0e30macHOCTb. XapaKTepUCTUKA HAMpaBICHUS IOJTOTOBKH
crienuanucTa. 3ajayi BUAOB Mpo(dhecCHOHaNbHON NesATeNbHOCTH crienuainicta. TpeboBaHUs K pe3ynbTataM
OCBOEHHUs 00pa30BaTeIbHON MPOTrpaMMBI crieranicTa. bazoBblil yueOHbIH MiaH.

8. YacTHasi ’KU3Hb U IPaKIAHCKHE CBOOOBI

[udposoe odmectBo. udpoBas rpaMoTHOCTh. DTHUECKUE M 3aKOHOAATENbHBIE OCHOBBI JIMYHOM
0€30MacHOCTH; KOH(UACHLINUAILHOCTh MEPCOHANbHON HH(pOpManuu B 0a3axX JaHHBIX; TEXHOJIOTMYECKHE
pemieHust A obecredyeHus] KOH(HUIESHIMAIbHOCTH; CBOOOJA CaMOBBIPAXEHUS B KHOEpIPOCTPAHCTBE;
BIIUSIHUE HA UHTEPHALIMOHAIBHOCTD KYJIbTYPHI.

4.3 IlpakTuyeckne 3aHATHA (CEMUHAPDI)

No Kon-Bo
No 3apaTus Tema
paszznena JacoB
1 1 OcHoBHble NOJ0KeHus JJOKTpUHBI HHPOPMAITMOHHOMN 6
6e3omacHoctu 2016 rona.
2 3 3amuTa wHGOpMaIK cranaaptHeiMu cpenctBamu WINDOWS 4
3 3 Bupychl 1 3amuTa oT HUX 4




Ne Kon-Bo
Ne 3ansaTus Tema
pazzena 9acoB
4 3 [IporpaMMbI-IITHOHBI 4
5 5 O1eHKa PUCKOB 4
6 6 3anTa 00bEKTOB MHTEIUICKTYaIbHON COOCTBEHHOCTH 6
HUtoro: 34

4.4 IlpnMmepHbIe TeMbl pedpepaToB

— 3ammra nH(OpPMaLIUU B COLIUATIBHBIX CETAX;
—  @umuHr;

— KrnonupoBaHue caiTos;

— DDOS-araku;

— Cmawm;

— IIporpammpI-IIITHOHBI;

— Bupycs

5 Y4yeOHO-MeTOANYECKOE 00ecredyeHue TUCIUIIINHDI
5.1 OcHoBHas JuTEpaTypa

1. MensaukoB, B. I1. UadopmannonHas 6e3omacHocTh U 3anmuta uHGopmanmu [Tekcr] : yaeOHOE
nmocodue AN CTYACHTOB BBICIIMX Y4E€OHBIX 3aBElICHUN, OOYYaIOIIUXCS MO  CHEIHATbHOCTU
"Nndopmannonnsie cuctemsl 1 TexHosioruu" / B. T1. Mensuukos, C. A. Kneiimenos, A. M. Iletpakos; mos
pen. C. A. KnelimenoBa.- 6-¢ u3m., crep. - MockBa: Akagemus, 2012. - 332 c.: wn - (Beicuee
npodeccruonanbHoe oOpa3zoBanue. MHpopMaTika 1 BRIYUCTUTENbHAS TEXHUKA). - bubmmorp.: ¢. 327-328. -
ISBN 978-5-7695-9222-5.

2. Mamok, A. A. Beeaenue B 3ammry WHQOpPMAuu B aBTOMAaTH3UPOBAHHBIX cucteMax [Tekcr]:
yue0. mocobue i CTYAEHTOB, 00y4YaIoOUIUXCs 10 CHell., HE BXOASIIUM B IPYIIy criell. B 001, uHpopM. Oe3-
omacHoctr / A. A. Mamok, C. B. [Tasu3un, H. C. [Toroxus.- 2-e uzg. - M. : Topsiuas simaus-Tenekom, 2004.
- 147 c.: un. - bubmmorp.: c. 143. - ISBN 5-93517-062-0.

5.2 lonoinuTenbHAas JIMTEpPaTypa

1. baitbypun B.b. BBenenue B 3amuty uHpopmanuu [Tekcr]: yued. mocoOue ans By30B /
B.b. BaiiOypun [u ap.]. - M.: ®OPYM: UHOPA-M, 2004. - 128 c. - bubnuorp.: c¢. 124-125. - ISBN 5-
89199-0130-4. - ISBN 5-16-001942-1

2. [ankunua, T. H. MeToas! u cpeicTBa 3aiuThl KOMIIbIOTEpHOH nHpopMmaruu [Tekct]: meron. yka-
3anusi K J1a0. mpaktukymy / T. H. Illankuna; M-Bo oOpa3oBanus u Hayku Poc. ®epepanun, Denep.
areHTCTBO Mo 00pa3zoBaHMIO, ['oc. 0Opa3oBar. yupexaeHue Beicil. npod. odpazosanus "OpeHOypr. roc. yH-
1", Kad. Berunci. trexuuku. - Opendypr: I'OY OI'Y, 2007. - 44 c. - bubnuorp.: c. 44.

3. Hanbrun, B. ®. NudpopmanmonHas 0e30MacHOCTh KOMIBIOTEPHBIX cucTeM U cerell [Tekct]:
yaeOHOe 1mocobue sl CTYICHTOB YUPEXKICHU cpeTHero mpodecCuoHaIbHOTO 00pa3oBaHus, 00yJIaronuXxcst
no rpymnre cnenuaibHoctelt "MupopmaTrka u BerancnutenbHas Texuuka" / B. @. [llanerus. - Mocksa: @o-
pym: UH®OPA-M, 2014. - 416 c.: nn. - bubmmorp.: c. 401-408. - ISBN 978-5-8199-0331-5. - ISBN 978-5-
16-003132-3

5.3 Ilepuoanueckue u3gaHust

KypHuanst:
— HMudopmanronnas 6€30macHOCTb, U3/1aTENBCTBO KoMIaHuH «I poTek», r. MockBa;
— BectHuk nHdopManmonHoi 6€30MaCHOCTH, U3aTeNbCcTBO KoMnaHuu «I porek», r. Mockaa;



— IIpob6nemsl nHpOpMannoHHO# Oe3onacHocTu. KommbioTepHble cuctemsl, uzaarenbcrso Cnolly,
r. Cankr-IlerepOypr.

5.4 UnTepHeT-pecypchbl

— http://www.securitylab.ru/ - «SecurityLab.ru»
— http://Www.0Sp.ru/ - «OTKpBITbIE CHCTEMBI»
— http://www.citforum.ru/ - «CIT FORUM»

5.5 IlporpammHoe obOecnedeHue, npodeccuoHajbHble 0a3bl JAHHBIX M HMH(OPMALMOHHbIE
CIPaBOYHbIE CHCTEMBI

1. Omepanmonnas cuctema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01,
TUIEH3MOHHBIHN 1oroBOp NeA-2021-1374-BY3 ot 28.05.2021

3. HurerpupoBanHas cpena paspadotku Microsoft Visual Studio Texymeit Bepcum. [octymHo
OecrulaTHO B paMKax JHIeH3MOHHOTO cornamenus Visual Studio Community. PazpaGoTtumk: KoMmaHHs
Microsoft. Pexxum noctyna https://visualstudio.microsoft.com/ru/vs/community/

4. Bba3wl qaHHBIX, THOOPMAIIMOHHO-CITPABOYHBIC U TIONCKOBBIC CHCTEMBI:

— Koncynprant Ilmoc [DnektponHblii pecypc] : copaBodyHO-TipaBoBas cucremMa / Kommnanus
Koncynprant Ilmoc. — DOnekrtpoH. mgaH. - MockBa, [1992-2025]. - Pexum gocrymna
http://www.consultant.ru/

— 3akoHomaTenbcTBO Poccun [DNeKTpoHHBIA pecypc| : HHPOPMAIIMOHHO-TPABOBasi CHCTEMA. -
Pesxxum noctyna : http://pravo.fso.gov.ru/ips/

— Caiir ®egnepanbHO CIyKObl 10 TEXHUYECKOMY M OKCIOPTHOMY KOHTpoito Poccuiickoit
dbeneparuu: https://fstec.ru/

6 MaTepI/laﬂbHO'TeXHI/I‘leCKOC o0ecneyeHue AUCHHUIIIMHBI

3aHATHSL 10 JUCLHUIUIMHE TPOBOAATCS B ayJUTOPHSAX, OCHALICHHBIX KOMIIBIOTCPHBIMH U
MYJIbTHMEIUUHBIMA CPEICTBaMH. Paboune CTaHIMM CTYICHTOB U TPENojaBareis OObeJAWHEHBI B
JIOKaJTbHYI0 KOMIIBIOTEPHYIO CETh C BO3MOXKHOCTBIO BbIX0/1a B IHTEpHET.

JIeKIIMOHHBIE 3aHSTHUS TPOBOIATCS B AyAUTOPHUSX, OCHANIEHHBIX MYJIbTHMEINNHBIM 000PYI0BaHHEM.

[IpakTuyeckre 3aHATUSI TMPOXOMSIT B KOMIBIOTEPHBIX KIAaccax, B KOTOPHIX YCTAHOBIICHO
o0opyoBaHue:

- cucTeMHbIe OokH Ha 6ase mpoueccopa Intel Core i5;

- cucteMHbIe 010kH Ha 0ase mporeccopa Intel Pentium Core 2 Duo;

- MOHHUTOPBI Mojiesielt Samsung, ViewSonic.

K paboueii npocpamme npunazaromcsn:
— @OHJI OLICHOYHBIX CPEACTB JUIsl MPOBEACHUS MPOMEKYTOYHON aTTECTAllMU OOYYAIOIIUXCS TIO
JTUCIUTUTNHE;
— Metoauueckue yKkazaHus JUIsi 00YJarOIIUXCs IO OCBOGHUIO JTUCITUILIAHBL.


http://www.securitylab.ru/
http://www.osp.ru/
http://www.citforum.ru/
http://www.consultant.ru/
http://pravo.fso.gov.ru/ips/
https://fstec.ru/

