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1 He.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Hesab (mesn) OCBOCHMS AUCUMUIUIMHBI: (OPMUPOBAHUE 3HAHUM 00 OCHOBHBIX COCTaBIISIFOILUX
nH(POPMAIMOHHOM 6€30MacHOCTH rocyiapcTBa, o0IIecTBA U JTMYHOCTH; YMEHUH U HABBIKOB MCIIOJIb30BAHHS
OpraHU3alIOHHBIX, MPABOBBIX, HHKEHEPHO-TEXHUYECKHX, alapaTHO-NPOIPaMMHBIX, KPUITOrpadhuuecKux
METOZOB W CPEACTB 3aIUUThl WHGOpPMAMKA TpPHU PEIICHHUH CTAaHAAPTHBIX 3a7ad MpodecCHOHATBHON

JEeSITeIbHOCTH C Y4E€TOM OCHOBHBIX TpeOOBaHUI HHPOPMAIIMOHHOM 0€3011aCHOCTH.

3amaun:

1) meopemuueckuii komnonenm:
—  OCBOCHHE OCHOB TEOpUH MHPOPMALUOHHON 0€30MacHOCTH, 3HAKOMCTBO C COBPEMEHHBIMH 33a4aMH,
TEPMUHOJIOTHEH, MOJIENIIMHA U KOHIETIIUAME HHPOPMAITMOHHON 0€30MacHOCTH TOCYIapcTBa, OOIIECTBA H JINYHOCTH,
MOCTPOCHUS CUCTEM UH(POPMAIIMOHHON 0€30T1aCHOCTH;
2) no3naeamenbHulli KOMHOHEHM.

—  W3y4YCHHE OCHOBHBIX MOJIOKEHUH CTPATETnH HALMOHAJILHON 0€30MacHOCTH, METOJIOB U CITIOCOOOB Bezie-
HUS HH)OPMAITMOHHON BOMHBI, OCHOBHBIX BHIOB OOecTicueHUs HHPOPMAITMOHHONW 0€3011aCHOCTH, METOIOB OIICHKH
YPOBHS 3aIIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM, METOJIOB U CPEJCTB KOMITIEKCHOH 3aIUTH HH()OPMAITUH;

3) npaxmuueckui KOMROHEHM.:

— TpUMEHEHHWE OPTaHWU3alMOHHBIX, IPABOBBIX, WH)KEHEPHO-TEXHHYECKHX, AalllapaTHO-NPOTPAMMHBIX H
KpUNTOrpadu4eckux METOJ0B M CPEJICTB 3aIIMTHl HHPOPMAIIUK PH PEUICHUH 3a/1a4 NPo(ecCHOHaIbHOM AesTenbHO-

CTH.

2 MecTo TUCHUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

Jucnunnuna oTHOcUTes K 6a30Boit yactu 6oka [l «{ucuurianabl (MO )>»

IIpepexBusutsl nucuuriubbl: b1./1.6. 13 Ungpopmamuxa

HOCTpCKBI/ISI/ITLI

UCLIUILINHEL:

b1.J[B.10 Memoosi

u cpedcm ea 3auiumbl

KOMNbIOMEpPHOU

ungpopmayuu, b1./].B.15 Bezonacnocmov unghopmayuonnsvix cucmem u 6a3 OaGHHbIX

3 TpeGoBanus K pe3yjabTaTaMm 00yUeHUs MO TUCIUIJINHE

Hpouecc HU3YyUYCHUS NJUCHUIIJIMHBI HAITPABJICH HaA (l)OpMI/IpOBaHI/Ie CJICAYIOMIUX PE3YJIbTATOB 06y‘IeHI/I$I

Ko n HaumeHnoBaunue
dbopMUpYyEMBIX KOMIETSHIIHIA

KOI[ 1 HAUMCHOBAHUEC MHIHUKATOpa
JOCTHIXKCHHA KOMIICTCHIIMHN

[Tnanupyembie pe3yybTaThl

00yd4eHUs 1Mo JUCIUIIIHHE,

XapaKTEePHU3YIOIIUE TAIbI
dopmupoBaHus
KOMIIETCHITHH

OIIK-3 Cnocoben peratsb
CTaHJapTHBIC 337a4K
npodecCuoHaIbHON
JeATeTbHOCTH Ha OCHOBE
MH(GOPMAITHOHHON 1
OoubIMorpaduuecKoi KyJabTyphl C
NpUMEHEHnEM HHPOPMALTHOHHO-
KOMMYHHMKAIIMOHHBIX TEXHOJIOTHI
W C y4ETOM OCHOBHBIX
TpeGoBaHUI HHPOPMALTMOHHON
0e30macHOCTH

OIIK-3-B-1 3Haet npuHIHUIIEL, METOBI U
CpEeJICTBA PEIICHUs CTAHIAPTHBIX 3a/1a4
po(heCCUOHAIBHOM JIeATENbHOCTH HA OCHOBE
MHGOPMAITMOHHON 1 OHOIHOTpaduIecKoit
KYJIBTYPBI ¢ TPUMEHEHHEM HH()OPMALIMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH U C YYETOM
OCHOBHBIX TpeOoBaHUH HH()OPMAIIMOHHOH
0e30MmacHOCTH

OI1K-3-B-2 YmMeeT periath CTaHapTHbIC 33a41

npodecCHOHANBHON AeATETLHOCTH HA OCHOBE
MHPOPMALMOHHON 1 OubInorpadudecKon
KYJILTYPBI ¢ IPUMEHEHUEM UHPOPMAIHOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJOTHI ¥ C Y4eTOM
OCHOBHBIX TpeOOBaHUH MH(POPMALIMOHHON
Oe3onacHocTH

3HATb: OCHOBBI HH(pOPMAIIU-
OHHOU 1 OnbnHorpaduveckon
KYJIBTYpPbI; OCHOBHBIE TPeOo-
BaHUs UHPOPMAIIMOHHON 6e3-
OTACHOCTH MIPY PEIICHUH
CTaHJAPTHBIX 3aJ1a4 ipodec-
CHOHAJILHOH JIeSITeTIbHOCTH;
METOZBI M CPEACTBA PEILICHHUS
CTaHJAPTHBIX 3aJ1a4 ipodec-
CHOHAJILHOH JIESITETILHOCTH C
MpUMEHEHnEM HHPOpMaLu-
OHHO-KOMMYHHKAITUOHHBIX
TEXHOJIOTUH U C YYETOM Tpe-
OoBaHMi HHPOPMAITMOHHOM
Oe3onacHocTd

YMmertn: popMynarpoBath




KOI[ 1 HAUMCHOBAHUC MHHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

CTaHIapTHEIC 3a1a49u mpodec-
CHOHAJILHOH JIESITETLHOCTH C
Y4ETOM OCHOBHBIX TpeOOBa-
HHAN HHOOPMAITMOHHON 0e3-
OTIaCHOCTH; IPUMEHSATH HH-
(hopMarmoHHo-
KOMMYHHKAIIMOHHBIC TEXHO-
JIOTHH JIJISl peIICHHS CTaH-
JAPTHBIX 33734 IPoQeccro-
HAJIBHOW JIEATELHOCTH C y4e-
TOM TpeOoBaHUH MHPOPMAITH-
OHHOI 6€301acHOCTH
Baajners: MeTogaMu TIOMCKA U
aHann3a nHGOpPMAaIHH B
npodecCHOHANTBHO-
IIPaKTUYECKOHN NEATEIbHOCTH
Ha OCHOBE HH()OPMAaIMOHHOM
u 6ubnrorpaduaeckoit
KYJIBTYPBI C Y4ETOM
COOJIIO/ICHHUST aBTOPCKOTO
MpaBa U OCHOBHBIX
TpeOOBaHMIA
UHQOPMAITHOHHON
Oe3omacHOCTH

4 CTpyKTYypa U collepKaHHue TUCHHUIINHBI

4.1 CTpyKkTypa THCHHILIMHBI

OO61mas TpyA0eMKOCTh AUCIUILIMHBI COCTABISAET 5 3aueTHBIX enuHull (180 akageMruecKkux 4acoB).

TpynoemMKocCTs,
Bun paboTst aKaJICMUYECKHUX YacOB
3 cemecTp BCETO
OO6mas Tpy10éMKOCTh 180 180
KonrakTHasi pabora: 50,25 50,25
Jlexmuu (JI) 18 18
[Tpaktuyeckue 3ansatus (I13) 16 16
JlaGopatopusbie pabotsl (JIP) 16 16
[TpomesxyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padora: 129,75 129,75
- CAMON0020Mo8Ka (Mpopabomka u nO8MopeHue I1eKYUOHHO20 MAMmepuald u
Mamepuana y4eOHUK08 U y4eOHbIX nocooull;
- U3yyeHue pazoenos Kypca 8 cucmeme 21eKmpoOHHO20 00yYeHUsl,
- N0020MOBKA K 1aO0PAMOPHBIM 3AHAMUIM,
- H0020MOBKA K NPAKMUYECKUM 3AHAMUSIM,
- N0020MOBKA K PYOEHCHOMY KOHMPOIO.
Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIIUPOBAHHBIH 3ayer
3a4er)




Paznensl nuCuIIMHbL, U3y4aeMble B 3 ceMecTpe

KonnuecTBo yacoB
Ne HaumenoBanue pa3aenon ayauTopHas BHEAY/I.
paznena BCETO abora 5
1 | m3|ap | PO
1 BBenenue B AMCIUIUIMHY 22 2 2 2 16
2 OCHOBBI TOCY1IapCTBEHHON MTOJIMTUKU PD B 44 4 4 4 32
obiactu HHGOOPMAIIMOHHON OE30MMaCHOCTH
3 Nudopmanmonnas BoriHa 26 4 2 2 18
4 OcHoBBI oOecnieueHs1 HHOPMAITUOHHON 88 8 8 8 64
0€30MacHOCTH aBTOMATH3UPOBaHHBIX cucTeM (AC)
HWroro: 180 18 | 16 | 16 130
Bcero: 180 18 | 16 | 16 130

4.2 Cogepxanme pa3iejioB IUCHUNIMHBI

Pa3nen 1. BBegenue B 1MCUMILVINHY

1.1 OcHoBHBIC IOHATHS TEOPUH HHPOPMALMOHHON OE30MaCHOCTH.

1.2 Bwugas! uHpOpMaAMK OTPAHUICHHOTO TOCTYTIA.

1.3 HuadopmarronHas 0€30MaCHOCTh B CUCTEME HAIIMOHAIBHOM Oe3omacHoCcTH PO.

1.4 Ponb naopMaimoHHOMi 6€30MacHOCTH B 00ECTICYCHUH HAITMOHATBHON 0€30MacHOCTH TOCY1apCTBa.

Pazjnen 2. OcHoBbI rocynapctBenHoil noautuku P@® B o61actu nHGpopManMoOHHOH 0e30MacHOCTH
2.1 HammmonaneHeie nHTEpechl PO B nHMDOpMamonHoi chepe u nx odbecrievyeHue.

2.2 Bugpl yrpo3 nnpopmannonHo# 6ezomacHocT PO.

2.3 Uctounnku yrpo3 nHHOPMAITMOHHON 0€30MaCHOCTH.

2.4 OcHoBHBIE HampaBleHUs oOecredeHnss WH(OpMaIMOHHON Oe3omacHOoCcTH TrocymapcTBa. Cucrtema

obecnieuenus nH(GopMalmoHHo# O0e3onacHocT PO.

Pasnen 3. Uudopmannonnasi BoiiHa

3.1 Metonpbl U CpeaCTBa BelleHUS HH(POPMAIIMOHHON BOWHBI.

3.2 UudopmaimoHHas 6€30MacHOCTh U MH(POPMAIIMOHHOE IPOTUBOOOPCTRO.

3.3 UndopmanmoHHoe opyKue, ero kiaccupukaiys 1 BO3MOXKHOCTH.

3.4 O6ecnieueHne MHGHOPMAITMOHHOM 0€30MACHOCTH 00BEKTOB MH(OPMAIMOHHOM chephl rocyapcTBa B yCio-

BUSAX HH()OPMAIIMOHHON BOWHBI.

Pa3znen 4. OcHOBBI 00ecneveHnsi HH(POPMANHOHHOI §€30MACHOCTH aBTOMATH3HPOBaHHBIX cucTeM (AC)
4.1 Opranu3anroOHHO-IIPABOBbIE METOBI U CpeAcTBa obecneueHus nHpopmanronHoit 6esonacnoctu AC.

4.2 HKeHepHO-TEXHIYECKIE METO/IBI U cpelicTBa obecriedeHns: nHGopMannonHoi 6e3onacHocta AC.

4.3 AnmapaTHO-TIpOTpaMMHBIE CPEJICTBAa METOBI M CpejicTBa obecrieueHus: HHPOPMAIMOHHON 0€30I1acHOCTH

AC.
4.4 OCHOBBI KOMIUIEKCHOTO obecrieueHust nH(hopMaImoHHoi oezonacuoctu AC.
4.3 JlaGopaTopHblie padoThbI
Ne JIP Ne HaunmenoBaHue 1a00paToOpHBIX paboT Kou-so
paszzena 4acoB
1 1 MeToap! 3aKTH HHPOPMALMH OT pa3pyLIAIOLINX MPOTPAMMHBIX BO3EH- 2
CTBHH P MOMOIIM aHTHBUPYCHBIX CPEACTB 3aILUTHl HHOpMaLUU
2 2 Uccnenosanue yszsumocteii [TK 1 KC 2
3 3 BrlisiBnenne aHoMaabHON CETEBOM aKTUBHOCTH Ha OCHOBE aHAJIN3a CETEBOTO 2
Tpaduka
4 4 MeToap! 1 cpecTBa 3alIUTh HHPOPMALIMH OT HECAHKLIHOHUPOBAHHOT'O J10- 2
cTyna




No JIP Ne HanmenoBanue nabopaTopHbIx paboT Kon-s0
paszzena 4acoB

5 4 buomMeTpryeckue cpencTBa 3alUThL JOCTyTa 2

6 4 Kpunrorpaduueckas 3amura HHGOpMaIHK 2

7 4 AIMUHHUCTPUPOBaHHE HHPOPMAITMOHHONW O€30TIaCHOCTH B OTIEPAITMOHHBIX 2
cucTeMax

8 4 Pa3pabotka nonutuku uHpopMaunonHon 6ezonacHocTH st AC 2
HToro: 16

4.4 llpakTuyecKkue 3aHATHS (CEMUHAPBI)

Ne
Ne Kon-Bo
3aHATH Tema

o paszena 4acoB

1 1 MerTo/p! 3anTuTHl HHPOPMAITUHU OT pa3pyIIAOIINX POTPAMMHBIX BO3/EH- 2
CTBHI IPU MMOMOIIM aHTHBHUPYCHBIX CPEACTB 3aIUTHI HHPOPMALIUH

2 2 Wccnenosanue yazsumocteil [IK u KC 2

3 3 BrIsiBIIeHHE aHOMAIBHON CETEBOM aKTUBHOCTU Ha OCHOBE aHAJIM3a CETEBOTO 2
Tpaduka

4 4 MeTo/p1 ¥ CpeACTBa 3alIUTH HH(POPMALIMK OT HECAHKIIMOHUPOBAHHOTO JI0- 2
cTyna

5 4 BromeTpudeckuie cpelicTBa 3aIIUThI JOCTYIIA 2

6 4 Kpunrorpadudeckas 3ammura nHOOPMAITIH 2

7 4 AIMUHHECTpHpOBaHUE WHHOPMAITMOHHOW O€301TaCHOCTH B OMIEPAIIMOHHBIX 2
crcreMax

8 4 PaspaboTka nogutrky nHGOpMaIMoHHOM Oe3onacHocTu st AC 2
Htoro: 16

5 Y4yeOHO-MeTOANYECKOE 00ecredyeHue TUCIUIIINHDI
5.1 OcHoBHas JuTEpaTypa

1 Mamok, A. A. Beenenue B 3amuTy WHGOpPMAIUU B aBTOMAaTH3UPOBAaHHBIX cucTteMax [Teker] : yueo.
nocobue AJisi CTYACHTOB, 00yUaroIIUXCs 10 CIEIl., He BXOJSIIMM B TPYIHITY CHell. B 00JI. HHPOpM. GezomacHOCTH / A.
A. Mamok, C. B. I1azuzun, H. C. IloroxwuH.- 2-e u3a. - M. : ['opsuas nuans-Tenexom, 2004. - 147 c.

2 Tamatenko, B. A. Crannapts! nHbopManuoHHOH 6e3onacHocty [Teket]: kype nekuuii / B. A. T'ana-
TeHko; noj pen. B. b. Berenuna. - M. : Unateprer-YH-T Uadopm. Texnonoruii, 2004. - 328 c.

5.2 JlonosiHMTEIbHAS JIMTEPATYpPa

1 Jessaun, [1. H. Mozaenu Ge30macHOCTH KOMIBIOTEPHBIX cucTeM [Tekcr]: yueb. mocodue mmst By3oB / I1.
H. Jepsaun. - M. : Axagemus, 2005. - 144 c.

2  Illanerus, B. @. 3amura KoMnbeloTepHOH HHPopManuu. JddheKTUBHbIE MeTOBI U cpeacTBa [Tekcr] :
yue0. mocobue IUIsi CTYACHTOB BY30B, oOydarommxcs mo Hampasieruto 230100 "MHpopmaTnka ¥ BEIYUCIUTENbHAS
texauka" / B. ®@. lansrun. - M. : IMK TIlpecc, 2008. - 544 c.

3  Texuuyeckune KaHaIbl YTEUKHM MHPOPMALMM M CPEACTBA 3alIUThl MH(OpPMALUU OT yTE€UYEK M0 TeXHHYe-
CKUM KaHanaM [DIeKTpOHHBIN pecypc] : 3JeKTpoHHBIN Kype jekuuid / A. I'. Adpun, T. B. AGpamosa, H. M. bapayko-
Ba, M. . Kackuros, K. A. KoBansckuif; M-Bo oOpa3oBanus u Hayku Poc. @enepanuu, @eaep. roc. OromkeT. oOpa3o-
BarT. yUpexJaeHue BhICIIL. pod. oopazoBanus "OpeHoypr. roc. yH-1". - OpenoOypr : OI'Y. - 2014. - 8 ¢.

Pexxum noctyma:

http://ufer.osu.ru/index.php?option=com_uferdbsearch&view=uferdbsearch&action=details&ufer_id=980

5.3 llepuoanueckue u3gaHust

Kypnansr:



—  BecTHHK KOMIBIOTEPHBIX U HH(POPMAIIMOHHBIX TEXHOJIOTHIA: )KypHaIL. - MockBa: Arenrctso "Pocrie-
gate", 2024. - T. 20, N 1-6 [1 ap];

—  3amura nadopmanmu. MHcaiin : xyprai. - Mocksa : U/l "Aduna", 2023. - N 1-3 [1 ap]

—  MuadopmanuonHsie TeXHOIOTHU: KypHal // H(OpMalnOHHBIE TEXHOJIIOTHH C €KEMECSYHBIM TPUIIOKe-
HueM. - Mocksa: Arerrctso "Pocmeuars”, 2023. - T. 29, N 1-6 [1 ap].

5.4 UnTepHeT-pecypcsbl

1. EnwHoe okHO MocTyma K 00pa3oBaTeNbHBIM pecypcaM: WH(OPMAIMOHHAS CHCTEMa. — DJIEKTPOH. JaH. —
OI'Y THUU UTT «Mudopmuka», 2005 — 2011; MunucrepctBo odpazoBanus u Hayku PD, 2005 — 2016. — Pexxum
nocrtymna: http://window.edu.ru/ . — 3ari. ¢ skpaHa.
[TopTan o TemMatrke HHGOPMAIIMOHHON Oe30macHocTr: http://www.securitylab.ru/
Caiit acconuaiiu 1o Borpocam 3auuthl nHpopmanuu BISA: http://bis-expert.ru/
Caiit nayuHoro xypHana «Bomnpocsl kubepoesonacuoct»: http://cyberrus.com/
Caiit denepaibHOI CITyKOBI TI0 TEXHHYECKOMY U SKCIIOPTHOMY KOHTpoJIto: https://fstec.ru/

SIENFANNY

5.5 IlporpammHoe o0OecnedeHue, npodeccuoHajbHble 0a3bl JAHHBIX W HHPOPMALMOHHBbIE
CIPaBOYHbIE CHCTEMBI

1. Onepaunonnas cuctema PEJ] OC

2. TTaket oducusix npunoxenuii LibreOffice

3. [lnatdopma my1st mpoBeneHNs OHJIAWH MeponpusTHid 1 BugeokoHdepenmii «DIONy.

4. AutuBupyc Kaspersky Endpoint Security mist 6usneca - Cranmaptabiii Russian Edition.

5. KoncynberanT [Imtoc [DnekTpoHHBIH pecypce] : cripaBoYHO-TpaBoBas cucreMa / Komnanus KoHcynbranT
[Troc. — DnexTpoH. aaH. — Mockaa, [1992-2025]. — Pexxum noctyna : B tokanbHo# cetn OI'Y
\\fileserverI\!CONSUL T\cons.exe

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCHUIINHBI

VY4eOHble ayIUTOPHH Ui TPOBEICHHS 3aHATHI JIEKIMOHHOTO THIIA, CEMHHAPCKOTO THIIA, JUIS
IIPOBE/ICHUS] TPYIIOBBIX M HMHIUBHyalbHbIX KOHCYJIbTAllMi, TEKYIIEro KOHTPOJS M IPOMEKYTOUHOMH
aTTecTallii. AYAUTOPUM OCHAIEHbl KOMIUIEKTAMH YYEHHYEeCKOH MeOenn, TEeXHHUUECKUMH CpeICTBaMU
oOyueHus, CIyKallUMH JIJIs IPECTaBlIeHUs yueOHON nHpopMauu O0NbIION ayIUTOPUH.

Jns mpoBefieHHs N1a0OpaTOPHBIX 3aHATHH MCIOJIB3YETCS KOMIIBIOTEPHBIM KJIACC, OCHAICHHBIN
KOMIIBIOTEpAaMHM C TIOJKIIOYeHHEeM K ceTu VHTepHeT u oOecnedeHHeM JOCTylna B 3IIEKTPOHHYIO
nH(pOpMalMOHHO-00pa3oBarenbHyto cpeny OI'Y.

[Tomerienue st caMOCTOATENBbHON PabOThl 00YYarOIIMXCSI OCHAIEHBI KOMITBIOTEPHOU TEXHUKOH,
noJkiItoYeHHoH Kk cetu "HHTepHer", M obecredeHneM JA0CTyna B 3JIEKTPOHHYIO HH(OPMAIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.
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