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1 Ilean u 3a1a491 OCBOEHUS AUCHUILIHHBI

ean (1eaH) OCBOSHMS JUCITATUIMHBI:

(bopMHpOBaHHE OCHOBOIIOJIATAIOIINX 3HAHUN, YMEHUH, HABBIKOB Y CTYJICHTOB B U3yU€HUH IPUHIUIIOB
IIPOEKTHUPOBAHNS KOMIIBIOTEPHBIX CETEH, HACTPOMKHU CETEBOro 00OpYyOBaHuUs, a TAKXKE Pa3pabOTKU KIUEHT-
CepBEPHBIX MPUIOKEHUH ¢ ucronb3oBanueM mpotokona TCP/IP.

3amaun:

M3y4YeHUEe TEOPETUUECKUX OCHOB COBPEMEHHBIX BBIUUCIUTEIBHBIX CETEH;

— HAaCTpOIKa U HKCIUTyaTalsi KOMMYHUKAIIMOHHOTO 000PY/1I0BaHNUS;

pa3paboTKa IPOEKTOB KOMITBIOTEPHBIX CETEH, pacueT 3arpy3Ku;

MIPOrpPaMMHUPOBAHHUE PACIIPEACICHHBIX CUCTEM 00pabOTKM MH(POPMAIMU HAa OCHOBE IMPOTOKOJIA

TCP/IP.
2 MecTo JUCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHO NPOrpaMMbl

Hucuurnnuna oTHOCUTCA K 0a30Boit yactu 6s10ka [1 «/{ucuumnuner (MOTyn)»

[Tpepexsusutsl qucuutiudbl: b1./].5. 14 Ungopmamuxa, b1./1.5.16 Onepayuonnvie cucmemsl u 000-
nouxu, b1./].B.2 9BM u nepugheputinvie ycmpotiicmsa

[HoctpexBusutel aucuuiuivnsl: b1./{.B.13 Ilpoepammuposanue WEB-npunoscenuu, b1./{.B.16 3a-
WuUmMa KOMNbIOMEPHBIX CUCEM

3 TpeGoBanus Kk pe3yjabTaTaMm 00yUeHUs MO TUCHUIINHE

Hpouecc HU3YyUYCHUS NUCHUIIJIMHBI HAITPABJICH HaA (I)OpMI/IpOBaHI/IC CJICAYIOIIUX PE3YJIbTAaTOB O6y‘ICHI/I$I

[Inanupyemble pe3yabTaThl
Kon n HanmeHoBaHue Kox n HanMeHOBaHUE HHANKATOPA 00y4YeHHs 10 TUCIUTUINHE,
(bopMHpyEeMBIX KOMIIETEHLIUH JOCTH>KEHUS] KOMIIETEHLIUU XapaKTepU3yIOIIUe 3TaIbl
(hopMUpOBaHHS KOMIIETEHITHHA
OIIK-2 Cnocoben nonumats  |OIIK-2-B-1 3naet npuHuuns! pabotel  |3HATH:
MPUHITUIIBI paOOTHI COBPEMEHHBIX HH(POPMAITHOHHBIX MPUHIUIIB PaOOTHI
COBPEMEHHBIX TEXHOJIOTUI U IPOTPaMMHBIX CPEJICTB, B | COBPEMEHHBIX
WH(POPMAIMOHHBIX TEXHOJIOTHUH | TOM YHCJIE OT€YECTBEHHOTO WH(POPMAIIMOHHBIX TEXHOJIOTHMA
U IPOTPaMMHBIX CPEJICTB, B MIPOU3BO/ICTBA U IPOTPaMMHBIX CPEJICTB, B TOM
TOM YHCJIE OTE€UYECTBEHHOTO OIIK-2-B-2 Cnoco0eH HCIoNb30BaTh  |9YHCIIE OTEYECTBEHHOTO
IIPOM3BOJICTBA, U MCIIOJIb30BATh | COBPEMEHHbIE HH()OPMAIIMOHHBIE HPOU3BOJICTBA
WX TIPH PEIICHUH 33134 TEXHOJIOTUH U IPOTPAMMHBIE CPECTBA, | YMeTh:
npodeccuoHaIbHON B TOM YHCJI€ OT€YECTBEHHOIO UCIIO0JIb30BaTh COBPEMEHHbBIE
JeSITeTbHOCTH MPOU3BOJICTBA MPH PEIICHUH 33124 WH(POPMAIIMOHHBIE TEXHOJIOTUU
poeCCHOHATILHOMN 1eATEIbHOCTH U IPOrpaMMHBIE CPEJICTBA, B TOM
OIIK-2-B-3 Bnageer HaBBIKAMH YHCIIe OT€YECTBEHHOTO
MIPUMEHEHHSI COBPEMEHHBIX MIPOU3BO/ICTBA MPH PEILICHUH
MH(OPMALIMOHHBIX TEXHOJIOTUH U 3a/1a4 npodeccuoHaIbHON
MIPOrpaMMHBIX CPEACTB, B TOM YHCIIE JeSITeNbHOCTH
OTEYECTBEHHOTO MIPOU3BOICTBA, U Baaners:
WCIOJIb30BATh UX MPU PEIICHUH 3a/1a4 | HaBbIKaMH IPUMEHEHUS
poheCCHOHATTLHOMN IeATETbHOCTH COBPEMEHHBIX
MH(POPMAIIMOHHBIX TEXHOJIOTHM
Y TIPOTPaMMHBIX CPEJICTB, B TOM
YHCcIie OTE€YECTBEHHOTO
MTPOU3BOJICTBA, U UCIIOIB30BATh




Kox n HaumenoBanue
(bOpMHUPYEMBIX KOMITETCHITHI

KOI[ W HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMHN

[Tnanupyemblie pe3yabTaThl

00y4YeHHUs MO TUCIUTUINHE,

XapaKTEPU3YIOIINE ITAITBI
(hopMUpOBaHHsI KOMITETEHITUI

UX TPH PELICHUH 33134
npodeccrnoHaIbHOM
JIeSATEILHOCTH

OIIK-8 Cnocoben
OCYIIECTBIISATH MOUCK,
XpaHeHue, 00paboTKy U aHaIH3
UH(POPMAIIMU U3 Pa3TUYHBIX
HUCTOYHHUKOB U 633 JaHHBIX,
NpPEICTaBIATH €€ B TpeOyeMoM
(dbopMaTe ¢ UCIOJIb30BAaHUEM
UH(POPMAIIMOHHBIX,
KOMITIBIOTCPHBIX U CCTCBBIX

OIIK-8-B-1 YmMmeer npuMeHSITh METO/IBI
MOMCKA U XpaHCHHUS HH(HOPMAIIHH C
HCIOJIb30BAHUEM COBPEMEHHBIX
MH(POPMAITMOHHBIX TEXHOJOTHMA
OIIK-8-B-2 MMmeeT HaBBIKK IIOMCKA,
XpaHEeHHs U aHaIu3a HHOPMAIUH C
HCIOJIb30BAHUEM COBPEMEHHBIX
MH(POPMAITMOHHBIX TEXHOJOTHMA
OIIK-8-B-3 3HaeT TeopeTHuecKkue

TEXHOJIOTHI OCHOBEI ITOMCKA, XpaHCHUA, U aHaJIu3a

uHpOopMaIu

3HaTh:

TEOPETUICCKHE OCHOBBI TIOMCKA,
XpaHEHUsl, ¥ aHaJIN3a
uHpopmanuu_yYMeTh:
MPUMEHSTh METO/IBI TIOUCKA U
XpaHeHUs: UHPOPMALIUH C
HCIIOJIb30BAHUEM COBPEMEHHBIX
UH(POPMAIMOHHBIX TEXHOJIOTUI
Baajaersb:

HaBBIKAMU TIOUCKA, XPAHCHHS U
aHanu3a nHpGopMaum ¢
UCIIOJIb30BaHUEM COBPEMEHHBIX
WH(GOPMAITMOHHBIX TEXHOJOTHI

4 CTpyKTypa U colepKaHHue TUCHHUIINHBI

4.1 CTpyKTypa THCHUILIMHBI

OO0r111ast TPYA0EMKOCTb AMCIUILIMHBI COCTABIISIET 7 3a4€THBIX eIUHHUIL (252 akaeMUYECKUX Yaca).

TpynoemMkocTs,
Bun pabotst aKaJIeMUYECKHUX YaCOB
4 cemectp BCETO

O01asi Tpy10€MKOCTh 252 252
KonTakTHas padora: 73,25 73,25
Jlexuuu (JI) 36 36
ITpaktryeckue 3anstus (I13) 18 18
JlaGopatopusbie padotsl (JIP) 18 18
Koncynbranun 1 1
ITpomerxyTouHas arrectanus (3a4eT, SK3aMeH ) 0,25 0,25
CamocrosiTesibHas padora: 178,75 178,75
- 8bINOIHeHUe pacuemno-zpaghuieckozo 3aoanus (PI3); +
- camono02omoeKa (npopabomka u nOGMopeHue 1eKYUoHHO020 Mamepuania u
Mamepuana y4eOHUK08 U y4eOHbIX nocooull;
- Uzyuenue pazoenos Kypca 6 cucmeme d1eKmpoHHO20 00VUeH s

“Komnvromepnole cemu”,

- N0020MO6Ka K 1a00PaAMOPHLIM 3AHAMUAM,

- N0020MOBKA K NPAKMUYECKUM 3AHAMUAM,

- N0020MOBKA K PYOEHCHOM)Y KOHMPOJIIO.
Bua uToroBoro KoOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3K3aMeH
3a4er)




Paznensl nucnumivHel, n3ydaembie B 4 cemecTpe

KoanuectBo yacoB
Ne HanmeHnoBanwue pa3aeioB ayauTopHas BHEAY/I.
paznena BCETO pabora 6
a1 |13 | | PP
1 OCHOBBI CeTeH Mepeayn TaHHBIX 32 4 4 6 18
2 Crannaptusanus oOMeHa JaHHBIMU KOMITBIOTEPOB 26 4 4 18
B cetu. Moaens OSI| u crek TCP/IP
3 CereBoe 000pyI0BaHHE 28 4 4 2 18
4 [ €XHOJIOTHU JIOKAILHBIX CETCH 24 4 2 18
5 CereBas ajpecanus 24 4 2 18
6 BBeneHue B MapuipyTH3aluIo 26 4 4 18
7 ITpotokomnsl creka TCP/IP, ucnons3yemsie ajis 24 4 2 18
paboThI Ciryk0 mocTaBmMUKOB yciuyr MHTepHEeTa
8 TexHOJIOrNH TJI00AJIBHEIX CETEH 24 4 2 18
9 BbecnipoBoHbIe TEXHOJIOTHH 22 2 2 18
10 OCHOBBI CETEBOI OE30IMaCHOCTH 22 2 2 18
Htoro: 252 36 | 18 | 18 180
Bcero: 252 36 | 18 | 18 180

4.2 Cogepxanme pa3iejioB IUCHUNINHBI

Pa3nes 1. OcHoBBI ceTeill epegavu JaHHbBIX

3HaKOMCTBO C KOMIbIOTEpHbIMH ceTsMHU. I[loHsTHe ‘“BblumciuTenbHas cers’. Ilpeumymiectsa
KOMIIBIOTEPHBIX ceTeld. OCHOBHBIE KOMIIOHEHTHI ceTH. Pomu KoMmbioTepoB B ceTH. OIHOpPAHTOBBIE CETH.
Tononoruu cereil. [Ipunuunne! cBa3u. Mctounuk, kanan u axpecart. [IpaBuna oomena nanasiMu. Konuposanue
coobmenusi. dopmarupoBanne coobmeHus. Pazmep coobmenus. CuHXpOHHM3aMs COOOIICHUS. MeToabl
paccbuikd cooOmieHuil. OOMeH [aHHBIMM B IPOBOJHOM JIOKalIbHOM ceTH. BakHOCTh NPOTOKOJIOB.
CrangapTusanus npotokoioB. dusuueckas aapecarust. OomeH nannbivu B Ethernet. Jlormueckas agpecarnusi.
Kabenu u koHtakTbl. OObluHbIE ceTeBble kabenu. KaOenp “Buras mnapa”. KoakcuanbHblil Kabenb.
OnToBOIOKOHHBIN Kabenb. CtannapTsl npokiaaku kadeneil. Kadenu tuna UTP. Iloakmouenue kadens tumna
UTP. IIpoBepka xabens.

Pa3znen 2. Crangaprusanusi o0MeHa JaHHBIMH KoMNbloTepoB B cetu. Mogeab OSI| u crex
TCP/IP

B3aumoseiicTBre KIMEeHTOB U cepBepoB. [IpOTOKOIIbI, HCTIONb3yeMble TPH B3aUMOJICHCTBUN KIIMEHTOB
u cepepoB. Tpancrnopthsie mpoTokoibl TCP u UDP. Homepa nopros TCP/IP. IpukiiaaHbie MPOTOKOJIBI U
ciy0b1. City)x6a nomeHHbIX uMeH (DNS). BeO-kianents! u cepepsl. FTP-kinenTts! u cepBepsl. KiueHTs! 1
CepBEpHI AJIEKTPOHHOMN MOYTHI. KIMeHTH! 1 cepBepbl MTHOBEHHOTO 0OMeHa cooduieHussMu. KineHTsl u cep-
BepbI rojiocoBoi cBsizu. Homepa noproB. MHoOroypoBHeBast MOJieNb U IPOTOKOJIBL. B3anMoneicTBre npoTo-
KoJI0B. B3aumoneiictBue mpotokosnioB. Mogenb oTkpbIThix cucteM ISO/OSI. Yposau monenu OSI. Ilporo-
kousbl Mosienu OSI. Texunonorun moaenu OSI. Ilouck u ycrpaHeHHne HEUCHPABHOCTEH ¢ MOMOIIBIO MOJEIH
OSI. ®ynkuuu ypoHeit Moaenu OSI npu noucke HencnpaBHocTel. MeTOAMKN ycTpaHEHHsI HEMCITPaBHOCTEH.
Cpasuenue mozaenu OSI u creka TCP/IP.

Pa3nen 3. CereBoe o0opynoBanmne

Hepapxnueckast CTpyKTypa BBIYMCIMTEIBHBIX CETEH. YPOBEHb JOCTyna. OCHOBHOE Ha3HAYEHUE
ypoBH# fgoctyna. DyHKIMHM KOHIIEHTpaTopoB. DyHKIMK KOMMYTaTOpoB. [lInpokoBemiarenbHas pacchlika co-
obmenuit B cetn Ethernet. TIporokon paspemenus aapecoB ARP. Tlpokiaaka xabeneii s CBSI3H CETEBBIX
YCTPOICTB ypoBHS JocTyna. Beibop ycTpoiicTB ypoBHs qocTymna. CerMeHTHpOBaHUE JIOKAIBHOW BBIYMCIIHU-
TEJNBHOM ceTh. Y poBeHb pacnpeneneHus. OCHOBHOE Ha3HaYeHUE YPOBHsI pacnpeeneHus. DyHKIu Mapuipy-
TH3aTopoB. Tabmuiel B maMaTu MapipyTu3aTopoB. OCHOBHOH 1LTI03. BEIOOp CeTeBBIX YCTPOWCTB YypOBHS
pacnpenenenus. CereBoe obopymnoBanue cemerictBa Cisco. Kommyraropsr Cisco. Mapmpyruzatopsr Cisco.



LlenTpanbHbIil ypoBeHb. L{eHTp ynpaBnenus cetbio. [[poekTpoBaHre U MPUHLIUIBI TEIEKOMMYHUKAITUOHHON
KOMHAThI IEHTPaJIbHOTO ypoBHs. [lonck HencnpaBHOCTEH B CETH.

Pa3nen 4. TexH010ruM JTOKAJIBHBIX ceTel

KommyTanivs B BEIUMCIHTEIBHBIX ceTsax. KoMmMyramnust u cermeHTanus. MHOTOypOBHEBasi KOMMYTa-
usi. Tunbl kommyTanuu. besonacHocTs kommyTaTopoB. [IpenoTBpaiieHue nereiab KommyTaiuu. Pesepsupo-
BaHHe B kommyTupyemoii cetu. [Ipotoxon STP (Spanning Tree Protocol). Kopuessie mocthl. [IpoTokon RSTP
(Rapid Spanning Tree Protocol). Bupryanbsusie gokansabie cetd VLAN. Hasznauenne VLAN. Unentuduka-
uus VLAN. Tpankunr u Mmapumpyrusanus mexay VLAN. Marucrpansssie noptsl. Pactipenenenne VLAN Ha
HECKOJIbKO KoMMyTaTopoB. Mapmpytuzanus Mmexxay VLAN. O6cnyxuBanne VLAN B KOpropaTuBHOM CETH.
ITpotokon VTP (VLAN Trunking Protocol). IToxaepxka VLAN mist IP-tenedonuu u 6ecripoBOHOTO J0-
crymna. Pekomenayemsie metoabl padbotel ¢ VLAN.

Paszgea 5. CereBasi agpecauusi

Hasnauenue npotokona IP. Ctpykrypa IP-anpeca. Bzaumoneiictsue IP-anpecoB u macok noaceru.
Haznauenne macok noaceru. Knaccsl IP-agpecoB u macku nojicety o ymonuanuto. [1yOnuunbie 1 4acTHbIE
IP-anpeca. Anpeca oJHOAIpECHBIX, IIMPOKOBEIIATENbHBIX U MHOT0AJIPECHBIX pacchbuloK. IIpucBoenue cratu-
yeckux U nuHamuueckux aapecoB. Cepepbl DHCP. Hactpoitka DHCP. I'panutisl ceTu U MpoCTpaHCTBO al-
pecos. IlpucBoenune munamuueckoro aapeca DHCP. IlpeoOpa3zoBanue cereBbix aapecoB. IP-agpecamus B
LAN. O63op IP-anpecos. Pa3zouenue cetu Ha nmoacetu. Ilonp3oBaTensckue Macku nojaceru. Macku VLSM u
6ecknaccoBas mexaomennas mapuipyrusanus (CIDR). O6men nanasiMu Mexay nojacerssMu OCHOBHOE Tipe-
obpazosanue [P-anpecoB (NAT). [Tpunuun mexanusma NAT. Tepmunst [P NAT. Cratuyeckoe u nuHaMuye-
ckoe npeodpazoBanue NAT. IIpeodpazoBanue ceTeBbIx aapecoB Ha ocHoBe moptoB (PAT). IIpobnemsr IP
NAT. Macku noacereit. [IpeacraBinenne Mmacok. Pacuer nmojicereil ¢ HCMOJIb30BAHUEM JIBOMYHOTO MTPEACTAB-
nenus. [Ipouecc 6azoBoro pa3duenus Ha nojaceTy. Macku nojaceru nepemenHoi yunsl (VLSM). Baenpenue
anpecaruu VLSM. Knaccosast u 6ecknaccoBas mapuipytusanus. CIDR u cymmuposanue mapuipytos. [Tons-
THE arperupoBanus MapuipytoB. Pacuer o0benunenus mapuipyros. Hecmexxnnlie cetu. [Ipotokoun IP mecroit
Bepcun (Ipv6). Bosmoxknoctu nporokona [Pv6. CpaBuenue aapecaruu no nporokonam [Pv4 u IPv6. [lepe-
xo[ ot npoTtokona IPv4 k IPvé.

Pa3nen 6. Beenenue B MapmpyTu3zanuio

ITpuMmeHeHne NpoTOKOI0B MapuIpyTh3auuu. OcHOBBI MapupyTH3anuu. IIpoTokossl MapmpyTH3anuy.
O6mwme nmpotokoibl BHyTpeHHeH Mapipytusaiuu. [Ipotokon RIP. ITporokon EIGRP. IIpoTokosbl Ha ocHOBE
cocrostHus kaHana OSPF. Mapmpytusanus B opraHM3allMOHHBIX NoApasaeneHusX. IIpoTokosnsl BHemHEN
MapuIpyTu3anui. ABTOHOMHBIE cucTeMbl. Mapupyruzanus yepe3 Murepner. [IpoTokoibl BHEMIHEW Mapml-
pYTH3alMK ¥ TOCTaBIIMKH yciuyr MHTepHeTa. MapuipyTu3anus ¢ IOMOLIBbIO IPOTOKOJIOB HA OCHOBE BEKTOPOB
paccrostaus. [Iporokon RIP. ®yukuuu npotokoina RIP. ITpo6aemsr ¢ mporokosiom RIP. YcosepiencTBOBaH-
HBII POTOKOJI BHYTpEHHEN MapiipyTuzanuu Mexay nvirozamu (EIGRP). dynkuun nporokona EIGRP. Tep-
MuHojorus u Tabmuibl mpotokosia EIGRP. Cocenu u cmexnoctr EIGRP. Metpuku 1 KOHBEpreHIuu mpoTo-
kona EIGRP. IIpoGnemsr u orpanndenus nporokosna EIGRP. Mapuipyrusanus ¢ momMoIpio IpoToKoJIoB Ha
ocHoBe cocTosiHus kaHana. [Iporokon OSPF. Metpuku u konBeprenuus nporokosnoB OSPF. Cocennue mapi-
pyruzatopsl OSPF u otHomenus cmexnoctu. O6mact OSPF. IIpo6iemsl u orpannyenus OSPF. Mcnonb3o-
BaHUE HECKOJIbKMX IIPOTOKOJIOB MAPIIPYTHU3ALMH HA TIPEIIPUITHH.

Pa3znen 7. Ilporokoasl creka TCP/IP, ucnonb3yemble 1151 padoThl CIyK0 MOCTABIIMKOB yCJIYyT
HNurepHera

[Tpotokounst creka TCP/IP, ncnosb3yemsie it paboThI CiTyk0 moctaBIiukoB ycnyr Uutepuera. O6-
30p npotokosioB TCP/IP. TIpoTokossl TpaHCTIOPTHOTO YpOBHS. DYHKIMH TPAaHCIIOPTHOTO YpoBHsL. [IpoTokomn
TCP. IIpotokon UDP. [Toanepxka HECKOIBKUX CETEBBIX CTyk0. Ciyx0a noMeHHbIX uMeH. Vmst y3na TCP/IP.
Hepapxust DNS. IIpeobpazoanue numen B DNS. Peanuzanus DNS-pemenuii. Cnyx651 u potokoinsl. Cep-
Buchl. [Iporokonsr HTTP u HTTPS. IIporokon FTP. SMTP, POP3, u IMAP4.

Pa3pnen 8. TexHo10rum rio0ajJbHbIX ceTel

OcHoBbl cetn HUnTepHer. IlocTaBmuku ycnyr MHTepHeTa. BapuaHTel NOAKIIOUEHNS K MOCTaBIIHUKY
ycnyr UaTepHeTa. YpoBHH 00CTy)KHMBaHHS TTOCTaBIIMKa yeiuyr MutepHeTa. O0padoTka makeToB 060pyaoBa-
HHUEM IOoCTaBIIMKa yciyr. HTepHeT kak oOmnako. YcrpoiictBa B IHTepHeT-00make. Yenyru cetu MHTepHer.
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WNutepuet u crangaptel. Ciry)0bI TOCTaBIIMKOB yciayr MaTepHETa. [IpenocraBienne KOHEYHBIM MTOJTh30BaTe-
nsm yeayr Mateprera. Uepapxus cetn Uateprer. [loakimouenue ceteii K BHEITHUM yciryram. Beioop ycTpoii-
CTBa JuIs ipenocTaBnenus ycnyr Unteprera. [IpegocraBieHue ycayr y TOUKU NPUCYTCTBUSA. CBS3b KIIMEHTOB
gepe3 WAN. Beibop coenunennst ¢ WAN. Hacrpoiika coequnenus ¢ WAN. Tpeboanus knuenToB. Cozna-
HUE KaHaJIOB KopropatuBHoi cetu. [loToku Tpaduka B kopropaTuBHoii cetu. YcrpoiictBa cetu WAN 1 Tex-
nonoruu. Crangaptel cetd WAN. [udpossie u ananorossie Texnonoruu cetu WAN. KommyTtanus kaHamoB
u nakeroB. Texaonorun WAN “nocnemnsist munis” u “ninuaHast nuctanmws’ . Makancymsuus WAN. HDLC u
PPP. Ayrentudukarus PPP. IIporokon Frame Relay. O630p nporokona Frame Relay. ®yHkinoHaabHbIC
Bo3MoXkHOCTH Frame Relay.

Pa3nen 9. BecnipoBoaHbIEe TEXHOJIOTHH

OcHOBBI 6ecIIpOBOIHBIX TEXHOJIOTUN. becnipoBoaHbIE TeXHOIOTUU U ycTpoiicTBa. [IpeumyiectBa u
OrpaHuYeHus1 OECIPOBOJHON TEXHONOTUU. THIBI OECIIPOBOIHBIX ceTeil U MX rpaHulbl. becnpoBoaHbIE JI0-
KanpHbIe ceTH. CTaHaapThl OECIPOBOIHBIX JOKAIBHBIX ceTeil. KoMmoHeHTh 6ecripoBOHOM JTOKAIBHOI ceTH.
Cern WLAN u unentudukaropsr SSID. BecnipoBoubie kanaibsl. Hactpoiika 6ecripoBOIHBIX JTOKAJIBHBIX Ce-
teir HacTpoiika Touku noctymna. Hactpoiika 6ecipoBoHOoro KimeHta. Obecrnedenne 6€30nacHOCTH Oecpo-
BOJIHOM JIOKaJIbHOM ceTH. [loueMy aTakyioT GecripoBOAHbIE JIOKAIbHBIE ceTH. OrpaHMYeHHE JTOCTYIIA C CETH
WLAN. Ayrentudukanus B cetu WLAN. [ludposanne B cetn WLAN. ®unbsrparnus tpaduka B CETH
WLAN. Hacrpoiika MHTErpUpOBaHHON TOYKH JOCTyNa W OecrpoBogHOro KiueHTa. [lmaHupoBaHme ceTH
WLAN. YcranoBka u obecriedyeHre 0€30MacHOCTH TOUYKHU JA0CTyMa. Pe3epBHOE KOMMPOBaHKUE U BOCCTAHOBIIE-
Hue QaitnoB koHpurypanun. OOGHOBICHHE MUKpONporpaMMebl. [1ouck 1 ycTpaHeHHe HENoIa 0K OecpoBOI-
HBIX nojKroueHui. [Ipobaembl ¢ HacTpoiikoi 6ecipoBoAHBIX ceTelt Bompockl, cesazannbie ¢ DHCP.

Pa3zngen 10. OcHoOBBI ceTeBOM 0€30IIACHOCTH

CereBble yrpo3bl. Prcku BTOpkeHMs B ceTh MicTouHnKN BTOp)eHus B ceTb COMOTEXHUKA U (PUIITHHT.
Metonst aTak. Bupycsl, yepBu u “TposiHckHe KOHH . OTKa3 B 00CIy>KUBaHUU U aTaKU METOZOM I'py00ii CHIIBIL.
Inuonckoe 10, orcnexxuBanue daiio cookie, pexinamuoe 10 u BemibiBaronye okua. Cram. [onutrka
6e3onacHoctu. OO1Me Mepbl obecrieyeHus: 6e3onacHocTy. VcnpaBnenus u oOHoBieHus. AHtucnam. Ilpo-
rpamma 3amuThl oT mnuoHckoro [10. Mcnonp3oBanne MeKCeTeBbIX 3KPaHOB. UTO Takoe MEKCETEBOM dKpaH.
BapuaHThb!l HCII0JIb30BaHNE MEKCETEBBIX SKpaHOB. AHanu3 ys3BuMmocteil. [Ipaktnyeckue pekomengauuu. Bo-
npockl 6e3omacHocTH, akTyanbHbie i ISP, Ciyx0nr 6e3onacHocTr ISP. TlpakTrueckue peKOMEHIANH T10
ykperuienuto 6ezonacHocty. lllndpoBanue nanubx. IHCTpyMeHTalIbHBIE CpeicTBA 0OecrieueHus Oe3011acHo-
cti. CIMCKM KOHTPOJIS J1ocTyna U (GuiabTpanus mo nopraM. [IpuMeHeHne MeXCeTeBBIX 3KpaHOB. CUCTEMBI
IDS u IPS. be3onacHocts GecripoBosiHbIX ceteil. besonacHocTs y3moB. KonTpons ISP u B3aumMooTHOIIEHHS €
HuUM. KoHTposb pabounx mapaMeTpoB CETEBBIX KaHAJIOB. YIIpaBlieHHE 000pYI0BAaHUEM C IIOMOIIBIO BHYTPH-
noJIOCHBIX cpefcTB. Mcnonb3oBanue nmpoTokoioB SNMP u Syslog. 3amuta WAN U ynaneHHbIX COTPYIHH-
KoB. HTerpanus ynajaeHHbIX COTPYIHUKOB B apPXUTEKTYPY CETH C CPEJICTBAMU BUPTYAJIbHBIX YaCTHBIX CETEH
(VPN). KomnonenTs! BUpTyasibHbIX yacTHbIX cereil (VPN). BupryanbHas cetb. AnMroputmsl muppoBaHUs.
ANropuTMBI IETOCTHOCTH JaHHbIX. TexHonorus IPSec.

4.3 JIaGopaTopHbIe padoThI

Ne JIP Ne HanmeHoBaHue 1a00paTOpHBIX padboOT Koxr-so
paszzena 4acoB
1 1 O06>xum kabens BUTas mapa 2
2 1 IIpoekTupoBaHue JIOKATbHON BBIYMCIUTEIBHON CETH 4
3 2 Pa3paboTka KIIMEHT-CEpPBEPHBIX NPUITIOKEHUI 4
4 3 [TpoexTrpoBaHNe KOPIOPATUBHON CETH 2
5 4 MonenupoBaHue cUTyalii BOSHUKHOBEHUS KOJUIU3HH B 2
KOMITBIOTEPHBIX CETSIX
5 5 Pacuer IP-cetn 2
6 7 Pabora nporokona FTP 2




Ne JIP Ne HanmenoBanue 1a00paTopHBIX paboT Kor-s0
paszzuena 4acoB
Hroro: 18

4.4 IlpakTuyeckne 3aHATHA (CEMUHAPDI)

Ne Kon-Bo
Ne 3ansaTus Tema
paszznena 4acoB

1 1 Jlornueckoe u pusnueckoe mpoekrupoBanue cetu B makere NetLab 2

2 1 Oo6yuenne pabote co cpeacTBom moaenupoBanus “Packet Tracer. 2
Co31aHue MPOTOTHUIIA CETH

3 3 Hacrpoiika HadaibHOM KOH(PUTYpAIIMU MapIIpyTH3aTOpa B MAKETe 2
Packet Tracer

4 3 Hacrpoiika kommyTaropa B makere Packet Tracer 2

5 6 Hactpoiika npotokona RIP u RIPv2 B makere Packet Tracer 2

6 6 CTtpykTypH3alysi BHyTPSHHEH CETH C IOMOIIBIO MACKH B TIAKETE 2
NetLab

7 8 Perrenue npoGiieM HeCMEKHBIX cereil B makere Packet Tracer 2

8 9 Pasmerienue Touek 6ecripoBoHOTO q0CTyMa B makere Packet 2
Tracer

9 10 Hacrpoiika cninckoB kouTposs gocryna (“ACL”)” B makere Packet 2
Tracer
Uroro: 18

4.5 PacueTHo-rpajduueckoe 3ajanmne

Tema: Pa3paboTka pacnpeien€HHBIX CUCTEM JUIsl paOOThI B BEIUMCIUTEIILHON CETH.

3aganue: Co3ath cucreMy 0a3 TaHHBIX, pEATU3YIOIIYIO MapaJlIeNIbHYI0 00padoTKy HH(POPMALIUU B
6a3e naHHbIX. Heo6xoanmMo cMozienupoBaTh napaiesibHyt0 paboTy JByX U Ooliee MOjb30BaTelel CUCTEM
6a3bl naHHBIX. Tpedyercs paccMOTPETh BO3MOXKHBIE CUTYaIluH paboThI ¢ 6a301 JaHHBIX:

1) onuH monk30BaTeNbh YUTAET, APYToi paboTaeT ¢ 6a30i JaHHBIX,

2) OTHOBPEMEHHOE BBITIOJHEHHE ABYMS TOJIB30BATEISIMUA TpaH3aKIui. [IpocMOTpeTh BapuaHTHI 3a-
xBarta 6e3 00paboTkM (aBTOMaTHUYECKHi) U ¢ 00pabOTKOM MoJIb30BaTENS.

baza maHHBIX HODKHA COCTOSITH M3 TpeX M Oojee Tabmuil U ObITh paspadborana ¢ momorsio CYB]]
Microsoft SQL Server 2008, u pacnionaratbcst Ha cepBepe. KitmeHTcKoe MpritokKeHHe JOIKHO ObITh HATIMCAHO
B HHCTpyMeHTaIbHOM cpenpl Visual Studio 2008 u si3pika C#, 1 0OCHOBaHO Ha apXHUTEKType “KIUCHT-cepBep”.
[Tpy moAKIIIOYEHNHN NPUIIOKEHUS K pa3paboTaHHOM 6a3e TaHHBIX HEOOXOAMMO HCII0JIb30BaTh HOBYIO TEXHO-
noruto LINQ.

[TporpaMMHO€ CpeCTBO JOHKHO ObITh OPUEHTHPOBAHO JUIsl IPUMEHEHUS B OpraHU3aIlH, BKIIIOYAt0-
1€ MHOXKECTBO I10JIb30BaTeNeH, CBA3aHHbBIX MEK/Y COOON BHIYMCIUTEIBHOMN CETHIO U TOJIKHO OCYLIECTBIISATh
MOJIKJIIOYEHHE HECKOJIBKUX KJIIMEHTOB K cepBepy 1o ero IP-agpecy s pabotel ¢ 6a30if JaHHBIX

B paboTe HE0OX0IMMO TIPEAYCMOTPETh PEXKUM HapaIIeIbHOW PadOThI HECKOJIBKUX KIMEHTOB 33 CUET
peanu3any pa3ludHbIX BUAOB OJOKMPOBKHU AaHHBIX cpenctBamu CYBJ] MS SQL Server 2008. A Taxoke
peann30BaTh MEXaHU3M YIIPaBJICHHS TpaH3aKIUAMU cpeacTBamu s3bika CH# 2008.

ITomuMO 3TOrO, B MPOrpaMMHOM CPEJICTBE HEOOXOIMMO KaXK/[bleé HECKOJIBKO CEKYH]| IMOChUIaTh KO-
Mmany Ping, mst Toro, 9ro0bl YOeIUThCs, YTO CEpBEP MOAKIIOUECHUH 0a3a JaHHBIX paboTaeT B HOPMAIbHOM
pexume.

Cucrema 6a3 TaHHBIX JOJDKHA OBITH CO3/JaHA TIO CIICAYIONIMM PEIMETHBIM 00JIaCTsIM:

1 “ToBapooGopoT”, yueT NpoayKTOB B Mara3suHe;

2 “Anreka”. Yder JIeKapCTB B alTeKe;

3 “Otnen kagpoB”. YUeT NPUHATHIX U YBOJICHHBIX COTPYAHUKOB MPEAIPUITHS;

4 “byxranrtepus’. Hauncnenue 3apab0THOMN MIIAThl COTPYAHUKOB;

5 “bonpHuna”’. Bexpenue kapToyeK MalMeHTOB B OOJILHUIIE;

6 “Crynentsl”. PaboTa cekperapst yaeOHOM YacTH JieKaHaTa CO CTYJICHTAMH;



7 “XKKO”. Yuer omiatsl >KHIJIBIIOB 32 KOMMYHAJIBHBIC YCITYTH;

8 “Tenedon”. Yuer omiaTel aOOHEHTOB TeIehOHHOM CETH 32 MEXKIYTOPOIHHUE TTEPETOBOPHI;

9 “Pommom”. YueT HOBOPOXKICHHBIX B POJIOME;

10 “HnBenTtapuzanus’. YdueT 000pyI0BaHUS U OPTTEXHUKU HA TIPEANPUATHH;

11 “ABrtocasion”. Y4eT npoJaxu MalliH B aBTOCAJIOHE;

12 “Anspodnot”. 3aka3 OMIIETOB Ha aBUAPEHCHI;

13 “XKene3nomopokHBIN BOK3a’. YUeT MpoJaku OWIIETOB HA JKEJIE3HOU JJOPOre;

14 “ABroBok3an’. ABTOMATH3aIMs MIPOIaKH OMJIETOB Ha aBTOOYCHBIE MTEPEBO3KHU MAaCCAKUPOB B
npenenax obdiacTu;

15 “MUC”. YueT Bcex Ype3BbIUaHBIX MPOUCIICCTBUH (TI0’KAPBI, B3PHIBBI, IIOTOIHI U T.]I.) B TOPO/IE;

16 “bubnmoreka”. Yuer iuTepaTypbl B OMOIHOTEKE;

17 “Ilkona”. Yuer oOy4arouuxcs B IIKOJIEC YIAIIUXCS;

18 “Ilerckuii can”. Yuer nereil B AETCKOM Cay.

19 “My3bikanbpHas MKoIA”. Y4eT 00yJaroIuXxcst UTpe Ha ONPEACIICHHOM MY3bIKaJIbHOM HHCTPY-
MmeHTe (poprenuano, ¢ueiira, 6asH, KOHTpadac, CKPUIIKa U T. JI.)

20 “CnoprtuBHas mKoja”; Y4eT 3aHUMAIOIINUXCs B CIIOPTUBHOM cekuuu (pyTdo1, 60KC, TCHHHC,
[axMarthl, IIJIaBaHUE U T. J).

21 “TlonmuknuHUKA”. YYeT BceX OOJIBHBIX, OTHOCSIIUXCS K TMOJUKIMHUKE IO MECTY KUTEIHCTBA.

22 “DnexTposHeprus’”’. YUeT OIuIaThl )KHUIIBIIOB 32 dJIEKTPOIHEPTHIO.

23 “Cxnaa”. Yder ocTaTOYHOM MPOIYKIIUU Ha CKIIAJe.

24 “Aburypuent”. PaboTta ¢ mocTymammumMi B By3 aOUTypHEHTaMH.

25 “Kunoreatp”. Pabota c penepTyapom KHHOTEaTpa, yueT MpoJaaKu OUIETOB.

[IporpaMmMa ocHOBaHa Ha apXUTEKType “KIUEHT-cepBep”’ U OPHUEHTUPOBAHA sl IPUMEHEHHS B Opra-

HU3AIHH1, BKIIOYAIONICH MHOKECTBO MMOJIh30BATEIICH, CBI3aHHBIX MEXTY COOO BBIYHCIUTEIHLHOU CETHIO.

[Ipu 3arpyske mporpamMmbl MPUIOKEHUE-KIMEHT 3arpammuBaeT |P-agpec mpunoxenus-cepsep. [lpu
W3MEHEHUU JIJaHHBIX B OJIHOM M3 MPUJIOKEHUI BCE N3MEHEHUS aBTOMATHYECKHA BHOCATCS B IPYTrO€ MPHIIOKE-
HUE.

5 Y4ueOHO-MeTOAMYECKOE 00ecIeYeHre NUCIUTIIHHDI
5.1 OcHoBHas auTEpaTypa

1. Omnudep, B.I'. KomnsrotepHsie cetu. [IpuHIMIIBL, TEXHOIOTUH, TPOTOKOJBI [ TekcT] : yuebHoe mo-
coOue JJis CTYJIEHTOB BBICIIMX Y4€OHBIX 3aBe/leHUH, o0yJaronxcs 1no HanpasiaeHuto "MHpopmaTrka u BbI-
YUCIUTEIbHASA TEXHUKA" U MO CIeHUAIbHOCTH "BhluncanTeNbHbIe MAllIMHbI, KOMIIJIEKCHI, CUCTEMBI U ceTn",
"ABTOMaTH3WPOBAaHHBIC MAIINHBI, KOMIUIEKCHI, CUCTeMBI U cetu", "[IporpaMMHOe oOecriedyeHrue BBHIYMCIIH-
TEJbHOM TEXHUKH U aBTOMaTu3upoBaHHbIX cucteM" / B. I'. Omudep, H. A. Onudep.- 4-e uzn. - Cankr-Ilerep-
oypr : Ilutep, 2013. - 944 c. : un. - (Yuebnuk 1t By30B. CTaHIapT TpeThEro MnokosieHus). - bubnumorp.: c.
917. - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8 (21 3k3.).

2. bpoiino, B. JI. BrruuciurenbHbIe CUCTEMBI, CETH U TeJIeKOMMYHUKanuu [Tekct] : yueb. mocobue
ns By3os / B. JI. Bpoiino, O. I1. Unbuna.- 4-e uzn. - CII6. : [Tutep, 2011. - 555 c. - (YueOHuUK 11 By30B). -
bubnworp.: c. 545-548. - And. yka3s.: c. 549-554. - ISBN 978-5-49807-875-5 (12 2k3.).

3. Ilatubparos, A. I1. BerunciaurenbHble CUCTEMBI, CETH U TeJIeKOMMYHUKaluK [ Tekct] : yueb. 1 By-
30B / A. II. [Tatubparos, JI. I1. I'yneino, A. A. Kupuuenko.- 4-e uza., nepepad. u jgom. - M. : ®uHaHCH U
cratuctuka, 2008. - 736 c. - bubnuorp.: c. 718-721. - [Ipenm. ykas.: c. 727-734. - ISBN 978-5-279-03285-3.
- ISBN 978-5-16-003418-8 (41 ax3.).

4. bnaronapos, A. B. Kiiuent-cepBepHble npuiioskeHus 6a3 JaHHBIX : yueOHoe mocodue / A. B. braro-
napos, H. H. I'punuenko, A. 1O. I'pomoB. — Ps3anb : PTPTY, 2017. — 72 ¢. — TekcT : 31neKTpoHHbI# //
Jlanb : anexTpoHHO-OMOMMoTeuHas cucrema. — URL: https://e.lanbook.com/book/168302 (mxara obparie-
aust: 20.03.2025). — Pexxum gocTyma: s aBTOPHU3. TOIb30BaTENEH.



5.2 lonosiHUTE/IbHAS JIUTEPATYpPa

1 BonkoBa, T.B. Pazpaborka cucrem pacrpenesieHHOH 00paOOTKU AaHHBIX [DIEKTPOHHBIH pecypc]:
yaebHo-MeToandeckoe mocoodue /T.B. Bonkosa, JI.®. Haceiikuna. — OpenoOypr: OI'Y, 2012. — 330 c. Pexum
noctyna: http://artlib.osu.ru/web/books/metod_all/3179 20120625.pdf.

5.3 Ilepuoguyeckue u3IaHus

1. BeCTHUK KOMIBIOTEPHBIX U HHPOPMALMOHHBIX TEXHOJIOTUH: sxypHal. - M.: M3a. "Cnektp", 2025.
2. UadopManiioHHbIe TEXHOJIOTHU: )KypHal. - M.: U3xa. "HoBeie Texnonoruun", 2025.
3. ABTOMaTH3a1Ms B IPOMBIIIJICHHOCTHU: XKypHAIL - M. :13a. nom "UudoasTomaTuzamms", 2025.

5.4 UnTepHeT-pecypchbl

1 http://www.rsl.ru/ - Poccuiickas rocymapcTBeHHas OnOIHOTEKA.

2 http://window.edu.ru/ - UC «ExnHoe 0KHO J0cTyma K 00pa30BaTe/IbHbIM PECypCcam.

3 http://e.lanbook.com/— Dnekrponnas 6ubaroTeuHas cuctema «M3matensectBo «JIaHby.

4 http://www.biblio-online.ru — Dnexkrponnas 6udaMOTEKA M3AaTEIbCTBA «FOpaniT.

5 http://www.iprbookshop.ru - Dnektponnas 6ubmuoreunas cucrema IPRbooks.

6 https://www.coursera.org/ - «Courseray;

7 https://openedu.ru/ - «OTkpbITOE 0Opa3OBaHUEY;

8 https://universarium.org/ - «YHuBepcapuym»;

9 https://www.edx.org/ - «<EdX»;

10 https://www.coursera.org/learn/python - «Courseray, MOOK: «Programming for Everybody
(Getting Started with Python)».

5.5 TlporpammHoe obGecneuyeHue, npodeccuoHaAIbHbIe 0a3bl JAHHBIX U HH(OPMALMOHHbIE
CIPaBOYHbIE CHCTEMbI COBPEMEHHbIX HH()OPMAIIMOHHBIX TEXHOJIOT Uil

1. Omnepaunonnas cucrema PEJ] OC
2. Tlaker odpucHbix npunoxenuii LibreOffice
3. Imardopma mist mpoBeeHNs OHJIAWH MepoTpusTHiA U BuaeokoHpepeniuii “DION”.

KomnelotepHble cetu [DAeKTpOHHBIM pecypc]: 3eKTpoHHbIM Kypc B cucremMe Moodle / JI.O.
Tarupoa. OpeH0. roc. yH-T. — DneKkTpoH. 1aH. — OpenOypr : OI'Y, [2020].— Pexum goctyna: DneKTpOHHbIE
kypeel OI'Y B cucteme o0yuenust moodle. — https://moodle.osu.ru/course/view.php?id=7817

Maccosvlie omkpvimeie OHAAUH-KYPCHL, peKOMeHOyeMble Ol CAMOCMOAMENbHOU pabomol,
pasmeujeHHvle Ha NAAmM@opmMax oHIauH-00yYeHUs.
http://biblioclub.ru/ - «3BC VHuBepcuterckas Oubnuoreka oHjiaiiH», Karamor Kypcos
«H(DOPMAIIMOHHBIC TEXHOIOTHUIY;
http://znanium.com/catalog/tbk/51/- «9BC nayuno-uznatenbckoro nentpa «Mudppa-My», Karamor
KypcoB «MIHpopmaTHka. BeruncnurenbHas TEXHUKaY;

https://e.lanbook.com/books/1993 - «3CB  wu3garenbctBa  «Jlamb»», Karamor  kypcos
«ABTOMATH3UPOBAHHbBIE CHCTEMbI U HH(POPMATHKAY;
https://rucont.ru/ collections/5610 - «3CBb Pykont» Karamor kypcoB «MHpopmaruka u

BBIYHMCIIUTCIIbHAA TEXHUKA)).
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HupopmaninoHHbIe CIIPaBOYHBIE CUCTEMbI COBPEMEHHBIX MH(POPMAIIMOHHBIX TEXHOJIOTHH:

1. www.citforum.ru/ - nopman ananumuyeckux u HayuHvlx cmameti 6 061ACMU UHPOPMAYUOHHBIX
MEeXHON02Ul,

2. WWW.rsdn.ru - caiim Poccutickoii cemu pazpabomuuxos I10, cooepaicum cmamvu no co8pemeHHbiM
cpeocmeam npocpamMmupoBanUsl,

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCUUIINHBI

VY4eOHble ayAUTOPUM JUIsl IPOBEACHUS 3aHATHI JIEKIIMOHHOTO TUIIA, CEMHMHAPCKOIO THUIIA, KypCOBOI'O
IIPOEKTUPOBAHMS, Ul IPOBENCHUS I'PYIIIOBBIX U MHIUBUIYAIbHBIX KOHCYJIBTALUN, TEKYIErO0 KOHTPOJIS H
IIPOMEKYTOUYHOM aTTECTALUU.

AyIuTopur OCHAILEHbl KOMIUIEKTAMHM YYEHHYECKOM MeOeaH, TEXHUYECKMMHU CpelICTBaMHU O0Yy4eHH,
CITy>KaIllUMU JUIs TIpeJICTaBlIeHHs yaeOHOH nHpopMaly O0NbIION ayAUTOPUH.

Jliis mpoBeIeHNsl NPAKTUYECKUX U JTJAOOPAaTOPHBIX 3aHATHH MCII0JIb3YeTCs KOMIIBIOTEPHBIN Kilacc, OCHa-
IICHHBIA KOMIIBIOTEPHON TEXHUKOM, YIOBIETBOPSIOMIECH TpeOOBaHUSAM K KOH(UTYpaIMH armnapaTHoro odec-
IIEYECHHS] HCIIOJIB3YEMBIX IIPOIPAMM.

[Tomemmenue st CaMOCTOSITEIIBHON pa0OThl OO0YYaroMIMXCs OCHAIEHBI KOMITBIOTCPHOW TEXHUKOM,
noJkiaoYeHHoW K cetu "HHTepHer", M obecrnedeHuneM JA0CTyna B BJIEKTPOHHYIO HH(GOPMAalMOHHO-
obpazoBarensHyt0 cpeny OI'Y.
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