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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

PacKpbhITHE  OCHOBHBIX
cnemmainpHocTH  10.05.01,

a TaKKe CTPYKTYpHI

nonoxxenud  ['ocymapcTBeHHOrO

00pa30BaTeILHOTO
U OpraHu3aldi y4eOHOro Ipolecca M HAy4HO-

cTaHaapra 1o

UCCIIeIOBATEIILCKON pabOTHI B paMKax 00pa30BaTeIbHOM MTPOTrPAMMEI 110 JUCIIUILIHHE.

3agaun:

- 03HAKOMHUThBCS C MOJUTUKOM rocyiapcTBa B 00s1acT MH(POPMAIMOHHON 0€30MaCHOCTH;

- TIOJIYYUTh MPEACTABICHHUE O clielHanbHOCTH «KoMmmbloTepHast 6€301acHOCTh» U €€ COOTBETCTBHUIO
cucteme mpodecCHOHABHBIX CTAaHAAPTOB B 00JIACTH HHPOPMAIIMOHHOW 0€30aCHOCTH;

- O3HaKOMHUThCS C yrpo3amMu Oe30MacHOCTH HHGpOpPMaIK, 00pabaTbiBAEMON B KOMITBIOTEPHBIX

CHUCTEeMaXx;

- TIOJIyYWTh TPEJCTABICHHE 00 OCHOBHBIX HAIIPABICHHUIX, METOJAX M CPEICTBaX OOECHeYeHHUs
MH(POPMALIMOHHON 0€30MaCHOCTH.

2 MecTo JUCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHO NPOrpaMMbl

JucnunimHa otTHocuTes K 6a3oBoit yactu 6ioka [l «ucuurnianasl (MO )»

[TpepexBU3UTBI AUCHUILIUHBL: Omcymcmeyom

[MoctpexBuzutel mauctmiuiubbl: b2.11.5.YV.1 O3nakomumenvnas npaxmuxa, b2.11.6.I1.1 Hayuno-
uccneoosamenvckas paboma, b2.I1.B.11.1 [Ipouzsoocmeennas npakmuka (no cneyuanu3ayui)

3 TpeGoBanus k pe3yjabTraTaMm 00y4eHUs M0 TUCHUILINHE

[Tpornecc n3yyeHHs JUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB O0yUCHHUS

Kon u HaumeHnoBanue
bopMHUpPYEMBIX KOMITETSHITHI

KO,Z[ 1 HAUMCHOBAHUC NHAUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyembie pe3yybTaThl

00y4eHUs 1Mo JUCIUIIHHE,

XapaKTEePHU3YIOIIUE TAIbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-1 CnocoOeH OLleHUBAThH
poiib uHpOopMauy,
WH(OPMAIIMOHHBIX TEXHOJIOTUI
1 “THPOPMAITMOHHOMN
0€30MacCHOCTH B COBPEMEHHOM
00I1IeCTBE, UX 3HAUECHHUE IJIT
obOecrnieueHrs 00BEKTUBHBIX
MoTpeOHOCTEN JIMYHOCTH,
o0IiecTBa U TOCy1apcTBa

OIIK-1-B-1 3naet noHsTHsa HHPOPMALIUH,
MH(}OPMaLMOHHON 06€3011aCHOCTH, MECTO U
poJb HH(OPMALIMOHHOM 0€30MacCHOCTH B
CUCTEME HallMOHAJIbLHOW 6€301acHOCTH
Poccuiickoii denepanuu, OCHOBBI
rocy/1apcTBEHHOW MH(OpMallnOHHON
HOJIUTUKH

OIIK-1-B-2 KnaccuduimpyeT 3amuiaemMyro
UH(OPMALIMIO IO BUAAM TalHbI U CTETIEHSAM
KOH(UICHIIMATBHOCTH

3HaTh:

THIIBI 3alUIIIaeMOM
uH(bOpMaIUU, HICTOYHUKHI
yIpO3, TUIIbI HAPYIIATEIIEH.
YMmerb:

OTIpeIEIATH HEOOXOAUMbIC
CpelCTBa 3alIUTHL.
Baajaersb:

HaBBIKAMU HCIIOIh30BaHUS
CTaHJAPTHBIX CPEJICTB
3a1uThl HHGOPMAIIUH.

4 CTpyKTYypa M coep:KaHue I1CHHIIMHbI
4.1 CTpykTypa 1M CIHILIHHBI

OO0mias TpyA0€MKOCTh JUCIIUIUIMHBI COCTABISIET 3 3aueTHbIe eAuHUIIbI (108 akameMuueckux 4acos).



TpynoemMKkocTsb,

Bun pabotsr aKaJeMHUYeCKHUX 4acoB
2 ceMecTp BCET0
OO011asi TPYA0EMKOCTH 108 108
KonTakTHas padora: 52,25 52,25
Jlexmum (JI) 18 18
[Tpaktuueckue 3ansatus (I113) 34 34
[TpomMexyTouHas aTTectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTe/ibHast padoTa: 55,75 55,75
- 8bINOJIHEHUE UHOUBUOYATILHO20 MEopHecKko2o 3a0anus (UT3);
- camono02omoeka (npopabomxa u nogmopenue 1eKYyuoOHHO20 Mamepuand u
mMamepuana y4eOHUKo8 u y4eOHblx nocooutl);
- U3yuenue pazoenos Kypca 8 cucmeme 3J1eKmpoOHHO20 00VUeHUsl;
- N0020MOBKA K NPAKMUYECKUM 3AHANUIM,
Buj nToroBoro KOHTpoJIs (3a4eT, IK3aMeH, Tu( depeHIITPOBAHHBIH 3aver
3ayer)
Paznensl AMCUUIIINHBL, H3y4aeMble B 2 cEeMecTpe
KonnuectBo yacoB
Ne ayIuTOpHas
paszena HanmenoBanwue pa3aenoB BCEro aGoTa BHEAyY/I.
113 | JIp pabota
1 OcHOBHbIE HaNPaBJICHUS Pa3BUTHS 14 4 6 6
uH(popmanoHHoK 6e3omnacHocTy B Poccun.
JlokTprHa HHPOPMAITMOHHOM 0€301TaCHOCTH
Poccuiickoit denepanuu.
2 VYrpo3sl nHpopMaIoHHOK O6e3onacHocTU. bank 14 2 4 8
yrpo3 6ezonacHoctu nHpopmaiuu caiita @CTIK
Poccun.
3 BpenonocHoe nporpamMmmHoe obecriedeHue. 14 2 4 8
Bupycsl. [IporpaMMbI-IIINOHBL.
4 WNHTtepHeT Beniei. 14 2 4 6
) Pucku 1 OTBETCTBEHHOCTh KOMITBIOTEPHBIX 12 2 4 6
CHCTEM.
6 3ammTa MHTEIJIEKTYaIbHOM COOCTBEHHOCTH. 14 2 6 6
7 Brnusinue IT Ha conmanbHbIe TPOIECCHI. 14 2 4 8
[TpodeccuonanbHast OTBETCTBEHHOCTh U
npodeccuoHanpHas TUKa MPOTPaMMHCTa
ObpazoBarenbHas nporpamma «KommnbrotepHas
0€30I1aCHOCTb.
8 Hudposuzamus obmiectsa. YacTHas )KU3HD U 12 2 2 8
IpaXJIaHCKHE CBOOOIBI.
HUroro: 108 18 | 34 56
Bcero: 108 18 | 34 56

4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

1. OcHoBHbBIE HATIPABJIEHUS PA3BUTUS HH(OPMALIMOHHOH 0€30MaACHOCTH
Bunpsl mHGOpMAMOHHBIX pECypCcOB; IpaBa TIpaXKAaH, OPUIUYECKUX JHMII M TOCyJapcTBa Ha
MOJIy4eHHUe, paclpocTpaHeHHe U UCIOb30BaHue NH(popMaluy; cucreMa (popMUpoBaHUs, PACIIPOCTPAHEHUS
U HCIOJIb30BaHMUs HHpopMauuu (MHGOPMAIIMOHHBIE CHCTEMBI M TEXHOJIOTUH, OHOIMOTEKH, apXHBHI,
MepCcoHaNl, HOPMaTUBHBIE TOKYMEHTHI M T.J.); cucTeMa (GopMupoBaHusi oOmecTBeHHOro cozHanusi (CMU,

4



COIMAJIbHBIC MHCTUTYTHI U T.A.). JlokTprHa mHGOpMaMOHHON Oe3onmacHocTH Poccuiickoit denepanuu Kak
OCHOBHOM JTOKyMEHT, perIaMeHTUPYIOLINI oOecreueHne nHPOpMaAIIMOHHOM O6e3onmacHocTH B Poccun.

2. Yrpo3bl uHpopManuoHHoi Oe3onacHocTH. baHk yrpo3 0e3onmacHocTu MHpOpMaNUU caiTa
®CTIK Poccun.

Knaccudukanust yrpo3 undopmanmonHoin 6e3onacHocTd. Mctounuku yrpo3. TUIBI HApYIIUTEIICH.
[Morenmman napymmreneit. ®CTOK Poccum — perynarop uHpopManmonHoi 6e3omacHocTH. [TomHomouwnst
OCTOK Poccun. bank mannbeix yrpos. IlocnenctBusi peanusanuu yrpo3. [lacmopt yrpossl. YsS3BUMOCTH
unpopmanuonHo  OezomacHoctu. [lomsTme wmomenu  yrpo3. MexayHapoaHble OaHKU — yrpo3
nH(pOpPMaMOHHOMN 06€30MMacCHOCTH.

3. BpenonocHoe nporpamMHoe obecriedenue. Bupycel. IlporpaMmbI-1InuoHsbl.

Tunsl Bpe1I0HOCHOTO MpOrpaMMHOro obecriedeHust ( BUPYChl, YePBU, TPOSHCKHUE TPOrPAMMBI).
[TporpammbI-mmuoHbl. boTHET. THIIBI KOMIIBIOTEPHBIX BUPYCOB. Jlornyeckue 60MOBI.

4. UuTepHeT Bemlei.

Uctopus 10T. Tunosas apxutexkrypa loT-nmpunoxenuil. YMHbIM nom. Xakepbl U YMHbIE BELIU.
WNHtepHer «3nbpIx» Bemled. bezonacHocTe MHTEpHETa Bewieil. llepcnekTuBbl MCMONB30BaHUS HHTEPHETA
Bellel. 3HAKOMCTBO CO CTYJ€HUYECKOM Hay4YHO-UCCIIEI0BATEIbCKOM TabopaTopueil MHTEpHETa BEIICH.

5. PrcKM M 0TBETCTBEHHOCTh KOMIIBIOTEPHBIX CHCTEM

Pucku, cBA3aHHBIE C NPUMEHEHHEM KOMIBIOTEPHBIX CHCTEM; IHPUMEpPHl OTKAa30B M HapyLICHUs
6e3onacunoctu [10; mpoGiemsl, cBsi3aHHBIE CO cI0KHOCTHIO [10; ynpaBiieHrne puckaMu U OIIEHKa PUCKOB.

6. 3amMTa HHTEJIEKTYaJIbHOI COOCTBEHHOCTH

OCHOBBI UHTEIIEKTYaTbHOM COOCTBEHHOCTH; MPpaBa COOCTBEHHOCTH, MATEHTHI, KOMMEpUecKasl TaliHa;
nuparctBo 110; narenroBanue [10; nHTEMIEKTYalIbHAsE COOCTBEHHOCTD U MEXJIYHAPOIHOE MPABO.

7. Brusinue | THa conuaiabHubie mpouecchl. [IpodeccnonabHas OTBETCTBEHHOCTH U
npogeccuoHaibHasi 3THKA Nporpammucrta. OdpasoBartenabHas nporpamma « KomnbrorepHas
0€e30I1aCHOCTh

Bimstnne UT 1 TenekoMMyHUKanMii Ha couanbHbIE MPOLIECCHL; POCT ceTu MHTepHeT, opranu3anus
yhOpaBieHus ceTblo VHTepHET W JocTyma K €€ pecypcaM; MEXKIYHapOAHOE COTPYIHUYECTBO U
MEXTOCYJapCTBEHHbIE IPAHULIBI.

Ornenka acnekToB NpodecCHOHATBHOU JESATENbHOCTH C MO3UIUN 3THUKH; MOHUMAHUE COIUAIBbHBIX
acnekToB pa3zpadotku [10; yueT BO3MOXKHBIX MOCIEICTBUN U pealbHbIX LIEHHOCTEH.

OO1iecTBeHHBIE I[IEHHOCTH M 3aKOHBl 3TUKH; CYIIHOCTh MpO(ecCHOHATU3Ma; CTYIEeHH
npoeCCHOHATPHON MOATOTOBKM M HMX OIICHKA; pOJib MPO(ECCHOHAIOB B COLMAIBHBIX IpoIeccax;
YBEPEHHOCTh B OyayIIeM; STH4ecKue KoeKchl U ux ocymiectpienue Ha npaktuke (IEEE, ACM, SE, AITP u
Ip.); HEJOBEpHE U TUCKPUMHUHAIMS; BceoObeMtonasi nH(opMaTu3anys U MOBCEMECTHOE MCIIOIb30BaHHE
UT.

OcHOBbI 00yueHHs B BhHICHIEM Yy4eOHOM 3aBeneHuu. OpraHuzanus ydeOHOTO Tmpolecca B
yHUBepcuTeTe. Mojenps KOMIETEHIMH crheuudanucta B 00JacTH  MH(MOPMALMOHHBIX  TEXHOJIOTHH.
JInuHOCTHBIE KayecTBa CHEUMaTUCTa B 00JacTH HMH(DOPMALMOHHBIX TexHOJOoruil. OOpazoBaTeNbHbIN
crangapt 10.05.01 — KommnbroTepHas 0e30macHOCTb. XapaKTepUCTUKA HAMpaBICHUS IOJTOTOBKH
crienuanucTa. 3ajayi BUAOB Mpo(dhecCHOHaNbHON NesATeNbHOCTH crienuainicta. TpeboBaHUs K pe3ynbTataM
OCBOEHHUs 00pa30BaTeIbHON MPOrpaMMsbl crieruaircta. ba3oBblil yueOHbIH M1aH.

8. YacTHasi ’KU3Hb U IPaKIAHCKHE CBOOOBI

[udposoe odmectBo. udpoBas rpaMoTHOCTh. DTHUECKUE M 3aKOHOAATENbHBIE OCHOBBI JIMYHOM
0€30MacHOCTH; KOH(QUACHUNATbHOCTh MEPCOHANBbHONM HH(pOpManuu B 0a3ax NaHHBIX; TEXHOJOTHYECKHE
pemieHust A obecreueHus] KOH(HUIESHIMAIbHOCTH; CBOOOJA CaMOBBIPRXEHUS B KHOEpPIPOCTPAHCTBE;
BIIUSIHUE HA UHTEPHALIMOHAIBHOCTD KYJIbTYPHI.

4.3 IlpakTuyeckne 3aHATHA (CEMUHAPDI)

No Kon-Bo
No 3apaTus Tema
paszznena JacoB
1 1 OcHoBHble n0N0KeHus JJOKTpUHBI HH(OPMALMOHHON 6
6e3omacHoctu 2016 rona.
2 3 3amuTa wHGOpMaIK cranaaptHeiMu cpenctBamu WINDOWS 4
3 3 Bupychl 1 3amuTa oT HUX 4




Ne Kon-Bo
Ne 3ansaTus Tema
pazzena 9acoB
4 3 [IporpaMMbI-IITHOHBI 4
5 5 Wurepner Berueii (10T) 4
6 6 3anTa 00bEKTOB MHTEIUICKTYaIbHON COOCTBEHHOCTH 6
HUtoro: 34

5 Y4ueOHO-MeTOANYECKOE 00ecIIedeHrue NUCIHILTHHDI
5.1 OcHoBHas auTEpPaTypa

1. MenspaukoB, B. I1. Uudopmannonnas 6e3omacHocTh U 3amura uHGopmanuu [Tekcr] : yaeOHOE
nmocodue i CTYACHTOB BBICIIMX Y4E€OHBIX 3aBelCHUN, OOYyYalOIIMXCS MO  CHEIHAIbHOCTU
"Uudopmannonnsie cuctemsl U Texnosorun" / B. I1. Menbuukos, C. A. Knelimenos, A. M. Ilerpakos; nox
pen. C. A. KnelimenoBa.- 6-¢ u3m., crep. - MockBa: Akagemus, 2012. - 332 c.: wi - (Beicuee
npodeccuoHanbHoe oOpa3zoBanue. MHopMaTika U BRIYUCIUTENbHAS TEXHUKA). - bubmuorp.: ¢. 327-328. -
ISBN 978-5-7695-9222-5.

2. Mamok, A. A. Beeaenue B 3ammry WHQOpPMAMu B aBTOMAaTH3UPOBAHHBIX cucTeMax [Tekcr]:
yue0. mocobue Ui CTYA€HTOB, O0yUaIOLIUXCs 10 CIEll., He BXOJAIIUM B IPYyIIy crel. B 00J1. uHpopM. Oe3-
omacHoctr / A. A. Mamok, C. B. [Tasu3un, H. C. [Toroxus.- 2-e uzg. - M. : l'opsiuas smaus-Tenekom, 2004.
- 147 c.: un. - bubnuorp.: c. 143. - ISBN 5-93517-062-0.

5.2 lonoinuTeIbHAS JIUTEPAaTypa

1. baitbypun B.b. BBemenue B 3ammuty wundopmanuu [Tekct]: yuel. mocoOue nansi By30B /
B.b. Baiitoypun [u ap.]. - M.: ®OPYM: UHOPA-M, 2004. - 128 c. - bubmumorp.: ¢. 124-125. - ISBN 5-
89199-0130-4. - ISBN 5-16-001942-1

2. [ankunua, T. H. MeToas! 1 cpeicTBa 3auThl KOMITbIOTEpHOUN nHpOopManuu [ Tekcr]: MmeTon. yka-
3anus k nab. npaktukymy / T. H. Illankuna; M-Bo oOpasoBanust u Hayku Poc. denepauun, Denep.
areHTCTBO Mo 0Opa3zoBaHmio, ['oc. oOpa3oBar. yupexaeHue Beicil. npod. odpazosanus "OpeHOypr. roc. yH-
1", Kag. Berunci. texuuku. - Openoypr: 'OY OI'Y, 2007. - 44 c. - bubauorp.: c. 44.

3. anerun, B. ®. UapopmanmonHas 0e30macHOCTh KOMITBIOTEPHBIX cucTeM H cered [Tekcrt]:
yueOHoe 1ocobue /i CTYACHTOB YUpEexXJIEHUH cpelHero npodeccuoHanbHOro 00pa3oBaHus, 00y4yaromuxcs
o rpymne cnenuanbHoctei "MHpopmaTuka u BeruncnautenbHas texuuka” / B. @. [lanerun. - Mocksa: ®o-
pym: UH®PA-M, 2014. - 416 c.: nin. - bubnuorp.: c. 401-408. - ISBN 978-5-8199-0331-5. - ISBN 978-5-
16-003132-3

5.3 llepuoanyeckue U31aHUA

Bompocs! kubepoe3onacuoct — Pexxum nocryna: https://cyberrus.info/

5.4 UuTepHeT-pecypcesbl

— http://rkn.gov.ru/ - deaepanbhas cinyxba o Haa30py B chepe CBsI3U, HHPOPMAITHOHHBIX TEXHOJIO-
Ui U MAaCCOBBIX KOMMYHHUKALIHIA;
— http://fstec.ru/ - deaepanbHas cayx0a M0 TEXHUUECKOMY M SKCIIOPTHOMY KOHTPOJTIO.

5.5 IIporpamMHoe o0ecnevyeHue, MPogecCHOHANbLHBIE 0a3bl JAHHBLIX U HH(POPMAIUOHHbIE CIIPABOYHbIE
CHCTEMBI

1. Omnepammonnas cucrema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01,
TUIEH3MOHHBIN 10r0BOp NeA-2021-1374-BY3 ot 28.05.2021.


https://cyberrus.info/
http://rkn.gov.ru/
http://fstec.ru/

2. Taker oducHbIx npunoxenuii «MoitOduc O6pazoBaHue».
3. AntuBupycnoe [10: Kaspersky Endpoint Security ayis 6usHeca, umeeTcs TUIEH3Us HA 2 TOJ1a UC-
M0JIb30BaHus1, BXOAUT B Peectp oTeuectBeHHoro [10

MarepuajibHO-TeXHUYECKOe oOecredeHue U CIUTITUHbI

3aHsATHA [0 JAWCIMIUIAHE MPOBOMATCS B ayJWTOPHSX, OCHAIICHHBIX KOMITBIOTCPHBIMH W
MYJIbTUMEIUIHBIMU CPEICTBAMU. Paboure CTaHIMH CTYJCHTOB M MpernojaBaresii OObEeIHHEHBI B
JIOKAJIbHYIO0 KOMITBIOTEPHYIO CETh C BO3MOYKHOCTBIO BbIXO/a B MIHTEpHET.

JIeKIMOHHbBIE 3aHATHS IPOBOSATCS B ayJAUTOPHSIX, OCHAICHHBIX MYJIbTUMEIUIHHBIM 000PYIOBAHUEM.

[IpakTHyecKre 3aHATHS TMPOXOAAT B KOMITBIOTEPHBIX KjaccaX, B KOTOPBIX YCTaHOBJIEHO
obopynoBaHue:

- cucteMHbIe 010kH Ha 6ase mporeccopa Intel Core i5;

- cucteMHbIe 010kH Ha 6ase mporeccopa Intel Pentium Core 2 Duo;

- MOHHUTOPBI MoJIesieit Samsung, ViewSonic.

K paboueii npocpamme npunazaromcesn:

— @OHJ OLEHOYHBIX CPEACTB ISl MPOBEICHUS MPOMEXKYTOUHOM aTTeCTalli OOydYarolmuXcs IOo
JTUACIUTUINHE;

- MGTOZII/ILIGCKI/IG YKa3aHus O 06yqa}om1/1xcs1 110 OCBOCHHIO JUCHUITIJIMHBI.



