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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

U3y4eHHe KOMIUIEKca MpobieM nH(POPMAIIMOHHON 0e30MacHOCTH, TOCTPOCHHUS, (PYHKIIMOHUPOBAHHS
U COBEpLICHCTBOBAHUS IPABOBBIX, OPraHU3allMOHHBIX, TEXHUYECKUX U TEXHOJIOTMYECKHUX IIPOLECCOB,
obecreynBaOIUX HHPOPMALMOHHYIO 0€30MacHOCTh M (HOPMUPYIOIIUX CTPYKTYPY CHCTEMBI 3aIlUTHI
LIEHHOH U KOH(QUIEHIIMAIbHON UH(OPMAIIH.

3amaun:

OBJIQICHUE TEOPETUYECKMMHU, NPAKTUYECKMMHU M METOJUYECKHMHU BONpOcaMu 0OecreyeHUs
MH(POPMAIMOHHON 06€30I1aCHOCTH U OCBOEHHE CHUCTEMHBIX KOMIUIEKCHBIX METOAOB 3alUTHl HHPOPMALIUU OT
pa3IUYHbIX BHUJIOB OOBEKTUBHBIX M CYOBEKTHUBHBIX Yrpo3 B IpOLECCE €€ BO3HUKHOBEHHs, OOpabOTKH,
MCITIOJIB30BaHUS ¥ XpaHeHus. M3ydaeMble BOIPOCH paCCMAaTPUBAIOTCA B IIMPOKOM JHara30He COBPEMEHHBIX
npoOjeM M 3aTparuBarOT IpeIMETHble c(pepbl 3allUThl KaK JOKYMEHTUPOBAaHHON HHdopManuu (Ha
OYMaXHBIX M TEXHHYECKHX HOCUTENNX), LHUPKYJIUPYIOIIeH B TPAaJUIMOHHOM WJIH 3JEKTPOHHOM
JOKYMEHTOO0OpOTe, HaxoJfIleHcs B KOMIBIOTEPHBIX CHCTEMaX, TaK M HEJAOKYMEHTHPOBAHHOM
uHpOpMalMY, PACHpPOCTPAHAEMOW TMEPCOHAJIOM B  MpOIEcCe  YINPaBICHYECKOW  (IeOBOM) WM
IIPOU3BO/ICTBEHHOH J1€ATEILHOCTH.

2 MecTo AUCHUILIMHBI B CTPYKTYype 00pa3oBaTe/ibHOM IPOrpaMMbl

JucnunnuHa oTHOcUTCs K 6a30Boit yactu 6moka [l «{ucuurinabl (MO )»
[TpepexBusutsl quctumnunsl: 51./1.5.10 Ungpopmamuka, b1./1.5.25 Onepayuonnvie cucmemol

[ToctpexkBusuthl  guctmmuuel:  51./[5.30 Opeanuzayuonnoe u npagogoe  obecneueHue
ungopmayuonnoi bezonacnocmu, b1.J[.5.32 Ocnoebl nocmpoenus 3auuyeHHbIX KOMNbIOMEPHLIX cemell,
b1.J1.5.33 Ochosbl nocmpoenus sawuujennvix 6a3z oanuwvlx, b1.J[.5.34 3awuma npoepamm u OauHbiX,
b1.J[F.37 Texuuueckas s3awuma ungopmayuu, b1.J[.B.41 3awuma ungopmayuu om ymeuku no
mexHuueckum kauanam, b1.J71.b5.42 Cmanoapmol ungopmayuonnou 6ezonachocmu, b1.JI.B.2 Texnonozus
NOCMpOoeHUs 3auuierHblx agmomamusuposantvlx cucmem, b1./].B.3 Pazpabomka u npumenenue cucmem
uckyccmeennozo unmennekma, b1.J1.B.5 Ynpasenenue npoepammnvimu npoexkmamu, b1./[.B.2.7.1 LJugpposas
¢openzuxa, b1.J].B.D.7.2 Kopnopamuenvie ungopmayuonusvie cucmemvl, b2.I1LE.YV.1 O3naxomumenvuas
npaxmuxa, B2.11.b.I1.1 Hayuno-uccnedoeamenvcrkas paboma, b2.I1.B.I1.1 Ilpouszsoocmeennas npakmuxa
(no cneyuanuzayuu)

3 TpeGoBanus Kk pe3yjabTaTaMm 00yUeHUs MO TUCIUIINHE

Hpouecc HU3YyUYCHUS JUCHUIIJIMHBI HAITPABJICH HaA (bOpMI/IpOBaHI/Ie CJICAYIOHIUX PE3YJIbTAaTOB 06y‘IeHI/I$I

IInanupyemsble pe3ynbTaThl
oOyudeHus Mo TUCIUILINHE,
Konx n HanmeHoBaHue Kon n HauMeHoBaHMEe MHAMKATOpA
. XapaKTEepU3YIOIIHE ATallb
(bopMHpyEeMBIX KOMIIETEHLIUH JOCTUKEHHS] KOMIIETEHIIUU
dbopMupoBaHus
KOMIIETCHIIUH
OIIK-1 Cnocoben onienuBatrh | OIIK-1-B-1 3naer nouarus nadopmanuu, 3HaTh;
poJb UH(pOpPMAIIHH, MH(POPMALIMOHHOM 0€30MMaCHOCTH, MECTO U |- CYIIIHOCTb U MOHSATHE
MH(OPMALIMOHHBIX TEXHOJIOTHH | poIb HHPOPMAIIMOHHOM 0€3011acHOCTH B nH(}OpMaLIOHHON
1 UH(pOpMaITMOHHON cHCTEeME HallMOHAIbHOM 0€301MacHOCTH 0€301acHOCTH,
0e30macHOCTH B coBpeMeHHOM |Poccuiickoit @enepariiiv, OCHOBbI XapaKTEPUCTUKY €€
o0I1IeCTBe, X 3HAYCHHUE JUIS rocyIapCcTBEHHON MH()OPMAITMOHHON COCTaBJISIOLINX;
obecrniedyeHnss 0ObEKTUBHBIX MOJIUTUKU - BUJIbI, UICTOYHUKHU U
noTpeOHOCTEH TMYHOCTH, HOCHTEIH 3aIlHIIAeMON
o0l1ecTBa U rocyiapcTBa nHdopManuu;




Kox n sHaumenoBanue

dbopMUpyEeMBIX KOMIETEHIIHHA

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopMupOBaHUS
KOMIICTCHIIUIH

- akTopHI,
BO3JECHCTBYIOLIME HA
nH}OpMaIIo pu ee
00paboTke B
ABTOMATU3HPOBAHHBIX
(uH(pOPMAITMOHHBIX )
CUCTEMaX.

Ymersn:

- OIpenenaTh (PakTophl,
BO3JECHCTBYIOLIME HA
uH}OpMaIIo Mpu ee
00paboTke B
ABTOMATU3HPOBAHHBIX
(MH(pOpPMAIIMOHHBIX)
CUCTEMaX.

Baajgern:

- HaBBIKaMU OTIpeieNICHUs
UCTOYHUKOB yrpo3
0e30MacHOCTH
UHpOpMaLny;

- BJIaZIETh OCHOBHBIMU
prueMaMu
IPEIOTBPAICHHS YTPO3
0€30MaCHOCTH.

OIIK-5 CniocobeH mpuMeHSITh
HOPMAaTHBHBIE MPABOBBIC AKTHI,
HOPMAaTHBHBIE U METOJUYECKUE

TOKYMEHTHI,
periaMeHTHpYIoLHe
JEATeNbHOCTD IO 3aIUTe
uHpopManuu

OIIK-5-B-1 3Haer 0CHOBEI 3aKOHOAATEILCTBA

Poccuiickoit denepanuu, HOpMaTUBHbBIE
IIPABOBBIE AKTHI, HOPMATUBHBIE U
METOJIMYECKHE TOKYMEHTHI B 00J1aCTH
MH(POPMALMOHHOM 0€30MaCHOCTH U 3aIUTHI
uH(pOpMalnH, TPaBOBbIE OCHOBbI
OpraHM3aly 3allUThl TOCY1apCTBEHHON
TaliHbl ¥ KOHQUASHIINATLHOW HH(pOpMaLuHy,
IIPABOBYIO XapaKTEPUCTHUKY NIPECTYIUICHUN B
cdepe KOMIbIOTEpHOM HH(OPMALIUU U MEPBI
IIPaBOBOM Y NUCLMILUIMHAPHON
OTBETCTBEHHOCTH 3a Pa3IIaleHUE
3alMIaeMoi nupopmanuu

3HaTh;

- CYITHOCTh | MTOHATHE
UH(POPMALIMOHHOM
0e30IacHOCTH,
XapaKTEepUCTHKY ee
COCTABIISFOIIHX;

- BUJIbl, ICTOYHUKH U
HOCHUTEIH 3aITUIIacMON
UHpOpMaLny;

- (paxTOpBHI,
BO3JICHCTBYIOILME HA
MH(}OpMAaLIHIO TIPH €€
o0paboTke B
aBTOMAaTH3UPOBAHHBIX
(uH(OpPMAITMOHHBIX )
cucTeMax.

Ymern:

- OIpenensTh (PaKTOpHL,
BO3JEHCTBYIOLIME HA
MH(}OpMaILIHIO MIPH €€
o0paboTke B
aBTOMAaTH3UPOBAHHBIX
(MHpOPMAITMOHHBIX)
cucreMax.

Baajgern:

- HaBbIKaMHU OTIpE/IeICHUs
WCTOYHHUKOB yIpo3




[Inanupyemblie pe3ynbTaThl
00ydeHUs IO TUCIHUIUINHE,

Kon u naumeHnoBanue Kon u HaumeHnoBaHue nHIUKAaTOpa
dbopMUpyEeMBIX KOMIETEHIIHHA JOCTUKEHHS] KOMITETEHIIUU XAPAKTCPHIYIOLIC STATIRT
dbopMupOBaHUS
KOMIETEHLINI
0e301acHOCTH
uH(pOpMAIHH;
- BJIaZIETh OCHOBHBIMU
prueMaMu
IPEIOTBPAICHHS YTPO3
0€30MMaCHOCTH.
OIIK-6 Criocoben npu OIIK-6-B-4 3HaeT 0oCHOBHBIE YIPO3bI 3HaThb;
penieHny npo(heCCUOHATBHBIX | 0€30IaCHOCTH MHPOPMAITUU U MOICTH - CYIIHOCTbH ¥ TOHSTHE
3aJla4 OpraHU30BbIBAThH 3AIIUTY |HAPYIIUTENS KOMIIBIOTEPHBIX CUCTEM uH(hOpMalMOHHON
uHpopmanuu orpannueHHoro | OITK-6-B-5 CriocoGen pazpabatbiBaTh 0€30IMMacHOCTH,
JIOCTYTa B KOMITBIOTEPHBIX MOJIEIH YIPO3 ¥ MOJIEJIM HapyIIUTENs XapaKTepUCTHKY €e
CUCTEMaX M CETSAX B KOMITBIOTEPHBIX CHCTEM COCTaBJISIONINX;

COOTBETCTBHUH C
HOPMAaTHUBHBIMU ITPABOBBIMHU
aKTaMU 1 HOPMAaTHUBHBIMU
METOANYECKUMHU JOKYMEHTaMHU
DdenepalbHOI CITyKOBI
0e3omacHocTu Poccuiickoi
Oenepanun, OenepaibHON
CITY’>KOBI 110 TEXHHYECKOMY U
3KCIOPTHOMY KOHTPOIIIO

- BUJIbl, HCTOYHUKH H
HOCHUTEIIH 3aIMIIAEMON
uHdopmanuu;

- (hakTopHI,
BO3JICHCTBYIOIIHE HA
UH(OPMALIUIO TIPH €€
00paboTke B
aBTOMAaTH3UPOBAHHBIX
(MH(MOPMAITHOHHBIX )
cucTeMax.

Ymersn:

- oTpeeNsATh (HaKTOPHI,
BO3JICHCTBYIOIIHE HA
MH(POPMALIUIO TIPH €€
o0paboTke B
aBTOMAaTH3UPOBAHHBIX
(uH(pOpPMAITMOHHBIX )
cucTeMax.

Baajaerb:

- HaBBIKAMH OTIPE/ICIICHUS
UCTOYHUKOB YIpo3
0€30MacHOCTH
UHpOpMaLny;

- BIIJIETh OCHOBHBIMHU
nprueMaMu
MPEIOTBPAILCHHS YTPO3
0€30I1aCHOCTH.

4 CTpyKTYypa M coJiepKaHue TUCUMIIIMHBI

4.1 CTpykTypa 1M CIHILIHHBI

OO0mas TpyA0€MKOCTh JUCIIUIUIMHBI COCTABISIET 3 3aueTHbIe eAuHUIIBI (108 akajmeMruueckux 4acos).

Bun pabotbt

TpynoemkocTs,
aKaJeMHUYECKHUX YaCOB

5 cemecTp BCETO

O0mas Tpy10éMKOCTh

108 108




TpynoemMKocCTs,
Bun pabotsr aKaJeMHUYeCKHUX 4acoB
5 cemecTp BCETO
KonrakTHasi pabora: 84,25 84,25
Jlexuuu (JI) 34 34
Jlabopartopusie pabotsl (JIP) 50 50
[TpoMexyTouHas aTTecTanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padoTa: 23,75 23,75
- 8bINOJIHEHUE UHOUBUOYATIbHO20 MBOopYecKo20 3a0arnus (UT3);
- CAMON0020Mo8Ka (Npopabomka u no8MopeHue 1eKYUOHHO20 Mamepuala u
mamepuana y4eOHuKo8 u yueoHvix nocooutl),
- U3yyeHue pazoenos Kypca 8 cucmeme 21eKmpoOHHO20 00yYeHUsl,
- N10020MOBKA K 1AO0PAMOPHLIM 3AHAMUSIM.
Bua uTOroBoro KOHTpoO.Is (3a4eT, IK3ameH, 1u¢depeHInPOBAHHBIH 3ayeT
3ayer)
Pa3nensl AMCUUITINHBI, H3y4aeMBbIe B 5 ceMecTpe
KonnuectBo yacos
Ne HanmenoBanue pasnenoB AyATOpHas BHEAyY/I.
pasjena BCETO abora
1113 | JIp pabota
1 Konnenmus PO B o6mactu nHbopMamoHHOMU 8 4 2 2
0e3omacHOCTH. 3amuiaeMast HHPOopMaIus.
besonacnoctu. [lonstue 3amurniaemoi
nHbopmanmu. Bunel 3anmmaemMoi nHGopMaIu.
2 DKOHOMHYECKHE aCIIEKThl HH()OPMALIMOHHON 10 4 2 4
6e3omacHocTi. OTBETCTBEHHOCTH 33 HAPYIICHHE
TpeOoBaHUH B 00J1aCTH HHPOPMALTMOHHOM
0€30MacHOCTH.
3 Tpebosanust ®CTIK, kak perynaropa B 001acTu 14 6 4 4
MH(POPMALMOHHOM 0€30MaCHOCTH.
4 MeTo/1b1 3a1IUTHl HHQOPMALIKH. 24 6 14 4
5 Monenu pa3rpaHuyeHus 10CTyna K 24 6 14 4
KOMITBIOTEPHBIM CHCTEMaM.
6 3amura nHPOPMALIUU IPU MEXKCETEBOM 10 2 6 2
B3aUMOJICVICTBUMU.
7 be3zonacHoCTh cucTeM NepcoHaNBbHOM 00paboTKH 10 2 4 2
nauubiX (ITJIH). Metoasl 06e31uYrBaHus JaHHBIX.
8 [Tpo6aembl uMnopro3amenienus Ha Poccuiickom 8 4 4 2
pbiHKE | T-po1yKTOB.
HUroro: 108 34 50 24
Bceero: 108 34 50 24

4.2 ConepxxaHue pa3iesioB JUCHUNIHHBI

1 Konuenuusi P® B 06;1acTH HHPOPMALIMOHHOI 0€3011aCHOCTH.

3ammmaemas uHpopmarusa. bezomacHoctu. [lonstue 3ammumiaemoir  wHbopmaruu.  Bumsl
3amumaeMoit nHopmaruy. 3ammra HPOPMaUU OTPAaHUYEHHOTO JIOCTYTIA.
2 DJKOHOMMYeCKHe acmeKTbl HHGoOpMannoOHHOH Oe3omacHOCcTH. OTBETCTBEHHOCTH 3a

HapylieHue TpedoBaHuil B 001acTH HHGOPMALMOHHOI 0€301TaCHOCTH.
Kpurepuu otnecenus unpopmanuu K 3amuiiaemoid. [lonstue u Bunsl yuep6a or HC/I.
[Tonsitne u Buas! ymep6a ot HCJI. Cuctema cOBpeMEHHOTO 3aKOHOIaTEIBCTBA, PETTIAMEHTHPYIOIIAs

BOIIPOCHI 3alIUTHI I/IH(I)OpMaI_[I/II/I N OTBCTCTBCHHOCTHU 34 HAPYUICHUC HH(bOpMaHHOHHOﬁ 0C30IMacCHOCTH.
6



3 TpeooBanusa ®CTIK, kak perysitopa B 00J1acT HH(POPMALTMOHHOMH 0€30MACHOCTH.

«Opamxkeas KHUT'A (TCSEC)». Pamyxnas cepus. ['apMoHn3upoBaHHbIe KpuTepun EBpomeiickux cTpaH
(ITSEC). Pexomenganuu X.800. Komnerennus 3amutsl o HCJI I'ocrexxomuccuu nipu Ipesuaente PO (OCTIK ¢
2004 r.).

4 MeToab! 3alIMTHI HHGOPMAIIHMN.

Ouznyeckue, ammaparHble U IPOrpaMMHBIE CPENCTBA 3alIMTHl MHPOpMAIHMH. AyTeHTU(UKAIUS
MoJib30Baresel. AnroputMbel muUdpoBaHus WHPOpMAMU. be30macHOCTh OO0JIAYHBIX  TEXHOJOTHUH.
OO6dyckanust mMporpaMMHOTO KOJIA.

5 Mopeau pa3rpaHuyeHusi 10CTYNa K KOMIbIOTEPHBIM CHCTEMAM.

OO01as xapakTepuCcTHKa MOJENIeH AUCKPELMOHHOI0 A0CTyna. Moaenn Ha OCHOBE MaTpUIlbl JOCTYIIA.

OO0mass XxapakTepUCTUKAa MOJUTHUKM MAaHIATHOrO JAOCTyna. Monenu pasrpaHudeHHsi JOCTyla Ha
OCHOBE POJIEBOI MOJIMTHKU 0€30aCHOCTH.

6 3amuTa nHGoOpMaLUKM NPH MeKCEeTEeBOM B3aUMO/CHCTBUM.

3amuTta KOH(QHUACHUUATbHOW HH(POpPMAIMM HAa aBTOMATU3MPOBAaHHBIX pabOYMX MecTax Ha 0Oase
aBTOHOMHBIX [I9BM. 3ammra nndopmanmy B JIOKATBHBIX BBIYUCIUTEIBHBIX CETAX. 3amuTa UH(OpMaIu
IIPU MEXKCETEBOM B3aMMOJICHCTBHHU.

3ammra wHQOpMarmuu TpU paboTe C CUCTEMaMH yIpaBieHus Oa3zamMu JaHHBIX. [lopsmok
oOecriedyeHus 3amuThl HMHDOpPMAMKU TPU B3aUMOJEHUCTBUU C HMHGPOPMAIMOHHBIMH CETSAMH OOIIEro
10JIb30BAHHUS.

7 Be30nmacHOCTb MEPCOHAIbHBIX JAHHBIX.

O06e3nnunBaHre NEPCOHABHBIX JAHHBIX KaK CPEJCTBO 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
CriocoObl 00€3MMUMBaHUSA TIEPCOHATBHBIX AaHHBIX. CBOWCTBA METOJOB O0E3IMYMBAHUS IEPCOHAIBHBIX
JTAHHBIX U TpeOOBaHUS K HUM. ACHEKThI UCIOJIb30BaHUS 00€3IMUEHHBIX NIepcoHanbHbIX qaHHbIX. [IPUKA3
POCKOMHA/I3OPA ot 19 utons 2025 r. Ne 140.

4.3 JlabopaTtopHbie padoThl

Ne JIP Ne HaunmenoBaHue 1a60paTopHBIX paboT Kor-0
paszznena 4acoB

1 1 [Tpo6nema HC/I x nHGOpMalIMOHHBIM CUCTEMaM. 3aluTa 4
UHpOpMaLIUH.

2 2-3 Onenka HaIeX)KHOCTH MH(GOpMallMOHHBIX cucTeM. OpaH)keBasi KHUTA. 4

3 4 Ob6naunsle TexHONOrHMU. OOpaboTKa U 3aIuTa HHPOPMALUY B 8
00JIauHBIX CEPBHUCAX.

4 4 O06¢yckarys MporpaMMHOTO KOJa. 6

5 5 Mojenu pasrpaHudeHus JocTyna. JJucKkpenrnoHHasi MOJENb JOCTYIa. 4

6 5 Mojienu pasrpaHudeHust 1ocTyna. MaHaaTHas MOJIeNb IOCTYIIA. 6

7 5 Mojenu pasrpannuenus focrymna. PoneBas Moenp ocTyna. 4

8 6 [TpoeKkTHpOBaHKE CETEBOM 3aIUTHI. 6

9 7 Cuctembl 00€3IMYMBAHUS IEPCOHAIBHBIX JIAHHBIX. 4

10 8 Pa3paboTka HMIIOPTO3aMEIIAEMBIX TPOYKTOB. 4
Hroro: 50




5 Y4yeOHO-MeTOAMYECKOE 00ecTIeUeHHe TUCITHIIINHBI
5.1 OcHoBHas 1uTEpaTypa

1. MenwsuukoB, B. I1. Uadopmanmonnas Oe3omacHocTh W 3amuTta uHbopmanuu [Tekct]: yueOHOE
mocoOue s CTYACHTOB BBICIIMX YYE€OHBIX 3aBEICHUN, OOYYAOIIUXCS MO  CHEIHATbHOCTH
"Undopmannonnsie cucreMsl U TexHonoruu" / B. I1. Mensnukos, C. A. Kneiimenos, A. M. Ilerpakos; mos
pen. C. A. KiuelimenoBa. - 6-¢ u3m., crep. - MockBa: Axkamemus, 2012. - 332 c.: wn - (Bsicmee
npodeccuoHaibHOe 0OpazoBanue. MHGopMaTHKa M BBIUUCIUTEIbHAS TEXHHUKA). - bubmmorp.: ¢. 327-328. -
ISBN 978-5-7695-9222-5.

2. Mamok, A. A. Beenenue B 3amuTy mH(OpPMAIlMd B aBTOMAaTU3MPOBAaHHBIX cucTeMax [Tekct]:
y4ae0. mocodue Il CTYACHTOB, 00YJaIOIIUXCsl IO CIEll., He BXOASIIUM B TPYIIY CIiell. B 0011, HHpopM. Oe3-
omacHoctu / A. A. Mamok, C. B. [Tasuzun, H. C. [Toroxun.- 2-e u3z. - M. : ['opsuas nuaus-Tenekom, 2004.
- 147 c.: un. - bubmuorp.: c. 143. - ISBN 5-93517-062-0.

5.2 lomosiHUTEIbHAS JIUTEPATYPaA

1. Baitoypun B.b. BBemenume B 3ammry uH(popmanuu [Tekcr]: yueb. mocobue it By30B /
B.b. BaiiOypun [u gp.]. - M.: ®OPYM: UHOPA-M, 2004. - 128 c. - bubnuorp.: c¢. 124-125. - ISBN 5-
89199-0130-4. - ISBN 5-16-001942-1.

2. Iankuna, T. H. MeToas! u cpeacTBa 3aliuThl KOMIbIOTEpHOI nHpopMmaruu [Tekct]: meTon. yka-
3anus K Jy1ab. mpaktukymy / T. H. Illankunaa; M-Bo oOpa3oBanmsi u Hayku Poc. denepammm, Demep.
areHTCTBO Mo oOpa3oBaHuIo, ['oc. oOpa3oBar. yupexaeHue Boicl. pod. odpazoBanus "OpeHOypr. roc. yH-
1", Kad. Beramci. rexuauku. - Openodypr: 'OY OI'Y, 2007. - 44 c. - bubnwuorp.: c. 44.

3. lanerun, B. @. MadpopmanronHas 0€30MacHOCTh KOMIIBIOTEPHBIX cucTeM U cered [Tekcr]:
yae0HOe IMocoOue JJIs CTYICHTOB YUPEKICHHUHN CpeaHero MpodeCcCHOHATHLHOT0 00pa30BaHus, 00yIarOIIUXCS
o rpymrme cnenuanbHoctei "Mupopmaruka u BerurcnutenbHas Texuuka" / B. @. [llanerun. - Mocksa: ®o-
pym: UIHOPA-M, 2014. - 416 c.: un. - bubmuorp.: ¢. 401-408. - ISBN 978-5-8199-0331-5. - ISBN 978-5-
16-003132-3.

5.3 llepuoauyeckue u3IaHUA

KypHuanst:

— IIpoGnemsl nHpopmannoHHON OezonacHocTU. KommbloTepHbIE CUCTEMBI. M31aTeNbcTBO CaHKT-
[TerepOyprekuii monmutexunueckuit yausepcuret Ilerpa Benukoro, r. Cankr-IlerepOypr. // Pexum noctyna:
https://jisp.spbstu.ru/archive/

5.4 UuTepHeT-pecypcesbl

— http://www.securitylab.ru/ - «SecurityLab.ruy
— http://www.0sp.ru/ - «OTKpBITBIE CHCTEMBI»
— http://www.citforum.ru/ - «CIT FORUM»

Cranpaprsbl:

— T'OCT P 51275-2006 3ammra nHpopmarmu. O0bekT nHDopMaTH3ammuu. PakTOpbI, BO3ACHCTBY-
fomuye Ha nHpopmaruto. OOIIIe TOT0KESHHUS.

— T'OCT P 50739-95. «CpenctBa BbruucnutensHoi Texuuku. 3amuta ot HCJl x nundopmarmu. O6-
M€ TEXHUYECKUE TPeOOBAHUS»

— T'OCT P UCO/M3BK 15408-1-2012. HaunonaneHslil cranaapt Poccuiickoit ®enepanuu. Undop-
MallMOHHasl TEXHOJIOTHs. MeTo/bl U cpencTBa odecneueHus O0e3omacHoctr. Kpurepun oneHku 6e30macHo-
cTH HH(pOpPMAIIMOHHBIX TexHOoJorui. YacTs 1. BBenenue u o0mias monens (yTB. U BBesleH B neictue [Ipu-
ka3oMm Poccranmapra ot 15.11.2012 Ne 814-cT)


https://jisp.spbstu.ru/archive/
http://www.securitylab.ru/
http://www.osp.ru/
http://www.citforum.ru/

— T'OCT P UCO/M3K 15408-2-2013. Uudopmanmonnas TexHojaorus. MeToabl U cpencTBa obecrie-
yeHus O6e3onacHocTy. Yacth 2. DyHKIIMOHATBLHBIE KOMIIOHEHTHI 0€30ITaCHOCTH.

— T'OCT P UCO/MDK 15408-3-2013 NudopmarnmonHas TeXHOI0THs. MeTOobI U cpeAcTBa oOecte-
yeHus 6e3omacHocTu. Kputepun orneHku 6e3omacHocTH HHGOPMAIMOHHBIX TexHoJoruid. YacTts 3. Kommo-
HEHTBI TOBEpHs K 0€301MacHOCTH

— T'OCT 28147-89. «Cuctembl 06paboTku uHbopmaruu. 3amura KpunTorpapudeckas. AJITOpUTM
KpunTorpadguueckoro npeodpazoBaHUs».

— T'OCT P 34.10-2012. «MudopmannonHas texHonorus. Kpunrorpadudeckas 3ammra uHbOpMa-
iuu. [Ipoueccel popmMupoBaHUS U MPOBEPKH SIEKTPOHHON HUGPOBON MOIITUCH

— T'OCT P 34.11-2012. Uadopmarnmonnas texHosiorus. Kpunrorpadudeckas 3ammra nHGOpMAaIIHH.
DyHKIHS XESUIUPOBAHUA

— T'OCT 29099-91. «CeTu BBIUHUCIUTENIBHBIE JIOKATbHBIC. TEPMUHBI U ONIPEIACTICHUS.

— ISO/IEC  27001:2005. «MHpopMannOHHBIE TEXHOIOTHH. MeToabl obecrieucHust Oe30macHoO-
ctu. CucteMsl ynpasiieHus HH(HOpMaIMOHHON Oe3omacHoCcThio. TpedoBanus». 2012 T.

— ISO/IEC 27002:2005 «MHupopManrOHHBIEC TEXHOIOIHH. MeToabl obecreueHust 0e30MmacHo-
ctu. [IpakTHyeckoe pykoBOJCTBO 1O YIIpaBiIeHUIO HHPOpMaMOHHOM 6e30macHoCThION. 2013 T.

— ISO/IEC 27006:2007 «MHupopmanmoHHble TeXHOIOTHU. MeToabl obecriedueHus: 0e30macHo-
ctu. TpeGoBaHuUs K OpraHaM ayJauTa v CepTH(GHUKAINN CUCTEM YIpaBieHUS HH(POPMAITMOHHON 0€301macHo-
CTBIO».

5.5 IlporpammHoe obOecnedeHue, npodeccuoHaJbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIIPABOYHbIE CUCTEMbI

a) MpOrpaMMHOE 00ECTICUCHHE:

— OmnepanuonHas cuctema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01, nuien-
3uOHHBIH ToroBop NeA-2021-1374-BY3 ot 28.05.2021.
0) 06a3bl JaHHBIX, HHPOPMAIIMOHHO-CIIPABOYHBIC U TOMCKOBBIC CHCTEMBI:

— Komncynperanrt ITnoc;
— OTKpBIThIE TOUCKOBBIE crcTeMbl: Yandex, Mail u ap.

6 MaTepuajibHO-TeXHHYECKOe o0ecnedeHne JUCHUNINHBI

3aHATUSI 10 JUCHUIUIMHE TPOBOAATCS B ayJUTOPHSAX, OCHAIICHHBIX KOMIIBIOTEPHBIMH U
MYJIbTHMEIUMHBIMA  CPEICTBaMH. Paboune CTaHIMM CTYACHTOB U TPENoJaBareis OObEJAWHEHBI B
JIOKaITbHYI0 KOMIIBIOTEPHYIO CETh C BO3MOXKHOCTBIO BbIX0/1a B IHTEpHET.

JIeKIIMOHHBIE 3aHSTHS TPOBOIATCS B AYAUTOPHUSX, OCHANIEHHBIX MYJIbTHMEINNHBIM 000PY/I0BaHHEM.

JlabGopaTtopHble 3aHATHS IPOXOAAT B KOMIIBIOTEPHBIX KllaccaxX, B KOTOPBIX YCTaHOBJICHO
o0opyoBaHue:

- cucTeMHbIe OokH Ha 6ase mpoueccopa Intel Core i5;

- cucTeMHbIe O10kH Ha 6a3e mpoueccopa Intel Pentium Core 2 Duo;

- MOHHUTOPBI Mojienieit Samsung, ViewSonic.

K paboueii npozpamme npunacaromes:

o DoHJ OIEHOYHBIX CPEJCTB I MPOBEICHUS MPOMEKYTOYHOW aTTeCTallud OOYYAIOIIUXCS IO
JUCHHUIIIINHE,

e Meroanueckue yKa3zaHus I 00yJaroNUXCcsl 0 OCBOCHUIO JTUCITATLINHBIL.



