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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:
PazButne y Oyaymmx CHENHUATUCTOB HABBIKOB 3alllUTHl MPOTPAaMM M JAHHBIX C TMOMOIIBIO
CHEIUATU3UPOBAHHBIX HHCTPYMEHTOB, @ TAK)KE ITyTeM Pa3paOd0TKH MPOrPAMMHBIX PEIICHUM.

3amaun:

- [I0JIy4€HHE HAaBBIKOB aBTOMAaTHU3allMU YIIPABJICHUS [IPOrpaMMaMu Yepe3 Ux UHTepdeiic;

- [IOJIY4YCHHC HaBBIKOB

UCTOJB30BAHUS U Pa3pabOTKH

IIPOrPaMMHBIX U

anmnapaTHbIX

KpunTorpaguueckux CpeiacTB ayTreHTudukanuu, obdecriedeHUs KOH(QUACHIIMAILHOCTH U LEJIOCTHOCTU

uH(pOpMaINH;

- [IOJIY4CHHUE HaBbIKOB HUCIIOJIB30BaHUA CPEACTB pa,I[I/IO‘{aCTOTHOﬁ I/I,I[eHTI/I(bHKaI_[I/II/I.

2 MecTo AUCHUILUINHBI B CTPYKTYype 00pa3oBaTe/IbHOM MPOrpaMMbl

JucnurnmuHaa oTHOCUTCS K 6a30Boi yactu Osioka [] «/[ucuurmmnabl (MOTyIn )y

[IpepexBU3NTHI

NUCHUILUIAHEL:

b1J{.h.22 A3viku

npoepammuposanust, b1.J1.5.28 Ocrosvl unghopmayuonnoi bezonacnocmu

npOCPaAMMUPOBAHUSL,

b1.JI5.23 Memooul

[ToctpexBuzuthl guctuiuinael: b1./[.5.44.3 Vazeumocme npocpammnoco obecnevenus, b1.J].B.2
Texnonoeusi nNOCMpoeHUs 3aUUUIEHHBIX ABMOMAMU3UPOBAHHBIX CUCTEM

3 TpeGoBanus k pe3yjabTraTaMm 00y4YeHHUs M0 TUCHUILINHE

[Tpornecc n3y4yeHHs TUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUCHHUS

Kon n HaumeHnoBanue
bopMHUpPYEMBIX KOMITETSHITHI

KO,Z[ W HAMMCHOBAHHC MHIHWKATOpa
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yybTaThl

00y4eHUs 1Mo JUCIUILIHHE,

XapaKTEPU3YIOLIHE ITAITbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-1 CrniocobeH o1ieHHBAaTh
poJib uHpOopMauy,
MH(OPMAIIMOHHBIX TEXHOJIOTUI
1 “THPOPMAITMOHHOMN
0€30MaCHOCTH B COBPEMEHHOM
00I1IeCTBE, UX 3HAUECHHUE IJIT
obecriedeHns: 00bEKTUBHBIX
MoTpeOHOCTEN JIMUYHOCTH,
o0111ecTBa U rocyjapcTBa

OIIK-1-B-2 Knaccugunupyer 3aunaeMyro
WH(POPMAIIHIO TIO BUAAM TAHBI U CTETICHSIM
KOH(HIEHIIMATILHOCTH

3HaTh:

- OCHOBHBIE CPEJICTBA H
CITIOCOOBI OOECIICUCHUS
nH(}OPMaLIMOHHON
0e30IMacHOCTH;

- IPUHITUTIBI TOCTPOCHHUS
CHCTEM 3allUTHI
nHpopmManuu.

YMmerb:

- OTIPEACIIATH KJIacc
3amuiaeMon nHpopMauu
10 BUJIaM TallHBI
CTEIICHSIM
KOH(PHUACHITMATBHOCTH;

- OIIEHUBATh YTPO3BI
nH(}OpMaLIOHHON
0e30ImacHOCTH U1l 00bEKTa
nH(popMaTHU3alny;

- KJ1accu(UIUPOBATh
yrpo3bl HHGOPMaLMOHHON
0e30ImacHOCTH ISl 00bEKTa
MH(OPMATU3ALIHH.




[Inanupyemblie pe3ynbTaThl
00ydeHUs IO TUCIHUIUINHE,

Kox n sHaumenoBanue Kon u HaumeHnoBaHue nHIUKAaTOpa
o XapaKTEPHUIYIOLIUE ITAIbI
(bopMHUPYEMBIX KOMITETCHITHI IOCTH)KEHHUSI KOMIIETCHIINU (OpMUpOBAHIS
KOMIIETEHIIUN
Baajnersn:

-HaBBIKAMH ITOCTPOCHUS
CHCTEM 3aIIUTHI
nHpopMauu a5 00bEKTOB
MH(pOpMaTH3aIHH.

4 CTpyKTYypa U collepKaHue TUCUUIINHBI
4.1 CTpyKTypa IMCHUATINHBI

OO0m1as TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISIET S 3aueTHbIX eauHuIl (180 akazeMrueckux 4acos).

TpynoemkocTs,
Bun paGotsr aKaJeMHUYECKHUX 4acoB
8 cemectp BCETO
O01masi Tpy10éMKOCTh 180 180
KonTakTHas padora: 91,25 91,25
Jlextmu (JI) 30 30
[Tpaktuueckue 3ansatus (I113) 30 30
Jlaboparopusie pabots (JIP) 30 30
Koncynpranuu 1 1
[TpomesxyTouHas arrectanus (3a4eT, SK3aMeH ) 0,25 0,25
CamocTrosiTesbHasi padora: 88,75 88,75
- camono02o0moeKka (npopabomxa u nogmopenue 1eKYUOHHO20 Mamepuad u
Mamepuana y4eOHUKo8 U y4eOHbIX nocooutl);
- Uzyuenue pazoenos Kypca 6 cucmeme 3J1eKmpoOHHO20 00VUEeHUsl,
- N0020MOBKA K NPAKMUYECKUM 3AHAMUAM;
- N0020MOBKA K KOJLIOKEUYMAM.
Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3K3aMeH
3a4eT)

Pazgensl AUCHUIUINHBI, U3y4aCMBbIC B 8 CCMECTPE

KonuyectBo yacoB
Ne HaumenoBanue pasnienon ayatopHa BHEay/I.
paszzena BCETo abota
T 113 | JIp pabota
1 [TosmmTHka nH(GOPMALIMOHHOHN 0€301MaCHOCTH 36 6 4 |10 16
2 Crioco0Bl 3alIUThI TPOrPaMM U JIaHHBIX 42 10 | 10 | 6 16
3 Peanm3arust cpecTB KpunTorpadGuIecKou 3anuThl 48 6 8 8 26
uHpopMauU
4 be3onacHOCTh OnepanmoHHBIX CHCTEM 44 8 8 6 22
Hroro: 180 30 | 30 | 30 90
Bcero: 180 30 | 30 | 30 90

4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

1 Monutuka wunHpopmMauuoHHOH Oe3onmacHocTH. Cmpykmypa RnoOIUMuUKY UHGDOPMAYUOHHOU

bezonacnocmu. OpeanuzayuoHHo-pacnopsoumenvivie 0okymeHmul. bazosas nonumuxa 6ezonachocmu.
4




Cneyuanusupogannvie nonumuku dezonacnocmu. Ilpoyedypur 6esonacnocmu. Ilonumuka b6ezonacnocmu 6
omuoulenuy 00pabomKy NepCoHANbHBIX OAHHBIX.

2. Cnoco0bl 3amMTa MporpaMm W AaHHBIX. OcHosononazarowue O0oxymernmsl. Modenu yepos
ungopmayuonnou 6esonacnocmu. Ilonamue u munvl amaxk HA UHDOPMAYUOHHBIE PeCYPChl. CheyuaibHble
mpebosaHuss U peKxomeHoayuu no mexuHuyeckou 3awume KoH@uoenyuanvrot ur@opmayuu (CTP-K).
Meponpusmus no 3awume ungopmayuu. Kubeppasseoka. Yposeuu Threat Intelligence: cmpamezuyeckuil,
onepayuonnslll, maxkmuyeckuil. Ycuyeu no kubeppasseoke (Threat Intelligence Services). Kubeppaseeoxa 6
Poccuu

3. Peasmm3anus cpeactB kpunrorpaduyeckoii 3amursl uHGopmauuu. /lpoepavma TrueCrypt.
Hasnauenue, docmouncmea, nHedocmamku, ucmopus co30anus. OCHO8Hble B03MOICHOCMU NPOSPAMMDL.
Yempoiicmseo moma. Hcnonwv3zyemas kpunmozpaghuueckas cxema, Ucnoib3zyemvle ancopummbsl Wu@dposanus
u xewuposanus, pexcum XTS, aneopumm PBKDF2.

Ilpoepamma KeePass Password Safe. Hasnauenue, oocmouncmea, nedocmamxu. OcCHOBHble
B03MOJICHOCIU NPOSPAMMbI, KIIOUAS CO30aHue U ucnoavzoganue naponei TAN, a makowce Hacmpouxy
CcneyuanbHblX napamempos 6e30nacHoCmu,).

Ilonamue amaku noano2o nepebopa u nepebopa no crosapro. /lemMoHCmpayus UCnOIb308aHUSA
OaHHbIX amax Ha npumepe noobopa napoavhvix ¢pasz oaa moma TrueCrypt u 3auuujeHHo20 XpaHuIuwa
KeePass.

Ocnoguvie xapakmepucmuku u npuHyunvl padomsei. OCHOBHbIE NOHAMUS: CUMMempuuHble U
acummempuunvle kpunmocucmemsl, PKI, cepmuguxam (OpenPGP u X.509), yoocmogepsawowuii yeump,
npogepka cepmuguxkama, CHNUCKU OmM3bl808 cepmugpuxamos, cemsv oogepus, MITM-amaxka. Cnocobvi
usbexcamo MITM-amaxu npu ucnonvzosanuu OpenPGP u X.509. Ilpoepammor GnuPG u Gpg4 Win.

Coepemenuvie annapammuvie U annApamHoO-NPOSPAMMHbIE Kpunmocpaguueckue pewieHuss 0
udenmugpuxayuu, aymenmupurayuy, obecneyeHuss KoH@uoeHyuanvnocmu u yeirocmuocmu. Ilonamue
uoenmughuxayuu u aymeumugurayuu. Cnocoovr aymenmugpurayuu. Cmapm-xkapmol. Buomempuueckue
cucmemvl. Annapammvie MmoKeHbl.

Cmeeanoepaghus. Hanpasnenus cmezanocpaguu. Komnvromepuas cmezanocpadus u eé memooswi.
Cmeeanoananuz u memoosl cmeearnoananuza uzoopascenuti. OpenPuff. LJugpposuvle soosinvie 3naku (L{B3).
Memoo LSB. Ocobennocmu aiinos, coicamvix ¢ nomepeti oauuvix (JPEG). Amaxu Ha cucmemol
secmpausanus [[B3. Coxpvimue 0anHulX 8 8UOEONOCie008amelbHOCHIX.

Texnonoeuu paououacmomnou uoenmugurayuu RFID. Ocnoeuvie nouamus: RFID-memka,
cuumvieamens, RFID-cucmema. Yempoiicmeo RFID-memxu. Knaccuguxayus RFID-cucmem, RFID-wemox
(no uacmome, UCMOYHUKY NUMAHUSA, MUNY UCNOIb3YeMol namamu), cuumovigameneu. OcCHo8Hble
docmouncmaa u Hedocmamxu RFID. [Ipumepol u cghepol ucnonvzosamus.

4. Be30nmacHOCTb ONEPAUMOHHBIX cucTeM. besonacnocms OC Linux. Ilonvzosamenu, epynnsi u
npasa oocmyna. Cpeocmea paspanudenuss npaeé noavzosameneii u npozpamm. Cemesas 6e30nacHOCMmb,
medrccemesoti okpan netfilter. Lllughposanue ¢aiinos u scécmroeo oucka. dm-crypt u TrueCrypt.

bezonacnocme OC Windows. Ilonvzoeamenu, epynnol nonv3oeameneti u noaumuxu epynn. Konmpons
yuemuwix 3anuceitl nonvsoeamenei UAC. Aymenmugpuxayus, npomokon Kerberos. [llugpposanue oannwvix
EFS, BitLocker u ux omauyus. IIpomoxon IPSec. Cpedcmeo ynpaenenus npunodicenusimu AppLocker.
Ipumepwr. Cucmema monumopunea ZABBIX.



4.3 JlaGopaTopHble padoThI

No JIP Ne HanmenoBanue nabopaTopHbIx paboT Kon-s0
paszzuena 9acoB
1 1 [TonuTrka nHGOPMALMOHHOM O€30MaCHOCTH. 4
2 2 KonkypeHTHas pa3Benka B ceTu VIHTEepHET. 4
3 2 Pa3paboTars 1 BHEPUTH COOCTBEHHOE CPEICTBO 3AIUTHI 4

IMpOIrpaMMHOI0 oOecIreyeHus..

4 3 Hacronbhas kpunrocuctema. [Iporpammel GnuPG u Gpg4Win. 6
5 3 Hcnons3oBanue nporpamm TrueCrypt u KeePass Password Safe. 8
6 4 Cuctema moautopunra ZABBIX. 4
Hroro: 30
4.4 llpakTUyecKkue 3aHATHS (CEMUHAPBHI)
Ne 3ansTHS Ne Tema Kon-Bo
paszzuena 4acoB
1 1 0O030p OCHOBHBIX CPEJCTB 3aLIUTHI IPOrPaMM U JTaHHBIX. 4
2 1 AnTopuTMBI IIMPPOBAHKS M CTETaHOTpa()UIESCKOM 3aIUTHI 4
uHpOpMaLIKH.
3 2 CoBpeMeHHBIE alnapaTHbIE U allapaTHO-IPOrpaMMHbIE 6
KpunTorpadguueckue pemeHus s UICHTU(GUKAIAHN,
ayreHTH(UKaMKU, oOecrieueHUs] KOHQUICHIIMAILHOCTH
1enocTHocTy. [loHATHE MIeHTH(DUKAIMY U ayTeHTU(DUKALINH.
4 2 [IporpammHBbIe cpeacTBa Moa00pa NapoJei. 4
5 2 TexHomoruu pagrnodactoTHoi uaeHtTudukanuu RFID. 4
6 3 Ob6ecrieueHne 0€30MaCHOCTH OTIEPAITMOHHBIX CUCTEM. 4
7 4 Kubeppaszpenka. 4
Hroro: 30

5 YueOHo-MeTOAMYeCKOE 00ecnieYeHHe TUCHMIINHBI
5.1 OcHoBHas auTEpaTypa

1. Topcreitncon, I1. Kpunrorpagus u 6ezonacuocts B TexHosoruu. NET [Tekcr] / II. Topcreiin-
cod, I'. A. I'anemr; niep. ¢ anri. B. JI. Xopesa ; mox pea. C. M. MonsiBko. - M. : bunowm, 2007. - 480 c. : wi. -
ITpenm. ykas.: c. 448-472. - ISBN 978-5-94774-312-8.

2. ConosneB, H.A. Cuctembl aBTOMaTH3aMK pa3pabOTKU MporpaMMHOTO obecnedenus [Tekct] :
yue6. nocobue / H. A. Conosses, E. H. Uepnonpynosa; M-Bo oOpa3oBanus u Hayku Poc. ®@enepanuu, De-
Jep. roc. Ot KeT. 00pazoBar. yupexaeHue Boicil. mpod. oOpazoBanus "OpeHOypr. roc. yH-T". - OpeHOypr :
VYuusepcurer, 2012. - 192 c. : un. - bubauorp.: c¢. 182-183. - Ilpui.: c. 184-191. - ISBN 978-5-4417-0086-3.

5.2 lonoinuTebHAs JIMTEPaTypa

1. ®aynep, M. UML B kpaTkoMm u3noxeHuH [TekcT] : mpuMeHeHHe CTaHIapTHOTO f3. 0OBEKTHOTO
MozenupoBanus: nep. ¢ anri. / M. ®@aynep, K. Ckort; nox pen. JI. A. Kanunanuenko. - M. : Mup, 1999. -
191 c. : un. - bubnuorp.: c. 186-188. - ISBN 5-03-003331-9.

2. Mamok, A. A. MadopmanmoHHast 6€301MacHOCTh: KOHIIENTYaIbHBIE U METOI0JIOTHYECKHUE OCHOBBI
3ammThl HHGopmMaun [Teker] : yue0. mocodue ast By30B / A. A. Mamok. - M. : ['opsuas nunus-Tenexom,
2004. - 280 c. : wir. - bubdmuorp.: ¢. 276-278. - ISBN 5-93517-197-X.



5.3 llepuoauyeckue U3IaHUA

KypHanst:

— HudopmarnmonHas 6€30MacHOCTb, U3ATEIHCTBO KOMITaHUH «I'poTex», . MockBa. Pexxum mgocty-
na: https://lib.itsec.ru/imag/

— IIpoGnemsr nHbOpMarmonHon 6e3omacHocTu. KommbrorepHbie cucteMbl, nzaarenbctBo CnollY,
r. Cankr-IlerepOypr. Pexxum nocryma: https://jisp.spbstu.ru/archive/

5.4 UnTepHeT-pecypcsbl

1. Barmsag uznyrpu: RFID u npyrue metku. — Pexxum gocryna: https://habrahabr.ru/post/161401/

2. NET Framework Cryptography Model. — Pexum npocryma: https://docs.microsoft.com/en-
us/dotnet/standard/security/cryptography-model
3. ABtromMaTtm3anus TectupoBaHus Windows-mpuioxkeHnid ¢ ucnoib3oBaHueM .Net. — Pexum

noctyna: https://habrahabr.ru/post/100749/

5.5 IIporpammHoe obecnedyeHue, nMpogeccHOHAIbHbIC 0a3bl JaHHBIX W HMH(OPMALMOHHbIE
CIIPABOYHbIE CHCTEMBbI

1. Onepammonnast cuctema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01,
JUIIeH3UOHHBIN JoroBOp NeA-2021-1374-BY3 ot 28.05.2021.

2. Ilaker oducHbIx mpunoxeHuit «MoitOduc ObpazoBaHue).

3. AnrtuBupycHoe I10: Kaspersky Endpoint Security myist OusHeca, umeercs TUIEH3Us Ha 2 Toja uc-
10JIb30BaHus, BXoauT B Peectp oreuectsennoro 110

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCUUIINHbI

Y4eOHble ayJUTOPUN JUIs IPOBEACHUS 3aHATUH JIEKIIMOHHOTO THIIa, CEMHHAPCKOTO THUIIA, KypCOBOTO
IIPOEKTUPOBAHMS, Ul IPOBEIEHUS I'PYNIOBBIX U MHAUBUAYAIBHBIX KOHCYJIBTALMM, TEKYIIETO KOHTPOJIA U
IIPOMEKYTOUYHOM aTTECTALUU.

AyIUTOpUM OCHAILIEHBI KOMIUIEKTaMH YYEHHUYECKOH MeOenn, TeXHHYECKUMHU CPeCTBaMU 00y4eHus,
CIIy>KalllUMU JJIs1 IpeJCTaBlIeHNs yueOHO nH(popMaluu O0JIbIION ayAUTOPHH.

Jlng mpoBelneHUs NPAKTUYECKUX 3aHATHM HCHOJB3YETCS KOMIBIOTEPHBIM KJIACC, OCHAILEHHBIN
MIEPCOHANBHBIMU KOMIBIOTEPAMU C YCTAHOBIIEHHBIM ITPOTrPAMMHBIM 00€CIIEUEHUEM.

[ToMemienue 111 caMOCTOSTENLHON pabOThl 00YYarOIMXCS OCHAIIEHbI KOMITBIOTEPHOW TEXHUKOM,
noakiIoueHHo Kk certu "VHTepHer", M obecrneueHHWEM JOCTyNa B AJIEKTPOHHYIO HH(POPMAIMOHHO-
oOpazoBarensHyto cpeny OI'Y.

K paboueii npozpamme npunazaromes:

e DOoHJA OIEHOYHBIX CPEICTB I MPOBEACHUS MPOMEKYTOYHOU aTTECTAlMH OOYYArOIIMXCS IO
JYCIUILINHE;

e Meroanueckue yKa3zaHUs I 00yJarONUXCsl 0 OCBOCHUIO JTUCIIATLITNHBIL.


https://lib.itsec.ru/imag/
https://jisp.spbstu.ru/archive/

