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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Heapb (umeam) OCBOCHUS TUCIHUIUIMHBL: SBISETCS M3Y4YEHHUE MPUHIUIIOB MOCTPOCHUS M aJITOPUTMOB
pealiM3anii  TPOTOKOJIOB, OOCCIIEUUBAIOINX KOH(PHUACHINATHHOCTh, IEIOCTHOCTh M ayTEHTHYHOCTH

nHpopMaIuu.
3amaun:

- OCBOCHHC (bYH,Z[aMeHTaHBHBIX MaTeMaTHUECKUX IMOHITHHN KPHUIITOJIOTHHU,
- 0CBOEHHE 0a30BBIX HOHHTHﬁ, I/II[CI\/JI " aJIrOPUTMOB, CBA3aHHBIX C NPOTOKOJIaAMU, HIPUMCHACMBIMHU B

Kpunrorpadumu;

- IpUOOpETEeHNE HABBIKOB PEANM3ALNU KPUNITOrpahUIeCKUX MPOTOKOJIOB C UCIOIb30BanneM DBM;
- (hopmupoBanue npeacTaBaeHuit 00 aTakax Ha MPOTOKOJBI U METOAAX MPOTHUBOICHCTBUSI.

2 MecTo IUCHUILINHBI B CTPYKTYype 00pa3oBaTe/ibHONH MPOrpaMMbl

JucnurmuHa oTHOCUTCS K 6a30Boit yactu 0s1oka J1 «/[ucturmmnabl (MOTyIn )»

[IpepexBu3uthl auctuiuivHbl: b1./[.5.38 Memoovl u cpedcmea Kpunmoepaguueckou 3auyumol

ungopmayuu

[TocTpekBU3UTHI
ABMOMAMUZUPOBAHHBIX CUCTEM

JOUCHUILIINHEL

b51.J].B.2 Texnonocus

3 TpeGoBanus k pe3yjabTraTaMm 00y4YeHHUs M0 TUCHUILINHE

nocmpoerus

3AUUUEHHBIX

[Tpornecc n3y4yeHHs TUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUCHHUS

Kon n HaumeHnoBanue
bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ W HAMMCHOBAHHC MHIHWKATOpa
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyembie pe3ysibTaThl

00y4eHUs 1Mo JUCIUILIHHE,

XapaKTEPU3YIOLIHE ITAITbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-10 Cnocoben
aHATM3UPOBATH TEHICHIHH
Pa3BUTHSI METOJIOB U CPEJICTB
KpUNTOTPaPUIECKOM 3aITUTHI
uH(pOpMaIIUH, UCTIONH30BATh
CpeacTBa Kpunrorpaduyeckoi
3a1uThl HHGOPMAIUU TPU
peleHnn 3a1a4
npodeccnoHanbHOM
JeSITeTbHOCTH

OIIK-10-B-3 3HaeT OCHOBHBIE THIIBI
KPHUTITOIPOTOKOJIOB U TIPUHITUTIOB HX
MOCTPOCHHUS C UCTIONB30BAaHUEM MIU(DPCUCTEM
OIIK-10-B-4 Ymeer mpoBOIUTH aHAIN3
KpUnTorpadguueckux mMpoTOKOJIOB, B TOM
YUCJIE C UCIIOTH30BAaHHEM
ABTOMATHU3UPOBAHHBIX CPEICTB

OIIK-10-B-5 Brnageer mogxomaMHu K
pa3paboTke U aHanu3y 0e30MacHOCTH
KpUNTOrpauuecKkux NpoToKOIOB

3HaTh:

OCHOBHBIC THITBI
KPUITOIIPOTOKOJIOB U
MIPUHIIAIIOB UX MTOCTPOCHHUS
C HCTIOIb30BaHHEM
mmdpcucTeM

YMmerb:

MIPOBOINTH aHAJIH3
KpUnTOrpagruueckux
MTPOTOKOJIOB, B TOM YHCJIC C
UCTIOJIb30BaHUEM
ABTOMATHU3MPOBAHHBIX
CpeAcTB

Baajaersb:

MOAX0JIaMH K pa3padoTKe U
aHann3y 0e30macHOCTH
KpUnTorpaguueckux
ITPOTOKOJIOB




4 CTpyKTYypa U coiepKaHHue TUCHUIINHBI

4.1 CTpykTypa IMCIHIIIHHBI

OO0m1as TpyA0eMKOCTh JUCIUIUIMHBI COCTABIISIET 5 3a4eTHHIX enunuil (180 akaieMUUeCKUX 4acoB).

TpynoemMKocCTs,
Bun pabotbt aKaJICMUYECKHUX YaCOB
8 cemectp BCETO

O011asi TPYI0EMKOCTH 180 180
KonTakTHas padora: 90,25 90,25
Jlexmum (JI) 46 46
Jlaboparopusie paboTs (JIP) 44 44
[TpoMexyTouHas aTTecTanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTe/ibHas padoTa: 89,75 89,75
- CAMON0020Mo8Ka (npopabomka u no8MopeHue 1eKYUOHHO20 MAmepuala u
mamepuana y4eOHUKo8 u y4eoHvix nocoout;

- N0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM;

- gvinosiHeHue UT3

- N0020MOBKA K 3auemy

- UsyyeHue pazoenos Kypca 8 cucmeme 3NeKmpoHHO20 00YYeHUs.

Bua uToroBoro KOHTpoJIA (3aueT, IK3aMeH, T depeHITUPOBAHHBIH 3aver

3a4er)

Paznensl AUCHUIUINHBI, U3y4aCMBIC B 8 CEMCCTPC

KonmuecTBo yacos
Ne HaunmenoBanue pasnenoB AyATOpHas BHEAy/I.
pasjena BCETO abora
7| 13 | ip | Pooma
1 BBeieHre B KPHUIITO MTPOTOKOJIBI 40 10 8
2 [TpoToKOIBI HASCHTU(UKAMH U ayTeHTU(QUKALIUH 44 12 12
3 DnexTpoHHas UG PoBas MOJNUCH 48 12 12
4 YnpasiieHue KIo4amu 48 12 12
HUroro: 180 46 44 90
Bceero: 180 46 44 90

4.2 ConepxxaHue pa3/iesioB AU CHUINIIHHBI

Pa3nes Nel. BeeneHue B KpUNToO MpOTOKOJIBI

Kpunrorpaduueckue npoTokosibl 1 OCHOBHbIE TpeOoBaHus K HUM. Kitaccudukanus nporokonos. [Ipumu-
TUBHBIE U NIPUKJIAJHbBIE TPOTOKOJIbI. TpeOOBaHuUS MOJHOTHI U KOPPEKTHOCTH.

[IpoTokosibl mogOpackIBaHUs MOHETHI (3JIEKTPOHHAs kepedbeBka).IIpuBsa3zka k OUTY, pa3IuyHbIE TPOTOKOJIBI

MIPUBSI3KHU K OUTY.
Paznenenue cexpera.

I'pynna nocryna. Ctpykrypa nocryna. [IpoTokonsl pa3neneHus: CEKpeToB.

[IpoBepsiemoe pazaenenue cekpera.llpoTokonbl KOH(DHUIEHITHATBHBIX BEIYUCICHHH.

JlokazaTenbcTBa 7Sl SI3BIKOB KBAJIPATHMUHBIX HEBBIYETOB, /Ui Hemzomopdusma rpados. CucTeMbl JoKa3a-
TEJIbCTBA C HYJIEBBIM pasriamieHueM. [lonHOoTa, KOPPEeKTHOCTh, HYyJEBOE pasrianieHue. J[oka3aTeabCcTBO

nzomopdusma rpagos.

Pa3nea 2 IIpoTokoiibl naeHTH(GHKANNY U AyTeHTH(PHUKANUH




[Iporokonbl uaeHtudukauuu u ayreHTUGuKauuu. [lapoiabHble cXeMbl pasrpaHUyYEHHUs JOCTyMa. 3ampoc-
OTBETHBIE CXeMbI. [IpOTOKOIIBI «PYKOTIOKATHUS.

Cxema @uara-Illamupa, cxema daitre-duata-Illamupa, cxema [IHoppa, cxema bpukemina u MakKapin,
npotokosl OkamoTo. J{oka3aTenbCTBO MOTHOTHI U KOPPEKTHOCTH JIJIsl ATUX cxeM. Bompoc o HyseBoM pas-
TJIAlIeHUH.

Paznen 3 Duexkrponnas undponasi moanuch

[Monnuce RSA, Pabuna, @uara-lllamupa, Onra-lInoppa-Illamupa. Omnp-I'amans, DSS. Heorpunaemas noa-
nuchk [llayma-BaH AHTBEpIICHA.

CogeplieHHO cienast IoANKUCh. 3aTEMHEHHas NOANUCh. [[puMeHeHune ciaenbix NOJIUCEH.

[Toanucu co ckpbIThIM KaHasioM. CKpbIThIN KaHai Ha ocHoBe noanucu Ounra-IInoppa-Ilamupa. [Toaxon k
MOCTPOSHHIO CKPBITOro KaHauna. [loanucu, cBOOOAHBIE OT CKPBITOIO KaHAaa.

bankoBckue kpunrorpapudeckue npoToKOIbl. JIEKTPOHHBIE AeHbIU. TpeOoBaHUS K CXeMaM IJIEKTPOHHBIX
neHer. [IpuMeHenue cienoi noAnucH B cXxemax JIEKTPOHHBIX JICHET.

Tpebosanus k nporokony «Ilokep no renedonyy. [Iporokosns! «urpsl B mokep». [lpoTokosn uectHol pa3aa-
yn kapT. [Ipumenenne nporokona «Ilokep mo renedony».

Paznen 4 YnpasiieHue KJIOYaAMU.

[TpoTokounbl rerepanuu Kirouei. [IpoTokossl pacnpeneneHus kiodel. beckimoueBoii mpotokou [lamupa.
[Tpotokon Auddu-Xsmmmana. [Iporokon Huaxeiima-IIpenepa. [Iporokon Kerberos. Uudpactpykrypa o1-
KpbIThIX Kimtouer. PKI. Pekomenmammu X.509

4.3 JlabopatopHble padoThbI

Ne JIP Ne HanmenoBanue 1abopaTopHBIX paboT Kosr-so
paszena 4acoB
1 1 KomnbroTepHas peanuszanus cxeM 3JIeKTPOHHOH KepeObeBKH U 4
MIPUBS3KHU K OUTY
9 1 Peanun3zanus moporoBsix CXEM pas/IeieHHs CEKpeTa 1 CPC s 4
IPOM3BOJILHOW CTPYKTYPHI JOCTYIIA
3 2 [TaposibHbIE CXEMBbI HACHTU(PHUKAILMY U CXEMbI pYKOIIOXKaTHS 4
4 2 HMuTanimoHHOE MOJIEIIMPOBAaHKE MTPOTOKOJIOB UACHTH(HUKAIINY HA 4
ocHoBe MC/I ¢ HyneBBIM pasrilallcHUEM.
B 2 Crangaptel nudpoBoi NOANKUCH 4
5 3 KomnbrotepHas peanusanus cXeM clenoi MOAMNUCH U CKPBITOTO 4
KaHaJa
7 3 HMHUTallmOHHOE MOJICIMPOBAHUE CXEMBbI SJIEKTPOHHBIX JIEHET C 4
MOHETaMH OJIMHAKOBOT'O JIOCTOMHCTBA
8 3 KommnbrotepHas peanu3anms npotokona «l[lokep no Tenedony» mms 3- 4
X UTPOKOB
9 4 KommnbroTepHast peanu3anusi CXeMbI SJIEKTPOHHOTO TOJIOCOBAHUS JIIS 5
5-TH YYaCTHHKOB
10 4 KommbroTepHas peanu3amnus mpoToKoJIa epeadn CEKPETHOTO KITFoYa 5
(pabota B rpymnmnax).
Hroro: 44

5 YueOHO-MeTOANYECKOE 00ecIIeueHne JUCIHILTHHDI
5.1 OcHoBHas auTEpaTypa

1. Cwapr, H. Kpunrorpadus. — M.: Texnochepa, 2006. — 528 c.



5.2 lonojHuTEIbHAA JIUTEPATYpPa

1. babam, A. B. Kpunrorpadus. — M.: Conon-IIpecc, 2007. — 512 c.

5.3 llepuoauyeckue U3IaHUA
13ammra nadopmanyu. Muacaitn — Canxr-IlerepOypr : Aduna , 2020-2026
5.4 UnTepHeT-pecypchl

1. www.citforum.ru/ - mopray aHAJTUTHYECKUX W HAYYHBIX CTaTeld B 001acTH MHGOPMAIIHOHHBIX
TEXHOJIOTHI;

2. Www.rsdn.ru - caiitr Poccwmiickoii cetn pa3pabotunkoB I10, coaepKUT CTaThbH IO COBPEMECHHBIM
CpeliCTBaM MpPOrpaMMHUPOBAHMS;

3. «Hederkue MHOXKECTBa» [ DIIEKTPOHHBIN pecypc]: oHIaiH-Kypc Ha miardopme https://openedu.ru/
- «OtkpeiToe oOpa3oBanue»/ Pazpabotumk kypca: VYuuBepcuter WTMO, pexum poctyma:
https://openedu.ru/course/ITMOUniversity/FUZSET/?session=self 2023

4. «Cneumanuzanuss MaremaTtuka ajii UHXEHEPOB» [DIJIEKTPOHHBIM pecypc]: OHJIaH-KypC Ha
wiargopme https://www.coursera.org / Paspaborunk kypca: The Hong Kong University of science and
technology pexxum mocryna: https://www.coursera.org/specializations/mathematics-engineers-ru 8

5. https://e.lanbook.com/ - DnexTpoHHO- OMOIKOTEYHAsI CHUCTEMa H3IaTeIbcTBa JIaHb.

6. (https://biblioclub.ru/- «YauBepcuTeTckas OHOIMOTEKA OHITARHY.

5.5 IlporpammHoe obOecnedeHue, npodeccuoHaJbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIPABOYHbIE CHCTEMBI

1. Onepanmonnas cuctema PEJ[ OC.

2. INaker oducHbix npunoxennit «MoiOdpuc ObpazoBanue»

3. J1nst paGotsl ¢ pecypcamu VHTepHeT - BeO-Opay3ep Annekc https://yandex.ru/..

4. TAPAHT Ilnardopma F1 [DnexTpoHHBIH pecypc]: cipaBouHO-TIpaBoBas cucreMa. / Pazpaborunk
OOO HIIIT «I"APAHT-Cepsuc», 119992, Mocksa, BopobseBbl ropsi, MI'Y, [1990-2026]. — Pexum mocty-
na B cetu OI'Y http://garant.net.osu.ru

5. ABTOMaTH3MpOBaHHAs MHTEpaKTUBHas cucreMa cereBoro TectupoBanus - AUCCT (3apeructpu-
poBana B POCIIATEHT, CBuaerenbcTBO 0 TOCYJapCTBEHHOW perucTpaiuu nporpammsl st OBM
Ne2011610456, mpaBooGnanarenb — OpeHOYPrcKkuil rocyJapCTBEHHbBIN YHUBEPCUTET), PEKUM AOCTyMHa -
http://aist.osu.ru.

6. Cpena pa3zpaboTku mporpaMMHoro odecneueHust Ha si3bike Object Pascal s kommunstopa Free
Pascal: Lazarus. [loctynna OecrutatHo. Paspaborunku: Cliff Baeseman, Shane Miller, Michael A. Hess u
ap. Pexxum moctyna: http://www.lazarus-ide.org/

7. UaterpupoBanHas cpena paspadotku Ha Javas Intelli] IDEA Community. JlocTynna 6ecriaTHO
mocjae  perucTpauudu — npemnogasarens.  Paspaborumk:  kommanus  JetBrains.  Pexum  poctyna:
https://www.jetbrains.com/student/

6 MaTepuajibHO-TeXHUYECKOe olecnedeHne JUCIUNINHBI

3aHATUS 1O JAUCHUIUIMHE TNPOBOJATCA B AyAUTOPHUSAX, OCHAIIEHHBIX KOMIBIOTEPHBIMU U
MYJIBTUMEAUHHBIME  CpeACTBaMU. Paboune CTaHIMKM CTYJIEHTOB U TMpernojaBaTeis OOBEAMHEHBI B
JIOKAJIbHYIO KOMIIBIOTEPHYIO CETh C BO3MOXKHOCTBIO BbIX0/a B VIHTEpHET.

JlexioHHBIE 3aHSTHS TIPOBOATCS B AYJAUTOPHUSIX, OCHAIIEHHBIX MYJIbTUMEINIHHBIM 000PYI0BAHUEM.


https://openedu.ru/course/ITMOUniversity/FUZSET/?session=self_2023
https://www.coursera.org/specializations/mathematics-engineers-ru%208
https://e.lanbook.com/
https://biblioclub.ru/-
http://aist.osu.ru/

JlabopaTopHble 3aHATHS IPOXOMAT B KOMITBIOTEPHBIX KJaccaX, B KOTOPBIX YCTaHOBJICHO
obopymoBaHue:

- cucremusle Osoku monenu Intel Celeron;

- cucreMHuble 0noku monenu Intel Pentium Core 2 Duo;

- MOHUTOPBI Mozien Samsung 793 DF.



