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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:
PazButne y Oynymux CHEIUAIMCTOB HABBHIKOB IO BBISBICHUIO YS3BHUMBIX MECT B MPOrPaMMHOM
oOecrieueHrH, yrpo3, HalpaBJIeHHbBIX Ha UX SKCIUTyaTaIlMI0, a TAK)KE HABBIKOB 1O pa3pabOTKe HEOOXOIUMBIX

CPEJICTB 3aIIUTHI.
3agaun:

- U3y4eHHE THIIOBBIX KJIacCU(UKAIMI yrpo3 Oe30MacHOCTH, YSA3BHUMBIX MECT B IPOIPAMMHOM
obecrevyeHnn, atak, CHCTEM OLICHUBAHUS CTEIIEHHU PHUCKa;

- U3y4YCHUE OCHOBHBIX YTPO3, YSI3BUMBIX MECT M Cpe/ICTB 3aumThl Web-nipuiioxenui;

- IOJIy4eHHE HABBIKOB pa3paboTku mporpamm Wit X509 u noanucanust cOOPOK U MPHIIOKEHHIH;

- U3y4eHHE NPUHIUIOB paboTbl MHOro(aKTOpHOW ayTeHTU(UKALUH, MEXaHH3MOB TI'eHEepaliu

OJIHOPA30BbIX MAPOJICH.

2 MecTo AUCHUILUINHBI B CTPYKTYpe 00pa3oBaTe/IbHON MPOrpaMMbl

Jucnunnuna oTHOcUTes K 6a30Boit yactu 6oka [l «{ucuurinabl (MO )>»

[TpepexBusuthl aucuuiunbl: b1./{.5.34 3awuma npoepamm u Odaumnvix, b1.J[.5.37 Texnuueckas
sawuma ungopmayuu, b51./].5.44.2 Ananuz npoepammmusix peaiuzayuii

[ToctpexBuzuthl aucuurnuubl: b2.11.B.11.1 [Ipouzeoocmeennas npaxmuka (no cneyuaiuzayuu),
b2.11.B.11.2 [Ipeoounnomuas npakmuka

3 TpeGoBanus k pe3yjabTraTaMm 00y4eHUs M0 TUCHUILINHE

[Tpornecc n3yyeHus UCUUIUTMHBI HATIPABJICH Ha (pOPMUPOBAHKE CIEAYIOUINX PE3YJIbTATOB O0yUCHHS

Ko n HaumeHnoBaunue
dbopMUpYyEMBIX KOMIETSHIIHIA

KOI[ N HAMMCHOBAHUC MHJUKATOpA
JOCTHIXKCHHA KOMIICTCHIIMHN

[Inanupyembie pe3ynbTaThl 00yUeHUs
M0 TUCLMIUIMHE, XapaKTEPUIYIOLINE
9Tanbl OPMUPOBAHUS KOMITETSHITUI

OIIK-3.1 CriocobeH npoBOAUTH
aHaJN3 TPOTPAMMHOTO KOJIa C
LEJIbIO MTOUCKA OTEHIIMATbHBIX
YSA3BUMOCTEHN U
HE/I0KYMEHTHPOBAHHBIX
BO3MOXKHOCTEN

OIIK-3.1-B-1 3Haet ocHOBHBIE
TUTIOBBIE KJIACCU(DUKAIIUN YTPO3
0€30MacHOCTH, ySI3BUMBIX MECT B
MporpaMMHOM 00O€eCIieYeHNH, aTak,
CUCTEM OIICHUBAHUS CTETICHU
pPHUCKa; OCHOBHBIC YTPO3HI,
ySI3BUMBIE MECTa U CPEJCTBA
3auThl Web-npunoxeHuit
OIIK-3.1-B-2 Crioco0OeH BBISBIATH
Pa3IMYHOTO POJIa YSI3BUMOCTH B
pa3pabaTeiBa€MOM IPOrPAMMHOM
obecreyeHny, BKIroJas
BO3MOKHOCTH A SQL-
nabeknn, XSS- u CSRF-atak
OIIK-3.1-B-3 Bmageer
MIEPBUYHBIMH HaBBIKAMU
MIPOBEJICHUS IKCTIEPUMEHTAILHO-
HCCJIEIOBATENIbCKUX paboT mpH
MPOBEJICHUH CePTUPUKAIIUU
CPEJICTB 3alUThl HHPOPMAIIH
OIIK-3.1-B-4 Bnaneer HaBbIKaMu
WCIIOJIb30BaHUS

3HaTh:

- OCHOBHBIC THIIOBBIC KJIACCH(PUKAIIUU
yrpo3 0e30MacHOCTH, YSI3BUMBIX MECT
B TIPOTPAaMMHOM OOECTICUCHUH, aTak,
CUCTEM OIICHUBAHUS CTETIEHU PUCKa;

- OCHOBHBIC yT'PO3bI, YSI3BUMBIC MeCTa
u CpencTBa 3aINATEI Web-
MIPUIIOKEHUMN.

YMmerb:

- BBISIBIISITH PA3JIMYHOTO POJIA
ySI3BUMOCTH B pa3pabaTbIBacMOM
MIPOrPaMMHOM OOECTICUCHUH, BKITIOYast
BO3MOXKHOCTH 151 SQL-MHBEKIUN.
Baajaersb:

- IEPBUYHBIMU HaBBIKAMH MTPOBEICHUS
IKCIIEPUMEHTAIILHO-
HCCIIEeIOBATENbCKUX PadOT MpH
MIPOBEJICHUU CePTUDHUKAIINN CPEICTB
3a1uThl HH(OPMALIUH.

- HAaBbIKAMHU UCIIOJIb30BAHUA
I/IHCprMeHTaHLHBIX CpeJICTB OTJIaAKU U
,HI/I33.CCGM6J'II/IpOBaHI/I$I nporpaMMHOIO




[Tnanupyemblie pe3yabTaTbl 00ydeHUs
0 TUCUUIUIMHE, XapaKTEPU3YIOIe
9Tanbl GOpMUPOBAHUS KOMIIETCHIUN

Kon n HaumeHoBanue
(bopMUPYEMBIX KOMIIETCHIIHIA

Kon n HanMeHoBaHME HHIUKATOPA
MOCTHIKEHUS KOMIIETEHIINU

MHCTPYMEHTAJIBHBIX CPE/CTB
OTJIAJIKU U TN3aCCEeMOIMPOBAHUS
IPOrpaMMHOT0 Kojia

KoJa.

4 CTpyKTYypa U collepKaHue TUCUUILINHBI

4.1 CTpyKTypa QM CHUATIINHBI

OO0mias TpyA0€MKOCTh AUCILUILUIMHBI COCTABIISIET 4 3aueTHbIe eAMHUIBI (144 akaieMUuecKuX yaca).

TpynoemMKocCTs,
Bun pabotbt aKaJICMUYECKHUX YaCOB
8 cemectp BCETO
O011asi TPYI0EMKOCTh 144 144
KonrakrHasi padora: 61,25 61,25
Jlextmu (JI) 30 30
Jlaboparopusie pabotsi (JIP) 30 30
Koncynbranun 1 1
ITpomexxyTounas arrectarus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHAas pa6oTa: 82,75 82,75
- Hanucanue pepepama (P);
- U3yyeHue pazoenos Kypca « Ysa36umocmes npocpammHoco obecneueusy 6
cucmeme 21eKmMpPOHHO20 00YUeHUsL;
- N0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM;
- BbINOJHEHUE 3A0AHUL MBOPUECKO20 YPOBHS
- N0020MOBKA K IK3AMEHY.
Bua utoroBoro KoHTpoJIA (3aueT, IK3aMeH, 11 depeHITHPOBAHHDBII 3K3aMeH
3a4er)
Paznensl AMCIUIIITNHBL, H3y4aeMbie B § ceMecTpe
KonnuecTBo yacoB
Ne HaumenoBanue pa3aenon ayAuTopHas BHEay/I.
paszzena BCETo abota
7| 13 | ip | P2ooma
1 BBenenue B npenMer 40 10 6 24
2 Vszsumoctu Web-npunoxenuit 56 10 16 30
3 TecTupoBaHye Ha IPOHUKHOBEHUE U 48 10 8 30
CKaHWPOBaHHUE
Hroro: 144 30 30 84
Bcero: 144 30 30 84

4.2 ConepxxaHue pa3iesioB JUCHUNIHHBI

1 BBenennme B mnpeamer. OCHOBHbIE MOHATHA HH(OPMAIIMOHHON OE30MACHOCTH: YA3BUMOCTb,
yrpo3a, araka, 3JIOyMBIIUIEHHUK, AKcIUlouT. Krnaccudukamus yrpo3 HHQOpMaIMOHHON 0Oe30macHOCTH,
knaccupukanus arak. [Toaxoasl Kk obecrieueHnio 0e30nacHOCTH MH()OPMAIIMOHHONW CUCTEMBI. Y SI3BUMOCTH
nH(popMalMOHHBIX cucTeM. [IpaBuia onucanus ysa3BUMOCTEN.

2 Ym3Bumoctun Web-npunoxkennii. TecTupoBaHue 3alIMIICHHOCTH TPaHCIOPTHOro ypoBHs. Te-
CTUPOBAHHUE 3alIMIIICHHOCTH MEXaHHU3Ma YIIPaBJICHUSA JOCTYIIOM. TeCTI/IpOBaHI/Ie 3alIUIIIEHHOCTH MEXaHU3Ma
yIpaBJIeHUs ceccusiMU. TecTUpoBaHUE HA YCTOHYMBOCTH K aTakaM OTKasza B oOciyxuBaHuu. [louck ys3BU-
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mocreit k atrakam CSRF. TTouck ys3BumocTeii k atakam XSS. TTouck ys3BumocTeii k arakam SQL-injection.
[Touck ys3BumocTeii k atakam RCE. CkanupoBanue ysi3BUMOCTEH BeO-TIPUIIOKEHUI.

3 TectupoBaHHe HA NPOHUKHOBEHHE M CKAHNPOBaHHe. TeopeTnyeckre OCHOBBI TECTUPOBAHUS Ha
nponukHoBeHue. [lonydyenune nndopmamun or DNS-cepepa. Ilouck u skcrutyaranuu yszsumocteit. [la-
POJIBHBIE aTaKU Ha pa3jIM4Hble cepBUCHL. CPeNCcTBO Ul TECTUPOBAHMS IKCIIOWTOB. Harpy3odnoe tectupo-
Banue. DDOS (Distributed Denial of Service) - ocHOBHbIE 0COOCHHOCTH MX OpPraHU3aIMK U 3aIIUTHI OT HHX.

4.3 JlabopaTopHble padoThbI

Ne JIP Ne HaunmenoBanue 1a00paTopHbIX padboT Koz-s0
pazznena 4acoB
1 1 OcHoOBBI aHaJIM3a ysI3BUMOCTEH. CUCTEMBI KITACCH(UKAIIMKN U OIEHKH 2
YSI3BUMOCTEMN
2 1 SonarQube. MHCTpyMEHT CTaTHYECKOTO aHAIM3a KOJa 2
3 1 Vcnonp30BaHre MHCTPYMEHTOB IMHAMHYECKOTO aHanu3a. Burp Suite 2
4 2 Hactpoiika u ncnonp3oBaHue ckanepa yszBumocteil OpenVAS 2
5 2 OreHka ysi3BUMOCTEH BeO-pHIIoskeHui ¢ moMonsio Wiuzz 2
6 2 Cucrema monutopuara Prometheus 2
7 2 SQL-ys3BUMOCTH M 3alIMTa OT HUX 2
8 2 OobHnapyxenne XSS-ys3BumMocteit u 60pp0a ¢ HUMH 2
9 2 Metasploit 2
10 2 SkipFish. Uactpyment noucka ysazsumocteid WEB-nipusioxenuit 2
11 2 OWASP. TectupoBanue Web-npuioxeHuii 2
12 3 TectupoBanue Ha MpOHUKHOBeHHE. Legion 2
13 3 JMeter my1s1 HAarpy304HOTO TECTUPOBAHUS M TECTUPOBAHUS 2
IPOM3BOIMTEIILHOCTH
14,15 3 DDo0S-araku — 0CHOBHBIE OCOOSHHOCTH UX OpraHU3aIlluu 4
Htoro: 30

5 Y4yeOHO-MeTOANYECKOE 00ecredyeHue TUCIUIIINHDI
5.1 OcHoBHas uTEpaTypa

1. Anémkun, A. C. AnmapatHble W TpOrpaMMHBIE CpPEICTBA IIOMCKA YSI3BUMOCTEH mpu
MOJICIMPOBAaHUM U JKCIUTyaTallud WHGOPMALMOHHBIX cHcTeM (oOecrieueHre HHGOPMALMOHHOM
6e3omnacHocTH) : yuebHoe mocodbue / A. C. Anemkun, C. A. Jlecbko, [I. O. XKykoB. — Mocksa : PTY
MUPDA, 2020. — 152 c¢. — TekcT : 21neKTpoHHbIH // JIaHb : 3nekTpoHHO-O0nbimoreynas cucrema. — URL:
https://e.lanbook.com/book/167600 (mara oOpamenus: 28.02.2025). — Pexxum goctyma: Iuis aBTOpH3.
MOJIb30BaTENEN.

2. Hukutun, B. H. [IpoBenenune ananu3a 3anumiéHHOCTH HH(OpMANUY B THPOPMAITMOHHOHN CHCTE-
Me : yueoHoe nocooue / B. H. Hukutun. — Xab6aposck : JIBI'YIIC, 2020. — 79 ¢. — TekcT : 27eKTpoH-
Hb1l // Jlans : anekTpoHHO-Onbnoreunas cucrema. — URL: https://e.lanbook.com/book/179382 (nara 06-
pamienusi: 28.02.2025). — Pexxum qocTyma: Ajis aBTOpH3. OJIb30BaTeNeH.

5.2 lonmosiHuTeIbHAS JIUTEPATYPaA

1. Xopes, II. b. MeTtoas! u cpeacTBa 3aUThl HH(GOPMAIMKA B KOMITBIOTEPHBIX cucTemax [Tekcr] :
yue6. mocobue / II. b. Xopes.- 4-e uszm., crep. - M. : Axamemus, 2008. - 256 c. : un. - (Bsicmee
npodeccruonansHoe oopazoBanue). - bubmuorp.: c. 251-252. - ISBN 978-5-7695-5118-5.



2. Teopernueckne OCHOBBI KOMITbIOTEpHOM Oe3omacHocTH [Tekcr] : yueb. mocobue mist By3oB / I1. H.
HesstauH [u 1p.]. - M. : Paguo u cBs3b, 2000. - 192 c. : w1, - ABT. yka3zaHbsl Ha 000pOTe TUT. II.. - bubnuorp.
B koHIte 1I1. - ISBN 5-256-01413-7.

3. Texuomoruu obecrieueHuss 6€30MacHOCTH MH()OPMAIIMOHHBIX CHCTEM : ydeOHoe mocobwme : [16+] /
A.JL MapyxneHKO JI. O. Mapyxnenko, M. A. EppemoB [u ap.]. — Mocksa ; bepnun : Jlupekr-Menua, 2021. —
210 c. HIIL., CXEM., TaoII. - Pexum JIOCTYyTIA: 1o MHOIIIHCKE. -
URL.: https: //blb|IOC|Ub ru/index. php”paqe book&id=598988 (nata obparmenus: 28.02.2025). — Bubnumorp.:
196-205. — ISBN 978-5-4499-1671-6. — DOI 10.23681/598988. — TekcT : 3/IeKTPOHHBIIA.

4. KpuynuH, A. A. OcHOBBI 6€30MaCHOCTH MPHUKIATHBIX HHPOPMAITMOHHBIX TEXHOJIOTHH U CUCTEM :
yaebnoe nmocooue / A. A. Kpuynun, B. C. Hedenos, C. 1. CmupaoB. — Mocksa : PTY MUPDA, 2020. —
136 c.— Tekcr: onektpoHHbl / Jlamp : osmexkTpoHHO-OuMOnmorewynas cucrema. — URL:
https://e.lanbook.com/book/167606 (mara oOpamuenus: 28.02.2025). — PexkuM gocTyma: ajisi aBTOPHS3.
II0JIb30BAaTENIEH.

5.3 llepuoanueckue u3TaHusl

1. 3akon u npago - https://eivis.ru/browse/publication/81027/udb/12/ 3axon-u-npaBo
2. Bamura nadopmanuu. Uucaiin - https://eivis.ru/browse/publication/122426/udb/12/ 3amuTa-
WH(OpMALIUN-UHCAN]T

5.4 UnTepHeT-pecypcsl

1. SQL injection mist HaunHaronmx. Yacts 1. — Pexxum moctyna: https://habrahabr.ru/post/148151/

2. OWASP. the free and open software security community. — Pexum goctyna:
https://www.owasp.org/index.php/Main_Page
3. Strong-Named Assemblies. - Pexum JOCTYTIA! https://docs.microsoft.com/en-

us/dotnet/framework/app-domains/strong-named-assemblies

5.5 TlporpammHoe obGecnedyeHue, npodeccuoHaIbHbIe 0a3bl JAHHBIX U HH(OPMALMOHHbIE
CIPaBOYHbIE CHCTEMbI COBPEMEHHbIX HH()OPMAIIMOHHBIX TEXHOJIOT Wil
— Onmnepanuonnas cucrtema PEJ] OC.
— ITaker oucHbIx npunoxennit «MoitOpuc OOpa3oBaHue»
— Jlns paGotsl ¢ pecypcamu MHTEepHET - BeO-Opaysep Annekc https://yandex.ru/..
— T'APAHT Ilnardopma F1 [DnexkrpoHHsIii pecypc]: crpaBodHo-IIpaBoBas cucreMa. / PazpaboTunk
OOO HIIT «I'APAHT-Cepsuc», 119992, Mocksa, BopobseBbl ropsr, MI'Y, [1990-2026]. —
Pexxum noctyma B cetu OI'Y http://garant.net.osu.ru
— ABTOMAaTH3MpOBaHHAs MHTEpaKTHUBHasA cucrema cereBoro tectupoBanus - AUCCT (3apeructpu-
poBana B POCIIATEHT, CBuaerenbCTBO O roCylapCTBEHHOM pPEruMCTpalyy NpOrpaMMbl Ul
OBM Ne2011610456, mpaBoobnanatens — OpeHOYprcKuii roCy/1IapCTBEHHBIN YHHUBEPCUTET), pe-
UM focTyna - http://aist.osu.ru.
— OWAGSP https://owasp.org/www-project-top-ten//
CVE https://cve.mitre.org//
Common Attack Pattern Enumeration and Classification (CAPEC) https://capec.mitre.org/.
— bank manHbIX yrpo3 6e3onacHocty uHpopmanuu https://bdu.fstec.ru/vul.

6 MaTepuajibHO-TeXHUYECKOe olecneyeHne JUCIUNINHBI

VY4eOHble ayJUTOPUU VIS IPOBEACHUS 3aHATUH JIEKIIMOHHOTO THIIa, CEMMHAPCKOTO TUIA, KYpCOBOTO
MIPOEKTUPOBAHMSI, JUISI IPOBE/ICHUS TPYNIOBBIX U WHIUBUAYAIbHBIX KOHCYJIbTALUM, TEKYIIET0 KOHTPOJIS U
IIPOMEXYTOYHOM aTTeCTaluu.

AynuTOpUN OCHAIIEHbI KOMIUIEKTAMH YUY€HUYEeCKOW MeOeH, TEXHHYECKUMU CPeICTBaMU 00y4YeHMs,
CITy>KaIllMMU JUTs TIpeJICTaBlIeHHs yueOHOH nH(OopMaIiy OOJIbIION ayTUTOPUH.

Jns mpoBeneHus 1a00paTOPHBIX 3aHATHH HCIOJIB3YeTCS KOMITBIOTEPHBIM KJacc, OCHAIEHHbII
NEPCOHATBHBIMU KOMIIBIOTEPAMH C YCTAHOBJIEHHBIM IPOTPAMMHBIM 00ECIIEYEHHUEM.
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https://biblioclub.ru/index.php?page=book&id=598988
https://docs.microsoft.com/en-us/dotnet/framework/app-domains/strong-named-assemblies
https://docs.microsoft.com/en-us/dotnet/framework/app-domains/strong-named-assemblies
http://aist.osu.ru/
https://owasp.org/www-project-top-ten/
https://cve.mitre.org/
https://capec.mitre.org/
https://bdu.fstec.ru/vul

[Tomerenue 111 cCaMOCTOATENLHONH PabOThl 00YYarOIIMXCSI OCHAIIEHBI KOMITBIOTEPHOW TEXHUKOU,
noakiIoueHHOW K cetu "MHTepHeT", M obOecrmeueHUEM JOCTyla B JJIEKTPOHHYIO HH(POPMAIIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.

K paboueii npocpamme npunazaromcsn:

e DoHJA OUEHOYHBIX CPEICTB JIA MPOBEICHUS IMPOMEKYTOUHOM aTTeCTallud OOYYaIOIIUXCS IO
JTUCIUILINHE;

e Meroauueckue ykazaHus AJis 00y4aroluXcsi 10 OCBOCHUIO AUCIUILTUHBIL.



