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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

N0 JUCHUTUIMHBL «TeXHONOTUsI TMOCTPOCHHS 3aIIHUIIEHHBIX aBTOMATH3MPOBAHHBIX CHCTEM)
aBigeTCs (OPMUPOBAHUE Y CTYACHTOB 3HAHUH OCHOB TEXHOJOTHMHM IIOCTPOCHHMS, MPOEKTUPOBAHUA U
CO3/IaHUS 3aAIIMIIEHHBIX ABTOMATU3UPOBAHHBIX CUCTEM, a TAK)KE HABBHIKOB U YMEHUS B IPUMEHEHUU 3HAHUU
JUI KOHKPETHBIX ycioBuil. Kpome Toro, 1enpio JUCHUIUIMHBL SBIISETCS Pa3BUTHE B MpoOIecce OOYydeHUs
CHUCTEMHOTO MBIIUICHHS, HEOOXOIUMOTO ISl PEIICHHS 3a/1a4 3allUThl HHPOPMAIUU C YIeTOM TpeOOBaHUMI
CHUCTEMHOTI'0 IOJIX0/1a.

3amaun:

— KOHIIeNuU obecrieueHus HHHOPMAMOHHON 0€30MMaCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM;

— TEXHOJIOTUU (YHKIIMOHUPOBAHUS 3AIIUIIICHHON aBTOMAaTU3UPOBAHHON CHCTEMBI,

— METOAOJIOTHH OLEHKHU 3alUIIEHHOCTH aBTOMaTH3UPOBAHHBIX CUCTEM;

— TMPUHIUIOB MOCTPOCHHUS 3AIUIICHHBIX HH(POPMALIMOHHBIX CUCTEM;

— METOJOB U CpEACTB MPOCKTHUPOBAHUS, CO3JaHUS U  CONPOBOXKICHHS  3alllUIICHHBIX
ABTOMATHU3UPOBAHHBIX CHCTEM;

— TEXHOJIOTUYECKOT0 IUKJIa pealM3aluy 3allWIIEHHOW CUCTEeMBl OOpa0OTKM W XPaHCHHS
nHpopMaIuu.

2 MecTO IMCHUILIMHBI B CTPYKTYype 00pa3oBaTe/bHONH MPOrpaMMbl

JlucuumuiiHa OTHOCUTCS K 00s3aTeNbHbIM AMCLUUIUIMHAM (MOAYJSM) BapHaTUBHOM vacTh Oyioka [l
«JlucuumivHbl (MOYIIN)»

[IpepexBuzutel aucuuiuiuubl: b1./][.5.28 Ocnosvr ungopmayuonnoii 6ezonacnocmu, b1.J[.5.29
Moodenu 6ezonacnocmu xomnwvromepuvix cucmem, b1.J[.5.34 3awuma npoepamm u Oaunvix, b1.J[.5.39
Kpunmoepaguueckue npomokonwv, b1./].5.40 Teopemuxo-uucnosvie memoowvt 6 kpunmoepaguu, b1./].5.42

Cmarnoapmol ungopmayuorHoll be3onacocmu

[ToctpexkBusuThl muctumnuuel: b1.J[.B.7 Pazpabomxa mobunvusix npunodicenuu, b2.I1.B.I12
IIpeoounnomnas npakmuka

3 TpeGoBanus K pe3yjabTaTaMm 00yUeHUs MO TUCIUIJINHE

Hpouecc HU3YUYCHUS JUCHUIIJIMHBI HAITPABJICH HAa q)OpMI/IpOBaHI/Ie CJICAYIOIIUX PC3YJIbTATOB 06y‘{eHI/I$I

[Inanupyemsle pe3ynbTaThl
00y4eHUs IO TUCIUIUINHE,
Konx n HaumeHoBaHue Kon n HauMeHoBaHME HHAMKATOpA
(bopMHpyEeMBIX KOMIIETEHLIUH JOCTUKEHHS] KOMIIETEHIIUU XAPARTCPHSYIOTIIC STATIb!
(dbopMupoBaHus
KOMIIETCHLIUM
YK-2 Cnocoben ympaBisiTh YK-2-B-1 IToHrMaeT KIacCHYECKYIO 3HaTh:
MIPOEKTOM Ha BCEX ITANax €ro |CTPYKTYpY IPOEKTa ¢ y4eTOM ONTHUMHU3ALUHN |- CIIOCOOBI IPeACTaBICHUS
KU3HEHHOTO IHKJIa pECypCHOTO 00ecTIeueHusl, CIIOCOOBI MPOCKTA;
IIPEJICTaBICHMSI IPOEKTA - Tallbl IIpolecca
YK-2-B-2 ®opmynupyeT neinu u 3a1a4du OpraHU3alMK POEKTHON
IIPOEKTA, CTPYKTYPHUPYET 3TallbI IIpoLiecca JEeATEIbHOCTH;
OpraHU3alu NIPOEKTHON JEeSTEIbHOCTH -OCHOBHBIE ITPaBOBBIE
VK-2-B-3 [IpumeHsieT 351eMeHThI aHaIn3a, HOPMBI POCCUICKOTO
TUTAHUPOBAHUS U OLICHKU PUCKOB IS BHIOOpA |3aKOHOAATEILCTBA.
ONTUMAJILHOW CTPATETrUy Pa3BUTHSI U Ymersn:
000CHOBaHHUS YCTOMYMBOCTH IIPOEKTA - opmyHrpoBaTh LETU U
YK-2-B-4 B paMkax 1eiau nmpoekTa 3a7a4M IIPOEKTA;




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

OMHPAETCS HA MIPABOBbIE HOPMbI OCHOBHBIX
0Tpacyell POCCUICKOr0 3aKOHOAATEIbCTBA
IIPU ITOCTaHOBKE 1IeJIeil U BEIOOpE
OIITUMAJIBHBIX CHOCO6OB HUX OJOCTUKCHUA,
o0JasiaeT HaBbIKAMH HCIIOJIb30BAHUS
HOPMAaTHUBHO-TIPABOBBIX PECYPCOB B
pa3palboTKe U peanu3aliu MPoeKTOB

- CTPYKTYPHPOBATh ITaIIbI
mpoliecca OpraHu3aiuu
IIPOEKTHOM JIeATEIIbHOCTH;

- IPUMEHSTH DJIEMEHTBI
aHaJIn3a, TUIAHUPOBAHMS U
OIICHKH PUCKOB JJIs BEIOOpA
ONTUMAJILHOU CTPATEr U
pa3BUTUS U 00OCHOBAHUS
YCTOHYMBOCTH TPOCKTA.
Baaners:

- HaBBIKAMHU HMCIIOJIb30BAHUS
HOPMAaTHUBHO-TPABOBBIX
pecypcoB B pa3paboTKe 1
peaJn3aiyy MPOSKTOB.

[IK*-2 ®dopmupoBanue
TpeOOBaHUH B 3alIUTE
nHpopManuu B
ABTOMATHU3HPOBAHHBIX
crcTeMax

[TIK*-2-B-1 YMeeT onpenensite yrpo3bl
6e3onmacHOCTH UH(POPMALINH,
o0OpabaTbIBacMOi aBTOMAaTU3UPOBAHHOM
CHUCTEMOM

[1K*-2-B-2 CnocoGeH MoaeIupoBaTh
3alUIIICHHBIC ABTOMATU3UPOBAHHBIE

CHCTCMBI C ICJIBIO aHaJIM3a UX YHSBHMOCTGI;'I u

3¢ (HEeKTHBHOCTHU CPEJCTB B CITIOCOOOB
3aIIUThl HH)OPMAIIUU
[1K*-2-B-3 Bnageer HaBbIKaMH pa3pabOTKH

APXUTCKTYPbI CUCTECMbI 3alIIUThI I/IH(i)OpMaI_II/II/I

aBTOMaTI/I3PIp0BaHHOI>'I CHUCTEMBI

3HaTh:

- IPOrpaMMHO-aIapaTHbIC
CpE/CTBa 3aIIUTHI
KOMITBIOTEPHBIX CHCTEM;

- IPOrpaMMHO-aNIapaTHbIe
CpeZACTBa 3aIIUTHI
KOMITBIOTEPHBIX CETEH.
Ymersn:

- pa3pabaTbIBaTh CpeICTBA
3anIUThl HHQOpPMAIIHH B
KOMITBIOTEPHBIX CUCTEMax M
CeTsX;

-yMeeT IPOBOIUTh
TECTUPOBAHUE CPEJICTB
3aLIUTHl B KOMIIBIOTEPHBIX
CHCTEMax U CeTsX.
Baajgern:

- COBPEMEHHBIMH METOJIaMH
3alIUThl UH(OPMAIMK B
KOMIIBIOTEPHBIX CUCTEMaX U
CeTsIX.

[TIK*-3 Pa3zpaboTtka
IIPOrpaMMHO-aNnapaTHbIX
CPEICTB 3alIUThl HHPOPMAIUU
KOMIIBIOTEPHBIX CUCTEM U
ceTen

[TK*-3-B-1 3HaeT ocHOBHBIE TPeOOBAHUS K
MIPOrPaMMHO-AIIAPATHBIM CPEJCTBAM
3alUTHI KHPOPMAITUU KOMITHIOTEPHBIX
CHCTEM U CeTel

[TK*-3-B-2 Crioco6eH ocymecTBIIsATh
pa3paboTKy U TECTHPOBAHUE CPEACTB
3aUTHI HHPOPMAITUU KOMITBIOTEPHBIX
CHCTEM U CeTel

[TK*-3-B-3 Bnazeer 0CHOBHBIMH METOIAMA
3alUThl THPOPMAIIUU KOMITBIOTEPHBIX
CHCTEM M CeTeH

3HarTh:

- COBPEMEHHbIE
amnmapaTHbIe CPECTBA
3aIUThl HH(OPMALIUH.
YMmeThb:

- IPUMEHSTH Ha MIPAKTUKE
CpeACTBa anmnapaTHON
3aIUThl H)OPMALINY;

- pa3pabatbIBaTh
COOCTBEHHEIE
MIPOrpaMMHBIEC CPEJICTBA
3aIIATEHI B COOTBETCTBUH C
MOJICJIBIO yTPO3.
Baaners:

- HABBIKAMU BLISIBJICHU A
aKTyaJIbHBIX yIPO3




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

uH()OpMaITMOHHON
0€30MaCHOCTH U
peanu3aiii HeoOX0IUMBIX
CPEJICTB 3aIIMTHI.

4 CTpyKTYpa U coJepkaHue JUCUUIIHHbI

4.1 CTpykTypa M CUHIIIHHBI

OO0mias TpyA0eMKOCTh JUCIUIUIMHBI COCTABISIET S 3a4eTHBIX eauHHI] (180 akageMudecKux 4acos).

TpynoemMKocTsb,
Bun pabotst aKaJICMUYECKHX YaCOB
10 cemectp BCETO
OO6mas Tpy10éMKOCTh 180 180
KonrakrHasi pabora: 76,5 76,5
Jlexrum (JI) 30 30
[IpakTuueckue 3anstus (113) 14 14
Jlaboparopusie pabotsi (JIP) 30 30
Koncynbranun 1 1
WNunuBuayanpHas paboTa 1 MHHOBAITMOHHBIE (POPMBI YICOHBIX 3aHITHI 1 1
[TpomesxyTouHas arrectanus (3a4eT, SK3aMeH ) 0,5 0,5
CamocTosiTe1bHas1 padoTa: 103,5 103,5
- gblnoaneHue Kypcogoti pabomol (KP), +
- CAMON0020MO8KaA (MPopabomka u nO8MopeHue TeKYUOHHO20 Mamepuala u
Mamepuana y4eOHUK08 U y4eOHbIX nocooull;
- U3yyeHue pazoenos Kypca 8 cucmeme 21eKmpoOHHO20 00yYeHUs
- H0020MOBKA K 1AO0PAMOPHBIM 3AHSMUIM;
- N0020MOBKA K NPAKMUYECKUM 3AHAMUSM.
Bua ntorosoro KoHTposs (3a4eT, IK3aMeH, ¢ ¢epeHPOBaAHHBIN JK3aMeH
3a4er)

Paznensl quctumuinael, uzydaemsie B 10 cemectpe

KoanuecTBo yacoB
Ne HaumenoBanue pa3aenon ayAuTopHad BHEay/I.
pasnena BCETO aboTa
1113 | ap pabora

1 ABTOMaTH3UpPOBaHHbIE cUCcTEMbl. OCHOBHbIE TOHS- 20 4 2 4 10
THUS U OTIPEICTICHUSI.

2 Co3anre aBTOMaTU3MPOBAHHBIX CUCTEM B 3alllM- 34 4 4 6 20
rcrionHeHuu (AC3H).

3 Dtanbl pazpaboTKH CHCTEM 3aIUThl KOH(DHUICHITH- 32 4 2 6 20
aJIIbHON MH(pOPMAITIH.

4 Yrpo3sl nHpopMaronHoi 6e3onacHocT B AC 50 10 | 4 6 30

5 Craauu xu3zHeHHoro nukia AC. 44 8 2 8 26
Hroro: 180 30 | 14 | 30 106
Bcero: 180 30 | 14 | 30 106




4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

1. ABTOMaTH3I/Ip0BaHHbIe cucteMbl. OCHOBHBIE IOHATHS U onpeacacHus.

Asmomamuzuposannasn u ungopmayuonnas cucmema. Knaccugukayus asmomamusupo8aHHsix cu-
cmem. Knaccwt 3awuwennocmu asmomamusuposanuwix cucmem. Cmaouu paspabomru AC. /s paspabom-
ku AC. Hopmamuenas 6aza. Tpebosanus Kk 00KymeHmayuu.

2. Co3nanue aBTOMATH3HPOBAHHBIX CHCTEM B 3amuiieHHOM ucnoanenuu (AC3H).

Lenv cozoanus AC3U. Paspabomra u eneopenue AC. 'OCTvi Ha coz0anue u (hynKyuonuposauue
AC3U. Tloocucmemvr AC ( aymenmugpuxayuu u asmopuzayuu, KOHMpOIs YeI0CMHOCHU, MeHICCeme8020
IKPAHUPOBAHUS, AHANU3A MPAPDUKA, OOHADYIHCEHUS BMOPHCEHUL, AHMUBUPYCHO20 KOHMPOJIS, 3auumsl y0a-
JIEHHO20 Q0CMYNA, NOOCUCMEMbL AYOUMa U OUCKPEYUOHHO20 KOHMPOJIsi OOCMYNA.

3. OTansbl pa3padoTKH CHCTEM 3aLIUTHI KOH(PHUIeHINATBbHOH HHpOPMAIUH.

Dopmuposanue mpebosanutl Oisi cucmemsvl 3awumsol uHGopmayuu. Ilpoekmuposanue cucmemvl 3a-
wumul uHgopmayuu. Bredperue cucmemol 3awumol ungopmayuu. Ammecmayus oo6vexma uHgopmamusa-
yuu no mpebosanusm b6ezonacHocmu ungopmayuu u 6600 e2o 8 oeticmsue. ConpogodcoeHue cucmemvl 3a-
wumul uHpopmayuu 8 xode sxcnayamayuu obvexma ungopmamuzayuu. Ilopsoox evinonnenus pabom no
3awume uHgopmayuu 0 co30asaemoll a8MOMAMU3UPOBAHHOU CUCTIEME 8 3AUUUEHHOM UCHOIHEHUU.

4. Yrpo3sl unpopMannoHHoi 6ezonacHoctu B AC

Ocobennocmu coepemennvix AC kax 00bekmos 3auumol; YA36UMOCHb OCHOBHLIX CMPYKMYPHO-
@yHrkyuonanvusix y3108, pacnpeoenrenuvix AC; yeposvl bezonacnocmu ungpopmayuu, AC u cyovekmos um-
DopMaYUOHHBIX OMHOWIEHUU, UCTMOYHUKU Y2pO3 0e30nacHOCmu, Klaccugukayus yepo3 6e30nacHocmu;
npeoHamepenHbvle U HenpeOHAMePeHHble YepOo3bl; KIACCUDUKAYUs KAHALIO8 NPOHUKHOBEHUSL 8 CUCIEMY U
ymeuxku ungopmayuu,; mooenv Hapyuwumeins, mooeis yepo3 no memoouke OCTIK. Onpedenenue akxmyaisb-
Hblx yepo3. Heobxooumsie cpeocmea 3auumut AC.

5. Ctaauu s;xu3Hennoro uukiaa AC.

Lenv u 3a0auu obecneuenus 6ezonacnocmu AC. Texnuueckoe 3adanue Ha paspabomky AC. Yacm-
Hoe mexHuueckoe 3aoanue. Ilakem 0okymenmos no sxcnayamayuu. [Ipoepammuo-annapamusiii KOMIIEKC.
OchosHble opeanu3ayUOHHbLE U OP2AHUZAYUOHHO-MEXHUYECKUEe MEPONPUAMUSL NO CO30AHUI0 U 0becneyeHUIo
DYHKYUOHUPOBAHUSA KOMNIEKCHOU cucmembl 3auumsl. Cucmema opeaHu3ayuoHHO-pacnopsoumenbHulx 00-
KYMEHMO8 N0 OP2AHU3AYUU KOMNLEKCHOU CUCIEeMbL 3auumbl UHGOpMayuu.

4.3 JIabopaTopHbie padoThI

Ne JIP Ne HanmenoBaHue 1a60paToOpHBIX paboT Kosr-Bo
paszzena 4acoB

1 1 OpranuzalvoHHbIE IPOIECCHI CO3/IaHUsI aBTOMATU3HUPOBAHHBIX CUCTEM 6

2 1,2 ITpoextupoBanue AC. Iloctpoenue cTpykTypHoil cxemsl AC. 4

3 2,3 Knaccudukanus cuctem. [Mogcucremsr AC B COOTBETCTBHHU C 6
PyKkoBOIAIMME TOKYMEHTAMH.

4 4 MoaenupoBanue yrpo3 nHhopmarmonHon 6e3omnacHocta AC. 8

5 4,5 Mogenu )KU3HEHHOTO IIMKJIa aBTOMaTU3UPOBAHHBIX CUCTEM 4

6 45 Pa3paboTka TEXHUYECKOTO 3aJaHusl. 6

7 4,5 Peanuzamus mojenei 3amuThl HHGOPMAITIT 6

8 5 Pa3paboTka TOKyMEHTaLUU 4
HToro: 30




4.4 IlpakTU4eckne 3aHATHS

Ne Kon-Bo
Ne 3ansTus Tema
paszzaena 4acoB

1 1 Pa3paboTka qOKyMEHTAIlMK Ha aBTMAaTU3UPOBAHHBIC CHCTEMBI 2

2 1,2 ['ocThI HA cO3/1aHNE ABTOMATU3HPOBAHHBIX CHCTEM 3aIIUTHI 4
nHpopmanuu

3 3 ATtTecranys 00bekTa HHQOpMaTH3AIMH 2

4 4 Metoanka @CTOK MoaenupoBaHus yrpos. 4

&) 4 Mogenbs HapyLuTes 2

6 4 AKTyaJIbHbIE YIPO3bI 2

7 5 JKu3HEHHBIN UK aBTOMAaTU3UPOBAHHON CUCTEMBI 4

8 4,5 Matpumia MITRE ATT&CK 2
Utoro: 14

4.5 KypcoBas patora (10 cemectp)

TeMmbl KypcoBbIX paboT:
PazpaboTka aBTOMaTH3MPOBAHHON CHCTEMBI IPOBEPKU TTOYTOBBIX COOOIICHUIA.
Pa3zpaOoTka 3aIIMIIEHHONW CHUCTEMbl XpPaHEHUs W KOHBEPTAlMM JIOKYMEHTOB B pa3jMuHbIE

1.
2.
dbopmarsl.
3.
4,

WHTEPHET-TIPOBANIECPOB.

PazpaboTtka nnTepHeT-pecypca npodecCHOHAIBHBIX BUICOUHCTPYKIIUH.
PazpaboTka aBTOMAaTH3MPOBAaHHOW CHUCTeMBI (opMupoBaHUS mTpoduiaeii aOOHEHTOB IS

5. Pa3zpaboTka 3amMIIEeHHOr0 00JAYHOTO XPAaHWIHINA 33JaHUIA CTYICHTOB.
6. Pa3paboTka aBTOMaTU3MPOBAHHON CHCTEMBbI IULIAHUPOBAHUS OFOIKETA.
Pa3paboTrka aBTOMaTH3UPOBAHHOMN CHCTEMBI KOHTPOJIS 32 MACCAKUPCKUM aBTOTPAHCIIOPTOM.

7.

8. Paspabotka

SaHlHHlCHHOﬁ CHCTCMbI aBTOMaTHSHpOBaHHOﬁ aKTyaJindanuu JaHHBIX

IIEPCOHAJIBHBIX KOHTAKTOB.
Pa3pabotka snextponHol Toprosoii miomanaku «TII-MapkeT».

Pa3paboTka aBTOMaTH3UPOBAHHOMN CHCTEMBbl MOHUTOPHHIA COCTAaBa TPAHCIIOPTHBIX CPEJCTB.
Pa3pa®oTku cucTeMbl MPOABHKEHHS CAHTOB HAa OCHOBE CTAaTUCTUKH MMOMCKOBBIX 3aPOCOB.
Pa3paboTka aBTOMaTH3MPOBAHHOI CUCTEMBI OHJIAH TECTUPOBAHHE.

PazpaboTtka BUpTyanbHOrO KpaeBequeckoro Mysest OI'Y.

9.

10.
11.
12.
13.

5 Y4eOHO-MeTOaAMYEeCKOe 00ecIeYeHHe JUCHUIIINHBI

5.1 OcHoBHas quTEpaTypa

1. Mamok, A. A. UndopmarimonHast 6€30MacCHOCTh: KOHIENTYaJIbHbIE U METOA0JI0TMYE€CKHE OCHOBBI
3auThl nHpopmarmu [Teker] : yued. mocobue i By3oB / A. A. Mamtok. - M. : 'opsuas nunus-Tenexom,
2004. - 280 c. : wi. - bubmumorp.: ¢. 276-278. - ISBN 5-93517-197-X.

2. Xopes, II. b. MeToas! u cpeacTBa 3auUThl HHPOPMAILIUU B KOMIBIOTEPHBIX cuctemax [Tekcrt] :
yue6. mocodbwue / I1. b. Xopes.- 4-e u3n., crep. - M. : Akagemusi, 2008. - 256 c. : un. - (Beiciiee mpodeccro-
HaJlbHOE 00pa3oBaHue). - bubnmorp.: c. 251-252. - ISBN 978-5-7695-5118-5.

5.2 lonmosiHuTeIbHAS JIUTEPATYPaA

1. ConoBbeB, H.A. Cucrembl aBTOMAaTH3aIlMK pa3pabOTKU HporpaMMHOro odecrneueHus [TekcT] :
yue6. mocobue / H. A. ConosseB, E. H. Uepnonpynosa; M-Bo oOpa3oBanus u Hayku Poc. ®eneparuu, De-
nep. roc. O KeT. 00pazoBaT. yupexaeHue Beicil. mpod. oopazoBanus "OpeHOypr. roc. yH-1". - OpeHOypr :
VYuusepcurer, 2012. - 192 c. : un. - bubauorp.: ¢. 182-183. - I1pwui.: c. 184-191. - ISBN 978-5-4417-0086-3.



2. I'pubynun, B. I'. KommiekcHas cuctema 3amuThl nHGopmaiuu Ha npeanpusatuu [Tekct] : yueoO.
nocobue g By3oB / B. I'. I'puOynun, B. B. Uynosckuii. - M. : Akagemus, 2009. - 413 c. - (Bsicmiee npo-
(beccuonanpHOE 00pazoBanue). - budbmuorp.: c. 403-406. - ISBN 978-5-7695-5448-3.

3. Hapteika, T. JI. Uadopmannonnas Ge3onacHocTh [Tekcer] : yueOHOe mocoOue Aisi CTYIACHTOB
YVUPESKACHUN CpeTHEero MpodecCHOHATbHOTO 00pa30BaHus, 00yJaroIIUXCs 10 CIEeIUAILHOCTIM HHpOpMa-
TUKU ¥ BerunciantenbHoi Texuuke / T. JI. [Tapteika, W. W. Ilonos..- 2-e uza., ucmp. u goi. - Mocksa : @opym
: THOPA-M, 2007, 2014. - 368 c. : w1 - (Ilpodeccuonansroe obpazoBanue). - bubnuorp.: c. 343-344. -
I'moccapwii: c. 406-429. - ISBN 5-91134-095-X. - ISBN 5-16-002849-8.

4. KynpusHoB, A. WM. OcHoBbl 3anuThl nHGopManuu [Tekct] : yueb. mocodbue st By3oB / A. .
Kynpusnos, A. B. Caxapos, B. A. llleBnos.- 3-¢ u3a., crep. - M. : Akagemusi, 2008. - 254 c. - (Boicmee
npodeccuoHaibHOE 00pazoBaHue). - bubmuorp.: c. 251-252. - ISBN 978-5-7695-5761-3.

5. TopokuH, A. A. UmxeHepHo-TexHUYecKas 3ammrTa nHpopmauuu [Teker] : yuebd. mocobue aiist By-
30B/ A. A. TopokuH. - M. : 'enmnoc APB, 2005. - 960 c. : un. - bubmmorp.: ¢. 934-949. - ISBN 5-85438-140-
0.

5.3 llepuoaguueckue u3TaHus

Bomnpocs kubdepbesomnacuoctu — Pesxum poctyma: https://cyberrus.info/

5.4 UnTepHeT-pecypcsl

— http://rkn.gov.ru/ - deaepanbHas cinyxba 1o Haa30py B chepe CBsI3U, HHOOPMAITMOHHBIX TEXHOJIO-
Ui ¥ MaCCOBBIX KOMMYHUKAIIHII;
— http://fstec.ru/ - deaepanbhas cayx0a M0 TEXHUUESCKOMY M SKCIIOPTHOMY KOHTPOJIIO.

5.5 IlporpammHoe obOecnedeHue, npodeccuoHaJbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIIPABOYHbIE CUCTEMbI

1. Onepammonnas cucrteMa Astra Linux. «Astra Linux Special Edition» PYCB.10015-01, nmunen3u-
oHHbIN oroBop NeA-2021-1374-BY3 ot 28.05.2021.

2. Ilaker oducHbIx npunoxenuit «MoitOduc O6pazoBaHue».

3. AntuBupycHoe [10: Kaspersky Endpoint Security ans 6usHeca, nMeeTcs TUIIeH3us Ha 2 ToJa
UCIOJb30BaHus, BXOaUT B Peectp oreuectBerHoro 10

6 MaTepI/laﬂbHO'TeXHI/I‘IeCKOC odecrneuyeHue AUCHHUIIIMHBI

3aHATHSI 10 JUCHUIUIMHE TPOBOAATCS B ayJUTOPHSAX, OCHALICHHBIX KOMIIBIOTEPHBIMH U
MYJIBTUMEMIHBIMU CPEICTBAMHU. Pa0oume CTaHIMM CTYJICHTOB W MpENojaBaTelisi OObEAMHEHBI B
JIOKAJIBbHYIO0 KOMITBIOTEPHYIO CETh C BO3MOXXHOCTBIO BBIXO/1a B MIHTEpHET.

JIeKIMOHHBIE 3aHATHS IPOBOJISATCS B AyJAUTOPHSIX, OCHAICHHBIX MYJIbTUMEIUIHHBIM 000PYIOBAHUEM.

JlabopaTopHbIe 3aHATHS MPOXOAAT B KOMIIBIOTEPHBIX KjaccaX, B KOTOPBIX YCT@HOBJICHO
o0opyoBaHue:

- cucTeMHbIe O1okH Ha 6ase mporeccopa Intel Core i5;

- cucTeMHBbIe 010KkM Ha 0a3e mporeccopa Intel Pentium Core 2 Duo;

- MOHHUTOPBI MoJienieit Samsung, ViewSonic.

K paboueii npozpamme npunacaromes:

o DoHJ OIEHOYHBIX CpCACTB IJid IMPOBCACHUA HpOMC)KYTOHHOﬁ aTTeCTalluu O6yanOLHHXCH 110
JUCHHUIIIINHE,

e MeTroanvecKkue yKa3aHus JJIsg 00y4JaromuXCsl IO OCBOSHUIO TUCIIUTUIUHEI.


https://cyberrus.info/
http://rkn.gov.ru/
http://fstec.ru/

