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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

ean (1esm) OCBOCHUS AUCITUTIUHBI:
N3yueHne TEOPETUYECKUX OCHOB MOJIElei 0e30MacHOCTH KOMIBIOTEPHBIX CHCTEM, IOJIYYCHHUE
HaBBIKOB HX IMPOTPaMMHOM peanu3anuu. VM3ydeHue mareMaTHdyecKuxX MOJENIed KOHTPOJIS M YIPABJICHHS
JIOCTYIIOM, TIOJTy4€HHE HaBBIKOB UX IMPOTPAMMHOMN pealli3aliu.

3amaun:

- UI3YUUTh JUCKPCIUOHHBIC, MAHAATHBIC U POJIEBBIC MOACIIN 0e30macHOCTH KOMIIBIOTCPHBIX CUCTEM;

- U3y4YUTh
MIPOrpaMMHOM CpeJIbl;

Mojenn  0e30MacHOCTH  HMH(GOPMAIMOHHBIX  IOTOKOB,

MOJEIA  H30JUPOBAHHOU

- IIOJIy4YUTh IIPAKTUYECKUE HABBIKU IIPOrPAMMHON peann3aliy JaHHBIX MOJCIICH.

2 MecTo JUCUMILIIMHBI B CTPYKTYpe 00pa30BaTe/ibHO NPOrpaMMbl

Hucuurnnuna oTHOCUTCA K 0a30Boit yactu 6s1oka [] «/{ucuumnuner (MOTyn)»

[TpepexBusutel aucuutumnbl: b1./[.5.10 Unpopmamuxa, b1.J[.F.25 Onepayuonnvle cucmembl,
b1.]1.5.26 Komnviomepnvie cemu, b1.J1.5.43 Aomunucmpuposarue uHGopMayuoHHbIX cucmem

HOCTpCKBI/ISI/ITH

JUCHUITIIIMHBI:

b1.]1B.2 Texnonoeus

nocmpoeHus

3AUWUUEHHBIX

asmomamuzupogsannvlx cucmem, b1.J[.B.0.4.1 Teopusa uep u uccreoosanue onepayuti, b2.11.B.I1.2

IIpeoounnommnas npakmuxa

3 TpeGoBanus k pe3yjabTraTaMm 00y4eHUs M0 TUCHUILINHE

[Tpornecc n3yyeHHs JUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB O0yUCHHUS

Kon n HaumeHnoBanue
(bopMHUpPYEMBIX KOMITETCHITHI

KO,Z[ W HAMMCHOBAHHC MHIHWKATOpa
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyembie pe3yybTaThl

00y4eHUs 1Mo JUCIUILIHHE,

XapaKTEPU3YIOLIHE ITAITbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-6 CniocobeH mpu
peteHny npogpeccuoHaTbHBIX
3aJla4 OpraHU30BbIBATh 3aILUTY
uHpOpMaIUU OrPaHUYEHHOTO
JI0CTYTa B KOMITBIOTEPHBIX
CHCTEMAX M CETAX B
COOTBETCTBHH C
HOPMAaTUBHBIMH ITPaBOBBIMU
aKTaMu 1 HOPMAaTHBHBIMHU
METOJIMYECKUMH IOKYMEHTAMHU
denepanbHOM CiTyXObI
6e3onacHoctu Poccuiickoi
®enepannu, PenepanbHON
CIIy>KOBI 110 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTPOJIIO

OIIK-6-B-4 3HaeT OCHOBHBIE YTPO3BI
0e30nmacHOCTH UHPOPMALIUU U MOJIENIH
HApPYIIUTEIS] KOMITBIOTEPHBIX CHCTEM
OIIK-6-B-5 Cniocoben pazpabaTbiBaTh
MOJIETIH YTPO3 U MOJAEIH HapyIINTENs
KOMITBIOTEPHBIX CUCTEM

3HaTh:

- PYKOBOJSIIIIME U HOpMa-
TUBHO-TIPABOBBIC JJOKYMEH-
THI 110 OLIEHKE YPOBHS
3alMIIEHHOCTH UH(OpMa-
IIUU B KOMITBIOTEPHBIX CH-
cTeMax.

Ymernb:

- OIIEHUBATh YPOBEHbD 3a-
MIUIIIEHHOCTH WH(OPMAIIUN
B KOMIIBIOTEPHBIX
CUCTEMaXx B YaCTH UCTIOJb-
3yeMBIX MoJienel Oe3omac-
HOCTH KOMITBFOTEPHBIX
CHCTEM.

Baagers:

- HaBBIKAMU COCTaBIICHUS
OTYETOB IO Pe3yJIbTaTaM
MIPOBOJMMBIX OIEHOK.

OIIK-11 Crocoben
pa3zpabaTheIBaTh MOJUTUKH
0C30IMaCHOCTH, OJIUTHKH
yIIpaBJICHHUS JTOCTYIIOM M

OIIK-11-B-1 3Haer OCHOBHBIE BUBI IIOJIUTHK
VIIpaBICHUS JTOCTYIIOM H
UH(OPMAIMOHHBIMU TIOTOKAMU B
KOMITBIOTEPHBIX CHCTEMAX

3HaTh.

- TUIIOBBIE MOJEIHN
0e30IMacHOCTH
KOMITBIOTEPHBIX CHCTEM.




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

UH()OPMAIIMOHHBIMHU ITOTOKAMHU
B KOMITBIOTEPHBIX CUCTEMAX C
y4eTOM yrpo3 0€30MacHOCTH
uHpopManuu 1 TpeOOBAHUH 11O
3amuTe HHPOpMaIUN

OIIK-11-B-2 3Haet ocHOBHBIE (hOpMaILHBIE
MOJIETH TUCKPELIMOHHOT0, MAaHaTHOI'O,
POJIEBOTO YIPABICHUS JOCTYIIOM, MOJEIN
U30JIMPOBAHHOM IIPOTPAMMHOM CPENbl U
0e30nacHOCTH UH(POPMALIMOHHBIX IOTOKOB
OIIK-11-B-3 YMmeer pa3pabaTbiBaTh 4aCTHbIE
HOJIMTUKH O€3011aCHOCTH KOMIIbIOTEPHBIX
CUCTEM, B TOM YHUCJIE IOJUTUKH YIIPABICHUS
JOCTYIOM U MH(OPMALMOHHBIMU IOTOKAMHU
OIIK-11-B-4 Biageer ciocobamu
MOJICJINPOBaHUs 0€30MaCHOCTH
KOMIIBIOTEPHBIX CUCTEM, B TOM YHCIIE
MOJICJIMPOBAHUS YIIPABJICHUS JOCTYIIOM U
MH(OPMaLlMOHHBIMU IOTOKaMH B
KOMIIbIOTEPHBIX CHCTEMaX

Ymern:

- pa3pabarbIBaTh MOJCIN
0€301aCHOCTH yIPaBIICHUS
JOCTYIIOM U
UH(POPMALMOHHBIMA
MOTOKAMH.

Baanersn:

- BJIQJICTh HABBIKAMHU
peanu3anum Moenen
0€30MaCHOCTH B pPaMKax
UH(POPMAIIMOHHBIX CHCTEM.

4 CTpyKTYpa U coliepKaHue I CUUILTHHBI

4.1 CTpyKkTypa AUCHHUILIMHBI

OO0m1ast TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISIET 3 3aueTHbIe eAuHUIbI (108 akajeMrueckux 4acos).

TpynoemkocTs,
Bun pabotbt aKaJICMUYECKHUX YaCOB

10 cemectp BCETO
Oo0mas Tpy10éMKOCTh 108 108
KonTakTHas padora: 60,25 60,25
Jlextmu (JI) 30 30
JlaGopatopusbie pabotsl (JIP) 30 30
[TpomesxyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padora: 47,75 47,75
- BbINOJIHEHUE UHOUBUOYATIbHO20 MBOpYecK020 3a0anus (UT3);
- CAMON0020mosKa (npopabomka u nO8MopeHuUe 1eKYUOHHO20 MAMepuala u
mamepuana y4eOHuKo8 u y4eonvix nocoout;
- U3yyeHue pazoenos Kypca 8 cucmeme 21eKmpoHHO20 00yUeHUs.,;
- H0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM)
Bua nToroBoro KOHTpoOJIs (3a4eT, IK3aMeH, 1H( ¢ epeHINPOBAHHBIN 3a4eT
3a4er)

Paznensl nuciuninuael, nzydaemsie B 10 cemecTpe

KommuecTBo yacos
Ne ayJIMTOpHAst
pasena HaumenoBanue pa3aenon Beero aGota BHEay/I.
71 m3 | P pabora
1 BBenenue B nOHATUIHBIE OCHOBBI MOJIETUPOBAHUS 16 6 10
KOMITBIOTEPHBIX CHCTEM M MX 0€30ITaCHOCTH.
2 Monenu 6e30macHOCTH Ha OCHOBE JUCKPEIIMOHHOM 24 6 8 10
MMOJUTHKHU




KonunuecTBo yacoB
Ne HaumeHnoBanue pasienoB ayauTopHas BHEAY/I.
paznena BCETO abota

T 113 | Jip pabota

3 Moieny MaHJATHOTO YIIPABJICHHUS! IOCTYIIOM 26 8 8 10

4 Mogaenu poJieBOro ynpasiaeHHUs JOCTYIIOM 24 6 8 10

5 WudopmanroHHbIe MOJICNIH 18 4 6 8

Hroro: 108 30 30 48

Bcero: 108 30 30 48

4.2 ConepxxaHue pa3/iesioB IUCHUINIHHBI

Pa3gen 1. BBenenne B NMOHATUIIHbIE OCHOBBI MOJEJHPOBAHMS KOMIIBIOTEPHBIX CHCTEM H HX
0e30IacHOCTH.

Monenbs u mogemupoBanue KC. Lenmn moaenmupoBanus, knaccudukanus moaenend KC. Ipumenenue
Mozeneit u moaenupoanus B KC.

O6mas moxens C3U, o6obmennas monens C3U, Moaenb ¢ MHOJHBIM TEpeKpbITHEM. Mojenu
ontuMm3anuu 3atpar Ha 3U. @opmanbHbie MW HehoOpMalbHBIE MOJHUTHKH Oe3omacHocTH. DopMaabHBIC
METO/bl aHAJIN3a CUCTEM.

Mopnenn koHeuHbIX cocTosiHUM. [loHsATHEe monuTHKU U Mojenei OezonacHocty uHpopMmaruu B KC.
[TonsTus cyObekTa U 0ObEKTa CHUCTEMBI, ACCOLIMUPOBAHHBIX OOBEKTOB, MOTOKOB MH(OpPMALIMU, TOCTyHa K
00BEKTYy. AKCHOMBI 3alIUIICHHOCTH KOMITBIOTEPHBIX cucteM. Monutop (sapo) Oesomacuoctn KC.
["apanTipoBaHuE BBIMIOJHEHUS MOJUTHKU O€30MacCHOCTH, W30JMpPOBaHHAs mporpammHas cpena. OcHOBHas
TeopeMa 0e30I1aCHOCTH.

Pa3znen 2. Moaesin 6€3011aCHOCTH HA OCHOBE JMCKPEIUOHHOMN MOJUTHKHA

Mogenu Ha ocHOBe Matrpuilbl nocTynoB. Mogenb Xappucona-Py3zo-Yaemana (XPVY). Ananus
6e3omacHoctu cucreM XPY. Monenb TUNM3UPOBAHHOM MAaTpHUIlbl JOCTYNOB. [IsSTHMEpHOE MPOCTPAHCTBO
XaprcoHna.

Teopetuko-rpadoBas Moenb aHAIM3a PACIPOCTPAHEHUS IIPaB JOCTYNA B IUCKPELUOHHBIX CHUCTEMaX
Ha OCHOBE MaTpHIIBI JOCTyma. Mojenb pactpocTpanenus rnpas goctyna Take-Grant. OCHOBHBIC TOJTOXEHUS
kiaccuueckoit momenu Take-Grant. [Ipemukar Can_Share. Pacmmpennas monens Take-Grant. [le-dakTto u
ne-topo mpasuia. [Ipenukar Can_Steal.

Pa3pnen 3. Moaesin MaHAaTHOTO yIIPABJIEHUS JOCTYIIOM

Knaccuueckas mozpens bemna-Jlallanyna. ITonmutuka low-watermark. besomacHocTh mepexonios.
Monens MaHIaTHOM MOMUTHUK HENOCTHOCTH HH(popMmariu buba. Moaenb cucteM BOCHHBIX COOOIIEHUH.

Pa3nes 4. Moaeu poJieBOro ynpasJieHUsl 10CTYIIOM

PasHoBugHOCTH poONeBBIX Mojeneil. ba3oBas Mozenb poJEBOTO pasrpaHUYEeHHs JOCTYyIa.
Uepapxuueckast cuctemMa poJieil. Arperamusi MpaB IMpH HEpapXUUECKoW opranusauuu poseir. Ctporo
TaKCOHOMHMYECKHI JTMCTOBOM MOAXOJ, HETAKCOHOMUYECKHM JMCTOBOM MOJAXO0J, UEPAPXUUYECKU OXBATHBIN
noaxoA. Mojenu UHIUBUAYaTbHO-TPYIIIIOBOTO TOCTYTIA.

Paspnen S. Uu¢popmanoHHbIe MOJEIH

[TonsiTne u 00IIass XapaKTEPUCTHUKA CKPBITHIX KAaHAJIOB yTeUKH MHPopManuu. ABTOMATHash MOJEIh
HeBnusHus ['orena-Mecurepa (GM-monens). TeopeTuko-uHGOPMAITMOHHBIE MOJENH HEBBIBOAMUMOCTH M
HEBIIMSHUS (HEBMEIIATEIbCTBA).

4.3 JIaGopatopHbie padoThI

Ne JIP Ne HanmenoBaHue 1a00paToOpHBIX paboT Kosr-Bo
paszzuena 4acoB
1 2 Mopenb pazrpanudenus goctyna Xappucona-Py3o-Yinpmana. Mogens 4
TUMTU3UPOBAHHON MATPUIIBI JOCTYIIA.
2 2 Mogens pacipoctpanenus mpas pocryma Take-Grant 6
3 3 ManatHas knaccuueckast mosenb benna-Jla [Tagyna 4
4 4 ba3oBas Mozenb poaeBoro pa3rpaHUuYeHus 10CTyIa 6




Ne JIP Ne Koma-Bo

HanmenoBanue nabopaTopHbIx paboT

pazaena 4acoB
5 ABtomarHas mojienb HeBausiug ['orena-Mecurepa (GM-Mozenb) 4
5 Opranu3anys ynpasjieHHs JOCTYIIOM B OlepaliioHHo# cucteme Astra 6
Linux Special Edition
Utoro: 30

5 Y4ueOHO-MeTOANYECKOE 00ecIedeHrue NUCIHILITNHDI
5.1 OcHoBHas auTEpPaTypa

. Hessaun, [1.H. Monenu 6e30macHOCTH KOMITBIOTEPHBIX cUcTeM [Teker] : yueb. mocodue asis By30B /
I1. H. JleBsaun. - M. : Axkamemus, 2005. - 144 c. - (Bricmiee npodeccuoHaabHoe 00pa3oBaHuUE:
nH(popManroHHas 6€30nmacHoOCTh). - bubmmorp.: c. 139-140. - ISBN 5-7695-2053-1.

. Xopes, I1. b. MeTtoapl u cpencTBa 3anuThl HHGOPMAIIMK B KOMITBIOTEPHBIX cucTeMax [TekcT] : yueo.
nocobue / II. b. Xopes.- 4-¢ uznm., crep. - M.: Akamemus, 2008. - 256 c.: un. - (Bsicmee
npodeccuoHaibHOE 00pa3oBaHue). - bubmuorp.: c. 251-252. - ISBN 978-5-7695-5118-5.

. CepreeBa 10. C. 3ammra mupopmamuu. Koncrmekr neknuil. YdyeOHoe mocoOue [DIeKTPOHHBIN
pecypc] / Cepreeea 0. C. - A- [Ilpuwop, 2011. - Pexum  pgocryna:
http://www.biblioclub.ru/index.php?page=book&id=72670

5.2 JlonojiHUTE/IbHAS JINTEPATYpa

. I'amarenko B. A. OcHOBBI HHPOPMAITMOHHOH Oe30macHOCTH [ DNeKTpoHHbIH pecypce] / [anarenko B.
A. - Untepuer-YHausepcurer Mudopmarnmonnsix Texnonoruii, 2006. — Pexxum goctyma:
http://biblioclub.ru/index.php?page=book&id=233063

. Mamok, A. A. Undopmarnimonnas 6€30MacHOCTh: KOHIIETITYallbHbIE U METOJI0JIOTUYECKHNE OCHOBBI
3amuThl nHpopManuu [Tekcr] : yued. mocodme yist By30B / A. A. Mantok. - M.: 'opsiuas muawMs-
Tenexom, 2004. - 280 c.: uin. - bubnuorp.: c. 276-278. - ISBN 5-93517-197-X.

. Teopernueckue oCHOBBI KOMIIBIOTepHOU Oe3onmacHocTH [Teker] : yued. mocobue mis By3os / I1. H.
HessiHuH [u ap.]. - M. : Paauo u cBs3b, 2000. - 192 c. : ui. - ABT. yka3aHbl Ha 000pOTe THT. JI.. -
bubnmorp. B kon1e ri1. - ISBN 5-256-01413-7.

5.3 llepuoauueckue U3IaHUA

. BecTHHK KOMIBIOTEPHBIX U MHPOPMALTMOHHBIX TEXHOJIOTU: xypHal. - M. : OO0 "U3narenbckuii
nom "Cnektp" — URL: https://www.vkit.ru/

ITporpaMMHBIE TPOYKTHI U CUCTEMBI : KypHal. - HayuHo-nccnenoBaTenbekuii MHCTUTYT «LleHTp-
nporpammcuctem» (r. TBeps) — URL: https://www.swsys.ru/.

5.4 UuTepHeT-pecypcesbl

. Ioronsrmena JI.A. bezonacHocTs nHGOPMAITHOHHBIX cUcTeM. [ 1aBa 4.2. Moenu 6€301macHOCTH U
ux npumeHenue // BukuUrenune, 2012. — Pexxum noctyna: https://it.wikireading.ru/4308.

. Huccenbaym O.B. O6mme matepuansl. Bece nokymeHnTsl. — Pexxum gocryma:
http://www.imkn.ru/K1B/Nissenbaum/Shared%20Documents/Forms/Allltems.aspx

. BBeznenue B 6€30macHOCTh Ha OCHOBE MaHIATHBIX cChlIOK (anrit. Capability-based security). —Pexwm
nocryma: https://habrahabr.ru/post/148743/

https://universarium.org/catalog - «Yuusepcapuym», Kypcor, MOOK: «O61ue Bornpocs! punocodun
HAYKH»;

https://www.lektorium.tv/mooc - «JIektopuym», MOOK: «JluckpeTHas MaTeMaTHKa



http://biblioclub.ru/index.php?page=book&id=233063
https://it.wikireading.ru/4308
http://www.imkn.ru/KIB/Nissenbaum/Shared%20Documents/Forms/AllItems.aspx
https://habrahabr.ru/post/148743/

5.5 IIporpammHoe obOecnedeHue, npodeccuoHajibHble 0a3bl JAHHBIX M HMH(OPMAIUOHHbIE
CIPaBOYHbIE CUCTEMBI

1. Onepanunonnas cucrema PEJ[ OC.

2. IMaket oducHbIx npuinoxenuit «MoitOduc ObpazoBaHmne»

3. st pabotsl ¢ pecypcamu MHTEpHET - BeO-Opay3ep Anaekc https://yandex.ru/..

4. TAPAHT Ilnatdopma F1 [DnextpoHHBIN pecypc]: cnpaBodHo-TIpaBoBas cuctema. / Pazpabotumk
OOO HIIIT «I"APAHT-Cepsucy», 119992, Mocksa, BopooseBbl ropsr, MI'Y, [1990-2026]. — Pesxum gocTy-
na B cetu OI'Y http://garant.net.osu.ru

5. ABTOMaTH3UpOBaHHAs MHTEPAKTHBHAs cucTema ceTeBoro tectupoBaHusi - AUCCT (3apeructpu-
poBana B POCIIATEHT, CBuuerenbcTBO O ToCylapCTBEHHOW perucTpauuu mnporpammel st OBM
No2011610456, mpaBoobnanatenb — OpeHOYprckuil roCyJapCTBEHHBINM YHHUBEPCUTET), PEKHM JOCTYIA -
http://aist.osu.ru.

6 MaTepuajibHO-TEXHHYECKO€E o0ecnevyeHne JUCHUIINHBI

Y4eOHble ayIUTOPUH Ui TPOBENEHHS 3aHATUH JEKIMOHHOTO THIIA, CEMHUHAPCKOTO THUINA, IS
IIPOBE/ICHUS] TPYIIOBBIX M HMHIUBHIYaJIbHBIX KOHCYJIBTALMM, TEKYLIEro KOHTPOJS M IMPOMEXYTOUHOM
aTTeCTAIlHH.

AyIuTOpHUH OCHAILEHBI KOMIUIEKTaMH YYEHUUYECKON MeOe, TEXHUUECKUMH CPeICTBaMU 00 yUeHHUS,
CITy’KaIlUMU JIJIs1 TIPEJICTaBIICHHs yaeOHOH HH(pOpMaIK OOJIBIION ayTUTOPHH.

Jis npoBenieHUst 1a0OPaTOPHBIX 3aHATUI KOMIIBIOTEPHBIA KJacc, OCHAIEHHBIH KOMIIBIOTEpPAMHU C
ornepalMoHHoM cucteMoi Astra LinuX Tekyiueil Bepcuu ¢ yCTAHOBICHHBIM MMAKETOM O(UCHBIX MPOrpaMM U
MHTETrpUpOBaHHOMU cpenoit pazpabotku I10.

[Tomenienune st caMOCTOATENbHON PabOThl 00YYAIOMIMXCSI OCHAIIEHBI KOMITBIOTEPHOU TEXHUKOM,
nojkiaoYeHHoW K cetu "HHTepHer", M obecrnedeHuneM JA0CTyna B 3JIEKTPOHHYIO HH(GOPMAalMOHHO-
obpazoBarensHy0 cpeny OI'Y.



