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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

ean (1esm) OCBOCHUS AUCITUTIUHBI:

dopMHUpOBaHUE TEOPETUUECKUX 3HAHUM 110 METOJ]aM U CPE/ICTBAM 3aILUThl KOMIIBIOTEPHBIX CUCTEM U
MPAKTUYECKUX YMEHHI U HABBIKOB UX MPUMEHEHHS JUIS 32U Thl B KOMIIBIOTEPHBIX CUCTEM

3agaun:

W3yuuTh: OCHOBHBIC TOHSATHS W ONPEACICHHS; WCTOYHHKH, YTPO3bl M PUCKU OE30MaCHOCTH
KOMIIBIOTEPHBIX CHCTEM; METOAbl U CpEACTBAa KPUNTOrpapuuecKod 3amuTbhl HHGOpPMALMU; MOAEIH
0€30IaCHOCTH; aNTOPUTMBl ayTeHTHU(UKAIMK; O€30MacHOCTh MPOrPaMMHOIO 0OecneueHus], MPUHIIHIIBI
(GYHKLIMOHMPOBAHUS  OCHOBHBIX  IIPOIPaMMHO-AINIAPAaTHBIX  CPEICTB  o0ecredeHus  0e3011acHOCTH
uHpopMaLuu.

Hayuutbcs pa3pabareiBaTh U NPUMEHATh IPOrPAMMHBIE CPECTBA 3aILUThI HH(GOPMALUU B IIpoLIEcce
ee cOopa, XxpaHeHus1, 00paboTKH, epeadu U paclpoOCTPAaHEHHUS B KOMITBIOTEPHBIX CHCTEMaX.

2 MecTo JUCUMILIMHBI B CTPYKTYpPe 00pa30BaTe/ibHO NPOrpaMMbl

JucuuriiuHa OTHOCUTCS K 00s3aTeIbHBIM TUCHHUILTUHAM (MOJYJISIM) BapUaTUBHOM 4yacTu Ojoka /J|
«lucuumivHel (MOIYIIN)»

[IpepexBu3uthl nucuuriubbl: b1.J[.b.16 Onepayuonuvie cucmemvl u ob6onouxu, b1.J[.5.17
Komnvromepnvle cemu

[ToctpexBuzuthl  aucuurmuubl: b2 11.B.I1.2  Texnonoeuueckas (npoekmuo-mexHoi02u4ecKkast)
npakmuxa

3 TpeGoBanus k pe3yjabTaTaMm 00y4YeHUs M0 TUCHUILINHE

[Tpouecc u3yueHus: AMCUUIIIMHBI HAIIpaBJieH Ha (POPMHUPOBAHHUE CIAEAYIOUIUX PE3YIbTATOB 00YUEHHUS

Konx n HauMeHOBaHuE [Tnarupyemblie pe3ynbTaThl O0yUSHUS 110
Kona n nammeHoBaHMe
(DOPMUPYEMBIX KOMTIETEHIIMH WHAUKATOPa TOCTHKEHUS JAMCLHMILITMHE, XapaKTEPU3YIOLIIE STANbI
KOMIIETEHIIUU (hOopMUPOBAHUS KOMITETSHITHIA
TIK*-2 Crnocoben [IK*-2-B-6 3Haer u 3HaTn:
HCIIOJIB30BaTh METOJIBI U MIPUMEHSIET METO/IbI U METOJIl U HWHCTPYMEHTAJbHBIE CpeICTBa
WHCTPYMCHTAIILHBIC CPEJICTBA  |MHCTPYMEHTAIILHBIC HCCJIEIOBAHUS WH(OPMAITMOHHON
HCCIICIOBAHUS 0OBEKTOB CpeICTBa HCCIEIOBAHUS 0e30MmacHOCTH 00BEKTOB MPOQecCHOHANTBHOMN
po(hecCHOHATTLHOM WH()OPMATMOHHON JIEITENHHOCTH; pOrpaMMHO-aIIapaTHRIE
JIeITeIIbHOCTH 0e30IMacCHOCTH 00BEKTOB CpEeICTBA 3aIIUTHI
npogeccuoHaTbHON YwMmers:
JIEATEIBHOCTH MPUMEHSTh METOJIbI W HWHCTPYMEHTAJIbHBIC

CpeicTBa HCCIeNOBaHU HH(POPMALMOHHOM
0€30MacHOCTH 0OBEKTOB NMPOPecCHOHATBHOMN
JEeSTeIbHOCTH U TEXHOJOTMHM 00ecreueHus

0e301MmacHOCTH uHbopMauu B
KOMIIBIOTEPHBIX CHUCTEMax; pa3palaTbIiBaTh
KOMITOHCHTHBI IIporpaMMHO-aIInapaTHbIX

CPEICTB 3alUThl HHPOPMAIIUU B TIPOIECCE €€
cOopa, XpaHeHHUs, OOpabOTKH, Tepenayu u
pacmpocTpaHeHUs B KOMITBIOTEPHBIX
cucreMax

Baajaers:

WHCTPYMEHTAMH pa3pabOTKH MPOrPaMMHOTO
o0ecrieyeHus ISl pean3alnuu Mep
obecrnieyeHust 0€30MaCHOCTH




4 CTpyKTYypa U coiepKaHHue TUCHUIINHBI

4.1 CTpykTypa IMCIHIIIHHBI

OO0mas TpyA0eMKOCTh JUCIUIUIMHBI COCTABISIET S 3aueTHBIX eauHMI] (180 akageMudecKux 4acoB).

TpynoemMKocCTs,
Bun paboTst aKaJeMHUYeCKHUX 4acoB
8 cemectp BCETO
O01as Tpya10€MKOCTh 180 180
KonTakTHas padora: 19,25 19,25
Jlexumm (JI) 4 4
[Tpaktuueckue 3anstus (I13) 6 6
Jlaboparopusbie paboTsl (JIP) 8 8
KoHcynbTanuu 1 1
[TpomeskyTouHas arrecranus (3a4eT, YK3aMeH ) 0,25 0,25
CamocrosiTesibHast padora: 160,75 160,75
- 8bINOJIHEHUE UHOUBUOYATIbHO20 MBopyecKo20 3a0anus (UT3);
- CAMON0020MosKa (NPopabomka u NOSMopeHUe IeKYUOHHO20 MAMepuand u
Mamepuana y4eOHUK08 U y4eOHvix nocoouii,
- usyyeHue pazoenos Kypca 8 cucmeme 3NeKmpoHHO20 00yYe sl
- N0020MOBKA K 1aO0PAMOPHBLIM 3AHAMUIM,
- N0020MOBKA K NPAKMUHECKUM 3AHSMUSIM)
Bua uTorosoro KOHTpoJIA (3auer, Ik3aMeH, 1M PepeHUPOBAHHBIN 3K3aMeH
3a4eT)
Paznensl AMCHUIUIMHEL, U3y4aeMble B 8 cemecTpe
KonnyectBo yacoB
Ne HanmenoBanue pasnenoB ayAnTopHas BHEay/I.
pasnena BCETO abora
T 13 | P pabota
1. BBenenne. VYrpo3sl W pUCKH  0€30MacHOCTH 50 1 1 48
uHpopMaluu.
2. MeTtoapl U cpeicTBa KpUNTOrpadUUeCKO 3aiuThl 47 1 2 2 42
uHpopMauU
3. TexHosorus pazrpaHuyeHust JocTyna 37 1 2 4 30
4. [IporpaMMHoO-anmapaTHble  CpEACTBA  3ALUTHI 46 1 1 2 42
WHPOPMAIINY B KOMITBIOTEPHBIX CHCTEMAX
HUroro: 180 4 6 8 162
Bcero: 180 4 6 8 162

4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

N Haunmeno-
p BaHUE pazzena Coneprxanue pasjaena
azjena
1 Bgenenue. OcHOBHBIE TIOHATHUS 3aITUTHI HHGOPMAITUU 1 UH()OPMAITMOHHOU

Yrpo3sl U pHUCKH
0€30MacHOCTH WH-
dhopmarumn.

PHCKOB MH(POPMALIMOHHOM O€30MaCHOCTH.

0e30macHOCTH. YTPO3bl M PUCKH 0€30MacHOCTH MHpOpMaIui. AHamn3




Ne

Hanmeno-

p BaHHE paszena Coneprkanue pasjiena
aszjeia

2 Meroabl u cpen- OcHOBHBIE TIOHATHSI KpunTorpaduu, KiacCHPUKAMSA KPUIITO-
CTBa  KpHITOTpa- | rpaduveckux aropuTMoB. COBpeMEHHbIE CHMMETPHYHBIC U aCCUMET-
(uueckor 3amuThl | puuHble KpuntocucTemsl. Ludposas noamuce. [IpoTokonsl oomeHa u
uHdopManuu pacnpeneneHus KiIro4ei. 3aiuuinieHHblii 0OMeH JaHHBIMH.

3 TexHomorus pas- bazoBbie noHsTHSA: HAeHTUDUKALINS, ayTeHTU(PUKAIINS, aBTOPH-
TpaHWYCeHHs]  J0- | 3alus, agMUHHCTpUpoBaHue. [Ipoctas u cTporas ayTeHTHU(UKAIIUS.
cTymna buomerpuueckas ayrentudukanus. CTaHIapThl ¥ TPOTOKOJIBI AyTEHTH-

¢dukann. Moaenu pasrpanudeHus qoctymna. CUCTeMbl ypaBieHus 10-
CTYIIOM.

IIporpammHo-an-
IapaTHbIE  Cpel-
CTBa 3alUThl KOM-
IIBIOTEPHBIX CHCTE-
Max

Knaccudukanus u 0030p mporpaMMHO-amMapaTHbIX CPECTB 3allUThI
nH(pOpMalliK B KOMIBIOTEPHBIX CUCTEMaX: aHTUBUPYCHI, MEXKCETEBbIC
9KpaHbl, CUCTEMbl OOHApYKEHHS BTOpKEeHHH. HHCTpyMeHTalIbHbBIE
cpencTBa uccineaoBanus 6ezonacuoctu KC.

4.3 JlabopaTopHble padoThI

No Kon-Bo
Ne JIP HaumenoBanwue 1a00paTopHBIX paboT
pasznena 4acoB
1. 2 [IporpammHas peanu3anus 3aliMIIeHHOro ooOMeHa nHpopMaIruein 2
2. 2,3 [TporpaMMHas peanu3aius IPOTOKOJIOB YAAJIEHHOrO JIOCTyna 4
3. 4 MOHUTOPHUHT 0€30aCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX 2
UToro: 8
4.4 TIpakTH4YecKHe 3aHATHA (CeMUHAPDI)
Ne Kon-BO
Ne 3anaTHs Tema
paszzena 4acoB
1. 1 CoBpeMeHHbIE MOJIENIM U KOHIIENIINH 0€30MacHOCTH (CeMUHap) 1
2. 2 CHUMMeTpHUYHbIE U ACUMMETPUYHBIE AJITOPUTMBI IIUPPOBAHUS 1
3. 3 TexHosn0orus pasrpaHUYeHus 10CTyna (CeMHUHap) 2
4 4 [IporpamMMHO-anmapaTHBIE ~ CpEACTBAa  3alIUTHl  MH(QOPMALIUN 5
' (cemuHap)
Hroro: 6
5 Y4eOHo-MeTOAUUYECKOE 00ecnedeHHe T CIUTIIHHBI
5.1 OcHoBHas auTEpaTypa
1 Tummna, H. A. 3amuTa nH(OpMaIMOHHBIX TPOIIECCOB B KOMIBIOTEPHBIX CUCTEMAaX [ Diek-

TPOHHBIN pecypc] : yuebHoe mocobue ist 00ydaromuxcs 1o 00pa3zoBaTeNIbHBIM IPOTrpaMMaM BBICIIETO 00-
paszoBanus 1o HanpasieHusM noarotroBku 09.03.01 Uudpopmaruka u BerurcautenbHas Texuuka u 09.03.04
[Iporpammuas unxenepus / H. A. Tumuna; M-Bo Hayku u Bbicil. oOpa3zoBanusi Poc. @enepanuu, Oenep.
roc. OrKeT. 00pazoBart. yupexaeHue Beicil. oopasoBanus "OpeHOypr. roc. yH-T". - Openoypr : OI'Y. -
2019. - 179 c. — Pexxum pocryna: http://artlib.osu.ru/web/books/metod_all/94201_20190515.pdf

2 TexHonorun obecrneueHns 6€30MacHOCTH HHPOPMAIIMOHHBIX CUCTEM : yueOHoe mocobwue : [16+] /
A. JI. Mapyxnenko, JI. O. Mapyxinenko, M. A. Edpemos [u np.]. — Mocksa ; bepiun : Aupext-Menna, 2021. —



–
http://artlib.osu.ru/web/books/metod_all/94201_20190515.pdf

210 c. : uin., cxeMm., Tabi. — Pexum qoctyna: 1no nmoAmucke. —
URL: https://biblioclub.ru/index.php?page=book&id=598988.

3 [Tpoxoposa, O. B. UndopmanmonHas 6e30nacHOCT U 3amuTa nHGOpMaIuu : yaeoHuk : [16+] /
O. B. IIpoxoposa ; Camapckuii ToCyJapCTBEHHBIH apXUTEKTYpHO-CTPOUTENbHBIN yHUBepcuTeT. — Camapa : Ca-
MapCKuil rocy1apCTBEHHBIN apXUTEKTYPHO-CTPOUTENbHBIN yHUBepcuTeT, 2014. — 113 c. : Tadm., cxem., ui. — Pe-
®um roctyna: no nmoamucke. — URL: https://biblioclub.ru/index.php?page=book&id=438331.

5.2 JlonosiHuTEIbHAS JINTEPATYpa

4  Menbsuukos, B. I1. 3amura uadopmanuu [Tekct] : ydeOHUK ISl TOATOTOBKH OakajaBpOB IO
nanpasiernuto 230100 "Undopmaruka u BeruuciurensHas Texuuka'" / B. I1. Mensaukos, A. W. KynpusHos,
A. I'. Cxuprnanze; mox pea. B. II. MenbaukoBa. - MockBa : Akaaemus, 2014. - 297 c. - (Boicmee
obpaszoBanue. bakanaBpuar). - bubmuorp.: ¢. 291-293. - ISBN 978-5-4468-0332-3.

5 [Illasprun, B. ®@. 3amura komnbioTepHoil mHMOpMaruu. DPGdeKTHBHBIE METOJBI U CPEICTBA:
yae0. mocobue JuIsi CTYACHTOB BY30B, oOydaromuxcs mo HampasieHuto 230100 "Wudopmaruka wu
BeIuMCHTeNbHAs TexHuka" / B. @. [llanprun. - M. : JIMK Ilpecc, 2008. - 544 c.

6 Cwmapr, H. Kpunrorpadus / H. Cmapt; nep. ¢ anrn. C. A. Kynemosa; nmox pen. C. K. Jlaano. -
Mocksa: Texnocdepa, 2006. - 528 c.

7  Cewmenenko, B. A. IlporpamMHuo-anmnapaTHas 3ammra nHGopMarmu: y4ed. mocodue ajs By30B /
B. A. Cemenenko, H. B. ®enopos. - M. : MI'1Y, 2007. - 340 c.

5.3 llepuoanueckue u3gaHusl

Kypnausr:
1. ABromaru3anus B IPOMBIIUIEHHOCTH: )XypHaIL. - M.:M3xa. nom "UndoaBromaTuzamms", 2026.
2. IlporpammupoBanue: xypHait. — M.: U3n. «HannonansHas miuardopMa HaydHBIX MEPHOAMYECKIX
n3nanuiy, 2026.
3. UH(popmannoHHbIe TEXHOJIOTUHU B IPOCKTUPOBAHUM U IPOU3BOACTBE: XKypHalL — M.: U3x. «PI'VII
HTLI o6oponnoro xomrmiekca «Kommacy, 2026.

5.4 UnTepHeT-pecypcsbl

- ®CTOK Poccun. OenepanbHas cayx0a 0 TEXHUIECKOMY M SKCTIOPTHOMY KoHTpoutto http://fstec.ru/
- Uudopmanmonnsiit mopran nmo UT 6e3onacHoctu http://www.securitylab.ru/
- BupryanbHbie yaeOHbIe KypChl U CAlThI TUCTAaHIIMOHHOTO 00pa30BaHMSL:
Wurepuer YHUBEPCHUTET UH(POPMAIIMOHHBIX TEXHOJIOTHI:
https://www.intuit.ru/studies/courses?service=0&option_id=9&service_path=1
https://www.lektorium.tv/course/22929 - «Jlekropuym», Kypc nekiuii: CI0KHOCTh BBIYUCICHHN U
OCHOBBI KPHITTOTpapuu

5.5 TIporpammHoe oGecneuyeHue, npogeccuoHaNbHbIe 0a3bl JAHHBIX M HH(OPMAIMOHHbIE
CIPaBOYHbIE CUCTEMBI

- Omnepanmonnas cucrema PEJ] OC

- Ilaket opucubix npunoxenuit «MoitOduc O6pazoBaHue»

- IIporpammHas cucrema It OpraHu3anuy BuIeo-KoHpepeH-cBs3u DION

- Bank nannbIX yrpo3 6e3onacuoctu uHpopmarun @CTIK POCCHUU https://bdu.fstec.ru/threat

- T'APAHT IInardopma F1 [DnekTpoHHBIH pecypc]: cipaBodHO-TpaBoBasi cucreMa. / Pa3paboTunk
OOOQO HIIIT «I'APAHT-CepBucy, 119992, Mocksa, Bopoosesi ropbr, MI'Y, [1990-2026]. — Pexxum goctyna
B cetu OI'Y http://garant.net.osu.ru



https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=438331
http://fstec.ru/
https://www.lektorium.tv/course/22929
https://bdu.fstec.ru/threat

- ABTOMaTHM3WMpOBaHHas HHTEPAaKTHUBHas cucTema cereBoro TectupoBanus - AUCCT (3apeructpupo-
BaHa B POCIIATEHT, CBuuerenscTBO O TOCYJAapCTBEHHON perucrpanuu nporpammel s OBM
No2011610456, mpaBooOmanarens — OpeHOYyprckuii TOCyIapCTBEHHBIH YHHUBEPCHUTET), PEXUM JTOCTYIIa
- http://aist.osu.ru.

- ba3za pannbix cranpaproB mnpoektupoBaHus: «llomHoTekcroBas 0a3za JaHHBIX [ocTy,
http://www.standards.ru/collection.aspx?control=40&id=5302914&catalogid=OKS-sbor-edu

- SI3BIKM mporpamMMupoBaHus, cpeactsa pazpadorku 110, CYB/:

1) CBoOoiHAs MHTETPUPOBAHHAS cpea pa3paboTKH ¢ OTKPBITHIM HCXOIHBIM KOJOM IPHIIONKE-

Huii (IDE) Ha s3b1kax nporpammupoBanus Java, Python, PHP, JavaScript, C, C++, Ana[3] u psana apy-

rux, NetBeans. Jlocrynna Gecruiatio — nunensus Apache License 2.0. IDE Paspatotuuk NetBeans

Community/ Peskum moctyma https://netbeans.apache.org//

2) CBobGonnas unterpuposannas cpena pazpadorku IDE VSCodium. Pexxum mocryma:
https://vscodium.com/

6 MaTepnaﬂbno-TexnnquRoe obecrneyeHue AUCHHUIIIMHBI

VY4eOHble ayaUTOpPUM A MPOBEACHUS 3aHATUN JIEKIIMOHHOTO THUIA, CEMHHAPCKOTO THUIA, AN
IIPOBEACHUS TPYNIOBBIX W WHAWBUAYAIbHBIX KOHCYJIbTAalMM, TEKYIIETO KOHTPOJA M IPOMEKYTOYHOU
aTTeCTalluu.

AyIUTOpUU OCHAIICHBI KOMIUIEKTAMH YUY€HUYEeCKOW MeOeH, TEXHUYECKUMHU CPeICTBaMU 00y4YeHHs,
CITy’KaIlUMU JIJIs1 TIpeJICTaBIIeHHs yaeOHOH nH(OopMaIiy OOJIBIION ayTUTOPHH.

Jns mpoBeneHus 1a00paTOPHBIX 3aHATUN HCIOJIB3YETCS KOMITBIOTEPHBIM KJAcC, OCHAIIEHHBIN
KOMITBIOTEPHON TEXHUKOW, YIOBIETBOPSIOMICH TPeOOBaHUSAM K KOH(HUTYpaIMH aIrmapaTHOro oOecredeHHs
UCIOJIb3YEMBIX TPOTPaMM.

[Tomemenue il CaMOCTOSTEIPHONH PabOThl 00YYaAIONIUXCSl OCHAIICHBI KOMIBIOTEPHONH TEXHUKOH,
noakiIoueHHo Kk cetu "MHTepHer" u obecriedeHHEM JOCTylma B JJIEKTPOHHYIO HH(POPMAIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.


http://aist.osu.ru/
http://www.standards.ru/collection.aspx?control=40&id=5302914&catalogid=OKS-sbor-edu
https://netbeans.apache.org/
https://vscodium.com/

