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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

- TIOJy4YeHHE IIEIOCTHOTO MPEACTaBICHHS 00 OpraHu3aluu U (YHKIHOHUPOBAHUU CETEH Tepeaadn
nH(popManuu, YCTPOHCTBAX M MPOTOKOJIAX TMEpeaadr JTaHHBIX, OCHOBAX Iepeaadyd WHGOpMAIMK B pas3iind-
HBIX CHCTeMaX, chepax UX MPUMEHEHHUS U POJU B HAYUHO-TEXHUICCKOM M COIMATBHOM Pa3BUTUU O0IIECTBA
B paMKax JUCHUTIINHBI «CEeTH B CUCTEMBI Ilepeaadun HHPOPMaIUK.

3amaun:

* TIOJIYYUTh 0A30BBIC MPEICTABICHUS O COBPEMEHHOM COCTOSIHUHM Pa3BUTHS KOMITBIOTEPHBIX CETEH U
CpeACTB nepeaayn nHpopMarmm;

* W3YYUTh PA3IMYHBIC TTOAXO0/bI K KiIaccuPpUKaIMu repeaaun nHGOpMaIny,

* UMETh MPEACTABICHUE 00 OCHOBAX MEPeavyr JaHHBIX B PA3JIMYHBIX CHCTEMAX;

* W3Y4YUTh Ha3HAYCHHUE, COCTAB, YCTPOHUCTBO U MPHUHITUILI (YHKIIMOHUPOBAHUS PA3JIMUHBIX CETEBBIX
YCTPOMCTB.

* 3HaTh COCTaB, Ha3HAUEHUE, MPUHIUIBI MOCTPOCHHS M (YHKIIMOHUPOBAHUSA CETEH Mepenadyu
JTAHHBIX

* 3HaTh NPUHLUIBI TOCTPOCHHUS MPOTPAMMHOrO OOecleyeHusl A YIpaBiICHHUsS CETEBBIMU
YCTPOWCTBaMU;

* U3YYUTh IPUHLHUIBI HACTPONUKH U IPOTPAMMHUPOBAHUS CETEBBIX YCTPOICTB;

* TMOJY4YUTh HAaBBIKM pPaOOThI C WMHUTAIUOHHO-OOYYAIOIIMMH TpOrpaMMaMyd U YCTPOUCTBaAMHU
00pa0OTKM W TMepelaydl AaHHBIX pPa3IUYHbIX MPOU3BOAUTENCH [UJIsI W3YYEHHs] alrOPUTMOB padoTHI,
MapaMeTpOB U XapaKTEPUCTUK CETEBBIX YCTPOUCTB.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JucnumimHa otHocuTes K 6a3oBoit yactu 6moka [l «lucuuniaasl (MO )»

[IpepexBusuthl aucuuiinasl: b1./].b.24 Annapamuvie cpedcmeéa GulYUCIUMENbHOU MEXHUKU,
b1.]].5.25 Onepayuonnsie cucmemvl, b1./1.5.26 Komnsvromephuvie cemu

[ToctpexkBusutsbl tuctMIUiMHbL: 51./].5.44.4 Teopus nepedauu cuenanos u coooujenuil

3 TpeOoBaHus K pe3y1bTaTaM 00y4eHHs MO JUCHUIINHE

[Tpouecc u3yueHus: AMCUUILIMHBI HaNpaBiieH Ha (POpMHUpPOBaHUE CIEAYIOLIUX PE3YIbTaTOB 00YUECHUS

Kon n
Kon u HanmeHoBaHue [Inanupyemsble pe3ynbTaThl O0yYEHUS 10
HAaUMEHOBAHHE
(OpMHDYEMBIX WHIMKATOpa JTOCTHKEHUS JMCUMILIHHE, XapaKTEpPU3YIOIIHE OTarbl
o KOMIIETEHIIUU (bopMUPOBaHUS KOMITETEHITHHA
KOMIETEHIIUN
OIIK-8 Cnocoben OIIK-8-B-3 3uaer 3amutHele | 3HATH:
IIPUMEHSTh METO/IBI | MEXAHU3MBI U CPEICTBA - 3alIUTHbIE MEXaHU3MBI U CPEICTBA OOECTIEUEeHUs
HAaYYHBIX obecrieueHus ceTeBon ceTeBOM 0€30MacHOCTH;
UCCIIEIOBAaHUM IpU | 6€3011aCHOCTH - CPEZICTBA U METOBI IPETOTBPALLICHUS U
IIPOBEICHUU OIIK-8-B-4 3naer cpenctBa u | 0OHApYyXEHHS BTOP)KEHUH
pa3paboToK B METO]Ibl IPEAOTBPAILEHUS U
o0nactu oOHapyKeHHsI BTOPKEHUHN YMmerh:
obecrieyeHus OIIK-8-B-5 Ymeer (bopMyIMpOBaTh U HACTPAUBATh MOJUTHKY
0€30macHOCTH dhopmynupoBaTh U 0€301acCHOCTH OCHOBHBIX OMEPAIMOHHBIX CUCTEM, a
KOMIIBIOTEPHBIX HACTPanuBaTh MOJUTUKY TAK)KE JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEH,
CHCTEM U ceTei 0€30MacCHOCTH OCHOBHBIX MIOCTPOCHHBIX HAa UX OCHOBE
OIIEpPAIIMOHHBIX CUCTEM, a
TaK)Ke JIOKAJIbHBIX




Kon u
Kox u HaumenoBsanue

HauMEHOBaHHE
WHIIIKATOPA TOCTHKEHHUS
bopmMHpyeMBIX
N KOMITeTCHITNH
KOMIICTCHIHI

[1nanupyemble pe3ynabTaThl O0yUEHHS 10
JTUCLUHUIUIMHE, XapaKTEPU3YIOIINE 3TATIbI
(dbopMUPOBaHUS KOMITETEHITHHA

KOMITBIOTEPHBIX CETEH,
IIOCTPOCHHBIX HA UX OCHOBE

Baaners:

HCCIICIOBAHUI;

U ceTen

- HABBIKOM ITPUMEHEHUA METOA0B HAYYHBIX

- HaBBIKOM IPOBEJICHHsI pa3padoToK B 00JacTu
obecrieyeHns O€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM

4 CTpyKTYypa U collepKaHue TUCUUIINHBI

4.1 CTpyKTypa IMCHUATINHBI

OO0mast TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISIET 4 3aueTHbIC eAMHUIBI (144 akaieMUuecKuX Jaca).

TpynoemMKkocTs,
Bun paboTbt aKaJeMHYECKHX 4acoB
7 cemecTp BCETO
O01masi Tpy10éMKOCTh 144 144
KonTakTHas padora: 69,25 69,25
Jlextuu (JI) 34 34
Jlaboparopusie pabots (JIP) 34 34
Koncynbranun 1 1
ITpomexxyTounas arrectarus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padora: 74,75 74,75
- caMonoAroToBKa (MpopaboTKa U MOBTOPEHUE JICKIIMOHHOTO MaTepraa u
Marepuaia y4eOHHUKOB 1 yueOHBIX MOCOOMIA; M3ydeHHe pa3JIesioB Kypca
(4acTHYHO) B CUCTEME PIEKTPOHHOTO 00y4yeHus (Y cTaHOBKa U HACTPOMKa
roJiocoBoro cepeepa teiedonuu Asterisk, 3yuenne BO3MOKHOCTEH
cepBHCOB 0OMeHa MrHOBeHHbIMHU coobtenusmu (WhatsApp, Telegram,
Signal u T.71.), HaCTpo¥iKa CEKPETHBIX YaTOB); MOArOTOBKA K JJa0OPATOPHBIM
3aHSTUSM; ITOATOTOBKA K pyOEKHOMY KOHTPOIIIO)
Bua nToroBoro KOHTpoOJIs (3a4eT, IK3aMeH, 1H( ¢ epeHINPOBAHHBIN JK3aMeH
3a4eT)
Paznenbr muCHMIUIMHEL, U3ydaeMble B 7 ceMecTpe
KonnuaecTBo yacos
Ne HaumenoBanwue pa3aenon ayAutopras BHeay/l.
paszznena BCETO abota
T 113 | 7P pabora
1 Baenenue B kypc «CeTH U CUCTEMBI NTepeadn 22 4 - 6 12
uHGOpMaLIUN Y.
2 KoMmnploTepHbI€ CETH U CUCTEMBI IIEpEaun 66 14 | - | 22 30
JIaHHEIX, ceTeBas 0€30MacHOCTh
3 CoBpeMEHHBIE TEITEKOMMYHUKAIIMOHHBIE CUCTEMBI 56 16 | - 6 34
W CpEJICTBA
Uroro: 144 34 34 76
Bcero: 144 34 34 76




4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

4.2.1 Beenenue B kypc «CeTu M cucTeMbl nepeaayu HHGpopManumn»

Hcropus co3manusi cucteM H ceTedl mepemaun wuHbopmanmu U cetd MHTEepHeT, ceTeBble
apXUTEKTyphl; DTasioHHas Mozesnb OCH, OCHOBHbBIE MPOTOKOJIBI, IPUHIMIBI B3aUMOAEUCTBUS. OCHOBHBIE
POTOKOJIBI cucteM nepenaun uHpopmanuu. Ceresoie OC, Linux (Ubuntu, Kali Linux), Windows (XP, 7,
8.1, 10). Crex mporokonoB TCP/IP, IP anpecamnus, mojacern, Mmacku. Pacuer Macok u mapamMeTpoB IOJICETEH,
pa3buenue Ha noaceru. [Iporokonsr ARP, CDP.

4.2.2 KoMnblOTEepHbIE CETH U CHCTEMbI Nepeladyu JaHHbIX, ceTeBasi 0€30MaCHOCTD

ba3oBbie IPUHIMIIBI B METOJIBI JIOTHYECKOTO U (PU3MUECKOT0 MPOSKTHPOBAHUS, TPEXyPOBHEBAS JIO-
TUYecKasi MOJIENIb CETH, MPUMEPHI MPOeKTOB. [IpoBOIHBIC ceTH, pacdeT KOJudecTBa Kabens, BEIOOP MecTa
YCTaHOBKH OOOPY/IOBaHMS, pacyeT KOJIMYECTBA MTOPTOB, CYMMApPHOUW MPOMYCKHON crtocoOHOCTH. OCHOBHBIC
THUIIBI Ka0ellsd, UX mapaMeTpbl U OTPaHUYCHHS. BeCTIpOBOIHBIC CETH, OCHOBHBIE CTAaHAAPTHI, UX OTPAHUYCHUS
Y BO3MOKHOCTH. 3ammTa OeCIpOBOJIHBIX CETEH, CTaHAAPTHI IMMGPOBAHUS U aBTOPU3AIIMH, TOTIOJIHUTEIbLHBIC
Mepbl 3aUThI. [IpoekTupoBaHue 0eCIIpOBOAHBIX CETEH.

OcHOBBI KpunTorpaduu; aropuTMbl CUMMETPUYHOTO IIM(PPOBAHUS; aITOPUTMbI aCCUMETPUYHOTO
MUPPOBAHUS; MTPOTOKOJIBI ayTEHTHU(UKAIINN; IEKTPOHHASI MU(PpPOBasi MOIIMUCH; METOMIBI creraHorpadwum;
MIPUMEPBI UCIIOIB30BaHUs CpeACTB ceTeBol Oe3onacHocTH; TOR, TOR Browser; TAILS.

4.2.3 CoBpeMeHHbIE TeIEKOMMYHUKAIIMOHHBIE CHUCTEMbI M CPeICTBA.

Cerp HurepHer kak cuctema mnepepaun uHpopmarmu; IP-tenedonus; asterisk; cepucbl oOMeHa
mruoBeHHbIME coobrenus (Viber, WhatsApp, Telegram, Signal u T.1.), co3manue 3aIIUIIEHHBIX CEKPETHBIX
9aToB; pa3pabOTKa WH(POPMAIMOHHBIX CepBEpOB B ceTh MHTepHeT; myOnmKkanmus uHpOpManmuu M web-
TIPUJIOKEHHUS; MOOWIJIBHBIE CETH CBSI3M 3-TO M 4-TO TIOKOJICHUS, CITyTHUKOBAs CBSI3b; METOJbI 3aIIUThl CHCTEM
nepenaud uHGOpPMAIMKA O OAHKOBCKHMX TpaH3akmusax; TexHojorus blockchain, kpunroBamoTsl u cHCTEMBI
3aIlUThI TPAH3AKIHH.

4.3 JIabopaTtopHbie padoThI

Ne JIP Ne HaumeHnoBaHue 1a00paToOpHBIX paboT Kour-Bo
paznena 9acoB

1 1 W3yuenne mpaBWil TEXHUKHM DJEKTPUYECKOHl Oe3omacHOCTH U 2
nokapHou  Oe3omacHocTH  mpu  pabore ¢ Ja0OpPaTOPHBIM
obopynoBaHueM M npubopamu. M3ydeHne CTaHIApTHOIO KOMILIEKCA
CETEeBOT0 000PYIOBAHHE U HA3HAYCHHUS DIIEMEHTOB YIIPABJICHHUSI.

2 1 YcranoBka u Hactpoiika Ubuntu u Kali Linux 4

3 2 bazoBas HacTpoiika mapmpytuzaropa Cisco 4

4 2 basoBas Hactpoiika kommyraTopa Cisco 4

5 2 ITpoBenenue aynura 6e30macHOCTH OECIPOBOJHOM CETH C MTOMOIIIBIO 4
Kali Linux

6 2 Hacrpoiika napamerpoB Oe3onacHoctd kommyratopa Cisco 4

7 2 YcranoBka u HacTporika TOR Browser 2

8 2 YcranoBka u Hactporika TAILS 4

9 3 VYcTaHoBKa M HaCTPOHKa CEpBUCOB 0OMEHAa MTHOBEHHBIMH COOOILIEHHUS 4
(Viber, WhatsApp, Telegram, Signal u T.11.), co31aHne CEKPETHBIX YaTOB.

10 3 0O0630p Bo3MoskHOCTe# kpunroBaiioT (Bitcoin, EtherEum, Litecoin u 2
T.JI.) ¥ mporiecca mining
HUToro: 34




5 YueOHO-MeTOANYECKOE 00ecIIeueHrne TUCIHILTHHDI
5.1 OcHoBHas 1uTEpaTypa

5.1.1 Omudep, B. I'. Komnbrorepasie ceT. [IpuHIUTIBI, TEXHOIOTHH, MPOTOKOJIBI: Y4eOHOE mocooue
JUTSL CTY/ICHTOB BBICIIMX YYCOHBIX 3aBEICHUI, 00ydaromuxcs Mo HanpasieHuto "MHbopMaTika u BeIYHC-
JIUTEJIbHAsl TEXHUKA" U MO CHENHUaIbHOCTH "BBIYKCINUTENIbHBIE MAIIMHBI, KOMILJIEKChI, CHCTEMBI U CETH",
"ABTOMATH3WPOBAaHHBIC MAIIMHBI, KOMIUIEKCHI, cucTeMbl U cetu", "lIporpammuoe obecrieueHre BBIYUC-
JIUTEIHLHON TEXHUKHU U aBTOMaTH3UpoBaHHBIX cucteM" / B. I'. Omuadep, H. A. Omuadep.- 4-¢ uzn. - CaHkr-
[TerepOypr : ITurep, 2013. - 944 c. : wi. - (YueOnuk yis By30B. CTaHAApPT TPETHETO TOKOJIEHUS). - buo-
auorp.: ¢. 917. - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8.

5.1.2 bpoiino, B. JI. Apxurekrypa 9BM u cucrem [Tekcr] : yue6. ans By3zoB / B. JI. Bpoiino, O. II.
Wnwbuna. - CII6. : ITutep, 2006. - 718 c. : un. - (YaeOHUK ajs By30B). - bubmmorp.: ¢. 709-712. - And.
ykas.: ¢. 713-717. - ISBN 5-469-00742-1.

5.2 JlonosiHuTE/IbHAS JINTEPATYpa

5.2.1 KoMmerotepHbie cucteMsbl u cetu [Teker] : yued. mocodue s By3oB / mox pen. B. I1. Kocape-
Ba, JI. B. Epemuna. - M. : ®unance! u cratuctuka, 2000. - 464 c. : w1 - ISBN 5-279-01986-0.

5.2.2 Topcreiiacon, I1. Kpunrorpadus u 6e3omacHocts B TexHomoruu. NET / I1. Topcreitacon, I
A. TI'aneur; nep. ¢ anrn. B. JI. Xopesa ; nog pen. C. M. MossiBko. - M. : bunom, 2007. - 480 c. : un. -
[MpenM. yka3s.: c. 448-472. - ISBN 978-5-94774-312-8.

5.2.3 bpoiigo, B. JI. BeruncnurensHble CUCTEMBI, CETH U TeleKOMMYHHKauu [Tekcr] : yueb. moco-
oue s By3oB / B. JI. bpotino, O. I1. Unpuna.- 4-¢ usn. - CIIO. : ITurep, 2011. - 555 ¢. - (YueOHHK 1y1st
BY30B). - bubnuorp.: c. 545-548. - And. ykas.: c. 549-554. - ISBN 978-5-49807-875-5.

5.2.4 Maxkcumos, H. B. Komnwtorepasie cetr [Tekcer] : yae6. mocodue / H. B. Makcumos, U. U. Tlo-
MoB.- 3-€ 3., nepepad. u gorm. - M. : @opym, 2008. - 447 c. : un. - (IIpodeccuonanbuoe odOpazoBaHue). -
bubnworp.: c. 403-405. - I'noccapwuii: c. 406-429. - Tpun.: c. 430-439. - ISBN 978-5-91134-235-7.

5.3 llepuoauueckue u3IaHUuA

5.3.1 Mup IIK : xypnai. - M. : AreatctBo "Pocmeuats"”, 2008 - No 1-12, 2013. - Ne 1-3,5-12, 2014. -
Ne 1-11, 2015. - Ne 1-9.

5.3.2 LAN XypHan ceTeBbIX pemeHuii: xypHai. - M.: ArenrctBo "Pocrieuats", 2004. - Ne 4-12
2007, 2008. - Ne 1-12.

5.3.3 Xakep +DVD : xypHai. - M.: Arearcto "Pocriedars”, 2004. - Ne 7-12, 2013. - No 1-12.

5.4 UuTepHeT-pecypcesbl

http://xQu.ru - IHTepHET SHIUKIIONEANS CETeBbIX TexHOoMorHi — XGU;

http://ciscolab.ru/ - TlpakTuka u nadoparopHsie Ha obopynoBanuu Cisco;

https://habrahabr.ru, https://geektimes.ru - Ayaut 6e30MacHOCTH CETEBBIX PEIICHHIA;

http://linkmeup.ru - Beeaenne B ceTeBble TEXHOJIOTHUH |

https://www.coursera.org/learn/computer-networking-ru -  «Coursera», MOOK:  «OcHOBEI
KOMIIBIOTEPHBIX CETE»,

https://www.lektorium.tv/ - «JIekTopuym».

5.5 TlporpammHoe obGecneuyeHue, npodeccuoHAIbHbIe 0a3bl JAHHBIX M HHGOPMAIMOHHbIE
CNPaBO4YHbIE CHCTEMBI

5.5.1 Oneparmonnas cuctema Microsoft Windows.
5.5.2 Open Office - cBoO0aHBIIT OPHUCHBIN TAKET IPOTrpaMM, BKIFOUAIOIINI B ce0sl TEKCTOBBIN U Tad-
JMYHBIA PEJaKTOPBI, PEIAKTOP MPE3EHTALNH U Ipyrie O(HUCHBIC TPUIOKEHHS.


http://xgu.ru/
http://ciscolab.ru/
https://habrahabr.ru/
https://geektimes.ru/
http://linkmeup.ru/
https://www.coursera.org/learn/computer-networking-ru

5.5.3 Cob6oanoe I10 — smymasitop GNS3/Dynamips [https://www.gns3.com/software/download];
5.5.4 Coboanoe 10 — smynsitop Packet Tracer [https://www.netacad.com/ru/courses/packet-tracer];

555 Ownmaitn  cumymsrop  Cisco  Small  Business  Online  Device  Emulators
[https://supportforums.cisco.com/community/911/cisco-small-business-online-device-emulators];
55.6 Csobomnoe IIO — mporpamma Juis MOHHMTOpPHHra KaHaiaoB cBs3u  WireShark

[https://www.wireshark.org/#download].
6 MaTepuajibHO-TEXHHYECKOe o0ecnevyeHne JUCHUUIINHBI

VYueOHble ayIUTOPHM AJsl MPOBEACHUS 3aHATUN JIEKIIMOHHOTO THIIA, CEMHHAPCKOTO THUMA, IS
IIPOBE/ICHUS] TPYIIOBBIX M WMHIUBHIYaJIbHBIX KOHCYJIBTAl[MH, TEKYIIEro KOHTPOJSA M IPOMEXYTOYHOM
aTTecTaluu.

AyIuTOpUH OCHAILCHbI KOMIUIEKTaMH YYEHHUYECKON MeOe, TEXHUUECKUMH CPeICTBaMU O0yUeHMS,
CITY>KaIllUMU JUTs TIpeJICTaBIeHHs yueOHO nHpopMay O0NbIIONH ayAUTOPUH.

Hns mpoBeneHus mTabOpAaTOPHBIX 3aHATHH HCMONB3yeTca jabopaTopusi, OCHAILEHHAs MEPCOHAIbHBIMU
KOMIIBIOTEPaMH C KOMIUIEKTOM IMPOTPaMMHOI0 00ECTIEYeHHS B COOTBETCTBHUH C 1I. 5.5.

[ToMemienue 111 caMOCTOSITENLHOM pabOThl 00yYarOIMXCs OCHALIEHbI KOMIIBIOTEPHOW TEXHUKOM,
noJKiIroYeHHoW K cetu "HMHTepHer", m oOecredeHHeM J0CTyma B DIEKTPOHHYIO WH(POPMAIMOHHO-
obpa3oBatenbHyto cpeny OI'Y.



