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1 He.]'lﬂ H 3a1a4Y4 OCBOCHUSA JTUCHHUIIJIUHBI

eab0 OCBOCHUS MUCIUIUIMHBI SBISETCS O3HAKOMIICHHME C OCHOBAMHU IPABOBOTO PETYIUPOBAHUS
OTHOIIIEHWH B MH(POPMAIMOHHON c(epe, KOHCTUTYIIMOHHBIMUA TapaHTHSIMU TPaB TPaKIaH Ha IOJy4YeHHE
nH(OpPMALIMM U MEXaHWU3M WX peaIn3alliy, W3y4eHHE TOHATHUS W BUIOB 3allUIIaeMoil WH(GOpMAaIUU IO
3aKOHO/ATeNbCTBY P®, CHUCTEMBI 3aUTHI TOCYJAPCTBEHHON TalHBI, OCHOB IPABOBOIO PETYIHPOBAHUS
OTHOIICHUN B 00JACTH WHTEIUIEKTYaJIbHOM COOCTBEHHOCTH M CIIOCOOOB €€ 3alluThl, MOHSATHS U BUJIOB
KOMITHIOTEPHBIX MIPECTYIJICHUH, a TaKKe (hOPMUPOBAHUE HEKOTOPBIX MPAKTUUECKUX HABBIKOB Pa0OTHI.

3amaun:

- M3y4YeHHE OCHOBHBIX BOIIPOCOB MPABOBOTO PETYIMPOBAHKS HHPOPMAIIMOHHON O€301aCHOCTH;

- TpHOOpEeTEeHUE TEOPETHUECKUX U MPAKTUICCKUX HABBIKOB [0 OCHOBAM HCITOJIb30BAHUS COBPEMEH-
HBIX METOJOB IPABOBOHM 3alllUThI TOCYAAPCTBEHHON, KOMMEPYECKOM, CITYKEOHOM, MPOPECCHOHATBHOU H
JUYHOHN TaWHBI, IEPCOHATBHBIX JAHHBIX B KOMIBIOTEPHBIX CUCTEMAX; JIMIICH3UPOBAHUS U CEPTU(DUKAINH B
00J1acT 3amuThl HHGOPMAIIHH;

- OCBOCHHE HABBIKOB IMOATOTOBKH W aHAIM3a JIOKAJIBLHBIX HOPMAaTUBHBIX aKTOB B Cepe peryiupo-
BaHMS MHGOPMAIIMOHHON O€3011aCHOCTH;

- (opMHpOBaHHE MPAKTUICCKHMX HABBIKOB W CIOCOOHOCTEH OCYIIECTBICHHS MEPONPHUATHH TIO
o0ecIieueHnI0 MPaBOBOM 3aIUTHI HH(OPMAITHH.

2 MecTo AUCHUILUIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOM MPOrpaMMbl

JucuummHa OTHOCUTCS K 00s3aTeNbHbIM AMCUUIUIMHAM (MOAYJISIM) BapHMaTUBHOIN yactu Onoka /|
«JlucuuminHbl (MOLYIIN)»

[TpepexBu3uthl nuctuiumbbl: 51./1.6.21 Ungopmamuxa, b1.J1.5.22 Hugopmayuonnvlie mexnonocuu
8 IOPUOUYECKOU OesimelbHOCmU

[ToctpexkBusutbl  aucuumuiuesl:  51.J{.B.2.3.1  Aomunucmpamusno-npagogoe  obecneuenue
IKOHOMUYECKOU U HAYUOHATIbHOU 6e30nacHocmu

3 TpeGoBanus Kk pe3yjabTaTaMm 00yuYeHUs MO TUCIUIINHE

Hpouecc HU3YUYCHUS NUCHUIIIMHBI HAITPABJICH Ha (bOpMI/IpOBaHI/Ie CJICAYIOHIUX PE3YJIbTAaTOB 06y‘IeHI/I$I

[Mnanupyemblie pe3yabTaThl O0y4eHUS
Kon n HaumeHnoBanue Konx n HauMeHOBaHME HHIUKATOPA
dbopMUpYyEMBIX KOMIETSHIIHIA JOCTH>KEHHS] KOMIIETEHIIUU 110 AMCHHIIIIHE, XapaKTEpH3YIONIAe
9Tanbl (HOPMUPOBAHMSI KOMITETEHITUI
YK-4 CniocobeH npuMeHsITh YK-4-B-2 Bener nenoByio 3HATh:
COBPEMEHHBIE KOMMYHHKAITUIO B TUCHbMEHHON M | TpeOOBaHUsT HOPMATUBHBIX MPABOBBIX
KOMMYHUKATHUBHBIE AIIEKTPOHHOM (OopMe, YUUTHIBAsE | aKTOB B obnactu 3aLUTHI
TEXHOJIOTUH, B TOM YHCJIE€ HA  |OCOOCHHOCTH CTHJIUCTUKH rocyJapCTBEHHOM TalHBI u
MHOCTPaHHOM(BIX) sI3bIKe(ax), |O(PHUIHAIBHBIX U HEODULIMATbHBIX |KOH(PHUACHINATbHON HHPOPMAIIUT
JUTSL aKaJIEMUYECKOTO U IIMCEM, COLIUOKYJIbTYPHBIE YMmern:
npodeccnoHalIbHOTO paznnuus B hopmare paspabatreiBaTh U 0QOPMISATH PE3YIlb-
B3alMOJIENCTBUS KOPPECIOH/IEHIIUU Ha TaThl MPOQPECCHOHATBHON JEATEeIbHO-
rocy/1apCTBEHHOM U MHOCTPAHHOM |CTH B MPOIECCYaJIbHOM U CIIy:KeOHOM
(-IX) s3BIKAX JOKYMEHTAIU!
Baajgers:
HaBBIKaMU pa3padOTKH U 0POPMIICHUS
pe3ynbTaToB NpodecCHOoHaTbLHON
JESATENBHOCTH B ITPOLIECCYaTIbHON U
CITYKEOHOM TOKYMEHTallUH
[TIK*-4 Cniocoben [1K*-4-B-1 Brnageetr 6a30BbIM 3HaTh:
WCIIOTh30BaTh MIpOrpaMMHBIM OOecIiedeHueM JIsl | TpeOOBaHUS o obecrieueHunto
nH(pOpPMALMOHHbIE U paboThI C TEKCTaMU H COOJIIOJICHHSI PeKUMA CEKPETHOCTU M
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Kon n HaumeHoBanue
(bopMUPYEMBIX KOMIIETCHIIHIA

Kon n HanMeHoBaHME HHIUKATOPA
MOCTHIKEHUS KOMIIETEHIINU

[Tnanupyemble pe3yabTaThl 00y4eHUs
0 TUCUUIUIMHE, XapaKTEPU3YIOIe
sTanbl GOpMUPOBAHUS KOMIIETCHLIUH

U (pPOBbIE TEXHOIOTUU B
[IPaBOOXPAHUTEIIbHOU
JESTEIbHOCTH

TaOJMYHBIMU JAHHBIMHU B
IIPaBOOXPaHUTEIBHOU
JeSITeIbHOCTH

[1K*-4-B-2 CniocoGeH pemartb
IPOCTbIE TEXHUYECKHUE IPOOIEMBI
¢ nu(pPOBBIMH YCTPOHCTBAMHU TIPU
OCYILECTBIICHUH
IIPaBOOXPaHUTEIBHOU
JeSITeIbHOCTH

[TK*-4-B-3 CriocoOeH ucKaTh,
aHaJIM3UPOBaTh, CO3/1aBaTh U
yIpaBiATh HHPOpPMALIKEH B
nnudpoBoii cpene

KOH(DHICHIIMAIBHOCTH MPU 00paboTKe
C TOMOLIbIO HWH(POPMAUOHHBIX H
U(PPOBBIX TEXHOJIOTUI

Ymersn:

o0OecrieunBaTh COOJIIOJIEHUE pPEKUMA
CEKPETHOCTH M KOH(DHUIEHITUAIILHOCTH.
obecrieunBarh 3anUTy WHpOpMaUU
npu pabore ¢ UUGPOBBIMU YCTPOIA-
CTBAMH TIPHU OCYILIECTBIICHUH IPABO-
OXPAHHUTEIHLHOU JCSITEILHOCTH

Baanersn:
HaBBIKAMU TPUMEHEHHS TpeOOBaHUI

HOPMATHUBHBIX TPABOBBIX AaKTOB B
o0jacTu 3alUThl TOCYJAapCTBEHHOMN
TalHBI u UHGOPMAITMOHHON

0€30MMaCHOCTH U 00€CIIEYEHUsI PEeKUMa
CEKPETHOCTH;

HaBBIKaMU 0€3011acHOM paboTHhI C
0a30BBIM ITPOTPAMMHBIM
oOecnieueHrneM i paboThI €
TEKCTaMH U TaOJUYHBIMH JaHHBIMH B
MIPABOOXPAHUTEIBbHON JEATEIIbHOCTH

4 CTpyKTYpa U colepKaHHue TUCHUIINHBI

IIpumensemovie memooOukuy, nedazocudecKue MmMexHoA02Uu, 6 MoM HUcie UCNONb308AHUE PeCYPCO8
INEKMPOHHOU UHPOPMAYUOHHO-00PAZ08AMENLHOU CPEObl, POpMbL peanusayuu 00pazo08amenbHo2o npoyec-
ca no oucyuniune Onpeoenaomcs 3akoHooamenbcmeom P® e cgepe obpazosanus, nokanvHbiMu HOpMa-
MUBHBIMU AKMAMU U NPENn00asamenem, pearusyroumum OUCYUNTUHY.

4.1 CTpyKTypa THCHHUILIMHBI

Coommnouienue

CYMMAPHO20

obvema pabom, peanuzyemvix c

UCnolb3oeaHuem pecypcos

INEKMPOHHOU UHDOPMAYUOHHO-00PAZ08AMENLHOU CPedbl, U obujel. mpyooeMKOCmu OUCYUNIUHbL He

oonducHo npegviuams 80%.

OO61mast TpyA0€MKOCTh AUCHHUILIMHBI COCTaBISIET 6 3a4eTHBIX eauHUI] (216 akageMUYecKUX 4acoB).

- 8bINOIHEHUEe NPAKMUKO-0OPUEHMUPOBAHHBIX 3A0AHULL,

- 8bINOJHEHUEe MUNOBbIX 340aY,

- HanucaHue rcce (3);

- CAMON0020Mo8Ka (NPopabomka u nOBMopeHue IeKYUOHHO2O0
Mamepuana u Mamepuana y4eOHuKo8 u y4eOHblx nocooull;

- U3yyeHue pazoenos Kypca 8 cucmeme 31eKmpoHHO20
o0yuenus;

- N0020MOBKA K NPAKMUYECKUM 3AHAMUAM,

TpynoemMkocTs,
Bun pabotst aKaJICMHYECKHX YaCOB

5 cemecTp 6 cemecTp BCETO
OO0mas Tpy10éMKOCTh 108 108 216
KonrakTHasi pabora: 34,25 47.25 81,5
Jlexrum (JI) 18 16 34
[Tpaktuueckue 3ansatus (I113) 16 30 46
Koncynbranun 1 1
[IpomexxyTouHas arrectaius (3a4eT, IK3aMeH) 0,25 0,25 0,5
CamocrosiTelibHas pa6oTa: 73,75 60,75 134,5




TpynoeMKkocCTs,
Bug pabotst aKaJIEeMHUYECKHX YacOB
5 cemectp 6 cemectp BCETO

- N0020MOBKA K KOJLIOKBUYMAM,
- N0020MOBKA K PYOEHCHOMY KOHMPOIIO U M.N.)
Buj nTOroBoro KOHTpoJIst 3auer IK3aMeH

PaSI[eJ'II)I JAUCHUILIWHEBI, U3y4aCcMbIC B 5 CEMECTPE

KonmyectBo yacoB
Ne HaunmenoBanue pasnenon ayAnTopHas BHEAy/I.
paznena BCETO abora
T 13 | Jip pabota
1 [IpaBoBble OCHOBBI 3amUTBl HH(pOpPMAIUK B 34 6 4 - 24
Poccuiickoit ®deneparuu. OCHOBHBIE MOHSTHS B
00J1acTH 3aUThl HHPOPMAITIH.
2 Obecnevenre MHPpOPMAITMOHHON OE30IIACHOCTH B 48 8 8 - 32
opraHax BHYTPEHHHUX el
3 3amuTta uHpOpMAIMM OT yTEYKM Ha OOBEKTax 26 4 4 - 18
nHGOpPMATHU3aLUU OPTaHOB BHYTPEHHUX JeI
HUroro: 108 18 | 16 | - 74
Paznernsl qUCIUIUIMHEBL, H3y4aeMbIe B 6 ceMecTpe
KosmyecTBo 4yacoB
Ne HanmenoBanue pasnenon ayAnTopHas BHEAy/I.
pasnena BCETO abora
T 13 | P pabota
4 [IpaBoBBIE  OCHOBBI ~ PETYIMPOBAHUS  3AIIUTHI 54 8 | 16 | - 30
OTAENbHBIX BHUJOB HH(POPMALMU OTPaHUYEHHOTO
JOCTYyTIa
5 3ammra  MHQOPMAIMOHHBIX  MPOLIECCOB B 36 6 | 10 | - 20
KOMIIBIOTEPHBIX U TEJIEeKOMMYHHKAIIMOHHBIX
cucreMax
6 OcCHOBHBIE MOHATUS U METObI HHPOPMAITHOHHOTO 18 2 4 - 12
IPOTHUBOOOPCTBA
HUroro: 108 16 | 30 | - 62
Bcero: 216 34 | 46 | - 136

4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI

Pazgen 1 IIpaBoBbie ocHOBBI 3amuThl HHpopmauuu B Poccuiickoit ®eaepanuu. OCHOBHBbIE
NMOHATHS B 00/1aCTH 321U THI HHPOPMALHMH

[Tonsitue unpopmaiuu, nHGopManoHHOTO TpaBooTHOUIEHHs. MHbopMalus kak 0OBEKT 3aIIMTHI.
Nudopmannonnas Oe3omnacHocTh M 3amuTta uHopmanuu. [loHstne HHPOpPMALMOHHONW O6€30MacHOCTH
OpraHOB BHYTPEHHHMX Jie1 U ero cTpykrypa. OOecrneueHue HauuMoHalbHOM Oe3omacHocTH Poccuiickoit
@enepanuu.  Konnenuust  HamuoHanbHOW — OesomacHocTH  Poccuiickoit  @eneparuu.  [IpoGiemsl
MH(OPMALIMOHHON OE30MaCHOCTH.

OOmast  xapakTepucTuka HH(GOPMAIMOHHO-TIPAaBOBBIX  HOpM. OpraHel  3aKOHOJATENIbCTBA,
periiaMeHTHPYIONEe JACSITENBbHOCTh 10 HWHGOpMaMoHHOW Oe3omacHoCcTH. OOmas XapakTepHCTHKA
OpPraHU3aIMOHHBIX METOJOB 3aIluThl MHpopMmauuu. TpeOoBaHHS K IOCTPOCHHUIO CHUCTEM OE30MaCHOCTH
o0wvekToB nHpopmaruzaiuu OBJI. [IpaBoBbIe OCHOBBI OpraHU3aIMOHHON 3amuThl HHGopManwu B OB/I.

Konmermmuss wu  mogenu  uHpopmanmonHod — Oe3omacHocTd.  OCHOBHBIE — HAampaBICHHA
opranu3anuoHHon 3amuthl uHGopManuu B OBJI. Co3maHue cucTeMbl OpraHU3AIMOHHOTO O00€CTIeueHUs
uHpopMaMOHHOH Ge3omacHocTH 00bekTa OB/I.



Pazgen 2 Ob0ecneyenne HH(GOPMANUOHHOM 0€30MACHOCTH B OPraHAX BHYTPEHHUX JeJI

Cucrema obecriedeHuss HMH(OPMAIIMOHHONW OE€30MACHOCTH OPraHOB BHYTPEHHHX [N 3aluTa
nHpopmanuu B obecrieuennu nHpopmarmonHoi 6ezonacHoctd OBJl. Opranu3anroHHO-TIPAaBOBBIE OCHOBBI
sanmThl nHGopMmammu B OJ/IB. IOpuanyeckass OTBETCTBEHHOCTh 33 NpPAaBOHApYIICHUS B cepe 3aluThl
nHpopManuu.

3agaun cimyxObl Oe3omacHOoCcTH opraHu3anuu. GopMUpOBaHHE CTPYKTYPHI CIY>KObl OE€30MAaCHOCTH,
opraHuzanus ee JesTenbHocTH. OpraHuzanus BHYTPUOOBEKTOBOIO pexuMa Ha oObekTe. OpraHuszanus
WH)KCHEPHO-TEXHUYECKOM  3ammThl  oObekra.  Opranm3zauus  Oe3omacHOro  (PyHKIIMOHUPOBAHHS
nHGOPMALIMOHHBIX cucTeM Ha oObekTe. IIpoBepka Hamuuus KOH(PUIEHLIMANBHBIX TOKYMEHTOB, JIeJl U
Hocuteneil wuHpopmammu. OpraHuzanusi CIy)KeOHOro pacciefoBaHus 10 (akTam pasrialieHUs
COTPYZHUKaMHU MH(POPMALMU OrpaHHMYEHHOr 0 AocTymna. [IpoBeeHne aHanuTUKO-pa3BeIbIBaTEIbHON paboThI
ciyk00i  OezomacHocTn opraHuzaiu. OCHOBHbBIE TpeOOBaHHMS K OpPraHM3ALUU OXpPaHbl OOBEKTOB.
Opranu3anus oxpaHbl 00bEKTa.

Pazgen 3 3amura wuHdopManmum OT YTeYKH Ha o00beKTax HH(OPMATH3ALUM OPraHoOB
BHYTPEHHHX J1eJ1

VYrpo3sl uHpOpMauMOHHOM OezonmacHocTu. IloHATME W BUIBI HMCTOYHMKOB M KAaHAJIOB YTEUKH
uHbpopManuu Ha oOBeKkTax uWHPoOpMATH3aUMU. TeXHWYEeCKHe KaHaJIbl YTeYKH  HMH(POpPMAIUH.
OpraHu3anMoHHas M TEXHMYECKas 3alluTa MH(OpMalMM OpraHOB BHYTPEHHUX el OT yTreuku. Cuiibl,
CpEeACTBAa M YCJIOBHUS OpraHuM3alMOHHOM 3aumThl MHGopManuu B OB/l. Opranuzanus u OpoBeAcHUE
CIeLMaIbHBIX MPOBEPOK 00beKTOB MHpopMatuzanuu OB/I.

Paznesn 4 IlpaBoBble OCHOBBI peryJIMpOBaHUsl 3aIUMThI OTAEIbHBIX BHI0B HH(OpManum
OrPAHMYEHHOI0 J0CTYIA

CreneHu CeKpeTHOCTH CBECHHUM U TpU(bl CEKPETHOCTH HOCUTEINEH 3TUX cBeieHuI. OpraHsl 3aIUTh
rocy/lapCTBEHHOM TaliHbl. OrpaHu4eHUs MpaB JOHKHOCTHOIO JIMIA WM TIpa)<JIaHWHA, AONYIIEHHBIX WIN
paHee JOIYCKAaBIIMXCS K TOCYAAPCTBEHHOM TaliHEe. MEXBEIOMCTBEHHAsT KOMMCCHsS 10  3alluTe
rocynapctBeHHOU TaiHbl. [TomHomouns. Obecnieuenue nestenbHOCTH. ColManbHble TApaHTHH Tpak/iaHaM,
JONYIIEHHBIM K TOCYJapCTBEHHOW TalHE Ha IOCTOSHHOM OCHOBE, M COTPYJHHKaM CTPYKTYPHBIX
MOAPA3ACIICHANA IO 3aIIUTEe IOCYJAapCTBEHHOM TaiHbl. 1lopsAnok MpoBeAeHUS CHEUAIBHBIX 3KCIEPTU3 IO
JOMYCKY MPeInpUATUH, YIpeKIeHUN U opraHu3aluil K IPOBEIEHUIO paboT, CBA3aHHBIX C MCIIOJIb30BaHUEM
CBEJICHUH, COCTABIISIIOLIUX I'OCYJapCTBEHHYIO TaliHY.

Perynsaropsl B o6nactu 3amuthl [1/IH. TpeboBaHus Kk MaTepHalbHBIM HOCUTENISIM OMOMETPHUECKUX
MEPCOHANBHBIX JaHHBIX M TEXHOJOTUSAM XpaHEHMs] TaKUX [JaHHBIX BHE HWH(POPMAIMOHHBIX CHCTEM
NEePCOHANBHBIX JaHHBIX. OCOOEHHOCTH 00pabOTKM NEepCOHANbHBIX JAHHBIX, OCYIIECTBIsieMON 0e3
HCIIOJIb30BAaHUs CPEICTB aBTOMATU3alMU. TpeOoBaHMs K 3alIUTE IEPCOHANbHBIX JaHHBIX MPH UX 00paboTKe
B MHQOPMALIMOHHBIX CHCTEMax MEepPCOHAIbHBIX JaHHBIX. COCTaB M CojAep)KaHUE OpPraHU3aLMOHHBIX U
TEXHUYECKUX Mep MO o0ecrneyeHuto Oe30MacHOCTH NEePCOHAIBHBIX JAaHHBIX NIpU HX 0O0padoTke B
MH(OPMAIMOHHBIX CHCTEMaX MEePCOHAIBHBIX JaHHBIX. Moebh YIpo3 0€30MacHOCTH NePCOHANBHBIX TaHHBIX
pu ux 00paboTke B MHOOPMALIMOHHBIX CHUCTEMaX MEPCOHAIbHBIX JaHHBIX. MeToanyecKue peKoMeHIauu
1o 00eCHeueHHI0 ¢ MOMOIIBI0 KPUITOCPEACTB 0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MPH UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMax NEPCOHAIBHBIX JaHHBIX C UCIOJb30BAaHUEM CpPEICTB aBTOMAaTH3ALUU.
OTBeTCcTBEHHOCTHh 3a HapymeHue o0pa®orku IIJIH. OTBETCTBEHHOCTHh 3a HapylIECHHE pEeXUMa 3alUThI
MEPCOHANBHBIX JTaHHBIX.

CnyxeOHas TtaifHa. [Ipodeccronansnas TaiiHa. TaiiHa ciencTBust M cynomnpousBoacTBa. OTinune
CITy)€O0HOU TaifHBI OT MpodeccuoHanbHOM. TpeboBaHus K 3aIIUTe CIY)KEOHON 1 TPOPECCHOHAIBHON TalHBI.
OTBETCTBEHHOCTh 3a HApyILICHHWE PEXHMa 3allUThl CIYy>KeOHOH TaliHbl. OTBETCTBEHHOCTh 3a HapyllIeHHE
pexuMa 3anuThl MpodecCHOHATBHOW TalWHbl. OTBETCTBEHHOCTh 3a HApyIIEHWE TaWHBI CIEACTBUA U
CyJIOIIPOU3BOCTBA.

Kommepueckass TaiiHa. OTBETCTBEHHOCTh 3a HapylIEHHME KOMMEpPUYECKOW TalHbl. PaszpemmrenbHas
CHUCTEMa JOCTyNa K CBEJIEHUSAM, COCTAaBISIIOIIMM KOMMEPUECKYIO0 TailHy. Meponpustus Io peanu3alnuu
pa3peIInTENbHON CUCTEMBI IOCTYIIA K CBEACHUAM, COCTABIIIOIINM KOMMEPUYECKYIO TAHY OPraHHU3aLUH.

Knaccugukanus wuHbopManMoOHHBIX pecypcoB. Opranu3zanuss pabOT TO 3aCEKPEUMBAHUIO U
paccekpeunBaHuio HH(opMaly B opranun3anui. COTpyIHUKH OpraHU3alMy Kak HCTOYHUKHU HHPOPMALIUU U
KaHanbl ee pasrnameHds. OcoOeHHOCTH OTOOpa KaJpoB Ha JOHDKHOCTH, CBSI3aHHBIE C JIOIYCKOM K
uHpOpMalUU OrpaHu4YeHHOro gocrtyna. IIpoBepka couckareneil Ha JOJKHOCTH, CBS3aHHBIE C JIOIYCKOM K
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MHGOpMALMU OIPaHMUYEHHOI'0 JIOCTYMA. 3aKII0UYE€HUE KOHTPAKTOB U COTJIAIICHUH O CEKPETHOCTH. 3aJauu U
CTPYKTYypa TEeKyIIel paboThl C COTPYAHUKAMH, JTOMYIIEHHBIMHU K HH(OPMAIMH OTPAHUYEHHOTO JOCTYIIA.

Paznen 5 3ammra UHGOPMAIMOHHBIX NpoLEeccoB B KOMIIBIOTEPHBIX u
TeJIEKOMMYHHKAIMOHHBIX CHCTEMAX

OcHOBHBIE Yrpo3bl 0€30MAaCHOCTH WH(POPMALMKM B KOMIBIOTEPHBIX cucTemax. [loHsatue, BUIBI H
obmias XapakTepUCTHKa IpecTylUIeHuH B cdepe KomnbroTepHoW HHpopManuu. OcobeHHOCTH
paccieoBaHus U CIIOCOOBI COBEPIICHHS] KOMITBIOTEPHBIX MpecTyrieHnid. CpencTBa M CIOCOOBI 3alUThI
KOMIIbIOTEPHON MH(POPMALUU OT HECAHKLIMOHUPOBAHHOTO JOCTYIA. AHTUBUPYCHAS 3allUTa KOMIIBIOTEPHBIX
CHCTEM.

OpraHu3allMOHHO-TIPABOBbIE OCHOBBI JIMIIEH3UPOBAaHUS JEATEIBHOCTU 10 3alluTe HH(pOpMaLUH.
Jlunen3upoBanue JesITeIbHOCTH TEXHUUECKOW M KpunTorpaduueckoii 3amure napopmarmu. OcoOeHHOCTH
CepTU(QUKALMUA CPEICTB 3aLIUTHl MHPOPMALMU OT YTEUKH [0 TEXHUYECKUM KaHanaM. OcCoOeHHOCTH
cepTudUKaMU cpeAcTB 3aumThl nHpopmarmu ot HCJI.

Nnentndukanus u ayreHTudukamus mnonb3oBateneii B Windows. XpaHnenue u mudpoBaHUe
naposnbHOW uWHpopMmanuu. Pasrpanmyenue npocryma cpenctBamu OC. CpenctBa KpunTorpapuuecKon
3anuThl HHGopmaruu B OC Windows. Knaccudukanus BpenonocHoro I10. Crioco0s! 3apaxenus. MeTtoabl
00pbOBI, BO3MOXKHBIE mOcCieAcTBUA. OCOOEHHOCTH  IIMMOHCKOTO IMPOTPAaMMHOTO  oOecreueHwus,
BO3MOYKHOCTH, XapakTep paboTsl. PyTkutbl, kiaccudukauus, MeTolpl oOHapyKeHHs. AHTHBHUpYCHas
3anuTa. MeTosl paboThl AaHTHBHPYCHBIX CPEJICTB.

HNHpopMaLnOHHO-TEIEKOMMYHUKAIIMOHHBIE CUCTEMbl KaK OOBEKT 3amuThl. OCOOEHHOCTH 3alIUTHI
uHbpopManuu B HMH(DOPMAIIMOHHO-TEIIEKOMMYHHKAIIMOHHBIX ~CHUCTeMax. 3ammra HHQOPMAlUN IpH
IIPOBE/ICHUU COBEILAHUM U MeperoBopoB. 3amuTa UH(GOpMaK IpyU IpUeMe B OpraHU3alUu ITOCETUTEINEeH,
KOMaHIUPOBAaHHBIX JIUI] ¥ WHOCTPAHHBIX IpEICTaBUTENCH. 3amura MH()OpPMAIK TPU OCYIIECTBICHHH
HAy4YHO-ITYOJMIMCTUYECKON M peKJIaMHOW JAeATeNbHOCTH. 3amura HH(opManmuu B KaJpoBOMl ciyxoe.
OOmre mpaBuIIa 1Mo 3ammTe HHPOPMAUHU IPH paboTe ¢ TOKyMEHTAMHU.

Pa3nen 6 OcHOBHBIE MOHSITHS M METOAbI MH(POPMALIMOHHOTO MPOTHBOGOPCTBA

OCHOBHBIE TEPMHHBI M OINpeAeieHUs HHPOPMALMOHHOIO MpoTHBOOOpcTBa. MHpopMarmonHoe
poTuBoOOpCcTBO. KOMMOHEHTH HMH(OPMALMOHHOTO MPOCTPAHCTBA, WH(GOpPMAllMOHHAsT OOCTaHOBKA B
BEJCHUUM  HMH(OPMAIIMOHHOTO  MPOTUBOOOPCTBA. MexrocyiapcTBeHHOE  MPOTUBOOOPCTBO B
MH(OPMALIMOHHOM IPOCTPAHCTBE B LIENAX HaHECeHUs yuiepOa MH(OPMALMOHHBIM CUCTEMaM, Ipoleccam U
pecypcaMm, KPUTHYECKH BaXHBIM M JAPYyrUM CTpykTypam. OOmas xiaccupukanus HHOOPMAIUOHHBIX
orepamuil nmpu BO3AEHCTBMM B MH()OPMALMOHHOM HPOTHBOOOpCTBE (Bo3nencTBUM). OOmMe MOHATUS 00
uHpopMallMOHHOM opyxuH. Kinaccudukanus, xapakTepucTuka WH(POPMALIMOHHOTO OpPYXKHs, OCHOBAHHOTO
Ha Pa3JINYHBIX TEXHOJOTHUSX.

4.3 IlpakTH4eckne 3aHATHA (CEMUHAPDI)

Ne Kon-Bo
Ne 3anaTHs Tema
paszzuena 4acoB
1 1 Undpopmanus  kak  o0bekT  3amuThl.  WHdopmannonHas 2
0€30I1aCHOCTb U 3aIIKTa HHQOpMAINH
2 1 [TpaBoBBIE OCHOBBI OpPraHM3AlMOHHOM 3alUTHl HMH(OPMAIMHU B 2
OBJI. Konnerust 1 Mojien nHOOpPMAIMOHHOM 0€301MacHOCTH
3 2 Cucrema obecrieueHusi WH(GOPMAIIMOHHON 0€30MacHOCTH OPraHOB 2
BHYTPEHHHUX JIEJT
4 2 IOpunuyeckass OTBETCTBEHHOCTh 3a IpaBOHApylleHHs B cdepe 2

3alUThl HHGOPMalUU

Opranuzanys AeSTelIbHOCTU CIIY>KObI 0€30IaCHOCTH
6 2 3amuTa nepuMeTpa TEPPUTOPHUH, 3JaHUN U OTKPBITHIX IJIOLIAJ0K C 2
IIOMOUIbIO0 TEXHUYECKUX CPEJICTB OXPaHbl

(6}
N
N

7 3 Yrpo3sl nHGOPMAITMOHHOM 0€30IMaCHOCTH 2

8 3 OpraHu3anMoOHHas U TEXHUYECKas 3aluTa MH(OpMaIH OpraHoB 2
BHYTPECHHHUX JIEJ]1 OT YTEUKH

9 4 PexuM 3ammThl TOCYAapCTBEHHOM TAHBI 2

10 4 3amuTa nepcoHaIbHBIX JAHHBIX 2




Ne Kon-Bo
Ne 3ansaTHs Tema
paszzerna 4acoB

11 4 Mogenp yrpo3 ©0€30HacCHOCTH NEPCOHANBHBIX JAaHHBIX IPH HUX 2
00paboTke B MHGOPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX JAHHBIX

12 4 Crnyxebnas taiina. [IpodeccnonanpHas TaiiHa 2

13 4 TaliHa ciencTBHS M CyJJOIPOU3BOJICTBA 2

14 4 OTBETCTBEHHOCTh 3a HapylleHue pexuma 3aILUTHI 2
npodeccuoHaNbHOM TaliHbl, TAllHBI CIEICTBUS U CYAONPOU3BOJICTBA

15 4 Kommepueckas TtaiHa. PaspemmrenpHas cucrema JAocTyna K 2
CBEICHHSIM, COCTABJIAIOIIUM KOMMEPUYECKYIO TalHY

16 4 Opranm3anus pabOT TO 3aCEKPEYMBAHUIO M PACCEKPECUYMBAHUIO 2
uH(OpPMALIMU B OpPraHU3alHuU

17 5 OcCHOBHBIE Yrpo3bl 0€30MaCHOCTH MHGOPMAIIUU B KOMITBIOTEPHBIX 2
cucTreMax

18 5 Opraau3anuoHHO-TIPABOBbHIC OCHOBBI JUTIEH3UPOBAHMS 2
JeSITETILHOCTH T10 3aLIUTE HHPOPMALIUU

19 5 XpaHeHue u muppoBaHUE MapoJIbHOM nHpopmanuu. 2
Pasrpannuenue nocryna cpeacrsamu OC

20 5 OcoOenHoctd  3amUThl  HHpOpMAIMKM B HMH(OPMALMOHHO- 2
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMaX

21 5 Oco0OeHHOCTH  MIMUOHCKOTO  MPOTPpaMMHOro  obecreuyeHus, 2
BO3MOXXHOCTH, Xapakrep paborbl. PyTkuTel, Kiaccupukauus,
METO/Ibl 0OHAPY>KEHUS

22 6 KommoneHTsl HHPOPMAIMOHHOTO MPOCTPAHCTBA, WH(POPMAIIMOHHAS 2
o0cTaHOBKAa B BEACHUU HUH(GOPMALMOHHOTO MPOTHBOOOPCTBA.
MexXrocy1apcTBEHHOE  MPOTUBOOOPCTBO B MH(OPMALKOHHOM
IPOCTPAHCTBE B MLEISAX HaHeceHUs YyiiepOa HHPOPMALUOHHBIM
crcTeMaM, TPOIeccaM M pecypcaM, KpUTHUECKH BaKHBIM H IPYTHM
CTPYKTypam

23 6 Nudopmannonnoe opyxkue. Kiaccupukanus, XapakTepUCTHKA 2
WHPOPMALIMOHHOTO ~ OPY)XHS, OCHOBAaHHOTO HAa  Pa3IMYHBIX
TEXHOJIOTUSIX
HToro: 46

5 YyeOHO-MeTOAMYECKOE 00ecTIeYeHHu e TUCIUTIIMHBI

B yuebno-memoouueckoe obecneuenue OUCYUNTUHBL 6X00AM  HOPMAMUBHO-NPABOBbIE  AKMb,
OCHOBHAsL umepamypa, OONOJHUMENbHAS IUMepamypd, NepuooudecKue u30aHus, UHMepHem-pecypcel,
npoepammuoe obecneuenue, npogeccuonaivbivlie 6azvl OAHHLIX U UHGOPMAYUOHHBIE CHPABOUHBLE CUCHIEMbL
COBPEMEHHBIX UHPOPMAYUOHHBIX MEXHONIO02Ul, d MAKNHCe KOMNOHEHMbl NEeKMPOHHOU UHPOPMAYUOHHO-
obpazosamenvhoi  cpedvl 6 coomeemcmeuu ¢ Ilonoscenuem 06 31EKMPOHHOU UHDOPMAYUOHHOU
obpazosamenvuoii cpede OI'Y.

5.1 HopMaTuBHO-IPABOBBIE AKThI

1 Koncturynus Poccuiickoit ®@enepanun: oduil. Tekct: npuHsTa BeeHapoaHbM rojocoBanueM 12
nexadps 1993 r. (¢ u3M. u 1011.);

2 O6 undopmanuu, THGOPMAITMOHHBIX TEXHOJOTHIX U 0 3amuTe nHopMmanuu: (heaepanbHblii 3aKOH
ot 27.07.2006 Ne 149-®3 (¢ u3m. u a011.);

3 O [1OMOJHUTENBHBIX Mepax Mo olecrmeueHHI0 HH(pOpMAMOHHON Oe3zomacHocTH Poccuiickoit
®enepanun: ykas [Ipesunenta Poccuiickoit @enepanun ot 01.05.2022 Ne 250;

4 OO0 yTBepX/IEeHUH NepeuHsl CBEJCHMI KOH(UICHIMAIBbHOrO Xapakrepa: yka3 Ilpesuaenta PO ot
06.03.1997 Ne 188 (c u3M. u 1011.);

5 O Crpaterun HanmoHansHOW Oe3onmacHoctu Poccuiickoit ®enepanuu: yka3 Ilpesuaenta PO or
02.07.2021 Ne 400;

6 O06 yrBepxkaeanu JlokTpuHbl MH(MOpMAMOHHON Oe3omacHocTu Poccuiickoii denepanmu: ykas
[Ipesunenta PO ot 05.12.2016 Ne 646;



7 OO0 yrBepxkaeHMH MHCTpyKIMY 10 OpraHu3aliy 3aIlUThl IEPCOHAIBHBIX JAHHBIX, COAEPKALIMXCS
B MH(OPMALIMOHHBIX CHCTEMax OpraHoB BHYTpeHHHMX Jien Poccuiickoit @enepannn: npukas MBJl Poccuu ot
06.07.2012. Ne 678 (c u3M. u j011.).

5.2 OcHOBHas JuUTEpaTypa

Mamncypos, I'. 3. IIpaBo mudpoBoii 6e3onacHocTy : yueOHuk : [16+] / I'. 3. MancypoB. — Mockaa :
Hupekr-Menua, 2022. - 148 C. - Pexum JIOCTyTa: o MTOJITHCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=687364 (nata obpamenwus: 18.06.2026). — bubauorp.
B kH. — ISBN 978-5-4499-3061-3. — DOI 10.23681/687364.

[Tpectymuienust B cepe BBICOKMX TEXHOJIOTUH M MHPOPMALMOHHOW 06e30macHOCTH : yueOHoe rmocobue :
[16+] / B. ®@. Bactokos, A. I'. BoneBoaz, M. M. Jlonruesa, B. H. Uanueiruna ; moa Hayd. pea. A. I'. BoneBoj3a ;
MOCKOBCKHII TOCYJapCTBEHHBIM WHCTUTYT MEXKIyHAapOIHbIX OTHomeHuid (yusepcuter) MU/ Poccum. —
MockBa :  Ilpomereir, 2023. - 1086 c¢. — Pexum  Jpoctyma: 1O  MOOJINUCKE.  —
URL: https://biblioclub.ru/index.php?page=book&id=701090 (nata obpamenus: 18.06.2026). — bubauorp. B KH.
—ISBN 978-5-00172-447-6

5.3 JlonoiHuTE IbHAS JINTEPATypa

HanmonansHast O0e3omacHocTh : yueOHuk / B. . Adbpamos, M. A. I'asumaromenos, K. K. I'acanos [u ap.]
; mox pen. K. K. I'acanopa, H. JI. DpuamBumm, O. A. MuponoBoii. — 3-¢ u3j., nepepad. u aom. — Mocksa :
IOnuTn-Jlana, 2023. — 288 c¢. : tabn. — (Knaccudeckuii y4deOHMK). — Pexkum JocTyra: 1o IOJIUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=700171 (gara obpamenus: 18.06.2026). — bubmuorp. B KH.
— ISBN 978-5-238-03639-7.

OBunnaHHKOBa, E. A. OcHOBBI HH(OpManmoHHOTO TIpaBa Poccuiickoit deneparuu : yaebHOE mocodue :
[16+] / E. A. OBunnnukoBa, C. C. HoBukoB. — HoBocuOupck : CHOMpPCKHN TOCYIapCTBEHHBIH YHHUBEPCHUTET
TeJeKOMMYHHUKaii u wHpopmatuku, 2021. — 138 c. : tabm., cxem. — PexkuMm moctyma: 1Mo TMOJANHUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=695007 (mxata obpamenus: 18.06.2026).

NmieitnoB, B. 5. MudopmanmonHas 0e30MacHOCTh M 3alluTa WHPOPMAIUHK : TEOPHS M IPaKTUKA :
yuebHoe nocobue : [16+] / B. 5. UmeitnoB. — MockBa ; bepnun : upexkr-Menua, 2020. — 271 c. : cxem., TabI1. —
Pexxum jmoctyma: mo mommucke. —  URL: https:/biblioclub.ru/index.php?page=book&id=571485 (nara
obpamenus: 18.06.2026). — bubnuorp. B kH. — ISBN 978-5-4499-0496-6. — DOI 10.23681/571485.

5.4 llepuoauyeckue U3IaHUA
- 3akoHbl Poccun: onbIT, aHamu3, IpaKkTHKA: KypHail. - M.: ArentcTtBo "Pocneuars"
5.5 NuTepHeT-pecypcsl

- https://notariat.ru/ru-ru/ - opunmaneHsli caiit ®eaepaabHOI HOTAPUATBLHOM MANIATHI;

- https://www.cbr.ru/- opunmanshsrii cait Llenrpansaoro banka Pd;

- http://www.supcourt.ru/ - opunmanehsii caiit Bepxosroro Cyna Poccuiickoit denepanuu

- https://www.edx.org/course/fundamentals-digital-marketing-social-media-ecommerce-3  «EdX»:
MOOK: Fundamentals of Digital Marketing, Social Media, and E-Commerce

- https://rg.ru - Uarepuer-nopran “Poccuiickoii razetsr”. HoBOCTH 95KOHOMHKH, 00111€CTBA, MTOJUTHKU.
[IpouciiecTBus B peruoHax U B MUPE

https://www.coursera.org/ - «Coursera»; MOOK «[IpoTuBoeiicTBUE KOPPYIIMHA U MPOSIBICHUIM
akctpemusMay https://openedu.ru/course/spbu/ANTICORR/?session=spring_2021

5.6 IlporpammHoe oGecneueHue, npogeccHoHAIbHbIe 0a3bl JAHHBIX M HHGOPMAIUOHHbIE
CIPaBOYHbIE CUCTEMBI

1. Onepaunonnas cucrema PEJ[ OC.

2. Ilaket oucHbIX npunoxenuit «MoiOduc ObpazoBaHue»

3. dns pabotel ¢ pecypcamu MHTEpHET - BeO-Opay3ep Auaexc https://yandex.ru/..

4. TAPAHT IInatdopma F1 [OnexTpoHHBIH pecypc]: cripaBodHO-TipaBoBas cucrema. / Pazpaborunk OO0
HITIT «I'’APAHT-Cepsuicy», 119992, Mockea, BopooseBbl Topsr, MI'Y, [1990-2026]. — Pexxum mocryna B cetn OT'Y
http://garant.net.osu.ru

5. ABTOMaTH3MpOBaHHAss MHTEPAaKTHBHas cucteMa cereBoro Tectuposanus - AMCCT (3apeructpupoBaHa B
POCITIATEHT, CBuaeTensCcTBO 0 TOCYIapCTBEHHOM peructpanud mporpammsl it IBM Ne2011610456, nmpaBoob:ia-
naresb — OpeHOYpreKuii Tocy1apCTBEHHBI YHHBEPCHUTET), PEXKHUM JocTyna - http://aist.osu.ru.

6 MaTepuajibHO-TeXHHYeCKOe ol0ecnedeHne JUCHUNINHBI
VY4eOHble ayIUTOpUU IJIsl MPOBENEHUS 3aHATUI JEKIMOHHOTO THUIA, CEMHUHAPCKOrO THIIA, IS
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https://biblioclub.ru/index.php?page=book&id=687364
https://biblioclub.ru/index.php?page=book&id=701090
https://biblioclub.ru/index.php?page=book&id=700171
https://biblioclub.ru/index.php?page=book&id=695007
https://biblioclub.ru/index.php?page=book&id=571485
https://notariat.ru/ru-ru/
http://www.supcourt.ru/
https://www.edx.org/course/fundamentals-digital-marketing-social-media-ecommerce-3
https://rg.ru/
https://openedu.ru/course/spbu/ANTICORR/?session=spring_2021
http://aist.osu.ru/

MIPOBEJICHUSI TPYIIOBBIX U WHAMBHAYAIbHBIX KOHCYJIbTAllMH, TEKYLIETO KOHTPOJI W MPOMEKYTOUHOM
aTTeCTaluu.

AynuTOpUN OCHAIIEHBI KOMIUIEKTAMH YUY€HHYeCKOW MeOenH, TEXHUYECKUMU CPe/ICTBaMU 00yUYeHMs,
CITy>KaIllMMU JUTsl TIPeJICTaBIeHHs yaeOHO nHpopMay 60BN ayAUTOPUH.

[Tomemenue A caMOCTOSITENBHON PabOThl 00y4YaAIOUIMXCS OCHAIICHbl KOMIBIOTEPHON TEXHUKOM,
noakiIoueHHOW K cetu "MHTepHeT", M o0OecrmeueHHueM JOCTyma B JJICKTPOHHYIO HH(POPMAIIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.

[Tomemienue 1ist CaMOCTOSITELHON pabOThl 00YYArOIIMXCS OCHALICHBI KOMITBIOTEPHOW TEXHUKOM,
MOAKIIOUEHHON K cetu "MHTepHeT", W oOecneYeHHueM JOCTyla B SJIEKTPOHHYIO HMH(POPMAIIMOHHO-
obpazoBarensHyt0 cpeny OI'Y.
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